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Introduction 
First install multiple operating system then inside that system without having risk, using a software program called a virtual box there are other software programs like virtual machine and virtual PC which will do the same work but I will use virtual box because it is free. To install any operating system you must first create and configure a new virtual machine for the operating system. Click on next in the dialog box promoted now need to enter virtual machine name such as PC1 and chose operating system type and Now attach a virtual hard disk to virtual machine to work you can choose from the various options like create new or use existing I'm going to create a new virtual hard Disk and then click on next for last one time and new click on create to create virtual hard disk that's is now created your virtual machine with your virtual hard disk attached to it. Setting up your virtual machine the choose media from where you install operating system on your virtual machine and browser for an ISO image in PC for virtual machine to boot now click next and start option will boot up your virtual machine and start processing of installing operating system on virtual machine will be called as a guest operating system and the operating system on which you installed the virtual machine and virtual box is called as host operating system.
After install all the setup Virtual manager and one of virtual machines going to the settings so first let's go to the settings of PC1, PC2, server1 and server2 selected settings and go to general, system and then network now change network address to internal network and then under advance of permission mode allow all then click ok as show on following figure
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SERVER MANAGER
[image: ]Login the window with user name and password that is secret to you as show in below
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IP ADDRESS OF PC AND SERVER BY PING COMMAND

Now let's go ahead and turn on virtual machine. Now pc1 and pc2 is client operating system and server1 and server2 are operating system Open network connection window right click properties and selecting IPversion4 properties so as we can see by default it obtain configuration and under alternate configuration see automatic private IP addressing is selected basically if there is no DHCP server to assign IP address automatic, to use static IP address so now change IP address this window 10 let's use class c IP address 192.168. And don't need default gateway and default subnet mask for 225.225.225.0 and click on ok and close it as show in below 
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ACTIVE DIRECTORY GROUP

This is our windows server 2019 domain controller now lets us log on to our domain controller with administrative rights let click on domain controller And find the computer name that is server one and the fully domain name then use that domain name when we use to join the client system to active directory domain let the domain name which going to join so type domain name in our case it is clam now click ok open up a window security box computer name domain changes enter the name and password of an account with the permission to join the domain I'm using administrative username and password of the domain controller then window will pop up saying welcome to the domain now other window open to apply these changes on computer lets click ok then close, it will ask to restart your system or our case then after restarting local administrator for this machine created . Click on user enter username and password and join client with the domain
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DHCP SERVER AND THE CLIENT PC’S DYNAMICALLY IP ADDRESSING
So the DHCP server can response to it so basically the DHCP server packets says I'm looking for a DHCP server who can lease an IP address to me so in our next step DHCP server on a door response to the broadcast with a DHCP offer in essence the DHCP offer says I'm a DHCP server and I have a lease for you if server layers of the server response to the request the client accept the first offer that it receives so the client is offered in address from DHCP server responds with a DHCP offer message containing the IP address and the configuration information for a client computer so the client responds vi a broadcast message called DHCP request for DHCP offer packets are for DHCP request packet and for DHCP acknowledgment packets and that’s why DHCP assign IP address to client computer using do the process so keep in mind that the lease is the fir a period of time typically a client can keep its IP address for several days over whatever you configured on your DHCP  server
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HEALTH OF NETWORK COMPUTER SYSTEM.
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Questions.

Q.1). What are the advantages/disadvantages of using a type 2 hypervisor program? 

Advantages: You can install Alternate Guest OS along with your primary operating system without and interruption. We do not have to shut down the primary OS in which vm has been created and we can do any work on our different vm without any interruption. A Type 2 hypervisor doesn’t needs a separate management machine to administer different VMs and control the host hardware.

Disadvantages: It will use the resource of your machine via primary OS system which have directly access to the psychical machine. Type 2 hypervisors are not highly efficient because they dont have direct access to physical hardware. This also increases their security issue, because there is Primary OS in between them and the CPU that an attacker could compromise.

Q.2). Why is it important to use Monitoring programs in your network, give some examples of monitoring tools?
A) If we want a proactive approach to your network connectivity issue, we have to deploy network monitoring tools. It will help the organization monitor network utilization, broadcast storm, port status, and uptime. It will help to monitor various aspects of the network and its operations. Nowadays there are so many network monitoring tools available in the market some are paid and some of them are open source. Mostly all network monitor tools use SNMP protocol to monitor the device's status. Below is a list of some famous monitoring tools.
1. Solar Winds
2. Microsoft system centre
3. Whatsup Gold
4. Zabbix (Open Source)
5. Pandora (Open Source)
6. Security Onion (Open Source)

Q.3). Describe the role of Active Directory Services. 
A) In medium and large size organization it’s a nightmare to manage users and computers in a work group environment, where we have to visit or access each computer or user account if we want to add some security policy or want to manage any user system and his/her account. Active directory services help us to manage and control all users and computer from centralize machine without accessing each user account or going to each system.
For example, you have to implement new password policy so if you are in a work group environment you have to visit each system and make a local group policy on it built if you are using active directory domain controller services you can apply this policy on all user with a single click.
Below are the most imp role performs by active directory services,
1) Centralized repository for all user credentials
2) Single sign-on using Kerberos.
3) Centralized management of workstation configuration through Group policy and objects
4) Role-based access control by using group memberships.




Q.4). Explain the terms; Domains, Forests/Trees, Schema, Objects and Domain Controller in the context of an Active Directory.
A) Domain: Domain is an administrative boundary of a network organized by a single authentication database. It’s a logical group of users and computer of an origination and its stores all information of users and computer in the organization. Below is the list of functionalities that is performed by Active Directory Domain Services.
1. Read-only DCs (create another ready only domain controller for backup purpose)
2. Restorable AD DS (can be stopped so that updates can be applied to a DC)
3. Database mounting tool (compare different backups, eliminating multiple restores)
4. DNS
5. Global Catalog (GC) servers
Forests/Trees:  Active directory is a DBMS use to organize organization user and computer details in a hierarchical structure. In Active directory a forest is a collection of trees which have the same global catalog, directory schema logical structure and AD configuration and tree is a collection of domains in active directory. Domains inside a tree can communicate with each other using one way or two-way trust. Two forest can communicate using forest level trust. 
Schema: schema in active directory contains the rule of object creation in active directory forest. Schema contains the list of definitions about AD objects and details about all objects that are in active directory.
Objects:  Objects represents users, a group, a computer, an application, a printer, or a shared folder in active directory network. In active directory objects have attribute which define them for example the attributes of a user object might include the user’s name, e-mail address, and phone number.


Q.5). Briefly, describe (you may use illustrations where appropriate), the four stages within DHCP operation.  
A) DHCP stands for dynamic host configuration protocol which is used to provide IP address to the client connected to the network automatically. There are four main operation performed by DHCP server to provide IP to the devices. 
DHCP discovery: when a computer boots up for the first time it will checks that it has a valid IP address or not and if it doesn’t have a valid IP address it will start broadcasting a DHCP Discover Message in the network and asking for someone should provide him a valid IP address. DHCP Discovery message use 0.0.0.0 and 255.255.255.255 as a source address and destination address, respectively.
DHCP Offer: So, after clients send the DHCP Discovery message. It’s time for the DHCP server to respond to that request if DHCP server is available in the network and have a valid ip address in its scope. Since, the client don’t have a valid IP address so the DHCP server will also broadcast the DHCPOffer message in the network like client did for DHCP Discovery. The server will send the DHCPOffer message to 255.255.255.255 address. The DHCPOffer message contains protocols information and IP configuration information like Gateways IP Address subnet mask and DNS if defined in the DHCP server scope.

DHCP Request: The DHCPREQUEST message contains a Transaction ID field. Just like hosts use the client ID field of the DHCPOFFER message to know whether the message is meant for them or not, DHCP servers use the Transaction ID field of the DHCPREQUEST message to know whether their offer has been accepted or not.
DHCP ACK: When the DHCP server receives a DHCPREQUEST message from the client, the setup process enters its final stage. In this stage, the server sends a DHCPACK message to the client. 
The DHCPACK message will recognition to the client pointing to that the DHCP server has received the DHCPREQUEST message of the client, and the client can use the offered IP setup.
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