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Abstract

There are several factors that need to be considered in creating a framework for Bring Your Own Technology (BYOT). Several policies were created and Golding-Harvest’s network was configured, while considering the advantages and limitations of the chosen framework.





















[bookmark: _Toc500856137][bookmark: _Toc500857106][bookmark: _Hlk500856845]Introduction
The objective is to create a portfolio detailing a framework of Bring Your Own Technology (BYOT). This report includes the rational for the selection of the data flow diagram and BYOT policies. It also evaluates the advantages, disadvantages, and constraints of using BYOT within the workplace.
















[bookmark: _Toc500857107]Content
[bookmark: _Toc500857108]What is Bring Your Own Technology (BYOT)?
Bring Your Own Technology is the concept of using one own’s devices while still retaining access to organisational services. It potentially offers benefits such as reducing organisation costs and employee’s familiarity with their chosen technology. However, there are also drawbacks for example the risk that personal data could unintentionally be leaked during use. [1] In terms of productivity, having access to multiple devices runs the risk of decreased productivity, due to more access to personal sources, procedures limiting content control can help limit personal usage to leisure breaks.
[bookmark: _Toc500857109]Issue of data leakage
BYOT has the potential to unintentionally leak data if not handled carefully. According to B. Morrow, devices outside an organisation include “less control and visibility” due to “fewer mitigation options”. [2] User policies are usually implemented to prevent these occurrences, such as an employee losing their access to information when leaving.
[bookmark: _Toc500857110]Using both professional and personal devices
While using both one’s personal devices and the devices provided can bring benefits for example work stored elsewhere in case one device malfunctions, there is a risk, for example of incompatibility if the two have different operating systems and applications. [3]
[bookmark: _Toc500857111]Security risks
BYOT may have drawbacks that are dependent on the user, such as information being hacked, an employee having their device stolen or lost, or when an employee decides to resign. In the latter case, their access to information inside the organisation is lost to prevent leakage under the Data Protection Act 1998, though leakage is not prevented entirely as the employee can still leak the information used in the process of their tenure. A method to deal with lost or stolen devices is to enable a data wipe beforehand, which in the process prevents information exploitation by deleting all personal data, which has likely been backed up to another location.
[bookmark: _Toc500857112]External dangers
The most common cause of risk among a BYOT a system being attacked by malicious software such as viruses. The recommendation of prevention is to install anti-virus software such as AVG and passwords that protect data as difficult to guess as possible via the use of capital letters and numbers and avoiding using common data in the process such as the date of one’s birthday. [4]
[bookmark: _Toc500857113]Clash of operating systems
Furthermore, one method to deal with incompatibly between operating systems is to seek out which applications can be used on both and upload data on one machine to enable access across both devices. If the user wishes, they could, for example, upgrade their Windows operating system from 8 to 10 if they wished and it could enable BYOT.
[bookmark: _Toc500857114]Difference in overall devices
The difference in technical aspects could prevent the process of BYOT (e.g. the size of storage or a different manufacturer). The issue of storage could be eradicated by performing an analysis of the device and determining where space could be freed up. The user could also perform a search to seek out which applications are present on both devices for future reference as to where to store work.
[bookmark: _Toc500857115]Mobile retention
The chosen mobile management software, AirWatch, allows for data retention on several operating systems such as Windows, MAC, and Linux. Golding-Harvest will allow users to store professional data on mobile devices but will require sensitive data to be encrypted over features such as email. Keeping data storage in mind is important [5]
[bookmark: _Toc500857116]Mobile device management
AirWatch was chosen to manage mobile devices, due to the variety of operating systems it supports, the simplicity of its registration service, and its security via features such as automated messages to help protect devices that have gone missing. Other software such as Cisco Meraki was considered, but AirWatch was chosen as supports operating system Linux and MAC devices, which Meraki does not.
[bookmark: _Toc500857117][bookmark: _Toc500835262][bookmark: _Toc500855804][bookmark: _Toc500856028][bookmark: _Toc500856141]Chosen BYOT
[bookmark: _Toc500857118]Golding-Harvest employs several policies to control devices, implement security, and grant rights to users. These policies ensure a consistent set of standards are met and everyone is treated equally, with an indication that the usage of Golding-Harvest BYOT will increase.
[bookmark: _Toc500857119][bookmark: _Toc500855806][bookmark: _Toc500856030][bookmark: _Toc500856143][bookmark: _Toc500835264]Device management
[bookmark: _Toc500857120]To help manage devices, Golding-Harvest lists which devices are acceptable for usage. 
[bookmark: _Toc500855807][bookmark: _Toc500856031][bookmark: _Toc500856144][bookmark: _Toc500857121]A security measure would be in the worst-case scenario, data would be wiped to protect the individual and the organisation.
[bookmark: _Toc500855808][bookmark: _Toc500856032][bookmark: _Toc500856145][bookmark: _Toc500857122]The policies make it clear that Golding-Harvest’s IT staff will configure all laptops, smartphones, or tablets. However, the use of one’s personal email at the same time as company email is prohibited, to keep it one way or the other and protect from the risk of data leakage.
[bookmark: _Toc500855809][bookmark: _Toc500856033][bookmark: _Toc500856146][bookmark: _Toc500857123]To protect lost devices, the user must alert Golding-Harvest to enable them to complete a data wipe. This prevents sensitive data being leaked and allows for quick transition to another device.
[bookmark: _Toc500855810][bookmark: _Toc500856034][bookmark: _Toc500856147][bookmark: _Toc500857124]Golding-Harvest encourages the use of BYOT, but will not accept misuse via consistent usage of restricted sites such as social media. The organisation limits this usage to leisure time to increase productivity and for confidentiality reasons.
[bookmark: _Toc500855811][bookmark: _Toc500856035][bookmark: _Toc500856148][bookmark: _Toc500857125]Data leakage is protected against by the employee losing their access to organisational information when they leave or switch department. The loss in information may be gradual in the case the employee, for example, later needs to return and access the information.
[bookmark: _Toc500857126][bookmark: _Toc500835266][bookmark: _Toc500855813][bookmark: _Toc500856037][bookmark: _Toc500856150]Security
[bookmark: _Toc500857127]In terms of keeping BYOT secure, Golding-Harvest applies features such as logged timeouts, as well as making clear to users that any security faults on their own part is their responsibility. 
[bookmark: _Toc500855814][bookmark: _Toc500856038][bookmark: _Toc500856151][bookmark: _Toc500857128]Employees must ensure their passwords are as strong as possible, making them harder to hack, hence why common passwords are avoided to protect security. 
[bookmark: _Toc500855815][bookmark: _Toc500856039][bookmark: _Toc500856152][bookmark: _Toc500857129]Logged timeouts ensure that in the worst-case scenario, data is not broken into while the user is inactive. Inactivity may not necessarily be the user’s fault, as their device or the Harvest network maybe slow, hence it important for timeouts to be implemented.
[bookmark: _Toc500855816][bookmark: _Toc500856040][bookmark: _Toc500856153][bookmark: _Toc500857130]Golding-Harvest applies encryption to reduce the risk of sensitive data being leaked and provides a safe measure of transferring data if completed face-to-face.
[bookmark: _Toc500855817][bookmark: _Toc500856041][bookmark: _Toc500856154][bookmark: _Toc500857131]As the BYOT is enabled, the user is responsible for ensuring security on their chosen device, including anti-virus software. While Golding-Harvest agrees to wipe data on any missing devices, it will not accept any constraints that could have been prevented on part of the user.
[bookmark: _Toc500857132][bookmark: _Toc500835268][bookmark: _Toc500855819][bookmark: _Toc500856043][bookmark: _Toc500856156]Users
[bookmark: _Toc500857133]Users must agree to a set of rules to take advantage of the BYOT process. This includes agreeing not to damage any devices with malicious software such as worms and trojan horses. These rules ensure fairness for all users and standards for Golding-Harvest to build upon.
[bookmark: _Toc500855820][bookmark: _Toc500856044][bookmark: _Toc500856157][bookmark: _Toc500857134]Handling devices and keeping them in a safe location does not fall to Golding-Harvest, it is the user’s responsibility to ensure the devices safety, as they agree to provide a platform for BYOT.
[bookmark: _Toc500855821][bookmark: _Toc500856045][bookmark: _Toc500856158][bookmark: _Toc500857135]Golding-Harvest does not tolerate the use of BYOT to seize control of data, or to disrupt the overall structure. As stated, this helps keep users safe and treated equally, as well as keeping availability consistent to minimise delay. 
[bookmark: _Toc500855822][bookmark: _Toc500856046][bookmark: _Toc500856159][bookmark: _Toc500857136]As the provider, users must comply when Golding-Harvest ask to search their devices. This helps trace whether a device is in breach of the contract and locate the root of the disruption, solving the issue as quickly as possible.
[bookmark: _Toc500855823][bookmark: _Toc500856047][bookmark: _Toc500856160][bookmark: _Toc500857137]To ensure appropriate use of printers, users must sign in at the site of one with their employee details. This ensures that they are not misused, and print costs are minimised.
[bookmark: _Toc500855824][bookmark: _Toc500856048][bookmark: _Toc500856161][bookmark: _Toc500857138]The IT staff are available to fix any connectivity issues, reducing the use of email to top-tier staff and fixing issues as soon as they arise to maximise usage of BYOT.
[bookmark: _Toc500855825][bookmark: _Toc500856049][bookmark: _Toc500856162][bookmark: _Toc500857139]If the user repeatedly misuses BYOT and shows no remorse at having done so, they will be banned to prevent risk to other users and block the risk of the process not running in an orderly manner.
[bookmark: _Toc500857140][bookmark: _Toc500351441][bookmark: _Toc500835270][bookmark: _Toc500855827][bookmark: _Toc500856051][bookmark: _Toc500856164]Configuration of network
[bookmark: _Toc500857141]The Golding-Harvest network has undergone several configurations via the software Cisco Packet Tracer. 
[image: ]
The network overall is a Local Area Network that applies the use of the chosen BYOT device, a central access point to help it connect to a router, which in turn connects to a switch that enables access to the central server. 
The protocols that are enabled on the server include http for web usage, syslog to assist with device communication, ntp to help configure the time to British UTC, email to enable usage of such, and ftp to allow for the transfer of data. 
[image: ]
The email server has been allowed for users to register, with a username and password. This helps Golding-Harvest identify users and only grant privileges to those who are entitled to it.
[image: ]
The router was assigned an IP address, as well as IPV4 and IPV6 gateways and a subnet mask. This helps restrict access as no default address will result in more individuality 
[image: ]
Both IP features were assigned firewalls as a countermeasure. Firewalls will help manage communication throughout the network and alert Golding-Harvest to any security concerns.
[image: ]
Both the router and switch have undergone several configuration commands to protect security via the use of several passwords and establishing a hostname.
[bookmark: _Toc500857142][bookmark: _Toc500855829][bookmark: _Toc500856053][bookmark: _Toc500856166]Conclusion
[bookmark: _Toc500857143]Several policies and network configuration, as well as the selection of a device management, helped set up a BYOT framework for Golding-Harvest, with reasoning stated for the policies and insight into the different factors that need to be considered in the process, such as a clash in operating systems. 
[bookmark: _Toc500857144][bookmark: _Toc500855831]Appendix
[bookmark: _Toc500857145][bookmark: _Toc500348575][bookmark: _Toc500351008][bookmark: _Toc500351415][bookmark: _Toc500835273][bookmark: _Toc500855832][bookmark: _Toc500856056][bookmark: _Toc500856169][bookmark: _Hlk500344816]Security policies
[bookmark: _Toc500857146] [6] [7]
[bookmark: _Toc500335259][bookmark: _Toc500348576][bookmark: _Toc500351009][bookmark: _Toc500351416][bookmark: _Toc500835274][bookmark: _Toc500855833][bookmark: _Toc500856057][bookmark: _Toc500856170][bookmark: _Toc500857147]• In the process of connecting the device, employees are required to form a password that is at least 10 characters long and includes the use of at least one upper case letter and two numbers. Employees will need to adjust their passwords once a month for security reasons.
[bookmark: _Toc500335260][bookmark: _Toc500348577][bookmark: _Toc500351010][bookmark: _Toc500351417][bookmark: _Toc500835275][bookmark: _Toc500855834][bookmark: _Toc500856058][bookmark: _Toc500856171][bookmark: _Toc500857148]• Logged timeouts will be included if the employee is inactive for a period of ten minutes. The employee must resign in to regain access.
[bookmark: _Toc500335261][bookmark: _Toc500348578][bookmark: _Toc500351011][bookmark: _Toc500351418][bookmark: _Toc500835276][bookmark: _Toc500855835][bookmark: _Toc500856059][bookmark: _Toc500856172][bookmark: _Toc500857149]• Use of sending private information over a device is prohibited without the data being encrypted beforehand.
[bookmark: _Toc500335262][bookmark: _Toc500348579][bookmark: _Toc500351012][bookmark: _Toc500351419][bookmark: _Toc500835277][bookmark: _Toc500855836][bookmark: _Toc500856060][bookmark: _Toc500856173][bookmark: _Toc500857150]• Golding-Harvest is not responsible for the security of any device connecting via BYOT. It is the responsibility of the employee to ensure that their device is regularly updated and equipped with efficient anti-virus software.
[bookmark: _Toc500857151][bookmark: _Toc500348581][bookmark: _Toc500351014][bookmark: _Toc500351421][bookmark: _Toc500835279][bookmark: _Toc500855838][bookmark: _Toc500856062][bookmark: _Toc500856175]Device management policies
[bookmark: _Toc500857152] [6] [7]
[bookmark: _Toc500335264][bookmark: _Toc500348582][bookmark: _Toc500351015][bookmark: _Toc500351422][bookmark: _Toc500835280][bookmark: _Toc500855839][bookmark: _Toc500856063][bookmark: _Toc500856176][bookmark: _Toc500857153]• Any smartphones, laptops, or tablets will be available for registration into Golding-Harvest’s network server. After registration, employees will be able to access web and email. However, a user cannot login to both their professional and personal emails concurrently for security reasons.
[bookmark: _Toc500335265][bookmark: _Toc500348583][bookmark: _Toc500351016][bookmark: _Toc500351423][bookmark: _Toc500835281][bookmark: _Toc500855840][bookmark: _Toc500856064][bookmark: _Toc500856177][bookmark: _Toc500857154]• While Golding-Harvest agrees to wipe any data on a device on the condition it is lost, the responsibility of backing up data falls to the employee. It also falls to the employee to inform Golding-Harvest of any device that goes missing.
[bookmark: _Toc500335266][bookmark: _Toc500348584][bookmark: _Toc500351017][bookmark: _Toc500351424][bookmark: _Toc500835282][bookmark: _Toc500855841][bookmark: _Toc500856065][bookmark: _Toc500856178][bookmark: _Toc500857155]• Golding-Harvest consider acceptable use to be activities that directly support the company. Personal use during company time, is defined by Golding-Harvest as reasonable, use with restraint and limited to personal communication.
[bookmark: _Toc500335267][bookmark: _Toc500348585][bookmark: _Toc500351018][bookmark: _Toc500351425][bookmark: _Toc500835283][bookmark: _Toc500855842][bookmark: _Toc500856066][bookmark: _Toc500856179][bookmark: _Toc500857156]• Networking facilities at Golding-Harvest are supported by website blocking software. Whilst connected to the company network, employees will be blocked from social media, YouTube, and a limited number of other restricted sites.
[bookmark: _Toc500335268][bookmark: _Toc500348586][bookmark: _Toc500351019][bookmark: _Toc500351426][bookmark: _Toc500835284][bookmark: _Toc500855843][bookmark: _Toc500856067][bookmark: _Toc500856180][bookmark: _Toc500857157]• Configuration requirements will include a BYOT device being able to determine which data of Golding-Harvest is confidential. Configuration may appear on the spot for employees to retain this policy.  
[bookmark: _Toc500335269][bookmark: _Toc500348587][bookmark: _Toc500351020][bookmark: _Toc500351427][bookmark: _Toc500835285][bookmark: _Toc500855844][bookmark: _Toc500856068][bookmark: _Toc500856181][bookmark: _Toc500857158]• The employee recognises that their personal information will be deleted when their tenure with Golding-Harvest has finished.
[bookmark: _Toc500857159][bookmark: _Toc500348589][bookmark: _Toc500351022][bookmark: _Toc500351429][bookmark: _Toc500835287][bookmark: _Toc500855846][bookmark: _Toc500856070][bookmark: _Toc500856183]User policies
[bookmark: _Toc500857160][6] [7]
[bookmark: _Toc500335271][bookmark: _Toc500348590][bookmark: _Toc500351023][bookmark: _Toc500351430][bookmark: _Toc500835288][bookmark: _Toc500855847][bookmark: _Toc500856071][bookmark: _Toc500856184][bookmark: _Toc500857161]Golding-Harvest ltd. gives employees the right to purchase and using smartphones and tablets of their choice for use in the workplace. However, it is expected that due to variations in devices and platforms, exceptions to the policy may occur. Golding-Harvest employees must agree to the terms and conditions within this policy to be allowed to connect their devices to the company network.
[bookmark: _Toc500335272][bookmark: _Toc500348591][bookmark: _Toc500351024][bookmark: _Toc500351431][bookmark: _Toc500835289][bookmark: _Toc500855848][bookmark: _Toc500856072][bookmark: _Toc500856185][bookmark: _Toc500857162]• Employees agree to take full responsibility for their devices. This includes all costing that comes with the device.
[bookmark: _Toc500335273][bookmark: _Toc500348592][bookmark: _Toc500351025][bookmark: _Toc500351432][bookmark: _Toc500835290][bookmark: _Toc500855849][bookmark: _Toc500856073][bookmark: _Toc500856186][bookmark: _Toc500857163]• The employee recognises that using or accessing information related to hacking, alerting, or bypassing network security violates Golding-Harvest’s policy and will result in disciplinary action. Any other inappropriate use of BYOT, such as to distress fellow employees, will also be considered a company violation.
[bookmark: _Toc500335274][bookmark: _Toc500348593][bookmark: _Toc500351026][bookmark: _Toc500351433][bookmark: _Toc500835291][bookmark: _Toc500855850][bookmark: _Toc500856074][bookmark: _Toc500856187][bookmark: _Toc500857164]• Golding-Harvest reserves the right to examine any device that is potentially causing problems or is the direct source of a virus, Trojan horse, or worm.
[bookmark: _Toc500335275][bookmark: _Toc500348594][bookmark: _Toc500351027][bookmark: _Toc500351434][bookmark: _Toc500835292][bookmark: _Toc500855851][bookmark: _Toc500856075][bookmark: _Toc500856188][bookmark: _Toc500857165]• Consistent or deliberate disciplinary action with no signs of remorse will result in the employee being removed from the BYOT user policy.
[bookmark: _Toc500335276][bookmark: _Toc500348595][bookmark: _Toc500351028][bookmark: _Toc500351435][bookmark: _Toc500835293][bookmark: _Toc500855852][bookmark: _Toc500856076][bookmark: _Toc500856189][bookmark: _Toc500857166]• The employee should contact the IT department at Golding-Harvest if any device is failing to connect to the network. 
[bookmark: _Toc500335277][bookmark: _Toc500348596][bookmark: _Toc500351029][bookmark: _Toc500351436][bookmark: _Toc500835294][bookmark: _Toc500855853][bookmark: _Toc500856077][bookmark: _Toc500856190][bookmark: _Toc500857167]• Employees must sign in with their personal details at any printers to ensure valid usage of it, and will be charged for said usage.
[bookmark: _Toc500348598][bookmark: _Toc500351031][bookmark: _Toc500351438][bookmark: _Toc500835296][bookmark: _Toc500857168]Data flow diagram


[bookmark: _Toc500351032][bookmark: _Toc500351439][bookmark: _Toc500835297][bookmark: _Toc500855856][bookmark: _Toc500856080][bookmark: _Toc500856193][bookmark: _Toc500857170]The above data flow diagram details the overall architecture of the BYOT, expressing the types of devices, and content of the network once Golding-Harvest IT staff has registered a device.
[bookmark: _Toc500857171][bookmark: _Toc500348602][bookmark: _Toc500350817][bookmark: _Toc500351035][bookmark: _Toc500351443][bookmark: _Toc500835299][bookmark: _Toc500855858][bookmark: _Toc500856082][bookmark: _Toc500856195]References
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Referencing convention evident though not always applied consistently (Grade mark: 46.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS] The basic knowledge and understanding of the relevant concepts and underlying principles (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your introduction need improvement.  Some areas are very brief and could expanded upon. Some areas inter-related the scenario given. Conclusion can be improved by summarising all the key aspects/finding of the report and state future improvements that can be done. (Grade mark: 50.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]20

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No enterprise network present in the implementation. The design is very basic however it does utilise the basic security access to prevent unauthorised access to switch or router devices. The access point is not configured and is disabled which prevents the wireless connection. (Grade mark: 37.50%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]7.5

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Report need formatting and alignment. Labelled all figures. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]48%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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