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Team Evaluation (Self Evaluate your Team)
	
	Student 1  
	Student 2
	Student 3
	Student 4
	

	Student 1
	4
	5
	3
	3
	

	Student 2
	5
	5
	3
	3
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	5
	5
	3
	3
	

	Student 4
	5
	5
	3
	3
	

	
	
	
	
	
	


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)Student 3: I think I could have been involved in the screenshot more.
Student 4: I think he could have given more screenshots and turner up to class more.
Student 2: I think he did most of the work on his computer. 
Student 1: I think he did a good amount of work and he gave a lot of screenshots.











Introduction 
This assignment is about setting up a VM which has 2 servers and 2 clients so in total we will have to set up 4 VMs as part of the assignment. Then we will have to do an individual task which will involve a set of question we will have to answer. 

Task 1 
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Server 2 created 
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Client 1 created
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Client 2 created
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Server 1 networks named
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Server 1 PrivateNet1 IP set
[image: Graphical user interface, text, application

Description automatically generated]
Disabling fire walls Server 1
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Fire walls disabled Server 1
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Client 1 firewalls being disabled
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Client 1 firewalls disabled
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Server 1 successfully pinging client 1
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Client 1 successfully pinging server 1
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Server 2 PrivateNet2 IP set
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Server 2 disabling firewalls
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Client 2 network named
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Client 2 PrivateNet2 IP set
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Client 2 disabling firewalls
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Server 2 successfully pinging Client 2
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Client 2 successfully pinging server 2
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Server 1 computer name successfully changed
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Server 1 adding active directory domain services 
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Server 1 active directory domain services successfully installed 
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Server 1 DMC1-NT present in domain controllers 
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Computers folder empty
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Admin account created
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Admin account added to admin group
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User account created
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User account added to user group
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Access time restricted for user account 
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Client 1 computer name changed
[image: ]
DNS IP assigned as 172.16.1.1. Instructions were to assign 10.10.10.1, but this is the address of the public network, and therefore wouldn’t work for the local DNS server connection 
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Client 1 member of domain changed [image: ]
Admin account successfully logged into to Client 1
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User account successfully logged into Client 1
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User account unable to log in to Client 1 due to time restrictions
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User account prevent from accessing/logging into Server 1








Hypervisors
We have used the type 2 hypervisors in this task as you are able to run lots of OS systems on there as we have two servers and two clients on the VM software. We have also used them as they are most common with end user systems as they are a benefit with the performance of the VM and it has a better security on them. the type 2 hypervisors are normally used “to create virtual desktops Type 2 hypervisors can support large and complex nested environments.” [1]. The best place to use the Type 1 hypervisors are used for production level workload as they are much more powerful than type 2 and then require a higher cost to run ad you must have a lot of RAM and CPU cores. They are mostly used for “support for software-defined storage and networking, which creates additional security and portability for virtualized workloads.” [2]. This will require much more management from the company that will be hosting it like Microsoft VM manager or VMware as you will need to access the full catalogue of the abilities. In the type 2 hypervisors can be a big flaw as if there is a virus you have a very high Chance of losing of the VMs that are running on your computer at the time. 






DHCP
[image: DHCP & DNS Protocols Explained - Study CCNA] 

DHCP stands for dynamic Host configuration protocol it will automatically give out the IP address from the pool of IP address that are available to everyone. If we didn’t have DHCP you would have a very long time trying to find an IP address which will be time consuming, and you would probably make a few mistakes along the way, so it is much easier using DHCP. If a device would like an IP address, it will request it to the DHCP server then it will send the IP address to the device that wants it. It will then keep monitoring the address until the device that it was assigned. Then when the device either shuts down or when the time runs out it will take the IP address back and then it can be when you need it again the device will have to request un Ip address again, and it will go through the whole process again. There is lots of reason why DHCP is the best as it can give out reliable IP address as “You can’t have two users with the same IP address because it would create a conflict where one or both devices could not connect to the network.” [3]. It will also reduce the network admin as you won’t have to have a server for DHCP on every subnet as it can be centralized. The main components for the DHCP are the server as this is what will hold the IP address and all the information that will be related for configuration of the device. Then you have the DHCP client which is the end user of the whole of the process as they will have to request and receive the date that will configure the IP to the device. The software can be installed on anything that will have an internet connection as you will just need it to connect to the network. 


Active Directory 

The active directory is when you can store important data about the whole of the users and admin on the network. The active directory (AD) has more information than everyone thinks as it can include a global catalogue this is the” information about every object in the directory. This allows users and administrators to find directory information regardless of which domain in the directory contains the data.” [4]. The other tool you can find in the AD the schema, and this will define a set of objects or classes that will be contained in the directory. The directory is a hierarchical which means that is will store the data in the network, so it is easier to get for the users and the admin. The information stored would be things like “D DS stores information about user accounts, such as names, passwords, phone numbers, and so on, and enables other authorized users on the same network to access this information.” [5]. The AD will store the data as an object as the definition of the object is like a user, group, application or device like a phone or a printer. There is such things as trees and forest in an AD as a tree is one or more domain grouped together. This will use a namespace to gather data of the domains in a hierarchy. Then a forest is multiple trees, and this will share the catalogues, schemas and domain configurations. In the active directory there is multiple ways it can share the data as the main 3 are one way trust this is where the first domain allows to share the data but the second doesn’t then there is two-way trust and that is where they both trust each other the last one is a trusted domain, and this is when a single domain allows users to access another domain.

Terminologies 
The is description is the ping that you will need to test if the IP exists and that will receive a signal from the other computer. it can also be used to see if the host computer is reaching the destination. The next is the server management this is what you will have to do to the server to make the servers better as you will need to get the server up to the optimal performance levels like if you are using lots of space in one section you could get rid some of the data that might be slowing it down or if you need to replace a component as it is not working or being slow. You can also monitor the whole of the system from one place as like the updates and the maintaince you would like to do. You could also have the software on your phones so if you oversee managing the system you could be at home at get a notification on if the server breaks down or if there is a software problem. The windows firewall is some of the best firewall on the market as a lot more people have a window than any other software, but the firewall is probably the Linux one as “75% of the servers in the world use Linux firewall” [6]. The OOBE or out of box experience this can be a make or break for a consumer as the GUI will need to be easy to use and need to just click aways at pictures on the screen that must make sense like the license agreement or if they need to sign up to a Microsoft account. When setting up a PC for the first time you have to have a easy set up but personal I think apple set up is better as you can just move one computer to the other with one email and password so you won’t need to set up a new device every time you get a new phone or computer. The PAE stands for Physical Address Extension, and this will expose the CPU to more than just 4 GB of RAM as you have more RAM which means you can access more on each VM, so you don’t have to worry about the VM crashing at any point.



Conclusion 
I have done a lot in this assignment as there is a lot of screenshots which has been difficult to arrange then writing all about hypervisors and the different terminology used in the tasks.







Reflection 

I think the tasks that were completed were easier than expected. The only thought was where you had gone back to the same server twice when the task you could of complete could have been done earlier one as this could save some time for everyone as if you must keep going back and forth when everything could have been done at once. It was also had harder to read by doing this as you need to think about if you have done it. After all that I think it was easy to navigate on how to complete the tasks that have been set. I think the hardest part was trying to get the windows on the VM as you had to download it on to the computer and then get it on the VM. The difficult part was trying to get the right windows on there as there was ones from different countries. You then had to set up all the VM as you had to create the windows size and the disk, but I think that was easy parts as you just had to set them up for the client and the client. It was simple setting up all the 4 servers as you just had to do 2 servers and 2 clients. When working out the IP address it was a bit difficult as I haven’t done the IP address in a while, so it was a learning curve.






References 
[1], [2]
https://www.techtarget.com/searchitoperations/tip/Whats-the-difference-between-Type-1-vs-Type-2-hypervisor



[3]
https://www.networkworld.com/article/3299438/dhcp-defined-and-how-it-works.html
[4][5]
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview
[6]
https://www.spiceworks.com/it-security/network-security/articles/top-10-linux-firewall-solutions/






image6.png
e

G

o
e

oy

28 01@@ronon




image7.png
o
e

G

# 6B ROISWroncn





image8.png
i

e ger > Dashboard

P Customize Settings - o X N
« v 4 @ « Windows Defender Firewall > Customize Settings v ®| | Search Control Panel »
¥ Local Server
Al Servers Customize settings for each type of network
&3 File and Stora You can modify the firewallsettings for each type of network that you use.

Private network settings
@ O Tumon Windows DefendesFirnl
Block il incoming connections, including those inthe st of sllowed pps

Notify me when Windows Defender Firewall blocks a new app.
) © Tumoff Windows DefenderFirewal (ot recommendied)
Public network settings

@ O Tumon WindowsDefendesFirnl

Block all incoming connections, including those in the st of allowed apps

Notify me when Windows Defender Firewall blocks 2 new app Hide

) © Tumoff Windows DefenderFirewal (ot recommendied)

oK Cancel

BPA results.

B Ou@o E@EE R o
8°C Mostly cloudy & m@ax P

13/02/2023 B




image9.png
c@ 1V Menage ook view hep

ch Control Panel »

¥ Local Server
Control Panel Home

Al Servers
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your
@ Fileand Storag  Allow an app or feature PCthrough the Intenet or a network.
through Windows Defender
Firewall

Update your Firewall settings
Change notification settings

Windows Defender Firewall s not using the
recommended seftings to protect your
computer.

Turn Windows Defender © Use recommended stings

Firewall on or off

Restore defaults

ee @Q

Advanced settings

Troubleshoot my network . g
Hide
e

Networks in public places such as airports or coffee shops

Windows Defender Firewall state: off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active public networks: T Unidentified network

Notification state: Do not notify me when Windows Defender

Firewall blocks 2 new app

Security and Maintenance

Network and Sharing Center

BPA results

)

T d

17/02/20

& O EE Gl @@ wshtcst

17/02/2023




image10.png
Client1 [Running] - Oracle VM VirtualBox -

Sharing Centre

) Network Connections
4 8 « Network snd Intemet > Network Connections >
Organise +
PrvateNiti

Unidentified network
@ Intel(R) PRO/1000 MT Desktop Ad.

rise Evaluat

P Type here to search

H £ Type here to search w




image11.png
i o

'





image12.png
e

=

# oo

. 1 @« Vindows Do Frensh » CutombeSatings v e

Q Q9 Q





image13.png
B Client1 [Running

- Oracle VM VirtualBox

P Windows Defender Firewall

& 5 v 2 P« Systemand Security > Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

Change notification settings

Turn Windows Defender
Firewall on or off

Restore defaults
Advanced settings

Troubleshoot my network

Seealso
Security and Maintenance

Network and Sharing Centre

P Type here to search

v | © || Search Control Panel

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to

your PC through the Intemnet or a network,

Update your Firewall sttings

Windows Defender Firewal s not using the
recommended seftings to protect your
computer.

What are the recommended settings?

B rrivete neworks

B cuestor public networks

Networks in public places such as airports or cafés.

Windows Defender Firewall state:

Incoming connections:

Active public networks:

Notification state:

Uiz i i

off

Not connected

Connected

Block all connections to applications that are not
on the s of allowed applications

Unidentified network

Notify me when Windows Defender Firewall

blocks a new app.

Windows 10 Enterprise Evaluation
ild 19

1001
&9 17

BOEdo Bl Il@ @y

1001
/20





image14.png
Server Manager > Dashboard -@1 P Marsge ook View Hep

Dashboard WELCOME TO SERVER M

Administrator: Command Prompt

iticrosoft Windows [Version 16..17763.3656]
(c) 2618 Microsoft Corporation. All rights reserved

c: \Users\administratorsping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes=32 time<ims
Reply from 172.16.1.2: bytes=32 time<ims

ping statistics for 172.16.1.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrator>

A X B e B
FOEERE ]
= i

UK 17/02/2023




image15.png
RecycleBint

B8 Command Prompt

time<ims
time<in

round in milli
Minimum = ems, Maximum = ems,

dmin

002
& B s B





image16.png
H P Type here to search

-1 F

Manage  Tools

Dashboard [

Local Server

Al Servers
i File and Storag

1 Network Connections
[ <« Network and Interet > Network Connections >
Organize ~
=/ PublicNet S PrivateNer
@ Intel(R) PRO/1000 MT Desktop Ad. @ Intel(R) PRO/1000 MT Desktop Ad.
2items

v/ ®) | Search Network Connections 0

o @

Fide

BOEFOL Bl I@@rscy




image17.png
RE/cIeBins

s

@ o c@ 1V Menage ook view hep

FTRPICS
o ¥ Local Server @
% Wl Servers B R v|@ | Search Network Connections 9
(Cobgle v
Chrore

Networking  Sharing
PrivateNet2

Internet Protocol Vrsion 4 (TCP/IPvé) Properties x

General

TH You can get P settings assigned automaticaly if your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

Wireshark (O Obtain an IP address automatically
® Use the folowing IP address:

1P adress: w.w.1.2

Subnet mask: 5.0 .0 .0

Defauit gateway:

(® Use the folowing DNS server addresses:
Preferred DIS server:

Alternate DNS server:

[vaicatesetings upon ext Advanced.. |

D & OB gl@ ®rotcnl

H P Type here to search





image18.png
RecycleBink

Gusl
@ Server Manager * Dashboard -@1 P Momsge Too view Hep
ETKPIGS)
o B Local Server @
2 i AllServers PP | fommno o i Network Comnections
e R File and Storage S¢ e lhnection - m
Networking | Sharing
N PrivateNet2
‘ ' - D Internet Protocol Version 4 (TCP/IPv4) Properties X
N7 a @ Intel(R) PRO/1| P
Oracle VM|
VirUsIEo General
TH  You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
or the appropriste P setongs.
Virenard (O Obtain an 1P address automatically
(@ Use the following IP address:
P addresss 72621
Subnet mas 550 0
Default gatenay:

(® Use the folowing DNS server addresses:
Preferred DIS server:

Alternate DNS server:

[vaicatesetings upon ext Advanced..

ENG S08AM
W dx

&0 Bl 8] @ ®rontcol

N
H £ Type here to search ey ooz




image19.png
i

e ger > Dashboard

P Customize Settings - o X
« v 4 @ « Windows Defender Firewall > Customize Settings v ®| | Search Control Panel »
¥ Local Server
Al Servers Customize settings for each type of network
&3 File and Stora You can modify the firewallsettings for each type of network that you use.

Private network settings
@ O Tumon Windows DefendesFirnl
Block il incoming connections, including those inthe st of sllowed pps

Notify me when Windows Defender Firewall blocks a new app.
) © Tumoff Windows DefenderFirewal (ot recommendied)
Public network settings

@ O Tumon WindowsDefendesFirnl

Block all incoming connections, including those in the st of allowed apps

Notify me when Windows Defender Firewall blocks 2 new app Hide

) © Tumoff Windows DefenderFirewal (ot recommendied)

oK Cancel

BPA results.

[PIODA Yo o AT

Construction on a48. 1=

3/02/2023




image20.png
i

B Local Server
Al Servers

& File and Stora

> Dashb

Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

© Change notiication setings

© Tur Windows Defender
Firewallon o off

© Restore defauts
© Advanced settings
Troubleshoot my network

Seealso
Security and Maintenance

Network and Sharing Center

S 1 M@« SystemandSecurty » Windows DefenderFirewal

v|® | Search Control Panel »

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

PCthrough the Intenet or a network.

Update your Firewall sttings

Windows Defender Firewal s not using the
recommended seftings to protect your
computer.

What are the recommended seftings?

B rrivete neworks

B cuestor public networks

Uiz i i

Not connected

Connected

Networks in public places such as airports or coffee shops

Windows Defender Firewall state:

Incoming connections:

Active public networks:

Notification state:

off

Block all connections to apps that are not on the
lit of allowed apps:

Unidentified network

Do not notify me when Windows Defender
Firewall blocks 2 new app

BPA results.

Hide

BOEdo Bl Il@ @y





image21.png
RecycleBin) ad
1 Network Connections - a X
e 4
4 8 « Network snd Intemet > Network Connections > Ve »
Organise + m
PrvateNet2

M Unidentified network
Intel(R) PRO/1000 MT Desktop Ad,

item

‘ @6 1E @ 8l@E st

10:13

17/02/2023




image22.png
g 8 Coen2 Bunnig] - Orce Wi iualon I

e | »
o [N |

. B« Neworkand it » NetckConnctions > - » -
; oo et ot oecion v OO :

D i pal —

7 =

7 v T P x

Eie=
| :”“;Elf.'a n‘i.“i,‘ii:","::‘n.:ﬂ- il

o
Vi Yo JCT——
o )

” ==
o
ST

[ H £ Type here ta search

36 BEAS





image23.png
@ Customise setings

& 4 M « Windows Defender Frewsll > Customise Settings Search Control Panel

Customise settings for each type of network
You can modify the irewsl settings for esch type of network that you use.
Private network settings
° (O Turn on Windows Defender Firewall
Block il ncoming connections, including those inthe s of sllowed applications

Notify me when Windows Defender Firewall blocks 2 new app
€ ©Tormof Windows DefenderFreusl (ot recommended)

Public network settings
@ O on Windows Deender Firewal

Block all incoming connections, including those in the st of allowed applications

Notify me when Windows Defender Firewall blocks 2 new app

@ Tum o Windows Defender Fwall (nct recommended)

Windows 10 Enterprise Evaluation

Build

P Type here to search =6

=1 ! W] (2 [3] right o
~ 183
H O Type here to search 1o GBP/USD 3/02/2023





image24.png
RE/cleBint

P Windows Defender Firewall

€ > @

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

Change notification settings

Turn Windows Defender
Firewall on or off

Restore defaults

ee @Q

Advanced settings

Troubleshoot my network

Security and Maintenance

Network and Sharing Centre

< System and Security > Windows Defender Firewall v | © || Search Control Panel »

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to
your PC through the Intemnet or a network,

Update your Firewall settings

Windows Defender Firewall s not using the
recommended seftings to protect your
computer.

Uiz i i

| B9
| g

Networks in public places such as airports or cafés

Windows Defender Firewall state: off

Incoming connections: Block all connections to applications that are not
onthe s of allowed applications

Active public networks: T Unidentified network

Notification state: Notify me when Windows Defender Firewall

blocks a new app

H P Type here to search

10:14

& 9 170

@6 1E @ 8l@E st

10:14
17/02/2023





image25.png
Server Manager * Dashboard

B Administrator: Command Prompt

‘time<ims
time<n
time<ims TTL
time<ims TTL

Minimum = ems

dmin

vents

e

Performance Bl sevices

BPA results Performance
BPA results

E 10:17
UK 17/02/2023




image26.png
¥

RecycleBin

Command Prompt

Hicrosoft Windows [Version 16.0.19045.2006]
(c) Microsoft Corporation. All rights reserved

C: \Users\Adnin>ping 172.16.2.1

Pinging 172.16.2.1 with 32 bytes of data
Reply from 172.16.2.1: bytes=32 time<ims
Reply from 172.16.2.1: bytes=32 time<ims
Reply from 172.16.2.1: bytes=32 time<ims
Reply from 172.16.2.1: bytes=32 time<ims

ping statistics for 172.16.2.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = @ms, Average = ems

C:\Users\Admin>

(o]
I

& sc ~ RN
Q& 1ERIGE

=)

Windows 10 Enerpise Evaluation
Windows icence vaid or 63 days
Buid 19041vb_reless.191206-1408
1016
s

NG 1016
>

ARreldx UK 17/02/2023




image27.png
@IV v

Computer Name/Domain Changes
: You can change the name and the memberstip o this omputer
computer Changes might fect access (o netwok resources
[ ] endSecuity » System v]© | search Control Panel »
Computername:
] ;
Full computer name: l
DMCINT tion
‘ s Server 2019 Datacenter Evaluation
‘ Wore .
pnge. Microsoft Corporation. Allrights Windows Server- 2019
Mermber of 4
O Domain:
© Workgroup: for: Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz 3.60 GHz
| WORKGROUP 4 memory (RAM):  4.00GB i
type: 64-bit Operating System, x64-based processor
K Cancel i Touch: No Pen or Touch Input s available for this Display
heme, domain, and workgroup settings
OK Cancel L — DMCI-NT ©
Full computer name:  DMCT-NT
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows s activated
Product ID: 00431-20000-00000- AAES ©

17/02/202

& £ 15 O] @ ®rontcol

NG 1027

=

17/02/2023




image28.png
r > Dashboard

Tools

B Local Server

Al Servers

Control Pan
% File and Storag

Device Mana

© Remote setti

© Advanceds

System Properties
Computer Name | Hardware  Advanced Remote.

Windows uses the ollowing information to dentfy your computer
= onthe network.

Computer descrption: ||

For example: IS Production Server” or
“Accounting Server”

DMCINT
WORKGROUP

Full computer name:

Workgroup:

To rename this computer or change fs domain or
workgroup, clck Change

oK Cancel

v|® | Search Control Panel »

uter

Windows Server: 2019

jth Radeon Graphics 200 GHz

em, x64-based processor Hide
s avalable for this Display

@ Change settings

Seealso

Windows activation

Connectto the Internet to activate Windows. Read the Microsoft Software License Terms

Product ID: 00431-20000-00000-AA142

9 Security and Maintenance

@hctiate Windows

Construction on A42.

B euEys

=1 ! W] (2 [3] right o
10:04 =

7/02/2023




image29.png
Tools
s Add Roles and Features Wizard

Installation progress e
0 Local
Al View installation progress
AD @ Festure instalation
File

Configuration required. Installation succeeded on DMC1-NT.

Active Directory Domain Services.
‘Additional steps are required to make this machine a domain controllr.
Promote this server to a domain controller

‘Group Policy Management

Remote Server Administration Tools.
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Admi

Hide

rative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Detals.

Export configuration settings

Next > Close. Cancel
evices Performance

Performance BPA results

BPA results

NG 10:25M

= UK 2/17/202:

BOk @ S8R o

1025
17/02/2023

2




image30.png
i Active Directory Domain Services Configuration Wizard x

TARGET SERVER
Results AT

§| [ @ This serverwas successfully configured as a domain controller Show more X

(@ View detied operaton el

A Windows Server 2019 domain controllers have a defaut fo th securityseting named
Allow cyptography algorithms compaible with Windows NT 40" tht preents weaker
cryptography algorthms when establishing scurity channel sesions.

For more nformtion sbout this stting, see Knowledge Base artice 942564 (/|
gomicrosoftcom/fwlnk/2Lnk= 10475,

A A delegation forthis DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. I you are integrating with an
existing DNS infastructure,you should manually create a delegation to this DNS server in
the parent zone to ensure elable name resoltion from outside the domain
“accataskmst". Otherwise,no action s requied.

Hide

More about results

Next> Close
Events Events

A sevices Performance
Performance BPA results

BPA results

ENG 10:43AM
UK 2/17/202

= g

POk @ =Rl R gt o
& 10°C Cloudy = 1B

17/02/2023




image31.png
. J

Recycle Bin

5 ActveDirectory Users and Computers
Fie Acion View Help

HamlioIXEDe EE L eETES

15 ActiveDirectory Users 3nd Com e e e swe Descpton

(] saved Queries DMCI-NT  Computer 6c Default-First-Si.
v 5 accataskmeft

(1 Builtin
1 Computers
(3| Domain Controllers
1 ForeignSecurityPrincipal
1 Managed Senvice Accoul
5 Users

7 Prnt Management Shorcat

3K8

0924
24/02/20:

& O EE Gl @@ wehcsl

NG 0924

24/02/203





image32.png
. J

Recycle Bin

Active Directory Users and Computers

File Action View Help

L A1l =RERCIENN 7 ol X K @K
Active Directory Users and Com| [ Name Type Description

Saved Queries
v 3 accataskmsft There are no items to show in this view.

Builtin
Computers

Domain Controllers
ForeignSecurityPrincipal
Managed Service Accou
Users

% Print ianagement

32items 1 item selected 1.13 KB

Windows Server 2019 Dtacenter Evaluston
vali for 165 day
o18-1434
oo
3 sy B

BT OB EIGBrgtcr

£ Aacins oaded succestul

24/02/203




image33.png
= P




image34.png
=]
Fie Action View Help
es @ fO0/XEEE
] Active Directory Users and Com| | Name Type
2 Soved Queries
© B sccataskimstt
2 uiin
= Computers

Dormsin Controlers
EW"MMWW BRRAS and A5 Sen| Generl Merbers Menbes Of  Managed 8y

1 Mansged Senice Accou| S Clonesble Doma

(5 Users BOwlpdatoy| [ ive Diectory Domain Services Folder
B Domain Admins| | cive Dty Donn Senvces Pl

Do o] | 8 T ——

& James Frow  scoctask et/ Uses
B Domain Contal] | 27 e

8,,Domain Guests
8 Domain Users
8 Group Policy Cre
B Key Admins

B Protected Users
8 Read-only Domd
B, Enerprise Admi
B Enterprise ey A
B Enterprise Read-
8 Schema Admins
2 Adminstrstor
2, 6uest ) =
2 somes Frew

Description
8 Allowed RODC Passwo... Security Group - Domain Local Members in this group .
82, Cert Publishers itv Groun - Dc Local Members of thi

82 Denied RODC Paj Domain Admins Properties. ? X
2, Drnscmins

Members:

oK Cancel

L Ok@o S d® 8o

1651

Cloudy * 6 D & 18/02/2023 L5




image35.png
Manage __Tools

Mansge
2 John Smith Properties 70X e
File Action View Help Member OF Datin Envirorment Sessions »
B localSer o o | 2 [ & E1 Remte cortrl Remote Desktop Services Proie. com- =
AllServe{— | Genel Addess Accourt | Prfle Telephones  Organizatin
T Active Directory Users and ~
AD DS Saved Queries Userlogon name:
Sons |vE a::aBtas‘: st 25 @accatask st v
&5 File and Computers Userlogon name fpre-Windows 2000)
[ACCATASKY 25
Domain Controllers
ForeignSecurityPrint
Logon Hours. OnTo
Menaged Service A L=
Users
0 Unlock account
Account aptons:
Hide
(D] User must change password atnext logon A
User cannat change password
Password never expies
O Store password using reversile encryption v
Account exires
@ Never
OFEndof: Monday . March 20,2023
< v
oK Cancel ooty Hep

32items 1 item selected 1.13KB

BPA results BPA results

ENG
[

= 7 4,

L Ok@o S d® 8o
17:07
18/02/2023 EB

Cloudy % € 3 T dx




image36.png
a2

File Action View Help
e nm OIXEE

a2 én: D:eomry Users and Com|| Name Type Description

- B, Allowed RODC Passwo... Securty Group - Domain Locel  Members nthis group <.
v 4 accatask.msft 82, Cert Publishers it Groun - Dornain Local Membess of thi
g E:“"“‘:utm 8 Denied RODC Pa| Domain Users Properties 7 X
B, onedmins

Dormsin Controlers
EW"MMWW BRRAS and A5 Sen| Generl Merbers Menbes Of  Managed 8y

1 Managed Senice Accou|| SaClonesble Doma
= Usen B, onsupcatebron
8,Domein Admins
& Adriistor  acotask et Uses

8 omain Compu| | 3
oo ool | 8 e o o s
oeminCortl] | i s sectnkt e

2, abtgt accatask msft/Users
Romainsers | |

8 Group Policy Cre
B Key Admins

B Protected Users
8 Read-only Domd
B, Enerprise Admi
B Enterprise ey A
B Enterprise Read-
8 Schema Admins
2 Adminstrstor
2, 6uest )
2 somes Frew
2 John smith

Members:

Name Actve Diectory Domain Services Folder

oK Cancel

L Ok@o S d® 8o
16:58
Sunset q =}

18/02/2023




image37.png
=] | ()
Fie Acion vew. Hep

Member OF Diin Envionment Sessions
Local Sert

»
@ | 2E & O] Remoecom Remote Deskiop Servces Profle  COM= x
(= 1 Genel Addess Accout  Pofe Teephones Omganiaon [ |
3 Active Directory Users and { S
Saved Quees |1 1o Hours for John Smith x
& DNs :S\:M
& o ] o [} oK
4§ File and Computers 22.4-6-8.10-12-2-4-6-8-10-12
Domain C w Cancel
Foreignsec|
Manageds|  Sunday (]
Users Monday
e | ®toson emitea
= O Logon Denied
Hide
Thusday
Fidoy
Saturday ||
Sunday from 1200 Allto 100 AM
OFEndof: Monday . March 20,2023
< v
oK Cancel Aoy Hep
Ritems  Titem selected 113KB
BPA results BPA results

ENG  507PM

= 4 UK 2/

L Ok@o S dE 8o

H L Type here to search

~ 17:07
& 11°C Cloudy p G DD B




image38.png
Settings

@ Home

Find a setting

System

Display

Sound

Notifications & actions

Focus assist

Power & sleep

Battery

Storage

Tablet

Multi-tasking

P Type here to search

Computer Name/Domain Changes

You can changs the name and the membership of this
‘computer. Changes might affect access to network resources.

Computer name:

wernT

Full computer name:
WCINT

Memberof
O Domain:

© Workgroup:

[WORKGROUP

oK Cancel

@ Gethelp
& Give feedback

 services

indows 10 Enterprise Evaluation

B @b | E i E{ @R rg

17:12

18/02/2023




image39.png
< Network and Internet > Network Connections > v | © || Search Network Connections 9

Quasnien = Dicabla thic mstund devica

|

Diznnocathic cannsction  Rename this connection o e

Networking

Internet Protocol Vrsion 4 (ICP/1Pv4) Properties
Generl
You can get TP settngs assigned sutomatial ifyour netork supports

this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate P settngs

(O Obtain an IP address automatically
® Use the folowing IP address:
1 address:

Subnet mask:

Defauit gateway:

(Obtain DINS server address automatical

(® Use the folowing DNS server addresses:

Preferred DI server: )

Alternative DN server:

[valdate settings upon exit

rise Evaluati
s Licence valid for 77 days
Build 19041.vb,_release.191206-1406

o135
B8 1y §

P Type here to search

5Ok @ s |E@ElE R v
7

& 3 T

18/02/2023




image40.png
Computer Name | Hardware  Advanced  System Protection  Remate t

Windows uses the ollowing information to dentfy your computer

onthe network.

Computer descrption

Full computer name:

Workgroup:

For example: "
Computer”.

WCINT
WORKGROUP

To use a wizardtojoin a domain or workaroup, cick

Network ID.

To rename this computer or change fs domain or

workgroup, clck Change

= Storage

08 Tablet

Multi-tasking

P Type here to search

|

You can changs the name and the membership of this
‘computer. Changes might affect access to network resources.

Computer name:

weinT

Full computer name:
WCINT

Memberof
® Domain:
[acoatask msit

O Workgroup:
WORKGROUP

oK

Rename this PC (advanced)

@ Gethelp

Idition of Windows

3t applies to our services

rise Evaluati

s Licence valid o

77 days

5Ok @ s |6 @Rl 8o o

18/02/2023




image41.png
o a

Microsoft Edge  Microsoft Store

@ AlexTzafos

[ Documents

B Pictures
& Settings ’
i
@ Power Windows Licence valid for 76 days
uild 1904146 relesse. 1912051406
” 1010
O B ® m @ = AR L0

2003

) O &P 311Gl G]

valuation

166 days
914-1434

L

NG 1019

A i




image42.png




image43.png
Other user

Your account has time restrictions that prevent you from si
time. Please try again later.

oK

(5 9] @ @ rohtcr

aluation

16 days.
14-1434

L

NG 1016
=]

ARreldx UK 24/02/2023




image44.png
>

ther user

e

Youraccount has time restrictions that-prevent you from signing in at this

time. Please try again later.

oK

we 10z
w2

A T dx




image45.jpeg
DHCP client DHCP server

‘g' 1. 0CHP Discover l
—LDCHP Discover

2. Hep Offer

3. DHCP Request

3. DHEP Ack
PR L —




image1.png
¥# Oracle VM VirtualBox Manager
File Machine Help

oag ™

‘skills 2022

[ ] windows 10
{0 @) Powered off

9™ ubuntu_cyberEss_1
(@) Powered Off

Lidp @ O D

New Add  Settings Discard Start

™| General

Name: Servert

Operating System:  Windows 2019 (64-bit)
Groups: NOSS Assignment

[x] system

Base Memory: 4096 MB
Floppy, Optical, Hard Disk
Nested Paging, Hyper-V Paravirtualization

M| pisplay

Video Memory: 128 M8
Graphics Controller:  VBoxSVGA
Remote Desktop Server: Disabled
Recording: Disabled
[2) storage

Controller: SATA
SATAPot0:  ServerLvdi (Normal, 25.00 G8)
SATAPort1: [Optical Drive] Empty

0 Audio

Host Driver: Default
Controller:  Intel HD Audio

& network
Adapter 1: Intel PRO/1000 MT Desktop (NAT)

& uss

USB Controller: XHCI
Device Filters: 0 (0 active)
[ shared folders
None

& Description

None

&8 5°C Mostly

Serverl





image2.png
g ™= Q+ ’ ‘

p— Y ot =
S om0 s Py
e e
B syt
e p— st 410
[ e et SN
EE Rt o
preey—
13 sares o
@ rowsrsg ot -

Gophis Conroler:  VB0siGA

e Dk Sanr: D
&) storage

— o
o Sharena seneza et z5002)
TR, o 73k 1074815 e, SRR VAR s (3268
| chentz s
@ oo o Do
E Ubuntu_Cyberess_1 =
ot et o I S
© K el e Y Bk el ek, )
5w

Do e 0.0 o)

) shared todrs
& vescrption





image3.png
¥# Oracle VM VirtualBox Manager
File Machine Help

i Tl LY

New Add  Settings Discard Start

Skills 2022 M| General W preview
Name: Cllent1
[#20 | windows 10 Operating System: Windows 10 (64-bit)
f13 @ rowered off Groups: NOSS Assignment
(2] system

Client1

Base Memory: 4096 MB
Floppy, Optical, Hard Disk
Nested Paging, Hyper-V Paravirtualization

Assignment
Server1 | pisplay
g © Poveered off Video Memory: 128 M8
Graphics Controller:  VBoxSVGA
Remote Deskiop Server: Disabled
Recording: Disabled
[2) storage

Controller: SATA
SATAPOrt0:  ClientLvdi (Normal, 20.00 GB)
SATAPort1: [Optical Drive] 19045.2006.220908-0225.22h2_release_svc_refresh_CLIENTENTERPRISEEVAL_OEMRET_x64FRE_en-gb.iso (5.17 GB)
0 Audio

Host Driver: Default
Controller:  Intel HD Audio

& network

u@ﬁ.::.”;z::?,; Adapter 1: Intel PRO/1000 MT Desktop (NAT)
£ use

USB Controller: ¥HCI
Device Filters: 0 (0 active)

[ shared folders
None

& Description
None





image4.png
g ™

L] windows 10
© Foversdon

L & rovicr

0SS Rssignment

B

Grorsaon

] caents
p—

Ubuntu_Cybertss_t

© P on

Qg oD

B e

= ame

v syn: s 1 1)
e e it
3] sptem

Sase vy 4096 8
Boot Oer: - Flopy, Optcl,Herd Dk
Aecsratan:  Neced o, PAEPD,Aypr Parairuszaion

0 vy

Gophis Conroler:  VB0siGA
RemoteDesio Sanver; Deabied

3] storage
SKTARRD: | Cenava (ermal 000 G8)
SATAPort1:  [Opcal i) 190452006 200081225 242 rlese_v_ st CLENTENTESFRUSEEVAL OEHRET x4FRE_sghio (517 G5)

Fostomr: et

& vetwork
Adapter 1 e RO/1000 T Dkt (el Netor, riatete?)

o uss

Do s 00 aeoe)

) sharet fotrs

B pescrption

Client2





image5.png
@IV v

¥ Local Server

Al Servers

i File and Storag

1 Network Connections - o X

4 I8 « Network and Interet > Network Connections /0] | Search Network Connections 9

Organize - m 0
Publichet PrivateNet!

kiop Ad.

ide

& 5 15 O] @ ®rontcrl





