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A) State the benefits of using Type 2 Hypervisor Virtualisation software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network.
Virtualisation requires a programme named a hypervisor to emulate the equipment and build a virtual operating environment. 
Type 2 hypervisors are excellent for developers as they can access various OS’s when required. Type-2 hypervisors are the best option for private deployments.
Benefits of type 2 hypervisor: 
· simple management, as they are easy to deploy and install because the storage and networking configurations are already covered by the OS

· helpful for verification scopes (testing any new software or research projects) 
· a large variety of hardware can be supported

The VirtualBox used in my network has the following strengths: 
· is does not use a lot of system resources mostly
· I can run more than one operating systems at the same time

· It has no fees or other costs
· It has an excellent option called snapshot for easy recovery
· Easy to install and use
The weaknesses of the VirtualBox is that some VM errors crash the VM, and sometimes it offers slow performance. A better improvement could be made for the user interface as well. 


B) Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.
[image: ]

A forest is a full representation of the Active Directory. Every forest serves as highest-level storage since it contains all the AD’s domain containers.
A domain tree is a particular DNS namespace which has a single root domain, defined as a tree root domain. This is designed as a rigid order: every domain beyond the tree root domain has either a superior domain or a parent domain.

Every domain is the storage of specified entities that share security protocols, a directory database, and secure connections to other domains. A child domain represents a domain under the parent domain, and it is used as a specific domain. 

C) Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.
The five primary roles of an ADDC are the following: schema master; domain naming master; RID master; PDC emulator and infrastructure master (Svidergol, 2017). FSMO functions avoid disputes in the active directory and allow you the ability to manage multiple activities in the active directory and could be classified into five roles, where the domain naming master and schema master represents the whole forest. The latter is for the specific domain. 

D) What actions could we take in the event of a Domain Controller becoming unavailable?
The best idea is to have multiple domain controllers in operation, and at least one should be a physical machine. If the DC fails, Authentication Services will automatically failover to another DC. If no DC was found, QAS goes into a disconnected mode (Boudreau, 2011). First, the troubleshooting and diagnosis tools should be used to see if this could fix the DNS errors. The following command should be used for troubleshooting: "vastool status dc”.
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1) Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.
Passwords that include only alphabetical characters are straightforward to discover using a range of freely accessible tools. When using the "minimum password length of 8" policy, it means that the amount of available choices for a single password is so high that it is unlikely (but not impossible) for a brute force attempt to succeed. If the minimum password length policy setting is increased, the necessary time for an attack to succeed will also increase. The use of ALT key character can increase security considerably.  


2) State the advantages and disadvantages of using Groups in Active Directory.
Group policy allows IT administrators to execute balanced commands and scripts that can better control the fleets of Windows-based systems. The main advantage is that GPOs allow IT administrators to control fleets of Windows systems securely and from one central management platform (Lujan, 2019). One disadvantage is that GPOs works only for Windows systems, without the support of software from third parties. If they want to manage macOS and Linux, the IT admins will need directory extensions on top of AD on-prem. 
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a) Discuss the two different types of permissions in use within windows network environments.  
Both Share and NTFS permissions have the same objective, which is to avoid unauthorised connection, but they function separated from each other. Using NTFS permissions to control access to directories and files contained in NTFS file systems is a good practice. If you are sharing a file and choose to configure the privileges for that file, that is a sharing. Sharing privileges define the accessing form that others need to connect to the shared file online. 
b) Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems.
Apart from Full Control, Read and Modify that can be fixed for organisations or individuals, NTFS offers a couple of extra authorisation options, such as: 
· Read and execute, which permits users to see and run executables. 
· List folder contents, which permits users to see and list subfolders and files. 
· Write, which permits you to write to a file and users to add files.                                                                                             

c) Identify the main benefits of using groups in an Active Directory domain.
Two types of AD domain groups can be used:
· AD Security Groups is utilised for granting resources access to a specific group. 
· AD Distribution Groups is utilised for mailing lists creation. An email sent to this group will approach each group user. 
d) Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources.
GP is simple to implement, and it functions properly with the software wizard's deployment features. Active Directory groups are designed to grant company resource permissions. Users will be organised in groups and then added to the Access Control List (ACL) categories. 
Organisational Units are utilised to assign corporate policy settings to a subnet of groups, members, or machines from the domain. Creating different OUs allows each team to have their policies for users and computers from their unit. Another OU benefit is that it allows you to empower users or groups with admin tasks without giving them administrator privileges of the directory (CINDY, 2020). The administrator can reset the password for a whole parent department OU for example. However, if you want another manager to reset the password for only a specific child department OU, you can grant him the power to restore passwords strictly for his clients.
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1) State some principal advantages of using the DHCP service in network infrastructures.
A primary DHCP service benefit is that it is way faster to set up the TCP/IP network. Another principal advantage is that it is easier to manage a network because the IP addresses will be auto designated by the server, so the staff do not have to worry about it. The server auto assigns the IP addresses to reduce the conflicts between devices assuring no two devices are given the same (Dynamic Host Configuration Protocol (DHCP), 2020). Another DHCP benefit is that it supplies massive network support as the server can be used to support many client’s requests at the same time.  

2) With the aid of diagrams, explain the 4-stage process involved with assigning DHCP Clients with IP addresses. You should describe the stages that both client and server enter, and the processes involved.
[image: ]
Figure 1. The 4-stage process of DHCP (Rahul, 2018)
DHCP process involves four stages (DORA): 
1- DHCP Discovery: Once IP connectivity is initiated on a DHCP-enabled device, a DHCPDISCOVER communication is transmitted on the local subnet. 
2- DHCP lease offer: Every DHCP server detecting the request searches the database to respond with a DHCPOFFER communication containing a free IP address.
3- DHCP lease request: A few IP addresses are received by the client, which forwards to the server a DHCPREQUEST communication for the DHCPOFFER acceptance. 
4- DHCP lease acknowledgement: Once the DHCPREQUEST is received by the DHCP server, it marks the IP address as taken. Further, the DHCPACK will be accepted by the client, and the IP address will be assigned for a period, called a lease. The client is now configured (Panek, Chellis and Wentworth, 2008).

3) What are some of the potential threats/dangers that could occur when using a DHCP service?
As for other network infrastructure, DHCP is exposed to DoS threats. When the intruder fills the system with so many queries for the system to manage, the server will use any of its cycles to cope with the flood and not satisfy client demands so that the demand is refused (Rooney, 2011).
Other form of intrusion occurs when a malicious client tries to acquire an IP address and authentication to enter the network. This may be a deliberate attack, a utility fraud or an unintended one.
Another intrusion type includes a malicious DHCP server which replies to client requests with invalid IP address or data. This form of assault is called 'man in the middle' and will attempt to place the client's false configuration parameter.
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1) Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?
The DNS server, in a recursive query, receives the question and will do whatever it takes to spot and provide the solution. The DNS server may also request the response from other DNS servers on our side, through the web.
In the iterative process, the server receives the query officially. Elsewhere the client will be referred to a different server. If the information requested is not found on cache or local files, the server does not inquire different servers on the client's behalf (Sheresh and Sheresh, 2002).

2) Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)? 

The root hints table contains the IP addresses and the identity of the name servers at the DNS namespace's origin. The main aim of root hints is to help to trace back the authorised DNS server, and if it is not located there, root hints will retrieve an error message. For a public DNS namespace, the root hints enclose the IP addresses and identity of the InterNIC root servers (Boswell, 2000). Other servers can be added to the list if the domain will be registered with an alternative naming service.

3) We have a Server called Server1; this server will be hosted in a subdomain called 'subcontA' with a root domain called nwtraders.msft, answer the following questions:

3a) What is the exact FQDN for this host?

The FQDN is composed of two parts: hostname and domain name. So, the FDQN is Server1.subcontA.newtraders.msft.
3b) Illustrate how the Domain Name System breaks up this FQDN into Host and Domain Namespace. 

Server1.subcontA.newtraders.msft is an FQDN because it is composed by a hostname, a subdomain and a root domain and it can be broken down in the following parts:  
· Hostname: Server1
· Subdomain: subcontA
· Domain: newtraders
· Top-level domain: msft

4) Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains. What important factors/characteristics do we need to be aware of? 

[image: ]
A zone table consists of resource records, which are lines of text in the zone table file, one line per record. For example, when someone from Mike’s family has a new-born, Grandfather Louis opens the family tree book and writes the baby’s name in it. If young Jenny will ask Grandfather Louis about her relationship with the new-born baby, he points at the tree and says: "He is your cousin." The zone table contains the name of users, computers and other services that require a mapping between their names and IP addresses. 
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