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[bookmark: _Toc164503687][bookmark: _Toc160380527]Abstract
Cybersecurity is an ever-growing field, and thousands of attacks are happening daily. Multiple businesses are compromised, and the loss of customer data is costing companies millions of pounds in lost revenue and damage to infrastructure. The ransomware business is now a multi-billion-pound industry. Attacks of epic magnitudes are being reported almost daily. Attackers are becoming more creative in their attacks and malware/viruses and becoming more sophisticated with each virus iteration. From the early days of viruses, the sophistication of attacks has grown massively from the inception of the first virus to where Ransomware is now being offered as a service; holding a business hostage is being looked at more like a business model and being run by teams of individuals or being a state sponsored attack.
The purpose of the research element of this report is to discuss the past and present security vulnerabilities that are affecting businesses around the world, how some viruses have evolved and become a severe threat, and some of the possible security technologies that could help mitigate an attack; this report also focuses on the remediation efforts of a security breach that affected a local company based in Swansea where multiple projects were completed to help close and mitigate any future attack that they may suffer, and the author discusses the results of the implemented work when one of the solutions has already mitigated multiple further attacks.
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[bookmark: _Toc164503691]Chapter 1 – Project Introduction
[bookmark: _Toc164503692]1.1 Introduction
During June 2022 an end user working in the warehouse in Virginia received an email with an attachment, they had recognised who the sender was and they had opened the attachment. What the end user did not realise is that the original email from the sender was being duped and it was from a malicious attacker. This type of attack is known as a phishing attack.
The type of Phishing attack in this instance was a Spear Phishing attack. Spear attacks can target an individual or an organisation; they are sophisticated attacks, and each attack has a different attack vector and purpose, I.E an attempt to gather user login credentials, customer data, employee data, or to gain access to the infrastructure of a business and cause as much damage as possible[1].
The user in the warehouse had received an email from a source they believed to be reputable, and once they downloaded the PDF attachment and opened the file, it was at this point the PC became compromised. With the PC now being compromised, the attackers could collect stored credentials from the device; what would quickly become apparent to them was that the compromised account was a local administrator giving them unrestricted access to that desktop. From here, the attackers were able to connect to a Citrix Server using the credentials that were harvested and were also able to compromise that server as well, but this would end up being a more significant compromise as the attackers were able to harvest Domain Administrator credentials [2]. 
The domain admin account is an account that has the highest privilege within the domain; with this account, the attack can cause mayhem and make any change that they want, e.g.;
1. Creation of other Domain Admin accounts.
2. Disabling of legitimate Domain Admin accounts.
3. Active Directory attacks.
4. Ability to login to any server within the business.
Once credentials have been harvested, the attackers can move around; from the compromised server, they could move from one child domain to another, but this is where the attackers were highly clever. Once high-level credentials were gathered, they installed legitimate remote desktop software and began moving from server to server, scanning the network and looking for targets to infect.
By this point, the attackers have infected many devices ranging from servers to desktop devices; what they proceeded to do then was start to encrypt files, which triggered an alert as seen in the figure below:
[image: ]
[bookmark: _Toc143606813][bookmark: _Toc160118950][bookmark: _Toc161932874][bookmark: _Toc161933067][bookmark: _Toc162535979][bookmark: _Toc163056010][bookmark: _Toc163223635][bookmark: _Toc164021776][bookmark: _Toc164329013]Figure 1 The Varonis Alert that triggered the investigation.
Once this alert was received, an initial investigation began; it was noted that the user account that triggered the alert was a member of the US infrastructure team, and it was 4:30 a.m. local time. The UK infrastructure team contacted the staff member, but it was quickly established that they were on annual leave, which raised further concerns; it was decided for security reasons that their domain admin (DA) account would be disabled while investigations take place.
As the security incident was being investigated, the UK team noticed that the once locked DA account had been unlocked by another US-based administrator, which again is very unusual due to the time of day; it was decided as we investigated to lock the first account and then the second account just to be safe. In total, there were four compromised DA accounts in the US; until we got a grasp of the situation, it was deemed for the security of the company that all US-based accounts be disabled and passwords reset, and new passwords would be handed out via a phone call [3].
[bookmark: _Toc164503693]1.2 Aim
The aim of this project is to overcome the network breach that was suffered, research into the different security vulnerabilities such as malware and different types of viruses for example, ransomware, polymorphic & metamorphic viruses etc. research into what technologies that can be used to mitigate against some attacks.
[bookmark: _Toc164503694]1.3 Objectives
The objectives for this project are set out below:
1. Conduct an in-depth examination of security vulnerabilities and technologies.
2. To enhance and improve the businesses network infrastructure for example new Cisco switch infrastructure and fibre optic backbone.
3. To implement further security measures and protocols for the network to prevent further unauthorised access and data loss. For example, Microsoft Multifactor Authentication (MFA) and Duo authentication for server hardening (2FA).
4. Procure new Palo Alto firewalls for the business and implement them.
5. Implementation of new antivirus and malware protection globally.
[bookmark: _Toc164503695]1.4 Structure of the Project
In chapter one details have been discussed about that network breach that affected a business in Swansea, in chapter two the author will discuss the different types of security vulnerabilities and some security technologies. 
Chapter three will discuss the research methodologies the author will use.   
Chapter four will discuss the projects design & implementation. 
Chapter five projects evaluation
Chapter six will discuss conclusions and recommendations.
Chapter seven discusses a reflection on how well the aims and objectives would have been achieved 
The above background is a small snippet of the initial steps that began the investigation, the following chapters discuss some of the security vulnerabilities and discuss what some of the future implemented technologies will be.
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[bookmark: _Toc164503697]2.1 Introduction
Globally, businesses witnessed a significant surge in attacks during 2022, leading to 1,063 security incidents and the compromise of 408 million records. However, as of October 2023, the situation escalated with a concerning exposure of 5.3 billion records, accompanied by 953 reported incidents. The IT Governance website categorises these attacks into three main types: ransomware, cyberattacks, and data breaches. This chapter will scrutinise specific security vulnerabilities contributing to these incidents [4].
[bookmark: _Toc164503698][bookmark: _Toc160379692][bookmark: _Toc160380529]2.2 Security Vulnerabilities 
[bookmark: _Toc164503699]2.2.1 Malware
Malware is a form of software that has been deliberately created to disrupt the operation of a computer, server or network, and its primary function is to breach the user or organisation's privacy by leaking sensitive information or disrupting the user’s ability to operate that device[5].  Malware, a broad term encompassing various digital threats, is a family of its own. Here are some of the members of that family: viruses, Worms, Trojans, Ransomware, Spyware, and adware [6]. Each has its own unique characteristics and methods of attack[6]. 
The purpose of each set of malwares will have different uses for example [7]:
· Viruses generally require activation by a human to begin its infection process. 
· Worms can infect machine to machine without being attached to other programs.
· Trojans The trojan is a program with malicious intent on a system; it gains access to a system masquerading as legitimate software and will appear the software is performing its function.
·  Ransomware is another malicious program that infects devices; this malware version does one of two functions: it locks or encrypts data and then demands payment for the decryption keys.
· Spyware gathers information from an infected device and then forwards this information to the attackers without the victim's knowledge.
[bookmark: _Toc164503700]2.2.2 Credential Theft
Mimikatz is an open-source offensive utility that does a multitude of things such as[8]:
· Pass the hash – Is where the attacker doesn’t need to crack the password of an account but pastes in the exact password hash.
· Pass the ticket – Holds the password in a ‘ticket’ the attackers can steal that ticket and use it to login as that user.
· Overpass the hash – is fairly similar to pass the hash but utilizes a ticket gained from a Domain Controller.
· Kerberoast golden tickets – This attack uses an inbuilt KRBTGT account that exists in all Active directory instances. With the golden ticket it will give the attacker DA that does not expire over all machines in the network.
· Kerberoast silver tickets - This is the same attack as gold tickets but targets service accounts.
· Pass the cache – Is a non-windows attack, which is like pass the hash but takes advantage of MAC/Linux devices with encrypted password [9] [10].
With the use of this tool and another tool called Procdump, the attackers are able to use cached credentials, Procdump is used to dump the LSASS process and creates a file called LSASS.DMP with this the attackers we able to access any stored credentials for admin accounts. Once this was discovered all admin accounts had their passwords changed and the business even went to the extreme of creating new DA accounts and then the old ones were disabled and then removed at a later date [10]
[bookmark: _Toc160379693][bookmark: _Toc160380530][bookmark: _Toc164503701]2.2.3 Viruses
A subset of malware is malicious software called viruses; these have the capability to replicate themselves through modification of pre-existing computer programs; virus creators embed their code inside of software that seems to be legitimate [11]. Once the device has fallen victim to a virus, it can unleash a spectrum of problems, for example: Corruption of the system files, resource depletion and data destruction. 
Typically, a computer virus consists of three integral components:
1. The infection mechanism – Responsible for locating and infecting new files.
2. The payload – Housing the malicious code awaiting execution.
3. The trigger – Dictating the conditions for activating the payload.
Attackers employ social engineering tactics and exploit in-depth knowledge of security vulnerabilities to initiate infections and propagate the virus[12].
Computer viruses can be classified into different categories based on its behaviour.
[bookmark: _Toc164503702]2.2.4 Boot Sector Viruses.
A boot sector virus is a version of malware that attacks the master boot record (MBR) of a storage device such as a hard disk drive (HDD). The MBR is a critical part of a device boot process; it contains specific code that allows the operating system to boot. Once boot sector viruses attach themselves to the MBR, they become active during the boot process; the symptoms of an infection include boot failures, errors during start-up, or system crashes. Boot Sector Viruses are not very common with more modern operating systems as the MBR is more protected than older operating systems[13].
[bookmark: _Toc164503703]2.2.4.1 Stoned Boot Virus
The Stoned boot sector virus is one of the earliest and most well-known examples of a boot sector virus. It first appeared in 1987. The Stoned virus spread by infecting the MBR of floppy disks and hard drives. When an infected disk was inserted into a computer and the system booted, the virus would take control during the boot process[13].
Upon booting from an infected disk, the virus would execute its code before passing control to the legitimate boot process. It would then infect the MBR of the system's hard drive, allowing it to spread further if the infected hard drive was used to boot another system.
The Stoned virus was relatively benign compared to some other malware. Its primary payload was a simple message displayed on the screen after the virus infected the system. The message read: "Your PC is now Stoned! Legalise Marijuana." As seen in Figures 2&3 on page 19 below.[13] This message was not intended to cause harm but rather to draw attention to the presence of the virus.



[bookmark: _Toc160118951][bookmark: _Toc161932875][bookmark: _Toc161933068][bookmark: _Toc162535980][bookmark: _Toc163056011][bookmark: _Toc163223636][bookmark: _Toc164021777][bookmark: _Toc164329014]Figure 2 Stoned Boot Sector Virus Source Code [14]


[bookmark: _Toc161932876][bookmark: _Toc161933069][bookmark: _Toc162535981][bookmark: _Toc163056012][bookmark: _Toc163223637][bookmark: _Toc164021778][bookmark: _Toc164329015]Figure 3 Stoned Boot Sector Virus Continued. [14]
[bookmark: _Toc160379694][bookmark: _Toc160380531][bookmark: _Toc164503704]2.2.5 Polymorphic
Polymorphic viruses are part of the malware family; they can dynamically alter their code while retaining their core functionality. This quality makes them particularly elusive to antivirus software (AV) that uses signature-based detection methods. The main aim of polymorphic viruses is to evade being spotted by AV products by changing their appearance each time they infect a new file or system [15].
These viruses can modify their code, but they preserve their base functions; the code modification occurs each time the virus moves to a new host machine or folder, making it extremely difficult for AV software to detect them. These viruses frequently employ encryption and obfuscation techniques to increase the difficulty of their detection by security software. With the use of encryption and obfuscation methods, these viruses add a layer of complexity, posing a more notable challenge for AV software in analysing and identifying their presence. [15]
[bookmark: _Toc164503705]2.2.5.1 Mutation Engine
A mutation engine is a component within polymorphic viruses that generates variations of code so that each instance of the virus appears different from others. Viruses may change their appearance, but they maintain their core functionality, making them more difficult to detect by AV software[16].
As seen in Figure 4 on page 21 below, these types of malwares are composed of three key parts:
· The virus body.
· The mutation engine.
· The decrytor  [17].
A typical mutation engine (MtE) generates variations of the viruses’ code by modifying it, such as adding or removing junk code; the first use of such a MtE is the Dark Avenger's Mutation Engine (1991). Most polymorphic viruses use encryption to conceal their code, and the MtE encrypts/decrypts the virus code utilising an encryption key. And each time it mutates, the virus will change, as will its encryption key. When a user executes this virus, for example, it decrypts self-using the key and then mutates its code before infecting other files or systems, as shown in Figure 4 below[17].

[image: ]
[bookmark: _Toc161932877][bookmark: _Toc161933070][bookmark: _Toc162535982][bookmark: _Toc163056013][bookmark: _Toc163223638][bookmark: _Toc164021779][bookmark: _Toc164329016]Figure 4 Mutation Engine process [17]
[bookmark: _Toc164503706]2.2.5.2 The Gozi Malware.
Gozi was a banking trojan that first emerged in 2007 and is still active today, albeit as a different variant of the original. This malware aimed to steal financial information, including banking credentials and credit card details [18]. 
The victim would visit a compromised website called a “Man in the Browser” (MitB) attack. The webpage would mimic an actual page, but in the background, a script would run, and an executable file would download and run on the target device; once this has been run, that device would then be compromised, the infected device would then start to collect the victims personal banking data it did they in the form of a keylogger which captures the keys pressed when a user is typing and stores them in a text file [18].
[image: ]
[bookmark: _Toc161932878][bookmark: _Toc161933071][bookmark: _Toc162535983][bookmark: _Toc163056014][bookmark: _Toc163223639][bookmark: _Toc164021780][bookmark: _Toc164329017]Figure 5 Example of a username & password being captured. [18]
It wasn’t until early February 2007 that AV vendors could detect Gozi [18]. Three years after its initial release into the public domain, it remained active; in 2010, the source code for the initial version of Gozi was leaked. Once the code was leaked into the public domain, other hacking groups then took this code and began creating different versions of malware, named Gozi Prinimalka and Gozi ISFB [19]. In 2015, the Gozi (ISFB) source code variant was leaked; this again caused another version change. This time, it evolved into two different variants of malware named GozNym & Dreambot[19]. GozNym is a joining of two different malware, Gozi ISFB and Nymaim. From here, the threat actors have created malware that not only is stealthy but has encryption techniques (Nymaim), joining the ISFB banking trojan, making GozNym extremely dangerous[20].
[image: ]
[bookmark: _Toc161932879][bookmark: _Toc161933072][bookmark: _Toc162535984][bookmark: _Toc163056015][bookmark: _Toc163223640][bookmark: _Toc164021781][bookmark: _Toc164329018]Figure 6 Gozi Malware Evolution [21]
[bookmark: _Toc160379695][bookmark: _Toc160380532][bookmark: _Toc164503707]2.2.6 Metamorphic
Metamorphic viruses are more complex in sophistication than their polymorphic counterparts. Metamorphic viruses undergo a complete code transformation, unlike polymorphic viruses, which can alter their appearance while preserving their core functionality. They perform this task each time they propagate; by doing this, they can evade detection from AV software [22]. The metamorphic virus will use many methods to disguise itself; for example, code shrinking, garbage code insertions etc.; each time it performs one or more of these functions, it recompiles itself, and it will look completely different from the one that infected the device to the following [23]. These viruses are crafted to be elusive; metamorphic viruses skilfully avoid AV measures. They actively thwart attempts at heuristic analysis and utilise anti-emulation techniques to impede detection. Engineered for persistence on infected systems [24].
[bookmark: _Toc164503708]2.2.7 Code Obfuscation.
Obfuscation in the creation of viruses is used by malware creators is to make it more challenging for AV software to detect and analyse, it achieves this task by utilising the following techniques:
Encryption is the method of which this obfuscation uses to hide the existence of malware in an infected system. These malware will normally consist of a constant decryptor (which primary function includes do decrypt the virus payload), the encryption key (which would be generated by the malware during its encryption routine). Once the payload is encrypted it makes it impossible for AV products to detect the malware, once the malware is decrypted and deployed it then undergoes a code transformation and encrypts itself and creates a new decryption key. There is one caveat that different threat actors may use the same decryptor across multiple variants thus making it possible to create a signature for that type of malware [25].
Code reordering is a technique used in obfuscation that makes the virus code harder to analyse, and it achieves this by rearranging the code's instructions or code blocks within that malware. What this means is that the sequence of the code operations changes, but the overall logic of the code remains intact, e.g., the use of jmp statements to change what the malware looked like before obfuscation see Figure 7 below [22].
[image: ]
[bookmark: _Toc161932880][bookmark: _Toc161933073][bookmark: _Toc162535985][bookmark: _Toc163056016][bookmark: _Toc163223641][bookmark: _Toc164021782][bookmark: _Toc164329019]Figure 7 Code reordering obfuscation Techniques [22].
Garbage insertion is an obfuscation technique used in malware creation. This technique allows malware to create variants of itself by inserting meaningless snippets of code known as ‘garbage,’ as seen in Figure 4 on page 21 above.
The main goal of garbage insertion is to make the malware code opaque and challenging for security analysts to understand [25]. Code replacement in obfuscation is another technique that replaces sections of the malware's code that are functionally equivalent but different. This process aims to make the malware code more difficult to understand and to analyse[26]. 
[bookmark: _Toc160379697][bookmark: _Toc160380534][bookmark: _Toc164503709]2.3 Ransomware.
Ransomware is malicious software designed to prevent access to a business or user's computer system files, files and company/user data. Ransomware achieves this by encrypting the data or locking the devices [27]. Cybercriminals use many attack vectors to attack a business, such as Phishing emails. In this method, users are tricked into opening an attachment which has an infected payload or clicking links that lead to an infected website.  
The first ever recorded ransomware attack originated from London in 1989. It was developed by Dr Joseph Popp and was called the AIDS Virus or PC Cyborg. This ransomware was spread by an infected floppy disk, which had to be mailed to the victim via a mailing list. This attack infected the device by encrypting the names of all the files on the C drive and hiding directories [28]. A ransom note was then dropped asking the victim to ‘renew the license’. During this early period, there was no cryptocurrency, and the victims were told to send a payment of $189 to a post box in Panama [29].
There are two types of ransomwares that are being used, these types of ransomwares operate differently;
Crypto-ransomware is a type of ransomware that encrypts all valuable files on a target device and makes them unreadable. The victim will still have access to the device, but all files etc will be encrypted. The only method of decrypting the data on the device is by obtaining the decryption key from the attackers, the decryption key will not be released until the ransom has been paid [30].
Locker ransomware is not like crypto-ransomware, locker ransomware does not encrypt files on the infected device, instead, it locks out the user so that they only have very limited access to the device functions, the only ability the user will have been to pay the ransom which will be displayed on the screen[30].
After the AIDS Trojan, there was a relative period in which there were no further ransomware outbreaks, and this was until the early 2000s when there were two notable ransomware attacks, which were GPCode & Archievus[31]. The trojan GPCoder would infect a device and demand a ransom to release the files it encrypted; the GPCoder encrypted the files on a target device using the Rivest-Shamir-Adleman (RSA) algorithm to encrypt the following file types: .doc .html .jpg .xls .zip and .rar[32], Even with the use of RSA encryption, this malware was found to be easy to crack due to its custom-written encryption routine [30]. A year later, in 2006, a new ransomware virus called Archievus was released; this malware was distributed via email spam and malicious website links. Archievus encrypted all items in my documents folder using RSA; a key difference here was it did not rely on a custom-written encryption routine; instead, it relied on a method that the attacker would utilise a public key, which would be included in the ransomware code and once activated it would then encrypt all files using a private key making decryption without the public key complicated [33].
[image: ]
[bookmark: _Toc162535986][bookmark: _Toc163056017][bookmark: _Toc163223642][bookmark: _Toc164021783][bookmark: _Toc164329020]Figure 8 Ransomware Timeline. [34]
Ransomware as a Service (RaaS) is a cybercrime business model where ransomware developers create and maintain ransomware tools and infrastructure to be sold on the dark web, these tools can be used by anyone that is willing to pay for this service [35]. 
[image: ]
[bookmark: _Toc162535987][bookmark: _Toc163056018][bookmark: _Toc163223643][bookmark: _Toc164021784][bookmark: _Toc164329021]Figure 9 RaaS lifecycle[36].
An example of a RaaS attack: BitPaymer is an encryption ransomware trojan that became active in August 2017. It targets large organisations and victims’ files and encrypts them. Once they have been encrypted, the ransomware demands large ransom payments to decrypt user data; it provides a URL for bitcoin payment, for example, 53 Bitcoin, which equates to $200,000 [37]. One such victim was NHS Lanarkshire, infected with this ransomware on August 25th; it infected their systems by utilising a brute force attack via Remote Desktop Protocol (RDP), encrypted the affected system, and moved to the next [38].
In 2017, another significant cybersecurity incident was marked as one of the most significant cyberattacks in recent history[39], WannaCry is a ransomware cryptoworm that targeted computers running the Microsoft operating system (OS); it exploited a vulnerability in the Windows Server Message Block (SMB)v1; this protocol is used for sharing files over Transmission Control Protocol (TCP) ports 138 & 445[40]. Once the target device is infected, WannaCry encrypts all files on the target machine and demands a ransom payment in Bitcoin to decrypt them; this ransomware spread rapidly across the globe, infecting hundreds of thousands of computers in over 150 countries[41]. In the United Kingdom (UK), this affected the English National Health Service (NHS). Universities around the world were affected, as well as car manufacturing plants[42]. On March 14th 2017 Microsoft released a patch under MS16-114 which resolved the vulnerability that WannaCry exploited [43].
Moving forward to early 2024, it was reported in The Register that a United States (US) firm named Change Healthcare, which is a subsidiary of United Health Group, had reported they had suffered a significant ransomware attack; Change Healthcare is responsible for the IT services for medical facilities and pharmacies [44] Once their IT systems were compromised, two of the largest US-based pharmacies – CVS and Walgreens as well as many others were notified to not send in insurance claims for prescriptions thus leaving many patients both inpatient and outpatient struggling to fulfil their prescription [45]. 
The ransomware attack was so widespread that the US government needed to step in and help the healthcare providers due to the outage affecting over 70,000 pharmacies in the US [46]. The attackers behind this attack, ALPHV/BlackCats apparent bitcoin wallet, have received a $22 million payment in bitcoin, approximately 350 bitcoins [47]. It seems that this is not the end of the issues for Change Healthcare as they are to be investigated over a 6-terabyte data theft by ALPHV group; they are also facing many lawsuits over the loss of personal health information, personally identifiable information such as medical records, insurance records, social security numbers etc [48].
[bookmark: _Toc164503710][bookmark: _Toc160379700][bookmark: _Toc160380537]2.4 Security Technologies
[bookmark: _Toc164503711]2.4.1 Physical Security
Physical security is a crucial component of any business, as it involves various measures to prevent physical attacks. While it is rare for attackers to gain access to sites or buildings to target digital systems, it remains a significant risk that has occurred in the past. Vantage Data Centres, located in Newport, South Wales, is a large-scale data centre that provides services to various businesses and Internet Service Providers (ISPs) such as Virgin Media Business, BT Exponential-E, TalkTalk, and others. To provide these services, they prioritise infrastructure and security to protect users’ personal information and on-site hardware.
These sites are heavily secured with 24/7 on-site security that meets the strict specifications of the UK government and military agencies. Access is limited to authorised appointments, and rigorous security procedures are in place to ensure robustness and establish credibility. Vantage Data Centres demonstrates its commitment to data security and compliance through certifications such as ISO 27001 and SOC 2 [49].
In contrast to the high-security premises such as Vantage Data Centres, a factory warehouse may provide an easier access opportunity. Physical attacks in such locations may involve unauthorised individuals entering the site unnoticed and plugging into unsecured network ports, gaining access to the network via unpatched or misconfigured switch ports. Mitigation strategies include physically disconnecting the wall port from the patch panel and switch to prevent unauthorised network access attempts, although this is not considered best practice. Instead, it is recommended to disable any unused ports on the switch itself. Vulnerabilities exist around doors and dock doors, as they can be left open, creating potential vulnerabilities. To mitigate this risk, local cabinets should always be locked, with access limited to the on-site IT team, although this alone may not deter a determined attacker.
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[bookmark: _Toc161933074][bookmark: _Toc162535988][bookmark: _Toc163056019][bookmark: _Toc163223644][bookmark: _Toc164021785][bookmark: _Toc164329022]Figure 10 Site Drawing of the Warehouse.
In Figure 10 above, red diamonds represent the locations of small cabinets scattered across the warehouse, while yellow triangles indicate site server rooms. Server rooms offer higher levels of security than remote locations because they house the core network and other essential infrastructure equipment. Server room doors typically employ PIN codes and magnetic locks, allowing access only to authorised personnel. Similar security measures apply within the server rooms. Local cabinets, on the other hand, can be compromised a bit easier as the cabinets are easier to access and are not as robust as a door with a pin and a magnetic lock, with local IT teams ensuring that infrastructure cabinets are locked and regular checks to makes sure that the remote cabinets have not been tampered with.
[bookmark: _Toc160379701][bookmark: _Toc160380538][bookmark: _Toc164503712]2.4.2 Firewalls
Firewalls are essential to every business’s security infrastructure, typically housed in server rooms. Hardware firewalls, such as checkpoint firewalls or Cisco ASA firewalls, have dedicated hardware positioned at the network’s edge. Their primary function is to inspect incoming and outgoing traffic based on a set of preconfigured rules [50]. For example, if a packet is destined for subnet A, the firewall examines it and determines whether to allow or deny its passage. It is important to note that firewalls alone do not provide comprehensive protection, as they lack intrusion detection capabilities, and do not protect against internal attacks, and they cannot read encrypted traffic. However, one of their key protective functions is the ability to drop all active connections during a network breach, known as a “dead-man switch,” which protects the Local Area Network (LAN) by preventing any Wide Area Network (WAN) traffic from entering [51].
In addition to hardware firewalls, end-user devices such as laptops and desktops often include built-in software defence suites. For Windows devices, this functionality is located under Windows Security, allowing users to monitor system health and take appropriate action if issues arise. From an enterprise perspective, software firewalls are also installed on server hardware, providing an additional layer of defence one prime example of software firewalls is in the Windows Defender365 suite of software.
While most enterprise businesses predominantly use Windows devices, there is a need for antivirus solutions that cover other operating systems, such as Macintosh. Many antivirus vendors, including Symantec endpoint protection, Avast antivirus, and Microsoft Defender support MacOS[52].
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[bookmark: _Toc161933075][bookmark: _Toc162535989][bookmark: _Toc163056020][bookmark: _Toc163223645][bookmark: _Toc164021786][bookmark: _Toc164329023]Figure 11 Image of a Domain-connected Laptop.
[bookmark: _Toc160379702][bookmark: _Toc160380539][bookmark: _Toc164503713]2.4.3 VPNs
VPNs are now essential for enterprise businesses, particularly in the era of the Covid-19 pandemic. They support remote work, enabling employees to function from home or alternative locations, ensuring seamless business operations even when access to physical office spaces is restricted. These VPNs create a secure 'tunnel' connecting the end user's device to the enterprise's network, facilitating the secure transmission of encrypted data over potentially vulnerable networks such as the Internet.

Pulse Secure is among the vendors supporting this vital functionality. The process involves installing an app on the corporate device known as Pulse Secure, which facilitates the initiation of a remote session. End users input their network credentials, and Pulse Secure then initiates the connection, verifying the user's remote access permissions with an authentication server. The operational setup requires a device within the LAN connecting to the firewall and an external router that accepts connections.

Once authenticated, end users enjoy full, unrestricted, and encrypted access as if physically in the office. Additionally, internet traffic follows the user's ISP route, while traffic destined for the corporate network utilises the VPN. This approach optimises the end user's connection and conserves data centre resources by avoiding unnecessary internet traffic routing.[53]

In the case of site-to-site VPNs, direct connections are established between sites, linking routers and ensuring end-to-end encryption. IPsec, among various protocols, guarantees the encryption of packets throughout the entire transmission. For instance, if there are three sites, two tunnels would be created—one connecting to site B and the other to site S, as illustrated in Figure 12 below[54].
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[bookmark: _Toc161933076][bookmark: _Toc162535990][bookmark: _Toc163056021][bookmark: _Toc163223646][bookmark: _Toc164021787][bookmark: _Toc164329024]Figure 12 VPN Tunnel connections.

[bookmark: _Toc160379703][bookmark: _Toc160380540][bookmark: _Toc164503714]2.4.4 Forcepoint Security
Firewalls are not the only protection tool available to businesses. Forcepoint Web Security Manager, for example, goes beyond packet filtering and focuses on URL and file filtering. This suite, offered by Forcepoint, actively allows or blocks access to specific websites and incorporates live scanning capabilities. Suppose an end-user attempts to access a potentially dangerous site, when that attempt is made Forcepoint can block access based on its comprehensive database of safe and unsafe websites, providing real-time protection for the business there are instances that some websites need to be added manually to the database.
Forcepoint enables granular control over website access, allowing organisations to permit access to certain websites, such as LinkedIn, while preventing file uploads from corporate PCs or laptops. It can also adapt access based on business needs and policies, allowing access to specific subdomains such as “www.reddit.com/r/technology” while blocking access to “www.reddit.com.”
Moreover, Forcepoint offers a unified platform called Forcepoint One, which encompasses various software packages. This includes features such as malware scanning for incoming and outgoing files or documents, protection for corporate software packages such as Office365 and Salesforce, and integration with Software as a Service (SaaS) products like Office 365. By implementing Forcepoint One, organisations can prevent employees or contractors from downloading corporate documents onto personal devices, ensuring the safety of company data [55].
[bookmark: _Toc164503715]2.4.5 Password Management 
Password management tools can be an essential tool for businesses, especially given the ever-growing challenge of securely managing multiple passwords across multiple accounts. Password management tools offer a centralised platform to store, generate, and manage a user’s passwords, thus potentially lowering the risk associated with weak or reused passwords [56].
There are two key players in the password management industry, these are 1Password and Keeper Security, each provider offering extremely robust solutions for securely managing passwords and sensitive information. 
1Password provides 256-bit Advanced Encryption Standard (AES) encryption as well as offering a Zero-Trust environment but, it is not ISO 27001 complainant; ISO 27001 is the world’s best-known standard for Information Security Management systems (ISMS) [57]. Whereas Keeper security offers all the above [58]. Both services offer a seamless experience for generating, storing and accessing passwords across multiple devices while they maintain strong security measures.
At the time of writing, Keeper Security does offer a number of different products that 1Password does not have:
· Protects the organisation and its employees against the dark web and credential-stuffing attacks.
· Encrypted data storage.
· Offline access to passwords.
[bookmark: _Toc164503716]2.4.5.1 Password Management Privacy 
Keeper collects “limited personal information,” including username, email address, and phone number for account verification and 2FA authentication. It also collects and logs aggregate user statistics and website traffic for service improvement, performance tracking, and website administration. This includes website traffic statistics, date and time of visits, browser types, and frequency of visits.
Meanwhile, 1Password is more aggressive with its data collection. It collects various personally identifiable information like:
· Types of account
· Payment methods
· Log-ins
· Number of items in the vault
· Storage space utilised
· IP address
· Email address.
Although 1Password emphasises that this information is never shared with third parties, it is still a concern [58].
[bookmark: _Toc164503717]2.4.6 RSA Authentication
RSA authentication is an Asymmetric encryption method based on the public/private key cryptographic authentication method developed by Ron Rivest, Adi Shamir, and Leonard Adleman (Rivest-Shamir-Adleman) [59]. 
How RSA works is by a user creating a public key based on two large prime numbers from here, a message, for example, can be encrypted via the use of a public key, which the person that encrypted the message would generate the paired key (the public key and private key) once the message is encrypted it can only be decrypted using the private key[60] [61]. 
[bookmark: _Toc164503718]2.4.6.1 Two-Factor Authentication
Two-factor authentication (2FA) is a layer of security that requires end users to provide two different authentication types to verify their identity. 
· Something that the user knows, such as a password PIN.
· Something that the user has, such as a smartphone or authentication token.
· Something that a user is, this would include biometric data such as fingerprints, and facial recognition.
The purpose of implementing 2FA is to add an additional layer of security to the business that goes beyond the use of just a password. Even if a threat actor were to steal a user’s password or even guess it, they would still need access to the second factor which could be a mobile device or an authentication token [62] [63].
[bookmark: _Toc164503719]2.5 Conclusion
In this section, an overview has been given as to what Malware is how easy it can spread and what technologies are available to mitigate some of the attacks such as the Forcepoint appliance. There will be other software applications rolled out as part of the remedy for the breach such as Multifactor Authentication from Microsoft and from Cisco (Duo) and other applications mentioned in Chapter Three. The warehouse in Swansea is also having an infrastructure upgrade in terms of hardware, for example, Network switches at the access layer and core and complete fibre overhaul.

[bookmark: _Toc160379704][bookmark: _Toc160380541][bookmark: _Toc164503720]Chapter 3 – Research Methodology
[bookmark: _Toc160379705][bookmark: _Toc160380542][bookmark: _Toc164503721]3.1 Field of Study
The current field of study at the University of Wales Trinity St David is Bachelor of Science: Computer Networks & Cybersecurity, part of the apprentice program. The final year project proposed within this document will be based on a breach in June 2022 where a distribution company was heavily affected, and what the remediation steps that were taken.
[bookmark: _Toc160379706][bookmark: _Toc160380543][bookmark: _Toc164503722]3.2 Aims and Objectives
This project aims to overcome the network breach, how it was identified and the remedial work that has since taken place to strengthen the company’s position at a global and local level. The objectives listed below will be used to help achieve this aim:
1. Conduct an in-depth examination of security vulnerabilities and technologies.
2. To enhance and improve the businesses network infrastructure for example new Cisco switch infrastructure and fibre optic backbone.
3. To implement further security measures and protocols for the network to prevent further unauthorised access and data loss. For example, Microsoft Multifactor Authentication (MFA) and Duo authentication for server hardening (2FA).
4. Procure new Palo Alto firewalls for the business and implement them.
5. Implementation of new antivirus and malware protection globally.
[bookmark: _Toc160379707][bookmark: _Toc160380544][bookmark: _Toc164503723]3.3 Expected Outcome
There will be many outcomes that will come from the implementation of this project.
The first outcome will be the identification of the device that caused the breach to occur, from here seeing where the attackers have moved and pivoted within the network. Once the breach has been contained progress can be made to mitigate against the damage that was caused.
Once the incident has been contained the business can begin to check their infrastructure, every PC/Laptop, Server will be manually checked and logs uploaded to a specific FTP provided by Varonis to be checked. 
Second expected outcome will be the installation of new antivirus, MFA, Duo and making sure that servers, desktops and VPN connections are checking in to the relevant portals.
The Third outcome is the installation of new Cisco networking equipment, Fibre, UPSs within the local warehouse in Swansea.
The overall aim for this project is to harden the network and prevent further beaches, if that cannot be achieved then to make it as difficult as possible to pivot and move within the network. 
[bookmark: _Toc160379708][bookmark: _Toc160380545][bookmark: _Toc164503724]3.4 Research Methodology
[bookmark: _Toc160379709][bookmark: _Toc160380546][bookmark: _Toc164503725]3.4.1 Philosophy
For this proposed project, a mixed approach between positivistic and Phenomenological will be undertaken; data gathering for this project will come from multiple applications such as:
1. Windows Defender Portal.
2. Azure.
3. Duo.
4. LogRhythm.
5. Varonis.
6. Physical servers and end user devices.
This project takes elements from both positivism and phenomenology; from the positivism element, this is an experiment, but from the   side, there will be elements of case studies and document analysis.
The Aims/objectives mentioned in section 3.2 will use both philosophies. They will be classed as an experiment due to new applications being installed on servers and the infrastructure team needing to know how this will interact with the system and installed applications; the team will use case studies and whitepapers to complete the initial installs. It will then use the above applications to gather data from that device. The disadvantage would be installing the applications such as DUO or Windows Defender failing; for example, further investigations will need to be undertaken, and fixes will need to be implemented, which would slow the progress of the project. 	
[bookmark: _Toc160379710][bookmark: _Toc160380547][bookmark: _Toc164503726]3.4.2 Approach
The deductive approach will be used for the implementation of this project, this project will be fast paced, moving from theory to implementation and data gathering within a matter of hours. This approach has been chosen due to the project being based of existing knowledge and research the outcomes of this approach is gathered from the tools in section 3.4.1. 
There will be a clear structure on how the implementation will start and how it will end and then the collection of quantitative data, but there is an element of this project that could be inductive, and that would be that the structure of the project may also need to be flexible due to the additional need of more research as the project implementation progresses [64]
[bookmark: _Toc160379711][bookmark: _Toc160380548][bookmark: _Toc164503727]3.4.3 Strategies
Action Research is the perfect strategy for this project due to its nature of investigation and then problem solving, When the business was compromised and the investigation began multiple teams began the investigation and were able to pivot to problem solving when issues arose, as the compromise was evolving the infrastructure team were able shut down and isolate infested systems.  
[bookmark: _Toc160379712][bookmark: _Toc160380549][bookmark: _Toc164503728]3.5 Document Review
Document review is the second strategy in use, even after the compromise; as the situation was developing, all teams were documenting all changes being made, what servers were compromised, and end-user devices that were compromised. 
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[bookmark: _Toc163056022][bookmark: _Toc163223647][bookmark: _Toc164021788][bookmark: _Toc164329025]Figure 13 document control being updated during the breach.
The team documenting the incident as it evolves will provide data for the route cause analysis and any future process improvements.   	
[bookmark: _Toc160379713][bookmark: _Toc160380550][bookmark: _Toc164503729]3.6 Risks & Limitations
The current risk for this project is not closing the vulnerability that caused the network breach and making sure that other attack vectors are closed within the network; a deep scan of every device connected to the network globally will need to be completed to prevent clean and new devices from connecting to the network.
VLANs have been shut down to prevent new and cleared devices, and a secure VLAN has been created on every site for local IT teams to connect to so that devices can be scanned and any end-user devices can be rebuilt.
One of the most significant risks is a device that has yet to be cleared, gaining access to the network and potentially becoming ground zero for another infection outbreak.
There are a few possible limitations with the rollout of remedial work;
New software packages being rolled out, i.e., MFA, DUO.
New network switches are being deployed in the warehouse.
Deployment of a new antivirus solution.
Procurement and deployment of new Palo Alto Firewalls.
Each of the limitations above will need to be trial and error due to the different configurations and different operating systems involved, e.g., Windows server 2008 r2 to Windows server datacentre 2022, and also, different applications running on these servers may react differently to the new antivirus installed for example.
[bookmark: _Toc160379714][bookmark: _Toc160380551][bookmark: _Toc164503730]3.6.1 Ethical Issues
There are ethical issues concerning the security breach, where user data is possibly stolen and customer and financial data lost. There needs to be a clear and concise plan to make sure that no data is lost, for example, by following/using;
1. Drive encryption using Microsoft Bit locker.
2. Data retention policies.
3. Following GDPR guidance.
No system is 100% secure, but the above steps aim to make it difficult for threat actors to pivot from within the network and to remove business-critical information for their gain.
[bookmark: _Toc160379715][bookmark: _Toc160380552][bookmark: _Toc164503731]3.6.2 Validity, Reliability & Generalisability
[bookmark: _Toc160379716][bookmark: _Toc160380553][bookmark: _Toc164503732]3.6.2.1 Validity
There are multiple ways of dealing with a security network breach; and each path will lead to the same outcome, which is;
1. Intrusion detection.
2. Remedial activities.
3. Root cause analysis.
4. Further remedial activities.
5. Possible penetration/vulnerability testing.
6. Resolution of incident.
The above five steps are one perfect way of dealing with a network compromise, and these steps will vary depending on the company, what teams are involved and what process documents have been created.
[bookmark: _Toc160379717][bookmark: _Toc160380554][bookmark: _Toc164503733]3.6.2.2 Reliability
It is very unlikely that if this work were to be reinvestigated, that it would produce the same results as there is too many mitigating factors;
1. Server environments will be different on a per-company basis.
2. Applications are different on each device.
3. Server patching schedules are different.
4. Different operating systems react differently to newly installed applications and updates.
5. Desktop/laptop devices will be on different builds.
There is a possibility of having the ability to copy the type of attack that was used as these types of attacks are very well documented and structured and freely available on the Internet.
[bookmark: _Toc160379718][bookmark: _Toc160380555][bookmark: _Toc164503734]3.6.2.3 Generalisability
The results gained from the project will apply globally to the business, and it will also apply to different business sectors. The outcomes from the actual data may and most likely be different, but how the applications will be in use report the data will be the same across the board [65]. 


[bookmark: _Toc160379719][bookmark: _Toc160380556][bookmark: _Toc164503735]3.7 Data Evaluation Methods
[bookmark: _Toc160379720][bookmark: _Toc160380557][bookmark: _Toc164503736]3.7.1 Data Collection
As part of the remedial works that are taking place, the business will be able to gather large amounts of data from five different applications:
1. Windows Defender Portal
2. Azure
3. Duo
4. LogRhythm
5. Varonis
The Windows Defender portal is linked to the Azure environment and will provide information from end-user devices and servers. The information it will gather is if the device has been infected with a virus or malware; it will let the technology team know what type of infection it is and if it has spread to other devices.
Azure is an environment that holds many different tools, from Active Directory, MFA, and Single Sign-on (SSO), and links in with other Microsoft applications.
Duo is another form of Multifactor authentication; this generates logs such as login times, was the login a failure or successful, and the location of the attempted login.
LogRhythm is a security information and event management (SIEM) application that helps the business monitor, detect and investigate security incidents or threats within the infrastructure.
Varonis is another SIEM application; it gathers logs from devices that it monitors and performs data security, file auditing, governance, and compliance
[bookmark: _Toc160379721][bookmark: _Toc160380558][bookmark: _Toc164503737]3.7.2 Data Evaluation
As seen in the data collection section, the applications that are being implemented will collect all the relevant data; these applications also can request live information from devices, allowing for a prompt reaction if there were to be another breach or incident. 	
[bookmark: _Toc160379722][bookmark: _Toc160380559][bookmark: _Toc164503738]3.8 Development Methodology
[bookmark: _Toc160379723][bookmark: _Toc160380560][bookmark: _Toc164503739]3.8.1 Prototyping Methodology
With the type of project that is being proposed, the prototyping methodology would be best suited. Due to the security breach, the remediation process needs to be swift.
The steps this methodology utilises are a perfect match for the number of deployments that are going to be made:
1. The technology team gathers the requirements needed to secure the business.
2. Design of the infrastructure needed to support the applications.
3. Build and deployments of the infrastructure for testing purposes, one building in the United States and one in the United Kingdom.
4. End-user evaluation – How this interreacts with other software deployments within the test areas.
5. Global implementation and reiteration if required. 

[bookmark: _Toc160379724][bookmark: _Toc160380561][bookmark: _Toc164503740]3.9 Hardware Resources
The hardware resources that will be in use for this project will vary from Servers to end-user devices and network switches:
1. 5x HP ProLiant DL380 Gen 10.
2. 1x Pure Storage Flash Array 15 Terabytes.
3. 2x HPE 3PAR 8200.
4. 7x Cisco UCS B200 M6 Blade Server.
5. 500x Lenovo Think Centres M900.
6. 250x Lenovo ThinkPad T460s, T470s, T14s.
7. Cisco Switches, C3850, C3560, 9300, 9540X, 9516X.
8. Palo Alto Firewalls, 3410, 450s.
All hardware in the above list is in the production environment and has been deployed apart from the Palo Alto firewalls, as they have been recently purchased to replace Cisco ASA firewalls and Checkpoints. 
[bookmark: _Toc160379725][bookmark: _Toc160380562][bookmark: _Toc164503741]3.10 Software Resources
Ongoing software resources that are going to be in use during and after this project are as follows:
1. Microsoft Azure.
2. Microsoft Bit locker.
3. Microsoft Multi Factor Authentication.
4. Windows Defender
5. Duo Security.
6. LogRhythm.
7. Varonis.
8. Active Roles (Active Directory management tool).
The following applications must be deployed to every machine on the network: Windows Defender and Bit locker. Affected devices such as laptops/desktops and servers will need to be rebuilt using Windows 10 for end-user devices and Server 2016 – 2022 depending on the applications installed.  	
[bookmark: _Toc160379726][bookmark: _Toc160380563][bookmark: _Toc164503742]3.11 Human Resources
The project is a two-team implementation: Team One is the Networks team, and Team Two is the Infrastructure Administration team. With a mass deployment of new software hardening technology, there will be a lot of end-user involvement due to how it interacts with the end-user.
For example:
With the implementation of Microsoft MFA, which will be added to the Gmail mail login process, the VPN connection steps due to the implementation of Single Sign-On with MFA, there will be a need from end users to be involved in some testing plus the steps needed to set up the authenticator device on every user's device or an RSA SecurID token to be created.
[bookmark: _Toc160379727][bookmark: _Toc160380564][bookmark: _Toc164503743]3.12 Project Plan
To manage the progress and the addition of tasks for this project, Asana has been used, Asana is a collaborative project management tool with great functionality; it allows multi-user, same-time editing of a team project and tasks that can seamlessly be assigned to an individual. As seen in Figure 4 below, the project can be split into two or more main sections; in this case, Planning & Milestones have been created.
Within these sections’ tasks are placed and assigned to an individual with due dates and priorities assigned to the task.
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[bookmark: _Toc161933078][bookmark: _Toc162535992][bookmark: _Toc163056023][bookmark: _Toc163223648][bookmark: _Toc164021789][bookmark: _Toc164329026]Figure 14 Asana task creation.



Figure 15 on page 44 below, is the overall project time line, the information that is displaying is from the information provided in Figure 14 above. 
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[bookmark: _Toc161933079][bookmark: _Toc162535993][bookmark: _Toc163056024][bookmark: _Toc163223649][bookmark: _Toc164021790][bookmark: _Toc164329027]Figure 15 Project timeline.


[bookmark: _Toc164503744]Chapter 4 Design & Implementation
[bookmark: _Toc164503745]4.1 Design Requirements
[bookmark: _Toc164503746]4.1 Introduction
As seen in Chapter 1, the compromise took a heavy toll on the business. Chapter 2 then explains malware/viruses, the different types, and what security technologies are in use. The main aim of this project is to ensure that the network is more robust and secure and that SIEM tools are available to investigate any potential future breaches. This thesis's design and implementation aspect is needed to show design considerations before any deployment takes place.
For this reason, the author has split the design & implementation into five different tasks due to the amount of security remediations that need to take place.
[bookmark: _Toc164503747]4.2 Task One – Network Hardware Refresh Physical Replacement 
Due to the compromise, it was found that the warehouse needed to have its core infrastructure upgraded; this was due to several reasons:
· Different Cisco switch models throughout the warehouse.
· Different Cisco Internetworking Operating Systems (IOS) versions.
· No network redundancy.
· No power redundancy or surge protection.
· Obsolete hardware.
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[bookmark: _Toc163056025][bookmark: _Toc163223650][bookmark: _Toc164021791][bookmark: _Toc164329028]Figure 16 Legacy Warehouse design.
As you can see in Figure 16 above, half of the switches around the warehouse run back to Server room 1 (SR1) and the other half run back to Server room 2 (SR2). If the site lost power or a server room in its current configuration, it would lose half of its switches. 
To remediate the issues onsite the business requirements are as follows:
· Physical diverse routing.
· Cisco Switch replacement. 
· Minimal site downtime.
· Installation of APC UPSs in each server room and remote network cabinet.
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[bookmark: _Toc163056026][bookmark: _Toc163223651][bookmark: _Toc164021792][bookmark: _Toc164329029]Figure 17 Network option for Swansea
Figure 17 above is the recommended option for the new network design for Swansea;
[bookmark: _Toc164503748]4.2.1 Physical Diverse Routing
Each network location in the warehouse will have a new fibre patch panel installed; one run of 12-core OM4 Armoured fibre will come from SR1, and a second will come from SR2. Between SR1 and SR2, there will be 2x 24-core OM4 Armoured fibre to link both server rooms together. This will then achieve the full diverse routing the business requires. 
[bookmark: _Toc164503749]4.2.2 Cisco Switch Replacement
There currently is a mixture of switches in the warehouse ranging from Cisco 3560-X, 3560-G and Cisco 3850, each running on a different IOS and all running a slightly different configuration with legacy configuration settings that are no longer fit for purpose. The proposal is to replace all access layer switches with Cisco 3850s with a new core that will be using new hardware two Cisco 9540X fibre switches, which will be run as a virtual stack (if one switch drops, all traffic will be diverted to the backup). To purchase an additional Cisco 3560 Layer 3 exit switch for SR2 for redundancy.
[bookmark: _Toc164503750]4.2.3 Minimal site downtime
The site runs 19 hours per day, and there are two shifts with a 5-hour gap between both; the business requires minimal downtime and requested that the work occur between this period or weekend work, depending on what needs to be done. 
[bookmark: _Toc164503751]4.2.4 APC Uninterruptible power supply (UPS) Requirement
In the current configuration for the network cabinets, the Cisco switches are currently connected to a Power Distribution Unit (PDU); if and when the site has an interruption to its power supply, all network cabinets lose power, and this has caused issues where hardware would fail for example a power supply (PSU) failing due to a power surge. UPS backup battery units must be installed into each network cabinet in the warehouse. To achieve this request, 14x APC UPSs  1500VA units will be installed into each cabinet; in both server rooms, 6x APC 5000VA with battery extensions will be installed.
[bookmark: _Toc164503752]4.3 Task Two – Multifactor Authentication (MFA)
The next business requirement for this project is the implementation of MFA this is a two-fold project one is Microsoft Authenticator which will be used for the following initial applications with a future rollout to other applications:
· VPN Login
· Google Mail
· Azure/Entra
The second MFA is Cisco’s Duo application which will be installed on to every server within the business and is used as an extra control for server access. 
Due to the security breach, VPN access was restricted to the infrastructure team only, and will be used as the test group during the implementation phase of Microsoft’s MFA rollout. 
As seen in Figure 18 on page 48 below, this is the best practice for Duo to communicate from the server that’s being utilised to Duo’s infrastructure and the response from the Duo app on the end users’ mobile phone to approve/deny the access. 
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[bookmark: _Toc164021793][bookmark: _Toc164329030]Figure 18 Duo MFA drawing.
[bookmark: _Toc164503753]4.4 Task Three – Windows Defender
As part of the remediation efforts after the compromise, it was deemed necessary to move away from the current antivirus solution as it no longer met the business's needs. They were running Symantec Endpoint Protection V12.1.4013.
The new solution needed to meet the requirements of the business:
· Centralised management 
· Business visibility (for example hardware)
· Simplified security management
· Has to be cost-effective
· Automated Alerting system
The business decided to progress down the route of implementing Defender as they are in the process of moving products back to Microsoft from Google for work; currently, the business is using the following products:
· Google for work - email
· Google Drive.
· Google Docs
The business has purchased a Microsoft 365 E5 licence, which gives the business access to a plethora of products under this licence, to name a few relevant platforms:
· Microsoft Entra ID P2
· Microsoft Defender XDR
· Microsoft Defender For Endpoint
· Windows 11 Enterprises E3
There is a lot more that comes with these licences, and it does come with all the required office products that would replace the need for Google Docs [66]. 
It was decided at a corporate level that the solution to be implemented would be Microsoft Defender for Business. The deployment would need to be phased. Phase one would be the server environment, and phase two would be end-user devices such as laptops, desktops, etc.
[bookmark: _Toc164503754]4.5 Task Four – Password Management 
Password management is also a requirement for any business. For this reason, two proof-of-concept projects have been started. Two providers have been selected: 1Password and Keeper Security. After extensive testing, it was decided that 1Password would be the vendor with which the business would progress.
The business requirements are as follows:
· Ease of use for the end user
· Reliable
· Secure and compliant with HIPPA & GDPR
· Ability to integrate into SIEM 
· SOC 2 Compliance
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[bookmark: _Toc164329031][bookmark: _Toc164021794]Figure 19 1Password Design.
As seen in Figure 19 above, the design for this project will follow a number of steps to achieve.
The first step is to build a Virtual Machine in this case, a Red Hat server which will be using Docker Swarm from 1Password. Docker Swarm allows a connection to our password tenant and will ensure encryption is end to end. 
Microsoft Azure/Entra will need to be configured for the custom application that is 1Passsword, which would allow us to use Single Sign On (SSO) as well as the creation of the security groups for automatic account creation in 1Password. 1Password to be connected to LogRhythm for log gathering and analysis if there was to be a breach. 
Transport Layer Security (TLS) for secure communication between Azure/Entra Active Directory (AD) and the System for Cross-domain Identity Management specification (SCIM) Bridge Server, also will need to make sure that SSL/TLS certificates are kept-up-to-date. Regular operating system patching and disabling of any unnecessary services on the Red Hat Server (SCIM bridge). 
[bookmark: _Toc164503755]4.5.1 Keeper Security
Like 1Password, Keeper is another password management tool tested under a proof of concept. The product has many of the same offerings as 1Password, but it also comes with a few different ones that are hidden behind a subscription:
· Breach Watch for Business.
· Keeper Secrets manager.
· Advance Reporting & Alerts. 
· Compliance Reporting. 
· Secure File Storage.
As with 1Password, Keeper needs to have a System for Cross-Domain Identity Management (SCIM) and SSO setup; one key difference is that there is no VM required like 1Password to act as a go-between for account creation. 
The account creation process for Keeper is much cleaner than that of 1Password; as explained above, 1Password requires a VM to assist in the process, whereas Keeper does not. Keeper also uses SCIM differently; for example, in the provisioning section within Keeper, choose SCIM, copy the tenant URL and secret token from Keeper, paste them into the application tenant in Azure/Entra, and save them to ensure that you turn on provisioning status and then progress to create a security group in Azure/Entra and assign it to the Keeper application tenant from here any user added to this group will automatically be created in Keeper and will be emailed to create their account. 
[bookmark: _Toc164503756]4.6 Task Five – Firewall Replacement 
Another project that was brought forward due to the breach was the replacement of the firewalls in every site within the business. The datacentres which have Cisco Adaptive Security Appliances (ASA) firewalls will be replaced with two Palo Alto 3420’s at each location, remote offices that currently have Checkpoint firewalls will be replaced by two Palo Alto 450’s each site configured with high availability in mind.
The design requirements for connectivity as seen in Figure 20 on page 53 below.
[image: ]
[bookmark: _Toc164329032]Figure 20 Palo Alto Design.
As part of the design of this project, multiple departments were also contacted to discuss the design requirements for their software applications, for example vendor support, access to applications over VPN (what ports are required to be open etc).
This project will progress in a phased roll out basis, this meaning each site within the business will perform a controlled switch over from their old equipment to the new Palo Alto’s, this will be handled via the business change control software called Service Now.  
[bookmark: _Toc164503757]4.7 Project Implementation
[bookmark: _Toc164503758]4.7.1 Task One – Network Hardware Refresh Physical Replacement
[bookmark: _Toc164503759]4.7.1.1 Stage One – Counter Clearance
A third-party vendor attended the site to run and splice the fibre to every network cabinet location, as seen in Figure 17 on page 39, in 14 locations with 24 cores to each cabinet. The first thing that must be completed on each switch is to clear the counters. To achieve this, the author logged in to an active switch and entered the following command to clear counters: clear counters or clear counters XXX (where XXX is the port number to be cleared), as seen in Figure 21 below; the reason we clear the counters on the interfaces is so that we can see if the port comes up just in case a PC is connected and it is powered off, and then perform a thorough port map that needs to be completed on each switch as seen in Figure 22 on page 54 below.
[image: ]
[bookmark: _Toc163056027][bookmark: _Toc163223652][bookmark: _Toc164021795][bookmark: _Toc164329033]Figure 21 Clearing counters.
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[bookmark: _Toc163056028][bookmark: _Toc163223653][bookmark: _Toc164021796][bookmark: _Toc164329034]Figure 22 Port map of a Switch.
[bookmark: _Toc164503760]4.7.1.2 Stage Two – Model Switch Move
Two SC Model Cisco switches in SR1 are obsolete and need to be replaced, so it has been decided that they will be repatched into the three-switch stack in the server room. Ports will need to be traced and labelled as ready to move over; once the cables have been located, a change request is submitted for out-of-hours work to move 13 ports, as seen in Figure 23 below:
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[bookmark: _Toc163056029][bookmark: _Toc163223654][bookmark: _Toc164021797][bookmark: _Toc164329035]Figure 23 Model Switch move.
A mix of different colour network cables made identifying management ports, such as server-integrated Lights-Out (iLO) ports, difficult. Once iLO ports were identified, a new colour standard was chosen to standardise this.
· Green Category 6a cables for management
· Blue for Data traffic
· Pink for fibre
· Yellow for CCTV
· Red for access points
Before the move was completed, prerequisite work took place on the new switch stack. The ports in Figure 23 on page 54 above, new assignments will need to be configured to the correct Virtual Local Area Network (VLAN) in order for the connected device to be able to continue working as before. 
[bookmark: _Toc164503761]4.7.1.3 Stage Three - Core Configuration & Deployment
With the purchase of two new core switches, Cisco 9540-X, the first step is to wipe the devices to ensure that they are clean. Both devices IOS has been upgraded to version 16.12.04. Each new version of the Cisco IOS will come with step-by-step instructions on how to upgrade the IOS and bootloader, etc.
With the IOS upgrade completed, I was given the task of configuring the basic configuration of both switches; this would entail:
· Configure and secure Line console 0.
· Configure and secure line VTY 0 4.
· Configure and secure line VTY 5 15.
· Banner for Login.
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[bookmark: _Toc163223655][bookmark: _Toc164021798][bookmark: _Toc164329036]Figure 24 Console & VTY Lines configuration.
Once the basic configuration was installed on these devices, they were handed over to our Network Architect for further and final configuration. The new core switches have been configured but are not ready for deployment. One will be placed in SR1, and the other in SR2. From here, the connections for the Stackwise Virtual Link (SVL) and Dual-Active Detection (DAD) can be completed.
SVLs link two physical devices together, allowing these switches to act as a single logical unit, thus providing the redundancy the business requires; in this configuration, the author will be connecting a total of four multimode connections between the two devices. The network ports have been configured to be teamed (placed in the same channel group) using eight Cisco SFP-10G-SR network modules; the total speed of this channel group will be 40GB, as depicted with the blue SVL drawing in Figure 25 on page 57 below. One of the main pros of this is that network traffic can be load-balanced (if configured) over the two links, which will be explained later in this section.
The DAD link between the stack detects and mitigates both switches becoming active. The stack will send exchange control messages over the DAD link marked yellow in Figure 25 below on page 57. The way this works is that one switch will be active, and the other will be on standby. If the active switch fails or loses connectivity, the DAD link will detect this, and the Standby switch will then take over.
By utilising the above SVL & DAD link, the default gateway (DG) for the site will not change; for example, if the stack IP is 192.168.4.2, this will be the DG, this is because the IP address is given to the SVL and not the individual switch.
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[bookmark: _Toc163223656][bookmark: _Toc164021799][bookmark: _Toc164329037]Figure 25 SVL Connections.
The network architect promoted the new core, with me onsite providing support to move physical connections from the old core now WAN switches, which was done out of hours.
[bookmark: _Toc164503762]4.7.1.4 Stage Four – Network Cabinet Switch Configuration and Deployment
As mentioned in Stage Three, fourteen Cisco 3850 switches will need to be configured ready to be installed in the new locations, new network cabinets have been installed into all locations. Once this has been completed the author then installed APC UPSs in each cabinet in preparation for the switch over. 
The author would need to schedule each network cabinet change between shifts, the work would take around four hours to complete and these steps would be followed for each location:
· Network cables on existing switch labelled switch side as well as patch panel side as to what ports they belong to.
· Old switch powered off and removed.
· New switch installed into the new cabinet and plugged into the UPS.
· Repatching will commence on the new switch. 
· Testing local equipment that were connected to that device such as, printers, PCs, and access points to confirm all is working as expected. 
As seen in Figure 26 on page 58 below the site server’s rooms now have the following:
Physical redundancy:
We have duplicate critical networking components such as switches, routers, and cables. Multiple devices or links are deployed so the others can seamlessly take over if one fails.
Logical Redundancy:
There are multiple routers to work together, one acting as a backup in case the primary router fails.
Link Redundancy:
There are multiple connections between network devices, providing increased bandwidth and failover capability.
Topology Redundancy:
Multiple paths exist between any pair of devices. This ensures that even if one path fails, alternate paths are available. Enhanced Interior Gateway Routing Protocol (EIGRP) routing is currently in place as well as the use of an SD-WAN (Silver peak) appliance and an IPSEC Site-to-Site VPN tunnels. 
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[bookmark: _Toc164021800][bookmark: _Toc164329038]Figure 26 Server Room 1 & 2 Implemented design.
[bookmark: _Toc164503763]4.8 Task Two – Multifactor Authentication
During the remediation steps after the security incident, each server within the business environment must be installed with Duo. To achieve this, each server must be configured individually.
Once you have joined Duo, they will set up an admin portal and assign the business an Application Programming Interface (API) key as well as an Integration key and Secret key. With these details, the author was able to begin the onboarding process, as seen in Figure 27 below. Once the installation process is complete, it is best practice to reboot the device so that any changes that have been made can take full effect.
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[bookmark: _Toc164021801][bookmark: _Toc164329039]Figure 27 Duo Install prompt.
Initially, user creation was done manually to ensure that only the accounts that needed access to the environment did. Once the initial rollout was completed, a security group was created within Entra Active Directory (AD), and users were added. Once added to the AD group, synchronisation could take place. Once the account has been created, the end user will need to download the Duo app and follow the onboarding instructions that were sent via an automated email.
Once the account has been set up, the end user can then attempt to log in to the server; if the installation of Duo is successful, they will be greeted by the prompt in Figure 28 on page 60 below.  
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[bookmark: _Toc164021802][bookmark: _Toc164329040]Figure 28 Duo login prompt
Duo is able to link the account with the user account that is logging in due to the username being specified during account creation. In this case, the author has two accounts: an admin account and a normal user account (non-admin).
Once it’s been matched, the user will receive a prompt on their mobile device, as seen in Figure 29 below. At this point, the user will either approve or decline the login.
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[bookmark: _Toc164021803][bookmark: _Toc164329041]Figure 29 Duo Approval Prompt
For future Duo deployments, a Group policy will be used to deploy the application, for this process to work the computer object will need to be added to a specific security group in an Organisational Unit (OU) which will push the following group policies to the new device as seen in Figure 30 below:
· GPO-DUOCLIENTDeploy
· GPO-DUOCLIENTSettings
· GPO-DUOCLIENTSecuirty
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[bookmark: _Toc164021804][bookmark: _Toc164329042]Figure 30 Duo Group Policy.
Within these Group policies, Active directory security groups are specified, as well as the location of the executable file that gets run and installed on the device as seen in Figure 31  on page 62 below. 
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[bookmark: _Toc164021805][bookmark: _Toc164329043]Figure 31 Duo Group Policy.
[bookmark: _Toc164503764]4.9 Task Three – Windows Defender
Before the author could begin the deployment of Defender to the server infrastructure, they need to be given a specific role in the businesses Azure/Entra tenant; the role in question is the Security Administrator role; without this the, author will not be able to access the security.microsoft.com portal. 
Once the role has been given, they will be allowed access immediately, as seen in Figure 32 below; once logged in to the security portal, you are presented with the dashboard for the business, from here, navigate to Settings > Endpoints > Onboarding.
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[bookmark: _Toc164021806][bookmark: _Toc164329044]Figure 32 Azure/Entra Security role.
[bookmark: _Toc164503765]4.9.1 Defender Onboarding
During the security incident the onboarding process was done on a manual basis and on a priority basis for example Domain Controllers were completed first followed by SQL servers and production servers.
The security portal provides the Security Administrator with the required onboarding scripts to successfully onboard a device. These scripts can be located at security.microsoft.com Settings > Endpoints > Onboarding. Here, it will provide the author with a step-by-step guide on which script to use for which operating system selected, as seen in Figure 33 below. 
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[bookmark: _Toc164021807][bookmark: _Toc164329045]Figure 33 Operating system script selection.
Once the correct operating system is selected the script can be downloaded and copied to the server that is needed to be onboarded.
The onboarding script from Microsoft is made to turn on & add the Registry settings for Defender for Endpoint, these are:
· Windows Advanced Threat Protection
· WMI\Security
· DataCollection
· OnboardingInfo
· %windir%\System32\sc.exe (SENSE service)
· WDATPOnboarding
In Figure 34 below, you will see the output of the onboarding process:
[image: ]
[bookmark: _Toc164021808][bookmark: _Toc164329046]Figure 34 Windows Defender Onboarding.
Once the above onboarding process has been completed the server will appear as onboarded in security.microsoft.com as seen in Figure 35 on page 65. Once this device has been onboarded successfully it will start collecting data such as:
· Logged on users
· Missing KBs
· Security recommendations
· Timeline
· Incidents and alerts
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[bookmark: _Toc164021809][bookmark: _Toc164329047]Figure 35 Server Onboarded.
Now that the server has been onboarded the Defender portal will be collecting information and data from this server, all Antivirus updates are pushed to each device automatically and it keeps track of what operating system updates it has received or if it is missing updates completely. 
The author is also able to action any alerts from the web User Interface (UI) for example:
· Run Antivirus Scan
· Isolate Device
· Initiate Live Response session (With Microsoft)
· Initiate Live Response Session (On the device)
The Onboarding script has been placed in the Appendices section from page 83 - Windows Defender ATP Onboarding Package.


[bookmark: _Toc164503766]4.9.2 Group Policy
As with Duo the Windows defender has also now been automated under the following Group Policies:
· GPO-DefenderOnBoard2012
· GPO-DefenderOnBoard2016
· GPO-DefenderOnBoard2019
· GPO-defenderonboardPC
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[bookmark: _Toc164021810][bookmark: _Toc164329048]Figure 36 Group Policy Defender Automation.
Instead of an install file being installed like the Duo process, this GPO push runs the script in the Appendices section starting from page 97, whenever a new server/device is moved into a specific OU.
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[bookmark: _Toc164021811][bookmark: _Toc164329049]Figure 37 Defender GPO's.
As seen in Figure 37 above, GPO-DefenderAV has been pushed to this server, this group policy ensures that Windows Components/Windows Defender Antivirus/Real-time Protection & Windows Components/Windows Defender Antivirus/Windows Defender Exploit Guard/Network Protection has been enabled on every device as seen in Figure 38 below.
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[bookmark: _Toc164021812][bookmark: _Toc164329050]Figure 38 GPO-Defender.
[bookmark: _Toc164503767]4.9.3 Defender implementation Issues
During the implementation of defender across multiple operating systems from Server 2019 to Server 2008 R2. The author ran into an issue with a production cluster which was running Windows Server 2008 R2 this production cluster is composed of:
· Two Application nodes.
· Two Database nodes.
· A Voice console.
When trying to run the onboarding script for Defender ATP it kept failing as it was missing Windows updates, on investigation it was noted that these servers had not been updated since 2014. 
To get Defender to work on these servers a series of updates needed to take place:
· Install of KB4074598 Which is Windows Security updates.
· Install of KB3080149 which is diagnostic and Telemetry.
· Install Microsoft .net framework 4.8.
· Install the Desktop experience package under features.
Once these steps have been done the onboarding process was successful. 


[bookmark: _Toc164503768]4.10 Task Four – Password Management
A proof of concept has started for a password management tool called 1Password a Virtual machine running Red Hat 7 has been built as seen below:
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[bookmark: _Toc164329051]Figure 39 Red Hat server for SCIM.
Once this server has been built Docker Swarm can be installed on to the server, Docker Swarm is a tool that aims to provide high availability to multiple nodes within the network.
Install the package with apt as follows:
1.  sudo apt-get update
2.  sudo apt-get install ./docker-desktop-<version>-<arch>.deb
3.  
Docker Swarm’s responsibility will be to securely send account creations requests between 1Passwords and the Azure/Entra Tenant, from here within 20 minutes the user account will be created within the 1Password environment. Administrators still have the ability to invite new users when required (this should be for new administrators only) as seen in Figure 40 on page 70.
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[bookmark: _Toc164329052]Figure 40 1Password administrator Invite.
Once the account has been created the end user can simply import their passwords from the browser they are using or another password manager.
It is recommended that the users install the 1Password Google widget from the app store, as it makes it easier for entering usernames and passwords and visiting regular sites as seen in Figure 41 below.
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[bookmark: _Toc164329053]Figure 41 1Password Google Widget.
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[bookmark: _Toc164329054]Figure 42 1Password Login Prompt.
As shown in Figure 42 above, the username and password were stored within 1Password and the widget recognised it was a stored password and the author was able to click the button for the password to be pasted into the password field.
If a user was to leave the business, the account would be removed from the security group which would deprovision the account in 1Password which would free up a licence to be used on a new end user. 
[bookmark: _Toc164503769]4.10.1 Keeper Proof of Concept
The keeper proof of concept was easier to set up and get underway. This was due to the fact that a virtual machine did not need to be built to act as a bridge between our Azure/Entra tenant and keeper security.
One administrator has been created to administer the accounts admin portal, where the SCIM and SSO setup are configured. Once the provisioning of SCIM is completed, a security group is then created in Azure/Entra, and in this security group, a user is added; once replication is completed, the account is created in Keeper, and a welcome email is sent to the user to complete the creation of their account as shown in Figure 43 on page 72. 
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[bookmark: _Toc164329055]Figure 43 Keeper Welcome mail.
[bookmark: _Toc164503770]4.11 Task Five – Firewall Replacement
With the delivery of the new Firewall, the author racks and cables the devices to the console switch and to a management switch for firmware upgrades and Palo Alto PAN-OS upgrades, this will need to take place due to a recent notification of a vulnerability CVE-2024-1708 and CVE-2024-1709 which are ScreenConnect remote desktop vulnerabilities.
Once the upgrades have been completed, the author stages the new firewalls to take over from the existing Checkpoint firewalls; before the firewalls are switched, the existing firewall rules need to be exported and cleaned up from the Checkpoints; once this process is complete, they can be imported into the Palo Alto ready testing before go live, a contractor completed this process due to time constraints, the author's role in this process was for testing purposes only not for the importing of the firewall rules from the Checkpoints.
Out-of-hours testing has taken place the following tests were carried out:
· Files processing from Warehouse Management System to Host system.
· Files processing from the Host system to the Conveyor system.
· External connectivity check (browsing external sites).
· Internal system testing; Voice, Radio Frequency (RF) Device & printing.
· Offsite connectivity test back to the warehouse.
· Check certain firewall rules that work e.g., Secure File Transfer Protocol (SFTP) connections & site-to-site vendor support tunnels are all working.
As testing has been completed, it makes go live day much easier, the same tests are performed as above but this time the Checkpoint firewalls are shut down for a period of one week before being wiped and de-racked and Waste from Electrical and Electronic Equipment (WEEE) wasted it’s at this point the Palo Altos are now live. 
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[bookmark: _Toc164329056]Figure 44 Palo Alto Switch over
[bookmark: _Toc164503771]4.12 Conclusion
In this chapter, the author discusses the design and implementation elements of this project. As you can see, many remediation efforts were undertaken to strengthen the business's security posture, even after implementing new hardware, multifactor authentication, antivirus, password management and firewall replacement, future support will be required, such as software upgrades, firmware upgrades, hardware replacements and additional products to roll out to help with further security.

[bookmark: _Toc164503772]Chapter 5 – Evaluation
[bookmark: _Toc164503773]5.1 Introduction
This chapter discusses the findings of tests completed as part of implementing the tasks in chapter four. Task one will focus on the network refresh of the network hardware, while the results from task two will show some of the test results since the implementation of MFA. The results from task three will show the threats the business has received since implementing Defender and task four with implementing such tools as password management. At the same time, the final tasks will discuss the rationale behind the hardware replacement of the firewalls within the business.
These results directly respond to an attempted security breach in Chapter One, “Introduction”, and the research completed in Chapter Two, "Security Vulnerabilities and Security Technologies."
[bookmark: _Toc164503774]5.2 Task One Results – Network Hardware Refresh
In this section, the author will delve into the crucial test results from the network refresh. While there are no graphs to discuss network metrics or packet loss, etc., this discussion is vital as it pertains to the hardware on-site reaching the end of its life and support.
The network devices on the site were Cisco 3560-X & 3560-G, as well as Cisco 3850s, and Cisco has a process it follows where it will alert its customers as an end-of-life announcement date each product will have, for example:
· Cisco 3560-G switches were announced end of life on January 31st, 2012 [67].
· Cisco 3560-X switches were announced end of life on October 31st, 2015 [68].
· Cisco 3850 switches were announced end of life on March 7th, 2023 [69].
With these dates announced, this provides customers with the capability to plan the life cycle replacements of devices within their network; the information Cisco delivers is:
· End-of-sale notification 
· End of vulnerability/security support
· Last date of support
[bookmark: _Toc164503775]5.2.1 Cisco 3560-G
As mentioned above, the end-of-life announcement for this device was set for January 31st, 2012, and this means that the end-of-sale for this unit is January 30th, 2013, with the end of vulnerability/security support three years later in 2016, and the last date of support is two years later on January 31st, 2018 [67].
[bookmark: _Toc164503776]5.2.2 Cisco 3560-X
As mentioned above, the end-of-life announcement for this device was set for October 31st, 2015, and this means that the end-of-sale for this unit is October 30th, 2016, with the end of vulnerability/security support three years later in 2019, and the last date of support is two years later on October 31st, 2021 [68].

[bookmark: _Toc164503777]5.2.3 Cisco 3850
As mentioned above, the end-of-life announcement for this device was set for March 7th, 2023, and this means that the end-of-sale for this unit is September 5th, 2023; at the time of writing this dissertation, no further end-of-life information has been released for this device [69].
You have to consider not only the switch's end of life but also the spares for these devices, such as power supply units, fans, and the compatibility of Stackwise cables. 
Based on the information above, it was decided to update and upgrade the warehouse infrastructure; with any future upgrades, the hardware would be replaced with the latest model in current use, the Cisco 9300.
[bookmark: _Toc164503778]5.3 Task Two Results – Multifactor Authentication
Implementing Duo multifactor authentication on the server infrastructure will provide security for these devices. During the initial breach, administrator accounts were set manually via the administration panel. This was only a temporary solution to ensure the protection of the servers. At a later date, the creation of accounts in Duo will be completed by an active directory sync. 
Once a user attempts to log in to a server, they will be greeted with a prompt, as seen in Figure 28 above; as soon as the user taps either approve or deny on their mobile device, Duo will check whether the user's account is authorised to log in, for example, if I was to enter the username of chris.thomas and enter my password Duo will then check to see if that account can log in as seen in Figure 45 on page 76 below.
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[bookmark: _Toc164329057]Figure 45 Duo Account Alias.
With the mobile app installed on the handset, the Duo admin portal can track any changes on that device; for example, Duo tracks what version of the application the device is using, what model device it is, and whether the operating system is up to date or not. Other information the admin portal gathers is device security, and it lets the administrator know if biometrics are enabled, if a passcode is set and if the phone has been tampered with, meaning if the mobile device has been rooted or otherwise changed from the manufacturer specifications as seen in Figure 46 below.
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[bookmark: _Toc164329058]Figure 46 Duo Admin Console.
Furthermore, Duo also collects failed login attempts via the user authentication log reports. Duo logs up to 180 days of authentications and failed authentications before being automatically purged. All logging with Duo is in real-time, as seen below. The author has attempted to log in to a server, which was granted on the first attempt and then denied on the second attempt. The information that these attempts have gathered can help in any investigation of unauthorised access as seen in Figure 47 below:
· Duo logs the following information for login attempts:
· Date and time
· Username
· Server name
· Mobile number of the authentication method 
· Approximate location
· IP Address (please note this can be spoofed)
Even though Duo protects domain accounts, we have taken the extra step of protecting the local administrator account, which has been set up within the Duo portal. This local account has been linked to other users' phones, and eight users can currently log in to the local account. To gain access and authenticate to your mobile phone, the Duo log-in prompt, as seen in Figure 28 on page 60, states That there is a drop-down list; from here, you select your device, and Duo will send the push notification to your device.	
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[bookmark: _Toc164329059]Figure 47 Duo access Granted & Denied.
[bookmark: _Toc164503779]5.4 Task Three Results – Windows Defender
With the implementation of Defender for endpoint, all devices have been onboarded and protected, and any infections or risks will be alerted to the security administrators. As a test to confirm that a device is connected to the defender portal, the author ran the following command line script:
1. powershell.exe -NoExit -ExecutionPolicy Bypass -WindowStyle Hidden $ErrorActionPreference= 'silentlycontinue';(New-Object System.Net.WebClient).DownloadFile('http://127.0.0.1/1.exe', 'C:\\test-WDATP-test\\invoice.exe');Start-Process 'C:\\test-WDATP-test\\invoice.exe'
2.  
When the above script is run, the command prompt window will automatically close; this then triggers a response from the defender portal, which will, in turn, send an alert out, as seen below in Figure 48 below.
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[bookmark: _Toc164329060]Figure 48 Test Defender Alert.
Once the above alert is received, the security administrator will begin the investigation by clicking on the link in the mail. From here, the security portal will open to the relevant alert, and the attack story will be provided.
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[bookmark: _Toc164329061]Figure 49 Windows Defender test Incident.
This is an interactive page where the author clicks on the suspicious command lineout output in the attack story; it will open a new pain will provide information on the process that is causing the alert; it gives the following information:
· Execution details (Information on Process name, Execution time user).
· Detection (Information on malware detected, file verdict, and virus total details).
· File capabilities (Information on what the file does).
· Object details (Such as SHA1, SHA256 and MD5 hashes and the file size).
· File Prevalence (How many devices in the organisation have this file).
If this was a genuine attack, the security administrator could control the device from this page, and they achieve this by selecting the device > device details, which will open a new page on the right; from here, the author has a multitude of options to choose:
· Run Antivirus Scan
· Collect investigation Package 
· Isolate Device     
· Initiate a Live Response session
· Restrict App Execution
Recently, a real-world scenario occurred where a user was sent a text with a URL, and they entered this URL into the browser of their laptop, which triggered a multi-stage incident involving Execution & Discovery on their endpoint; the URL is in the Figure 50 below on page 68:
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[bookmark: _Toc164329062]Figure 50 Compromised URL.
Once the user accessed that site, it executed a Java script which downloaded and ran a PowerShell scrip called run.ps1; once this was successfully run, it downloaded more scripts and began to install a remote desktop program called ScreenConnect.Client.exe, which was successful as that software is legitimate. 
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[bookmark: _Toc164329063]Figure 51 Defender Attack Story.
From here, even more scripts were automatically run targeting browsers (Google, Internet Explorer, Firefox), and the attackers successfully downloaded the stored user data, which included email addresses and passwords, as there was a file called Login data on that device.
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[bookmark: _Toc164329064]Figure 52 User credentials being copied.
The author managed to Isolate the device, which blocks internet activity and restricts app execution. As this device was on a different domain, it was advised to keep this laptop for a couple of months in case of further infections, as this device would be the ground zero device.
At this point it is unknown if the user’s credentials and personal information was taken from the device, the author advised the user to reset all their passwords for their personal accounts and their domain credentials we reset straight away.
[bookmark: _Toc164503780]5.5 Task Four Results – Password Management
Both proofs of concept projects are up and running, with users testing each application; the 1Password implementation and testing are currently underway with the infrastructure team testing 1Password.
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[bookmark: _Toc164329065]Figure 53 Infrastructure team testing.
1Password has been selected as the preferred partner going forward, but it is best practice to complete both proofs of concept. The next aim is to open this project to another group of users for testing.
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[bookmark: _Toc164329066]Figure 54 1password Vault.
Figure 54 above is a screenshot of my vault within 1Password, the main difference between 1Password and Keeper is when the subscription (trial or active subscription) expires 1Password allows you access to your vault as read-only but Keeper does not.
1Password also has a function that shows users' password health; the insights tab, as 1Password calls it, displays the following information: reused passwords, Weak passwords, Items not using 2FA, and compromised passwords. As you expect, a tool like 1Password has SIEM integration; this aspect has yet to be implemented as this is a proof-of-concept test, but as it has been chosen, it will be integrated into the business's SIEM.
Currently, on the Keeper proof of concept, there are 14 active users plus one administrator, the author. According to the security audit, three of the 14 users are currently testing the application, as seen in the Figure 55 below.
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[bookmark: _Toc164329067]Figure 55 Keeper Audit.
The above figure shows the current strength of passwords in a user vault, and this does not show the user's password; it just shows that their passwords are weak, medium, or strong. Keeper goes a step further by also displaying whether a specific password has been reused or is unique; this is an excellent feature for Keeper as it will help educate users that reusing the same password is not the best security.
[bookmark: _Toc164503781]5.6 Task Five Results – Firewall Replacement
Implementing the new firewalls in the business has dramatically increased the company's security posture; it has given the network team more significant control over the firewalls and makes troubleshooting more efficient. With the new firewalls being in place, it makes it easier for the team to manage requests from one of the development teams that deal with a lot of requests for File Transfer Protocol (FTP) access for file transfers between their host system and a remote FTP server to achieve this an address group was created where the FTP requests can be managed from, for example, adding a new vendor FTP connection or editing an existing connection.
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Figure 56 FTP Access Group.
sFTP requests can be handled under their own address groups as they go to multiple servers across multiple locations. Another positive of the Palo Alto firewalls is that they offer increased security with site-to-site VPNs; the information we would request from the vendor is below in Figure 57 below, we would provide them with our configuration for security. I have removed the Peer Gateway IP, DH Group and DH Group (PFS); the PSK will be shared directly with the engineer from the vendor via a secure method, for example, a secure password vault.
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Figure 57 VPN Connection sheet.
Due to the nature of the device being discussed, the author cannot take further screenshots. For security reasons, the author must redact the information heavily, making it extremely difficult to read.
[bookmark: _Toc164503782]5.8 Conclusion 
This chapter represents some of the findings from the initial testing and configuration of the security incident. During this remediation process, many projects ran side by side. All projects to date have been highly successful, but some results couldn’t be shown because they were in production. For example, the firewall results couldn’t be shown due to business requirements (firewall rules, sensitive information, etc.). It is hoped that the results that have been shown and discussed within this chapter help you, the reader, understand the need for hardened security, ranging from timely hardware refreshes and next-generation firewalls to password management and the deployment of Defender.


[bookmark: _Toc164503783]Chapter 6 – Conclusions and Recommendations
[bookmark: _Toc164503784]6.1 Conclusion
This project aimed to discuss how the breach occurred, what type of attack it was, and what steps were taken to strengthen the network. The author focused their research on what security vulnerabilities all businesses suffer from, such as malware and viruses, and what security technologies can be implemented to help mitigate such attacks. The attack showed that the business's security posture should have been better, as the attackers could move around freely and cause significant damage. 
When the author started researching the different types of attacks and vulnerabilities, there was a plethora of information on such topics, such as the various types of malware, viruses, and other kinds of attacks. So, the author decided to focus the research on two distinctive topics that would work hand-in-hand with each other: topic one is malware, viruses, and credential theft. The second topic is based on security technologies, with many issues focusing on individual topics but not how they have improved a business's security posture after a breach. By focusing on these two core topics, it made it much easier for the author to focus on core issues such as:
· The earliest virus 
· Polymorphic
· Metamorphic
During the research process, it was evident that attacks on businesses and members of the public have grown massively since the latter part of the 1980s. These attacks have shown no signs of easing, only growing and causing more damage and costing companies millions of pounds to remedy. This research revealed that by not following the basic security steps, the author means end users clicking on links or downloading applications to their work PC; these users have administrator rights on their devices, which allows attackers to cause more damage, just shows a lack of knowledge around security in general from all levels of the business.
With the breach contained, priorities quickly shifted to the design element of this project; at this point, it was highly fast-paced; multiple projects were started to ensure the network remained secure; for this report, it would be easier to split them down into six different tasks. Some of these tasks were running side-by-side, and others were running consecutively. Task one, the hardware refresh, was the first project to start for the site in Swansea, which had a complete hardware and backbone refresh purchase of a new core; other sites from the United States and the United Kingdom sent over their spare Cisco 3850 switches as this was quicker to get these units to Swansea due to the pandemic affecting the purchase of new hardware. Task two, the MFA roll-out, and Task three, the Windows Defender roll-out, ran side-by-side. The team in the UK is small, and the author is responsible for looking after the site in Swansea (250 users and two server rooms with a multitude of server hardware and networking equipment; see section 3.9, Hardware resources). While rolling the software changes out was initially a manual process (see onboarding script in the Appendices section), this has now been changed to an automatic process using Group Policy. Now that the business has moved away from Symantec, the Defender product provides much information and gives us greater environmental control. Task four is password management, an ongoing project as the business undergoes two proofs of concept. However, 1Password is the product they will go ahead with, and task five is the firewall replacement project, which has been completed on the hardware side and is in operation there is also a further ongoing project, which the author will discuss in the future work section below.
There were some issues during the rollout of a project of this magnitude. Still, it was mostly down to staffing issues, long working hours because of the cyber-attack, the amount of remediation work being carried out, and multiple projects running simultaneously. Overall, the remediation effort has been a great success. 
Overall, this research project has combined multiple projects, which ideally would be run separately and combined with the author's employment. It has helped them with their studies by providing transferable skills and, more importantly, helped with the overall research in chapter two and the creation of this project in the design and implementation chapter.
[bookmark: _Toc164503785]6.2 Future Work
With a project of this magnitude, there will always be a considerable amount of future work needed; for example, during my research, the author was reading up on vulnerability scanners. Based on this research, the business will start two proof-of-concept projects with Rapid7 SIEM product InsightIDR and Rapid7’s Insight Platform, a vulnerability risk management platform. In other chapters of this report, the author has broken their project down into five tasks for ease of reading 


Task One - Network Refresh
As mentioned in section 5.2.3, the business received notification from Cisco that the C3850 switches will no longer be on sale after September 5th, 2023; this means that the networking team can start to plan network refreshes. Also, any new switches bought are now Cisco 9300 devices, which will not need to be refreshed for a minimum of six years. 
Task Two - MFA
MFA during the initial breach was only implemented for server connections, and Microsoft MFA for pulse secure, which is for VPN connections; as a future project, MFA has started to be implemented across all software platforms, such as Google Mail, HR portals, payslip portals, etc., with many future rollouts planned. 
Task Three - Windows Defender
With the Defender rollout, a further project to remediate server operating systems has had to be started. Many servers in the business environment are running on legacy operating systems, such as Server 2003 and Server 2008 R2. This project aims to identify the number of servers running legacy OSs and, if possible, provide an in-place upgrade or build a new server and move software applications. The minimum supported OS in the business will be Server 2016.
Servers that cannot be upgraded will be monitored closely. Swansea's main software application is one group of servers that cannot be moved to a new operating system due to licencing and the Oracle server no longer being supported. For this reason, it will remain on Sever 2008R2 until a new stem goes live this year. 
Task Five - Firewall Replacement 
The firewall is now in production, and another project has been started. The business has decided to replace the VPN solution currently in place and move to the Palo Alto solution called GlobalProtect. This is currently in a proof-of-concept stage and is being tested with different IT teams around the globe. Before end users can test this solution, there need to be security groups created to allow users specific access to business products, for example:
· Allow access to specific servers (e.g., UK staff access to the UK server only, US staff access to US servers).
· Infrastructure team access to assets globally (servers, networking equipment, UPS, etc)
Once testing is completed, the infrastructure team will be the first users to switch to GlobalProtect, which will then be rolled out to users across the estate. 

[bookmark: _Toc164503786]Chapter 7 – Reflection
The main aim of this project was to strengthen the global network of the business due to the security breach that occurred; the reason this happened was a lack of Cybersecurity awareness within the company and users having local administrator rights on their devices when they had no reason to, thus making it easier for the attackers to perform lateral movements and explore the network. To combat this, the author devised a series of objectives to help secure the business. 
Cybersecurity is a massive field, and the topics and information the author could have chosen are abundant. Still, the author chose two topics for this project: security vulnerabilities and security technologies. While multiple dissertations and reports have been completed about various issues within the cybersecurity space, the author was able to amalgamate the numerous problems the business suffered into one dissertation; with this hope, the author will continue this research into their Masters. 
From the research into the vulnerabilities in Chapter Two, multiple projects were started to find a solution that would harden the business's security posture, marked as Task One—Five in Chapters Four and Five. The author found it extremely difficult to write this dissertation due to the volume of available information. Hence, the author decided to narrow down the field of study to provide insight into how malware/viruses work and provided examples of existing viruses in the wild. Reflecting on the design element of Chapter Four, the author wishes there was more time to formulate a more detailed project plan, but as you can imagine, the remediation efforts after a security breach the project needed to move at a swift pace. The author does note that the implementation element of the project went exceptionally well; as you can imagine, there were roadblocks with specific projects, such as implementing multiple new software packages across a range of OSs, which can cause a few issues, as noted in 4.9.3 on page 68 above but overall, the implementation of tasks in Chapter Four section 4.7 from page 53 was a success.
Even though the overall project was a success, some elements could and should be improved. Even with the breach, the infrastructure team was stretched extremely thin, and multiple projects were running, remediating different identified issues. The team in the United Kingdom is a small unit; it only consists of three staff members, each looking after a site. In this instance, the author looked after the Swansea warehouse plus two off-sites. Overall, it wasn’t only technical skills the author gained but also soft skills such as time management and prioritising workloads, which both helped with writing this dissertation and report for the author's employer. On a personal level, concerning further training, the author will be undergoing additional training in the following courses, which TCM Security Academy is running:
· Practical Malware Analysis and Triage
· Practical Ethical Hacking
· Windows Privilege Escalation
Furthermore, as mentioned above, it is hoped that the author will return to complete a Masters by Research degree, aiming to further this research by focusing on Windows Defender or, more specifically, the effects of adversary-in-the-middle attacks and malware attacks on the business since the implementation of Windows Defender.
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  1. @echo off
  2. echo This script is for onboarding machines to the Microsoft Defender for Endpoint services, including security and compliance products.
  3. echo Once completed, the machine should light up in the portal within 5-30 minutes, depending on this machine's Internet connectivity availability and machine power state (plugged in vs. battery powered).
  4. echo IMPORTANT: This script is optimized for onboarding a single machine and should not be used for large scale deployment.
  5. echo For more information on large scale deployment, please consult the MDE documentation (links available in the MDE portal under the endpoint onboarding section).
  6. echo.
  7. :USER_CONSENT
  8. set /p shouldContinue= "Press (Y) to confirm and continue or (N) to cancel and exit: "
  9. IF /I "%shouldContinue%"=="N" (
 10. 	GOTO CLEANUP
 11. )
 12. IF /I "%shouldContinue%"=="Y" (
 13. 	GOTO SCRIPT_START
 14. )
 15. echo.
 16. echo Wrong input. Please try again.
 17. GOTO USER_CONSENT
 18. echo.
 19. :SCRIPT_START
 20. %windir%\System32\reg.exe add "HKLM\SOFTWARE\Policies\Microsoft\Windows Advanced Threat Protection" /v latency /t REG_SZ /f /d "Demo" >NUL 2>&1
 21. @echo off
 22. echo.
 23. echo Starting Microsoft Defender for Endpoint onboarding process...
 24. echo.
 25.  
 26. set errorCode=0
 27. set lastError=0
 28. set "troubleshootInfo=For more information, visit: https://go.microsoft.com/fwlink/p/?linkid=822807"
 29. set "errorDescription="
 30. echo Testing administrator privileges
 31. %windir%\System32\net.exe session >NUL 2>&1
 32. if %ERRORLEVEL% NEQ 0 (
 33. 	@echo Script is running with insufficient privileges. Please run with administrator privileges> %WINDIR%\temp\senseTmp.txt
 34. 	set errorCode=65
 35.  set lastError=%ERRORLEVEL%
 36. 	GOTO ERROR
 37. )
 38. echo Script is running with sufficient privileges
 39. echo.
 40. echo Performing onboarding operations
 41. echo.
 42. IF [%PROCESSOR_ARCHITEW6432%] EQU [] (
 43.   set powershellPath=%windir%\System32\WindowsPowerShell\v1.0\powershell.exe
 44. ) ELSE (
 45.   set powershellPath=%windir%\SysNative\WindowsPowerShell\v1.0\powershell.exe
 46. )
 47. set sdbin=0100048044000000540000000000000014000000020030000200000000001400FF0F120001010000000000051200000000001400E104120001010000000000050B0000000102000000000005200000002002000001020000000000052000000020020000 >NUL 2>&1
 48. %windir%\System32\reg.exe add HKLM\SYSTEM\CurrentControlSet\Control\WMI\Security /v 14f8138e-3b61-580b-544b-2609378ae460 /t REG_BINARY /d %sdbin% /f >NUL 2>&1
 49. %windir%\System32\reg.exe add HKLM\SYSTEM\CurrentControlSet\Control\WMI\Security /v cb2ff72d-d4e4-585d-33f9-f3a395c40be7 /t REG_BINARY /d %sdbin% /f >NUL 2>&1
 50.  
 51. %windir%\System32\reg.exe add "HKLM\SOFTWARE\Policies\Microsoft\Windows\DataCollection" /v DisableEnterpriseAuthProxy /t REG_DWORD /f /d 1 >NUL 2>&1
 52. %powershellPath% -ExecutionPolicy Bypass -NoProfile -Command "Add-Type ' using System; using System.IO; using System.Runtime.InteropServices; using Microsoft.Win32.SafeHandles; using System.ComponentModel; public static class Elam{ [DllImport(\"Kernel32\", CharSet=CharSet.Auto, SetLastError=true)] public static extern bool InstallELAMCertificateInfo(SafeFileHandle handle); public static void InstallWdBoot(string path) { Console.Out.WriteLine(\"About to call create file on {0}\", path); var stream = File.Open(path, FileMode.Open, FileAccess.Read, FileShare.Read); var handle = stream.SafeFileHandle; Console.Out.WriteLine(\"About to call InstallELAMCertificateInfo on handle {0}\", handle.DangerousGetHandle()); if (!InstallELAMCertificateInfo(handle)) { Console.Out.WriteLine(\"Call failed.\"); throw new Win32Exception(Marshal.GetLastWin32Error()); } Console.Out.WriteLine(\"Call successful.\"); } } '; $driverPath = $env:SystemRoot + '\System32\Drivers\WdBoot.sys'; [Elam]::InstallWdBoot($driverPath) " >NUL 2>&1
 53. %windir%\System32\reg.exe query "HKLM\SOFTWARE\Policies\Microsoft\Windows Advanced Threat Protection" /v 696C1FA1-4030-4FA4-8713-FAF9B2EA7C0A /reg:64 > %WINDIR%\temp\senseTmp.txt 2>&1
 54. if %ERRORLEVEL% EQU 0 (  
 55.     %windir%\System32\reg.exe delete "HKLM\SOFTWARE\Policies\Microsoft\Windows Advanced Threat Protection" /v 696C1FA1-4030-4FA4-8713-FAF9B2EA7C0A /f > %WINDIR%\temp\senseTmp.txt 2>&1
 56.     if %ERRORLEVEL% NEQ 0 (
 57.         set "errorDescription=Unable to delete previous offboarding information from registry."
 58.         set errorCode=5
 59.         set lastError=%ERRORLEVEL%
 60.         GOTO ERROR
 61.     )
 62. )
 63. %windir%\System32\reg.exe add "HKLM\SOFTWARE\Policies\Microsoft\Windows Advanced Threat Protection" /v OnboardingInfo /t REG_SZ /f /d "{\"body\":\"{\\\"previousOrgIds\\\":[],\\\"orgId\\\":\\\"8b4c8f0a-e3bd-49f8-b0b6-0ec97f58b551\\\",\\\"geoLocationUrl\\\":\\\"https://winatp-gw-cus3.microsoft.com/\\\",\\\"datacenter\\\":\\\"CentralUs3\\\",\\\"vortexGeoLocation\\\":\\\"US\\\",\\\"version\\\":\\\"1.66\\\"}\",\"sig\":\"ciLoyt5GIaet9ox5ESvEvW4LKALt0nMUMS4lreTmevqaHqPtZWYhcBnSyissd8sHTNiOpsFNySJVw+3eh0rKIm80XTzImDQP2wvtPkZWvDmMU+wwnibWQxcqkdYLbMvz6pbzBJgODfHezYZ7gOhDfBpPENU7fGOg/j13/7UZsgZAvIe5bz4zOb9pkk03OEuen9Pw+YEymTJTrMUnumpwj+ZxCBvcyRqsGDJAdlQV3PVaxnhrV9ZoJmS+4j9ReJHDW0bGyIyCGLYqArUokSgudwGUY+pNk0+x3ntMkYuCfcA4n0swZbv1pyYE3XqtqPNFcEpk9th4d3cQkblrwA4dww==\",\"sha256sig\":\"ciLoyt5GIaet9ox5ESvEvW4LKALt0nMUMS4lreTmevqaHqPtZWYhcBnSyissd8sHTNiOpsFNySJVw+3eh0rKIm80XTzImDQP2wvtPkZWvDmMU+wwnibWQxcqkdYLbMvz6pbzBJgODfHezYZ7gOhDfBpPENU7fGOg/j13/7UZsgZAvIe5bz4zOb9pkk03OEuen9Pw+YEymTJTrMUnumpwj+ZxCBvcyRqsGDJAdlQV3PVaxnhrV9ZoJmS+4j9ReJHDW0bGyIyCGLYqArUokSgudwGUY+pNk0+x3ntMkYuCfcA4n0swZbv1pyYE3XqtqPNFcEpk9th4d3cQkblrwA4dww==\",\"cert\":\"\",\"chain\":[\"\",\"\"]}" > %WINDIR%\temp\senseTmp.txt 2>&1
 64. if %ERRORLEVEL% NEQ 0 (
 65.    set "errorDescription=Unable to write onboarding information to registry."
 66.    set errorCode=10
 67.    set lastError=%ERRORLEVEL%
 68.    GOTO ERROR
 69. )
 70. cho Starting the service, if not already running
 71. echo.
 72. %windir%\System32\sc.exe query "SENSE" | %windir%\System32\find.exe /i "RUNNING" >NUL 2>&1
 73. if %ERRORLEVEL% EQU 0 GOTO RUNNING
 74.  
 75. %windir%\System32\net.exe start sense > %WINDIR%\temp\senseTmp.txt 2>&1
 76. if %ERRORLEVEL% NEQ 0 (
 77.    echo Microsoft Defender for Endpoint Service has not started yet
 78.    GOTO WAIT_FOR_THE_SERVICE_TO_START
 79. )
 80. goto SUCCEEDED
 81. RUNNING
 82. set "runningOutput=The Microsoft Defender for Endpoint Service is already running!"
 83. echo %runningOutput%
 84. echo.
 85. %windir%\System32\eventcreate.exe /l Application /so WDATPOnboarding /t Information /id 10 /d "%runningOutput%" >NUL 2>&1
 86. GOTO WAIT_FOR_THE_SERVICE_TO_START
 87. :ERROR
 88. Set /P errorMsg=<%WINDIR%\temp\senseTmp.txt
 89. set "errorOutput=[Error Id: %errorCode%, Error Level: %lastError%] %errorDescription% Error message: %errorMsg%"
 90. %powershellPath% -ExecutionPolicy Bypass -NoProfile -Command "Add-Type 'using System; using System.Diagnostics; using System.Diagnostics.Tracing; namespace Sense { [EventData(Name = \"Onboarding\")]public struct Onboarding{public string Message { get; set; }} public class Trace {public static EventSourceOptions TelemetryCriticalOption = new EventSourceOptions(){Level = EventLevel.Error, Keywords = (EventKeywords)0x0000200000000000, Tags = (EventTags)0x0200000}; public void WriteOnboardingMessage(string message){es.Write(\"OnboardingScript\", TelemetryCriticalOption, new Onboarding {Message = message});} private static readonly string[] telemetryTraits = { \"ETW_GROUP\", \"{5ECB0BAC-B930-47F5-A8A4-E8253529EDB7}\" }; private EventSource es = new EventSource(\"Microsoft.Windows.Sense.Client.Management\",EventSourceSettings.EtwSelfDescribingEventFormat,telemetryTraits);}}'; $logger = New-Object -TypeName Sense.Trace; $logger.WriteOnboardingMessage('%errorOutput%')" >NUL 2>&1
 91. echo %errorOutput%
 92. echo %troubleshootInfo%
 93. echo.
 94. %windir%\System32\eventcreate.exe /l Application /so WDATPOnboarding /t Error /id %errorCode% /d "%errorOutput%" >NUL 2>&1
 95. GOTO CLEANUP
 96. :SUCCEEDED
 97. echo Finished performing onboarding operations
 98. echo.
 99. GOTO WAIT_FOR_THE_SERVICE_TO_START
100. :WAIT_FOR_THE_SERVICE_TO_START
101. echo Waiting for the service to start
102. echo.
103. set /a counter=0
104. :SENSE_RUNNING_WAIT
105. %windir%\System32\sc.exe query "SENSE" | %windir%\System32\find.exe /i "RUNNING" >NUL 2>&1
106. if %ERRORLEVEL% NEQ 0 (
107. 	IF %counter% EQU 4 (
108. 		set "errorDescription=Unable to start Microsoft Defender for Endpoint Service."
109. 		set errorCode=15
110. 		set lastError=%ERRORLEVEL%
111. 		GOTO ERROR
112. 	)
113. 	set /a counter=%counter%+1
114. 	%windir%\System32\timeout.exe 5 >NUL 2>&1
115. 	GOTO :SENSE_RUNNING_WAIT
116. )
117. set /a counter=0
118. :SENSE_ONBOARDED_STATUS_WAIT
119. %windir%\System32\reg.exe query "HKLM\SOFTWARE\Microsoft\Windows Advanced Threat Protection\Status" /v OnboardingState /reg:64 >NUL 2>&1
120. if %ERRORLEVEL% NEQ 0 (
121. 	IF %counter% EQU 4 (
122. 		@echo Microsoft Defender for Endpoint Service is not running as expected> %WINDIR%\temp\senseTmp.txt
123. 		set errorCode=35
124.      set lastError=%ERRORLEVEL%
125. 		GOTO ERROR
126. 	)
127. 	set /a counter=%counter%+1
128. 	%windir%\System32\timeout.exe 5 >NUL 2>&1
129. 	GOTO :SENSE_ONBOARDED_STATUS_WAIT
130. )
131. set /a counter=0
132. :SENSE_ONBOARDED_WAIT
133. %windir%\System32\reg.exe query "HKLM\SOFTWARE\Microsoft\Windows Advanced Threat Protection\Status" /v OnboardingState /reg:64 | %windir%\System32\find.exe /i "0x1" >NUL 2>&1
134. if %ERRORLEVEL% NEQ 0 (
135. 	IF %counter% EQU 4 (
136. 		@echo Microsoft Defender for Endpoint Service is not running as expected> %WINDIR%\temp\senseTmp.txt
137. 		set errorCode=40
138.      set lastError=%ERRORLEVEL%
139. 		GOTO ERROR
140. 	)
141. 	set /a counter=%counter%+1
142. 	%windir%\System32\timeout.exe 5 >NUL 2>&1
143. 	GOTO :SENSE_ONBOARDED_WAIT
144. ) 
145.  
146. set "successOutput=Successfully onboarded machine to Microsoft Defender for Endpoint"
147. echo %successOutput%
148. echo.
149. %windir%\System32\eventcreate.exe /l Application /so WDATPOnboarding /t Information /id 20 /d "%successOutput%" >NUL 2>&1
150. %powershellPath% -ExecutionPolicy Bypass -NoProfile -Command "Add-Type 'using System; using System.Diagnostics; using System.Diagnostics.Tracing; namespace Sense { [EventData(Name = \"Onboarding\")]public struct Onboarding{public string Message { get; set; }} public class Trace {public static EventSourceOptions TelemetryCriticalOption = new EventSourceOptions(){Level = EventLevel.Informational, Keywords = (EventKeywords)0x0000200000000000, Tags = (EventTags)0x0200000}; public void WriteOnboardingMessage(string message){es.Write(\"OnboardingScript\", TelemetryCriticalOption, new Onboarding {Message = message});} private static readonly string[] telemetryTraits = { \"ETW_GROUP\", \"{5ECB0BAC-B930-47F5-A8A4-E8253529EDB7}\" }; private EventSource es = new EventSource(\"Microsoft.Windows.Sense.Client.Management\",EventSourceSettings.EtwSelfDescribingEventFormat,telemetryTraits);}}'; $logger = New-Object -TypeName Sense.Trace; $logger.WriteOnboardingMessage('%successOutput%')" >NUL 2>&1
151. "%PROGRAMFILES%\Windows Defender\MpCmdRun.exe" -ReloadEngine >NUL 2>&1
152.  
153.  
154.  
155.  
156. GOTO CLEANUP
157. :CLEANUP
158. if exist %WINDIR%\temp\senseTmp.txt del %WINDIR%\temp\senseTmp.txt
159. pause
160. EXIT /B %errorCode%
161. 
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