Task 1
Stuxnet virus - I have chosen the Stuxnet virus due to it being the first ever cyber attack to be proven to have had possible catastrophic consequences and the first recorded cyber/digital weapon [1]. There will always be a flaw in cyber security due to human error via social engineering techniques in my opinion we are all only human after all. Although there is some evidence pointing to America being the main the cause of the attack and taking into consideration the ongoing dispute between Iran and America, it could be possible that like many other cyber attacks could have been made to look like it came from America for political gain which is very common in countries all over the world and throughout history [2-3]. With the ever growing evolution of technology I think the likely hood of more attacks similar to Stuxnet will increase in time and will be a more common threat to human life in the future as shown by the most recent loss of human life in a German hospital due to ransomware disrupted emergency care at Düsseldorf University Hospital [4]. There has since been evidence of accidental cyber attacks putting human lives in danger so I have decided for the purpose of this lab to focus on that as I firmly believe that this needs to have every cyber security professional undivided attention due to the way it has happened which now provides a new threat to our industry when we are experimenting with code when the correct precautions are not taken into account however, there is evidence pointing towards the hospital being mistaken for a Covid 19 vaccination lab so it is also possible that it was infected due to the disruption of Germany winning the vaccine race.
Task 2
Düsseldorf University Hospital ransomware attack [5-6] – 
Victims: A woman who needed care passed away however the attack had an effect on 30 of the Hospitals servers so care for other patients were also delayed and the staff could not continue with their work.
Technologies and tools used in the attack: The attack has been claimed to be accidental and the ransomware was not intended to affect any of the hospital systems. The attack was made via a vulnerability in widely used commercial software. The vulnerability in question is CVE-2019-19781 – dubbed aka Shitrix.
When was network attacked: 10 September 2020 and continued until the following day even though the attackers provided the hospital with an encryption key as soon as they realised what had happened.
Targeted Systems: No target was intended this is why I am writing about this case as it is unique to the others however, 30 of the hospital servers were infected.
Attackers motivation and what they expected to achieve: there was no motivation behind the attack as it was an accident and they tried to rectify the attack as soon as they realised what had happened however, enquiries are still ongoing and there is evidence to Russia so could argue it was political gain or a mistaken attack on the hospital due to the coronavirus cyber war [7].
Attack outcome: A woman sadly passed away. There was also major disruption to the hospitals patients’ surgeries, and they had to be relocated to different hospitals. 30 infected servers.
Vulnerability and who might exploit it: is CVE-2019-19781 – dubbed aka Shitrix. Anyone with malicious intent with the necessary skills can exploit this vulnerability in the Citrix Application Delivery installer.
Why does vulnerability exist [8]: it only exists in any of the outdated builds. As previously stated human error not checking that software is up to date as there are fixes for this vulnerability by updating software.
How to limit vulnerability: keep systems and software updated try not to have crucial systems on a network with an open node that is constantly connected (only connect to internet at specific times for an allotted amount of time) to the internet instead implement a closed dark fibre network.
Task 3
Cyber security Qualifications:
EC Council – CEH and CHFI
CodeRed – to many to mention
Comptia – Security+
Offensive Security - OSCP
The list is never ending due to smaller qualifications from cybrary and others such as coursera however the ones which I have stated are the main ones that local employers look for.
Three certifications:
CEH – Basic well-rounded understanding of cybersecurity a perfect introduction to penetration testing currently I am studying towards myself. Consists of multiple-choice exam. Expires every three years
CHFI – Provides excellent study material for those wanting to go into forensics. Expires every three years. Consists of multiple-choice exam. Will be studying towards qualification myself after Christmas.
OSCP – A qualification just based on penetration testing. The exam is practical one which is 24 hours long. This qualification never expires. Will be studying towards next year.
Job listings: the most common job listing related to cyber security is Network engineer within the local area of Swansea. I have been looking at the job market over the years and it can range from 2 new job listings a week to up to 20. For more specific cyber security jobs they are further afield. It isn’t possible to say the exact figure due to the different ways of job advertisement this includes job being allocated in a company internally.
Salary: Locally £45,000. Nationally £175000 and internationally £250000.
Common and industry qualifications required by employers: Bachelor’s degree, CEH, OSCP and CCNA.
Test hacking skills: As stated in the brief there are many but my personal favourite in vulnmachines on Discord as it is completely secure and its where the best got to train and compete in CTF challenges one on one to see who is the best then the video gets uploaded to YouTube to prove your status and this also allows you to learn from the best in field.
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