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Attackers usually use port scanning to identify a victim, as much as possible, when collecting information about the network of a victim. The entire IPv4 internet can, it is estimated, be scanned in approximately 10 hours with sufficient bandwidth 8 because IPv4 addresses are only 32 bits wide. This limit is greatly increased by IPv6, which is designed to succeed IPv4, by raising the number of bits in an address sensation. IPv6 has a greater 128-bit address space with 340 addresses. IPv6 is not only larger addresses but also more. When the IETF starts developing an IPv4 successor, it uses this opportunity to fix IPv4 constraints and to make further improvements. One example is ICMPv6 which contains address resolution and auto-configuration address not found in the ICMP version 6. The Internet Control Message Protocol is a new version. IPv6 is a 128-bit long address and is written as a hexadecimal value string. A single hexadecimal digit is displayed on a four-bit basis; 32 hexadecimal values in total.
Port scanning is one of the most common techniques used today. Port scanning allows "black-hats" to listen to specific service that could be associated with well-known vulnerabilities. IPv6 subnets use 64 bits to allocate host addresses in IPv6 networks. Scanning such a large address space isn't absolutely impossible. Preferred format means that the IPv6 address is written using all 32 hexadecimal.
[bookmark: _GoBack]There are IPv6 address types. The first one is Unicast. This is an IPv6 unicast address that uniquely identifies an interface on an IPv6-enabled device. The second is the address of Multicast. Used to send a single IPv6 packet to multiple destinations. Anycast is the third and last address. IPv6 anycast address is any unicast IPv6 address that can be assigned to multiple devices. A packet sent to an  IPv6-bassed dial-up connections, a 64-bit prefix is assigned to the user after the connection is made through router discovery and the stateless address is always configurations. The interface identifier is always based on the EUI-64 address, it is possible to identify the traffic of a specific mode regardless of the prefix, making it easy to track a specific user and use the Internet. Because of the IPv6 address, it depends on the MAC address, which in a sense is the true name of a computer on a LAN. For several reasons, a person may want to change NIC's MAC address by filtering over an MAC address on a router, sniper  other network connections, keeping its burned mac address out of IDS and security logs, and removing a service denial attack. Many people therefore change their MAC address manually or by software in various operating systems. Unfortunately, because anyone with your IP address is a privacy hazard! The hacker community has started exploring IPv6 and creates protocol tools that use firewalls, back doors and bypass. Indeed, several popular hacker tools have been added to IPv6. Many of these IPv6 attack tools are already available and are relatively easy to install and operate. Tools like scapy6 and the Hacker's Choice IPv6 Toolkit come to mind. Three types of IPv6 tunnels — Teredo, 6to4 and Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) — allow IPv6 packets to be encapsulated within IPv4 packets that can be sent via IPv4-enabled firewalls or network address translation devices. Tunneled IPv6 packets look like normal IPv4 traffic to a network manager. That's why network managers need deep packet inspection systems that can peer into tunnels to examine what's inside them. 
IPv6 assigns multiple addresses to an interface that challenges firewall filtering rules and access control lists. In such cases, a firewall will need to dynamically learn all addresses and sets of sophisticated policy rules. And there are no such capabilities available.
	The first phase of the major attack is typically a recognition attack. An intruder uses reconnaissance attacks to collect important data on the network of victims, which can be used in additional attacks later on. An intruder may use active methods such as different scanning techniques or passive data mining for recognition attacks. Intruders use ping samples for determining the IP addresses of a victim network. After finding an accessible system, an intruder carries out the scan procedure. IPv6 network subnet size is considerably larger than IPv4 (IPv6 networks have a default 64-bit subnet size). To scan the entire subnet an intruder should do 264 samples–so it is impossible. This makes IPv6 networks much more resistant than IPv4 networks to recognition attacks. The IPv6 protocol specifications for routing headers should be processed by all IPv6 nodes. Unfortunately, routing headers can be used to prevent access controls that are based on target addresses. A behaviour can give rise to some safety problems. An intruder may forward a packet to a publicly accessible address that contains a "forbidden" routing header (the address of the victims ' network). This means that, even if the destination address is filtered, the Open Host will forward the packet to a target address indicated in the routing header (' probably'' address'). An interface can easily start a service denial by redirecting packets to any publicly available host via spoofing of packet source addresses.
Packet fragmentation by intermediate nodes is not allowed, according to IPv6 protocol specification. As use of the ICMPv6-based path MTU discovery method is a requirement for IPv6 networks, only the source node can allow packet fragmentation. For IPv6 networks, the minimum recommended MTU size is 1280 bytes. Dispose of all fragments with less than 1280 bytes is highly recommended for safety reasons except if the packet is the last in the flow. The fragmentation allows an intruder to achieve that port numbers in the first fragment are not found and thereby bypass security surveillance equipment (those without reassembly) that expect the transit layer protocol data to be found in the first fragment. A attacker can cause a reconstitution buffer to overload the target system by sending a large number of small fragments that could result in a crash in the system (a type of service denial attack). A recommended safety practice is to reduce the total number of fragments and their permitted entry rates to prevent such problems.
Most ICMP messages can be blocked in IPv4 networks without direct impact on the right network feature. The use of blocking ICMP messages in IPv4 networks has therefore been the common practice. On the other hand, certain key mechanisms (e.g. the discovery of neighbour people and the discovery of maximum transmission unit paths) depend on specific kinds of messages from ICMPv6 on IPv6. The ICMPv6 specification can also be sent to multicast addresses (if the packet is targeted for the multi-cast address). This allows error notification replies. This can be misused by an attacker. By sending a suitable packet to a multicast address, an attacker can cause multiple responses targeting the victim (the spoofed source of the multicast packet).
	The protocol IPv6 substitutes the IPv4 protocol. Every day in the global network, the IPv6 protocol is accepted more and used. IPv6 is certainly significantly improved compared to the old IPv4 protocol stack. The new suite of protocols offers countless functions which both enhance the overall functionality of the modern IP network and improve certain specific security functions. It provides a great deal of flexibility and also opens up security problems. Despite numerous improvements, some potential security issues are still present and need consideration. Some known vulnerabilities and abuse options in IPv4 networks continue to persist, and new security issues related to transition and IPv6 have arisen. Successful security solution will certainly make it possible for IPv6 protocol to be accepted and used further. Given the security challenges in IPv6 networks, all possible steps must be taken to ensure maximum safety. Given the security challenges in IPv6 networks, all possible steps must be taken to ensure maximum safety. IPv6 mandates the use of the IPsec protocol and flexible extension options are also available. However, in practice, for all requirements, all safety questions can not be resolved. While IPv6 provides greater security (larger space address and the utilization of encrypted communication), the protocol also presents new challenges to security. This is not a panacea. For improved protection in the IPv6 networks it is recommended that security mechanismus be implemented for packet filtering (firewalls) and intrusion detection. Filtering of all unnecessary services to the firewall. However, the security of the IPv6 protocol and the networks can still be improved. But the acceptance, use and further development of IPv6 should not be impeded by this fact.
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IPv4 addressing


	
	a)       School of Applied Computing: 172.27.0.0/21 network address 255.255.248.0
	
	
	

	 
	Lab no
	Network address
	Subnet Mask
	First IP address
	Last IP address
	Broadcast add

	1
	Open access laboratory with 245 pcs and 5 printers
	172.27.0.0/23
	255.255.255.0
	172.27.0.1
	172.27.1.254
	172.27.1.255

	2
	Laboratory(308) - 140 pcs,
	172.27.2.0/24
	255.255.255.0
	172.27.2.1
	172.27.2.254
	172.27.2.255

	3
	Laboratory(301) - 60 pcs,
	172.27.3.0/24
	255.255.225.0
	172.27.3.1
	172.27.3.254
	172.27.3.255

	4
	Laboratory(309) - 50 pcs,
	172.27.4.0/26
	255.255.255.192
	172.27.4.1
	172.27.4.62
	172.27.4.63

	5
	Laboratory(304) - 45 pcs,
	172.27.4.64/26
	255.255.255.192
	172.27.4.65
	172.27.4.126
	172.27.4.127

	6
	Laboratory(306) - 40 pcs,
	172.27.4.128/26
	255.255.255.192
	172.27.4.129
	172.27.4.190
	172.27.4.191

	7
	Laboratory(303) - 36 pcs,
	172.27.4.192/26
	255.255.255.192
	172.27.4.193
	172.27.4.254
	172.27.4.255

	8
	Laboratory(302) - 30 pcs,
	172.27.5.0/26
	255.255.255.192
	172.27.5.1
	172.27.5.62
	172.27.5.63

	9
	Staff room - 20
	172.27.5.64/27
	255.255.255.224
	172.27.5.65
	172.27.5.94
	172.27.5.95

	10
	A test centre - 20 pcs, 1 IP phone, a printer
	172.27.5.96/27
	255.255.255.224
	172.27.5.97
	172.27.5.126
	172.27.5.127

	11
	Laboratory(310) - 18 pcs,
	172.27.5.128.27
	255.255.255.224
	172.27.5.129
	172.27.5.158
	172.27.5.159




	
	b)      School of Automotive Engineering: 172.28.0.0/23 network address / 255.255.254.0
	
	

	 
	Lab no
	Network address
	Subnet Mask
	First IP address
	Last IP address
	Broadcast add

	1
	Laboratory(301)-50 pcs,
	172.28.0.0/26
	255.255.255.192
	172.28.01
	172.28.0.62
	172.28.0.63

	2
	Laboratory(206)-48 pcs,
	172.28.0.64/26
	255.255.255.192
	172.28.0.65
	172.28.0.126
	172.28.0.127

	3
	Laboratory(205)-40 pcs,
	172.28.0.128/26
	255.255.255.192
	172.27.0.129
	172.28.0.190
	172.28.0.191

	4
	Laboratory(101)-40 pcs,
	172.28.0.162/26
	255.255.255.192
	172.28.0.193
	172.28.0.254
	172.28.0.255

	5
	Laboratory(103)-35 pcs,
	172.28.1.0/26
	255.255.255.192
	172.28.1.1
	172.28.1.62
	172.28.1.63

	6
	Staff room-25
	172.28.1.64/26
	255.255.255.192
	172.28.1.65
	172.27.1.126
	172.28.1.127

	7
	Laboratory(102)-25 pcs,
	172.28.1.128/27
	255.255.255.224
	172.28.1.129
	172.28.1.158
	172.28.1.159

	8
	CAD Laboratory-20 pcs and printer
	172.28.1.160/27
	255.255.255.224
	172.28.1.161
	172.28.1.190
	172.28.1.191





	
	c)       School of Engineering: 172.29.0.0/22 network address / 255.255.252.0
	
	
	

	 
	Lab no 
	Network address 
	Subnet Mask
	First IP address
	Last IP address
	Broadcast add

	1
	Laboratory(202)-80 pcs,
	172.29.0.0/25
	255.255.255.128
	172.29.0.1
	172.29.0.129
	172.29.0.127

	2
	Laboratory(409)-80 pcs,
	172.29.0.128/25
	255.255.255.128
	172.29.0.129
	172.29.0.254
	172.29.0.255

	3
	Laboratory(203)-65 pcs,
	172.29.1.0/25
	255.255.255.128
	172.29.1.1
	172.29.1.126
	172.29.1.127

	4
	Laboratory(404)-45 pcs,
	172.29.1.128/25
	255.255.255.128
	172.29.1.129
	172.29.1.254
	172.29.1.255

	5
	Laboratory(410)- 45 pcs,
	172.29.2.0/26
	255.255.255.192
	172.29.2.1
	172.29.2.62
	172.29.2.63

	6
	Laboratory(408)-18 pcs,
	172.29.2.64/26
	255.255.255.192
	172.29.2.65
	172.29.2.126
	172.29.2.127

	7
	Laboratory(205)-25 pcs,
	172.29.2.128/27
	255.255.255.224
	172.29.2.129
	172.29.2.158
	172.29.2.159

	8
	Laboratory(201)20 pcs,
	172.29.2.160/27
	255.255.255.224
	172.29.2.161
	172.29.2.190
	172.27.2.191

	9
	Staff room-18 pcs,
	172.29.2.192/27
	255.255.255.224
	172.29.2.193
	172.29.2.222
	172.29.2.223




IPv6 addressing

