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SAFETY & HAZARD ASSESMENT: RISK ASSESMENT & ALARP JUSTIFICATION ASSINGMENT
Risk Assessment
Title: 
Replenishment and operation and firing of sea-launched munitions
Scope:
This risk assessment covers the replenishment and operation and firing segments of the manufacture to target disposal sequence for a sea-launched munition (such as Sea Ceptor)
Task/System Description:
The following descriptions cover the activities within the scope of this risk assessment…
1. Replenishment of munition(s) on to ship, lifted by dockside crane. 
2. Storage of munition on-board ship over a 7-year life within dedicated storage zone.
3. Transfer of munition from storage zone to launch system using lifting and loading apparatus.
4. Inspection of storage and munition(s) during storage life and preceding firing.
5. Operation and firing of the munition from the launch system.
Assessment Methodology:
This risk assessment has been produced using findings and information gathered from the following methodologies and techniques…
A preliminary HazID was carried out within a group of people with varying knowledge and levels of experience. This used prior knowledge of the system as well as systems thinking through the ‘concept of use’ and ‘concept of operation’ approaches, to identify hazards and exposure of people to these hazards, as well as a PSL (predicted service life), but was not as detailed as a full HazOp. Results were presented in a hazard checklist, which was categorised. 
This was followed by a SWIFT (Structured What-if Technique) whereby the group listed questions and possibly hazard occurrences for each item on the hazard checklist. Once the ‘what if’ or question phase was complete, conditions and mitigations were proposed as a response for each. This stage was augmented by partially adopting a component by component approach, as in an FMEA (failure modes and effects analysis) but for the most critical components regarding safety. Furthermore, the spatial aspect of the identified hazards and SWIFT questions within the system was considered, in the style of a zonal hazard analysis. This was found to be useful for developing mitigations, such as exclusion zones and access restrictions.
A hazard matrix was created and final results from the augmented HazID and SWIFT assessment were categorised in a risk assessment using a standard template and plotted on the hazard matrix. The hazard matrix used the following four categories to describe likelihood: frequent, likely, occasional, and improbable, based on up to 10-3, 10-4, 10-5, 10-6 probability of the hazard occurring respectively. The following five categories were used to define severity: catastrophic, critical, severe, minor and marginal. A line was plotted diagonally along the matrix in order to define the maximum level of acceptable risk. The hazard matrix and descriptors are shown below the risk assessment (see FIG?).
	
	Activity No. /
LocationNo.

	Hazard Description & Potential ConsequencesInitial Risk
(Likelihood; Severity)

	
	Mitigations & ControlsResidual Risk
(Likelihood; Severity)

	

	1
	1-5, all locations
	Erroneous voltage leading to inadvertent initiation and causing high-order event.
Damage to surrounding facilities, high chance of severe injury and death of operators.
	OCC
Cat
	Munition to be designed using ‘safe by design’ protocols, combined firing signals (to reduce risk of inadvertent initiation through single erroneous voltages) and high-voltage EEDs (such as EBW or slapper detonators) to prevent erroneous voltage leading to initiation.
	IMP
Cat

	2
	1-5, all locations
	Electromagnetic Fields leading to initiation of EEDs (electro-explosive devices) in munition.
	OCC
Cat
	Testing and characterisation of EEDs to ascertain susceptibility to initiation from EMF. Position of equipment on-board ship to reduce likelihood of exposure to EMF. Characterisation of EEDs for suitability to required environments in storage and on deck.
	IMP
Cat

	3
	1-5, all locations
	Shock/impact or vibration to munition during loading, in storage or on-deck leading to inadvertent initiation and causing high order event. Damage to surrounding facilities, high chance of severe injury and death of operators.




	LIK
Cat



















	Part 1: Munition only lifted using appropriate and certified apparatus during loading phase and any movements around the ship environment. Lifting equipment to be maintained according to Safe use of lifting equipment: Approved Code of Practice & LOLER Regulations. Munition secured to withstand movement from pitch and roll of the ship, both in storage and when on-deck/launcher. 
Part 2: Munition designed with liner capable of absorbing an appropriate level of vibration and shock/impact. Munition designed to use an explosive fill with relatively high insensitivity to vibration and impact, as according to standards in STANAG 4439. Munition materials to undergo IMAP and EMPTAP testing before and during production to ensure characterisation to acceptable safe/insensitive levels, as established in JSP 520.
	IMP
Cat


















	4
	2, 3, 5, storage in ship, on-deck
	Bullet or fragment attack focused on area of munition storage or operation leading to compromise of munition, and potential high order event
	LIK
Cat
	Ballistic shields to be appropriately placed to prevent debris from striking munition and associated equipment. Munition designed to use an explosive fill with relatively high insensitivity to vibration and impact, as according to standards in STANAG 4439. See also: Part 2 mitigations for hazard no.3.
	IMP
Cat

	5
	1-5, all locations
	Direct lightning strike upon areas housing munition leading to inadvertent initiation and high-order event, or damage to the munition also leading to potential for cook-off and high-order events
	OCC
CRI
	All areas housing munition (stores and on-deck) to be fitted with lightning conductors to reduce risk of direct strike. Munition to be attached to bonding/grounding lines wherever and as far as possible to reduce likelihood of damage to or high order event in case of direct lightning strike.
	IMP
CRI

	6
	1-5, all locations
	Faulty/defective munition leading to inadvertent initiation and causing high order event. Damage to surrounding facilities, high chance of severe injury and death of operators.
	LIK
Cat
	Munitions to undergo thorough quality control checks and regular inspections (before loading, in storage and before use in on-deck operations), to ensure no degradation and conformity to characterisation through STANAG 4439, and results of EMTAP and IMAP testing as specified in JSP 520.
	IMP
Cat

	7
	1-5, all locations
	Exposure of munition to heat stimuli or fire leading to slow or fast cook-off event, and potentially further leading to high order event.
	LIK
CRI
	Crew to be trained in emergency responses protocol and ship to be fitted with fire detection systems and automatic fire suppression apparatus, so that fires are rapidly detected and extinguished/ suppressed. Munition and associated equipment to utilise appropriately meltable parts which prevent confinement of explosive materials undergoing cook-off events, therefore reducing risk of escalation to high-order event. Munition materials to undergo testing following artificial ageing trials to ensure characterisation to storage and on-deck environments, and determine when these environmental standards are breached and munition needs to be marked for disposal. In addition, breaches of environmental standards to be recorded, such that the nature of exposure can be recorded and used to adapt/select appropriate disposal protocols, whilst conforming to the Chapter 9 of JSP 762.
	IMP
CRI

	8
	1-5, all locations
	Exposure of munition to other unsuitable environments leading to degradation or increased sensitivity of munition materials, creating possibility for cook-off and small chance high order events
	LIK
CRI
	Munition materials to undergo testing following artificial ageing trials to ensure characterisation to storage and on-deck environments, and determine when these environmental standards are breached and munition needs to be marked for disposal. In addition, stores to implement environmental monitoring and breaches of environmental standards to be recorded, such that the nature of exposure can be recorded and used to adapt/select appropriate disposal protocols.  Munition and associated equipment to utilise appropriately meltable parts which prevent confinement of explosive materials undergoing cook-off events, therefore reducing risk of escalation to high-order event.
	OCC
SEV

	9
	2-5, ship storage and on-deck
	Instability of ship environment in munition storage & operating areas leading to slips, trips and falls among operators 
	FRE
MIN
	Ship to implement barriers and/or exclusion zones and/or place warning signs around areas where slips, trips and falls are most likely to occur (with selection of aforementioned measures ensuring no impedance of essential operator functions).  Ship to use accident log to monitor trends in accidents in order to aid in future review of aforementioned measures.  Operators to utilise PPE (such as hard-capped boots, padded clothing where this doesn’t impede operator function), as last line of defence against injury.
	OCC
MAR

	10
	2-5, ship storage and on-deck
	Sharp & protruding edges of equipment in munition storage & operating areas leading to minor or severe injury of operators
	LIK
SEV
	Modifications to installation space of equipment in munition stores and munition-related equipment on deck (such as padding on sharp & protruding edges). Ship to implement marked exclusion zones around particularly hazardous equipment. Ship to implement hazardous areas register and restrict access to areas with hazardous equipment to essential operators only. Ship to use accident log to monitor trends in accidents in order to aid in future review of installation modifications. Post-commissioning inspections to take place of all munition related facilities. Operators to utilise PPE (such as hard-capped boots, padded clothing where this doesn’t impede operator function), as last line of defence against injury.
	OCC
MIN

	11
	1-5, all locations
	Exposure of operators and personnel to chemicals hazardous to health leading to short and long term health problems and symptoms.
	LIK
SEV
	COSHH assessment of all munition materials to be carried out. Prohibition or substitution of metals or other materials hazardous to health (e.g.: cadmium, lead) being used in munition casing and on associated equipment as far as is reasonably practicable according to the ALARP protocol. Potential for exposure of any non-essential operators removed/reduced through use of exclusion zones.
	IMP
MIN

	12
	1-5, all locations
	Accidental environmental release of munition or associated materials leading to environmental damage
	OCC
SEV
	Munition only lifted using appropriate and certified apparatus during loading phase and any movements around the ship environment. Lifting equipment to be maintained according to Safe use of lifting equipment: Approved Code of Practice & LOLER Regulations. Munition secured to withstand movement from pitch and roll of the ship, both in storage and when on-deck/launcher. This will reduce chances of munition moving outside designated areas.
COSHH assessment of all munition materials to be carried out. Munition to be designed such that internal materials cannot leak from casing on exposure to air or saltwater. Substitution of any casing materials which pose a danger to aquatic environments as far as is reasonably practicable, according to the ALARP principle and according to environmental hazard severity and accidental release measures as described in safety data sheets.
	IMP
MAR

	
Generic Mitigations and Protocols applied to ALL HAZARDS listed above
	
All works, controls and mitigations to conform to all relevant local, national and international regulations. Mitigations and controls listed above to be implemented through a safe system of work (SSOW), featuring protocols and sub-protocols. All phases of the MTDS of the munition to have separate, experienced and knowledgeable duty holder assigned, in order to promote ownership or risk and implement the controls and mitigations as stated above, and comply with all protocols developed under the SSOW, as well as reporting to principal duty holder, as stated in Section 5 of JSP 520: Part 1. Ship to implement exclusion zones and restricted access zones to reduce exposure of operators to hazards as far as possible. Particular focus on ensuring all above hazards deemed of critical and catastrophic severity are managed through compliance with guidelines on major accident control as established in DSA02 regulations, and managed via an MAPP (Major Accident Prevention Policy) as detailed in COMAH Regulations 2015. All dangerous occurrences, near misses, incidents to be reported, as according to RIDDOR regulations. This risk assessment to be reviewed and/or updated regularly or following reported incidents, to continually improve detection of hazards and safety.




Standards and documents of particular importance to the above controls and mitigations specified:
JSP 520 (including in particular herein the protocols set out by IMAP) [1] [2]
STANAG 4439 [3]
EMTAP Testing Manual [4]
UN Manual of Test and Criteria [5]
JSP 333: Services Textbook of Explosives [6]
JSP 762 (including in particular Chapter 9 on Policy and Procedures for Munitions Disposal) [7]
DSA02 (including in particular information contained within on Major Accident Control) [8]
COSHH Regulations 2002 [9]
COMAH Regulations 2015 (including ion particular the guidance on producing MAPP) [10]
LOLER Regulations 1998 & Safe use of lifting equipment: Approved Code of Practice [11] [12]
RIDDOR Regulations 2013 [13]
[image: ]Fig.1 above: Table showing the hazard matrix, with initial risk (green text) and residual risk (red text) plotted for each numbered hazard from the tabular risk assessment. Diagonal line shows the maximum level of acceptable risk. Key defines the descriptor for hazard severity.






ALARP Justification
This safety case/ALARP justification covers the reasoning for the chosen controls and mitigations and the resultant residual risk pertaining to Hazard 3 (in the above risk assessment): Shock/impact or vibration to munition during loading, in storage or on-deck leading to inadvertent initiation and causing high order event. Damage to surrounding facilities, high chance of severe injury and death of operators.
Both initial and residual severity for Hazard 3 are rated catastrophic, since the effect of an inadvertent initiation leading to a high-order event cannot be easily mitigated. However the likelihood for residual risk has been downgraded to ‘improbable’ (10-6 probability) from ‘likely’ (10-3-10-4 probability), based on multiple controls and mitigations. These have reduced both the chances of the munition being exposed to shock, impact or vibration, and the chances of inadvertent initiation and high-order event occurring if/when the munition is exposed to shock, impact or vibration. The below controls & mitigations reduce the overall risk as low as reasonably practicable.
By following stringent protocols pertaining to each piece of lifting equipment used during dockside replenishment, as well on-ship moving of the munition between storage and deck, the chances of the munition being exposed to impact and shock are significantly reduced. Lifting equipment will be operated under a tailored ‘approved code of practice’ in line with that set out for use of lifting equipment in the LOLER (Lifting Operations and Lifting Equipment Regulations) 1998 [11] [12]. This will set out regular maintenance schedules for and inspections of the equipment, ensuring significantly lowered probability of equipment failure. It will also set out designations for operator competency, ensuring that only experienced and competent operators who have undergone a formally recorded training process are tasked with lifting munitions, significantly reducing the probability of operator error during operations. Further to the above point, the lifting protocols will state the munition is only lifted to and from positions where it is secured against the pitch and roll of the ship when on board (in storage, on-deck and in-launcher, so that probability of impact, shock and vibration to the munition when placed is reduced to close to zero. At present, automated handling system technology (such as BAE Systems AHS ) provides the lowest risk when lifting, moving and handling munitions on board, however these systems have not been developed for all calibres. By mandating use of such systems wherever available, and where they do not themselves pose further hazards to operations aboard the ship, the risk of exposure of munitions to impact, shock and vibration is reduced to as low as possible. Use of automated handling systems could also allow for a small reduction in the number of operators required to be within close proximity to the munition, therefore providing a mitigation through very slight potential reduction in the severity of inadvertent initiation & high order event, through lower chances of a high number of fatalities. 
Use of safety led design of munition provides significant mitigation against the occurrence of inadvertent initiation & high order event, if/when the munition is exposed to the impact, shock or vibration. Significant developments in production of IM (insensitive munitions) [14] [15] and their wide availability, by using explosive fills which obtain more favourable insensitivity ratings under the UN IMAP tests [5] and under EMTAP [4] tests, and according to STANAG 4439 [3], means that this is now widely a requirement in ensuring risk is mitigated to an ALARP position. The MOD’s assessment of the cost of IM in general, is that ‘the additional cost of using IM-compliant energetic materials (EM) in production of new munitions is often minimal compared to whole-life cost’ – JSP 520, Chapter 11 [2]. 
Available IM-compliant materials include CL-20 and BAE’s IMX 101 [16]. There is some wide variability in the relative insensitivity of different IMs, but selection of an explosive fill, subject to rigorous cost benefit analysis from any of the IM-compliant materials, is here deemed to be sufficient to justify an ALARP risk mitigation. Cost benefit analysis tools for this process are available [2] [17].  This is in contrast to a implementing a policy for using only the very most insensitive material which would prove to be both more costly and reduce availability of materials for production. For example the cost of a kilogram of CL-20 is over ten times more expensive than HMX [18]. However, as future progression in explosive materials occurs, it is likely that standards for insensitivity which are considered to reduce risk to an ALARP position will become more stringent, requiring updates to this risk assessment in order to keep track of best practice and changing/new standards.
At present, liner materials for sea-launched munitions generally tend to focus on controlling adhesion to the explosive fill to the munition casing and coping with thermal expansion, whilst offering only some protection against inadvertent initiation. 
However recent developments in PIMS (particle impact mitigation sleeves) applied to the munitions case, through modelling simulations has shown promise in further improving insensitive munitions [19], and patents for polymer-based casings have been filed [20]. As products stemming from these developments begin to reach the market, it seems likely that these too will become a requirement for justifying that risk of inadvertent initiation of sea-launched munitions has been reduced to ALARP in future iterations of this risk assessment. 
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Frequent           

10-3 - 10-2

Likely                

10-4 - 10-3

Occasional               

10-5 - 10-4

Improbable           

10-6

Catastrophic 3 4 6 1 2 1 2 3 4 6

Critical 7 8 5 5 7

Severe 10 11 8 12

Minor 9 10 11

Marginal 9 12

Catastrophic Loss of ship/>10 fatalities

Critical  1-10 fatalities/injuries

Severe Permanent injuires

Minor Multiple minor injuires or 1 signficant injury

Marginal Minor injury
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