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Task 1: Footprinting & Reconnaissance - Collecting Information about a Target by Tracing
Emails

Footprinting refers to collecting as much information as possible regarding a target network from
publicly accessible sources.

Tracing emails involves analyzing the email header to discover details about the sender.

Lab Scenario

An attacker may send malicious emails to a victim (employee) in order to carry out an attack on a
target organization. As a professional ethical hacker, you should be able to trace out information
about such malicious email. It involves analyzing the email headers or suspicious email to extract
information such as the date that an email was receives or opened, geographical information, etc.

Lab Objectives
The objective of this lab is to demonstrate email tracing using eMailTrackerPro.

Pre- Activity exercise

To carry out the lab, you need:

1. Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by

your tutor.

The eMailTrackerPro is also on the Shared OneDrive.

3. You can also download the latest version of eMailTrackerPro from this link from
http://www.emailtrackerpro.com/download.html

4. The latest emailtrackerpro may be a trial version and in some instance may have a name

change.

Note the screenshot in this lab might differ slightly.

Administrative privileges required.

7. A valid email account (Hotmail, Gmail, yahoo, etc.). We suggest you to signup with any of
these services to obtain a new email account for this lab. Do not use your real email
account and password in this exercise.

no

oo
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http://www.emailtrackerpro.com/

Overview of Email Tracing/Tracking

E-mail tracking is a method to monitor or spy on email delivered to the intended recipient. It
reveals information such as:

When an email message was received and read

If destructive email was sent

The GPS coordinates and map location of the recipient

The time spent reading the email

Whether or not the recipient visited any links sent in the email
PDFs and other types of attachments

If messages were set to expire after a specified time.

Activity:
1. Logon to the virtual machine
2. Navigate to the shared OneDrive folder to 3" year/2018-19 for eMailTrackerPro and double
click emt.exe
3. Ifthe Open File — Security Policy pop-up appears, click Run
4. Follow the wizard steps (be selecting default options) to install eMailTrackerPro.
5. Launch the eMailTrackerPro application from the Apps screen

Dr Carlene Campbell Page 3 of 18



6. The main window of eMailTrackerPro appears along with the Edition
Selection pop-up. Click OK.

Advanced Edition

= Trace emails and email
addresses

»Find the location of the
email sender

=| ocate the Sender's ISP
to report abuse

=Cluickly identify
misdirected emails

=Helps identify
fraud/phishing emails

=|dentify spammers

=Repont abuse

FIGURE 6.1: eMailTrackerPro edition Selecrion pop-up window
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The eMailTrackerPro main window appears as
screenshort:

1y I o Help
'S =y . .‘@| @ < f Everylhing
~ g =¥ .
My Trace B eeive Chan wihicekst Blackist
Reparits Mal - | ET Ackdress Audi s
WiEnas Chack Kal

Rules & Fiters

St to keep
Craate

Search
Filear = Sel to delete

B Shaw =

Wiawrs & Search
elcame ta eMailTrackerPro wersion 10.0b [build 4116) Mo mai to shew | 5
[elel Rule Subject Diate  From

shown in the following

Hules & Filters
Location Sende

Axdd Rule

il Fiker
White

Black

Fillers

Russian Languaga

Japanese Language
Chinesa Languaga
< Mo email accounts have been set up ) ORS EBlacklisted

FIGURE 6.2: eMail TrackerPro main window
8. Click My Trace Reports.

Fila Help

47

\:E.;j Expert Rules

Q & @

Trace
Headers

Address
Meyws Emal Trace

Email

_""‘" Trial Ecition
Sefttings
Accounts

Cenfigure

You can view previous traces by selecting from the list on the right

* i Previows Traces

HIML Report g
Subject

Trace Information

Select am emal from the lisk on the right to view summary information,

FIGURE 6.3 The eMal TreckerPro Main window
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9, (Click Trace Headers to start the trace.

10. Select Trace an email | have received. Copv the email header from the
email vou wish to trace and paste it in the Email headers field under
Enter Details.

File = Hedp

) e Expror Rk
K] g & @ G
C— - Trisl Eilizn
Py Py Trace Trace frace Emsl Lattings
Reports

Trbaie Headeis Address ALCOUTES
Wiew Hew Emall Trace Configure

Confiure | Heip | Ahowt

eMailTrackerPro by Visualware

I'Want To:

| = Trace an email | have received |

A rarehagd armal mesEegs o CONTMNE inloommalion 1k can ocabe The compulir whang he messme was
compased, the sompeny e and sendee's ISP imees i)

) Look up netwaork responsible for an email address

A ereal seckrecis ook ol lired indormeslion sk the redywork resporeils 1o meld 220d from Bl addeess, | ol
ot gl any informsation aboul e sender of mail 1nom an eddress bl oan 51l produce usstul indormation.

* Trace intormatien Enter Details
To grocesd, paste he el hesders in Lhe b b (e oo | find i hasdersT)

Hobe: H ol e Lesing Microsoft Cutiook:, wou can frace an emad messoge drectly Trom Cutiook by uzing the
ekl TrackerPra shorlcut o the bookar.

Email haadars:

FIGURE t.4: The eMail Tracker Pro entering details window
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I1. Log in to an email account and open the message }'DU'd like to view
headers for.

12. Click the down arrow next to Reply, at the top of the message pane.
13. Select Show Original from the drop-down list.
Note: [n Outlook, find the email header by following the steps below:

* Double-click the email to open it in a new window.

* (Click the small arrow in the lower right corner of the Tags toolbar
box to open Message Options information box.

* [Under Internet headers, vou will find the Email header.

= € | & hitpsy/‘mail.google.com;mail u/ 0/ Tshva= 1#inbox 1

Google

Gmail - a ! ] [ ] - W -

Ry Srarwood Hotels - Stay 3 nights, Pay for 2. - Enjoy the thind night free when you pay with your MasterCandd

How is your Eval golng? nbex x
Stamed ¥ geing

Impertant James Cutrer <james Dec 14 (2 days ago)
Sent Kail o ms [=

Drafes |5) 4= Reply

| werythi wl inszall? F
- Circles low did averything go with your download and inszall = Fonvand

Enends Wiie Lake pride in our pre-sales suppart and I will do evergthing in my pewer 1o mak Filber messages il this
and that i 15 property configured for your erseonment. Flease shodl me an email ¢ Prirt

Family can do to help or suppoet your project

' Add James Cubrer to Contacts list
Acquainlances Ches
£ vhears, Delete this message

ollowing

. James Cutrer Hepait spam

;l:nk E-rnail EiI.E}E: Manager, Austiaia i:'-,'lll:&.‘"‘lll | SolariWinds - L iy Repart phishing

ora - 2 T i S , DO T —
Oflfice: +61 2 9006 1580 Shew ariginal

Mezsags text garbled?

) ) Translate massage
This email was sent to; AnimatihswsEgmail com

Update your subseiption prafsancaes Mark as unread
nibsx froem this hst
SolsrWinds. 3711 5. Mopsc Expressway. Building Two, Austin, T TET46, LSA

FIGURE 6.5 Finding Email Header in Outlook 2010
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14, The header appears in a new tab as shown in the following screenshort:

FIGURE 6&.6: header appearing tab in browser
15. Copv the entire text and paste it in the Email headers ficld, and click

Trace.

Confiaurs | Hekn | Shost

eMailTrackerPro by Visualware

I Wankt Toc

I @ Trace an email | have received I
& received emad message often contains information that can locate the computer whearae the message was

) Look up network responsible for an emall address

A emall acddress ook vl Tind Informstion soout the netvwork responsibie for mail semt from that sdodress. /el not
get any information shout the sendar of mail from an address but can sl produce useful informsation,

Enter Details

Mote: If vou are using Microsoft Outlook, you can trace an email messaocs directly from Outlook by using the
aekladTrackerPro shortcut on the toolbar.
Email headers:
elivered-To: rini 2gmail . com
eceived: by 10 T2 with SMIFPF id orS8csp830607Twvch;
Fri, 13 Dec 2013 20:00:12 —0200 (PST)
—Receivyead: by 10 38 with SMTF id milOmr499587T6yvha.55.1386993612
Fri, 13 Dec 2013 20:00:12 —02800 (PST)
eturn—Path: <v-cjlmgmo iboiadnej nbnokcf nbnehig
Loom [(mail

eceived: from mail

by mx.google.com with ESMIP id u4Ssi4lEld74vho.203.2013.12.1353.28
1]

I Trace

FIGURE 6.7: Email headers and Tracing emails
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16. The My Trace Reports window opens.

17. The email location is traced in a GUI world map. The location and IP
addresses may vary. You can also view the summary by selecting Email
Summary on the right side of the window.

18. The Table section right below the Map shows the entire hop in the
route, with the IP and suspected locations for each hop.

File = Halp

L ok - Cxpart foul
ﬂ , 3 -_'f?.‘! }Jj i -:-_(:ﬂ_'f X =

il Trial Ecfdon
My | My Trace Trae Trace Erriad Sabticgs

Iniso Feports Headers Addrass Accoirks
WiEw ey Email Trace Configure

ome | Sumject How 15 yourE.. % |

The trace is comglete, the informeation found ks displayed on the right I Emall Summary

From: james s ds. com
Too ol s @email.com
Date: 5at, 14 Dec 2003 04:00:0% +0000 [GHT)
Subject: How is your Eval going?
Location: Atlanta, Georgia, LISA

Misdirected: Mo

Abuse Address: abuse defiver. Siverpop.com
Abuse Reporting: To automatically generate an email
abuze report click here

From IP=7 _—E

System Information:

& There s no SMTP serwer running on this system
[the port is closed).
& There is no HTTP senver running on this system [the
port is closed).
| & There is ne HTTPS sarver running on this system
Hep Rame Location [the port is closad).
' f ® There |5 ne FTP servar running on this system {the
L port is closed).
i
A(Frarce)
L2 Metvrark Whois
ALondon, LIK |

FIGURE .8: eMail TrackerPro — Ernail Trace Repore
19. Click View Report to view the complete trace report.

File | Halp

™ 1 o) Export Fulss
i Q A @ G

| it e Trial Eciion
Hy | My Trade Tiasta Trade Ernad Saltiregs
Inbow Reports Headers  Address Accoirts

Wiew Hew Email Trace Configae

ome | Swbject How is yourE... = |

The trace is complete, the information found & displayed on the right | MewTraze || wewReport | | Email SUmmary

FIGURE 0.9 The eMailTrackerPro - My Trace Reports rsh

20. The complete report appears in the default browser.
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21. Expand each section to view detailed informarion.

]

Mo Bo Feport Emal Abuss  palTrackePro Mamus  FAD  Vismaabwaos Homs  phalTrackerfac Websits  Purchass sHadTrackerfo

Fdentification Report for ‘How ks your Eval going?

Yau e o day I of 1 trinl . Tha trial alboem pou ko #Track ithact b
m—*hmmhﬁmmm.mﬂnm i L feer e oot
or autharicad

WS has B feund. [0 @ almost cataicly located i Atlanta, Georgia, USA ag o hea an

Campulsr 74 00
wnact match in the aMalTrackePre databasa.

Metwark Contact nfarmaticn: The Toloming Bemain Contact Information: The fellewng
dataks rafar to tha natwork that tha Spaiem s o, datab ralar to & name regatared for this addracs.

| Systema Inc. L éne admin
[ PR Lsam

1 abuzesde . zam
B 41-g 500 B e =
IE 00 Galania Pheay Ste 750 Atlinta G4 30370 =

[ Click here o hide the in-depth infermation on this emaed {mere nfe)

®# The ckaal tracabks 1P for tho meal was taken fros e mal saccsr that e ssnder irst commummeatad

with, Tha actual sandar 1P was not added by that sarsr
Thi clesast tracabke [P to the sendar was - 7 =]

# The sender of this smal appearad to have the address jamas, cutrarsslarends,com. This rdomation is
asniy fakind 5o should nok b braated am conchstoe

B click hare 1o hide Uha route mag (move o)
Tha Tolowing map shows tha route between you and tha entity o which you tracad. A solid ine represants a
hop ko 2 inmaown kcation, and a dotted bne represents 3 hop to 3 gues sed lcakion.

HGURE 6.10: eMail TrackerPro — demiled information Repore

Lab Analysis

Document all the live emails discovered during the lab with all additional

informartion.
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Task 2: Scanning Networks - Anonymous Browsing using CyberGhost

Scanning a network refers to a set of procedures for identifying hosts, ports, and services running
in a network.

CyberGhost allows you to surf anonymously and access blocked or censored content.

Lab Scenario

As an expert hacker or penetration tester, you should have sound knowledge of different techniques
used for anonymous browsing. In this lab, you will learn another way to maintain your Internet
anonymity.

Lab Objectives
This lab will help you understand how to use CyberGhost for anonymous browsing.

Pre- Activity exercise

To carry out the lab, you need:

1. Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by
your tutor.

The CyberGhost, located is also on the Shared OneDrive.

3. You can also download the latest version of CyberGhost from this link from
https://www.cyberghostvpn.com/en_US/apps/windows-vpn/download/latest

The latest cyberghost may be a trial version and in some instance may have a name change.
Note the screenshot in this lab might differ slightly.

Administrative privileges required.

no

o gk

Overview of Email Tracing/Tracking

CyberGhost is a fast simple, and efficient way to protect your online privacy, surf anonymously,
and access blocked or censored content. It officers top-notch security and anonymity without
being complicated to use or slowing down your Internet connection.

e Whether or not the recipient visited any links sent in the email
e PDFs and other types of attachments
e If messages were set to expire after a specified time.
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Activity:

1. Logon to the virtual machine

2. Navigate to the shared OneDrive folder to 3" year/2018-19 for CyberGhost and double
click CG_5.0.13.17.exe

3. If the Open File — Security Policy pop-up appears, click Run, then Follow the installation
steps to install it on the host machine.

4. Once the installation is complete, the CyberGhost GUI displays the real location of your
server, along with its IP address.

Note: An upgrade now Windows opens with the GUI. Close this window. The Real location
traced by CyberGhost may differ in you're the lab environment.

Your Real Location

Simulated Country (& [P (i) simulated IP Address

& Automatic Automatic &

FIGURE 14.1: Cyber(Ghost displaying the real locarion

5. Now, vou can either manually choose Simulated Country or Simulated [P
Address, or click the Power button to allow CyberGGhost choose the
Simulated Country and 1P Address automadeally.

6. In this lab, we will choose Simulated Country manually.
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[Under Simulated Country, click Automatic.

@ Cyber Ghost

Your Real Location

IP: 16

Simulated

A Automatic

FIGURE 14.2: Choosing Simulsred Country

8. Alist of countries appears, as shown in the following screenshot

Change Simulated Country

Free Servers Free Usersa PremiumServers  Premium Users
mbourg 1 a7 2 77
Ireland 1 98 2
Spain 1 a9 7
Finland 2]
zech Republic
Ukraine

Poland

Automatic Cancel

FIGURE 14.3: Choosing Simulared Counery
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9. Select a counoy from the list In this lab, Norway has been selecred.

10. As soon as vou select a country, the OK button appears. Click OK.

Change Simulated Country

Country Free Servers Free Usersa Premium Servers Premium Lisers

r Ireland 1 119
%% Morway 1 121

B oojand 1 125
I France b 140
mmm VYkraine 1 (Fuln

e r,
o A a

I Romania 4

Automatic “ Cancel

FIGURE 14.4: Choosing Simulated Country

11. The Simulated Countorv changes to Norwayv, as shown in the following
screenshor

YWour Real Location

Simulated Country i | Simulated IP Address

- Morway Autom

FIGURE 14.5: Simulated Countey set to Nooway
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12. Click the Power burton to inidate CvberGhost.

Your Real Location

L.5.A
IP: 16 e

Simulated Country ] Simulated IP Address

a == Morway Automatic -

FIGURE 14.6: Starting & Proxy

13. CyberGhots attempts to establish a connecton to the proxyv server located
in Norway, shown in the following screenshot:

f Connecting

FIGURE 14.7: Proxv Connectinge from Cvber(Ghost
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14, On successfully esmablishing a connecton, the simulated locadon changes to
Norway, and the IP address changes to thar of the server in Norway, as
shown in the following screenshor

Connected!

Simulated IP Address

Avutomatic

FIGURE 14.8 CyberGhost displaying the Simulared Locarion
15. Iaunch the Meazilla Firefox -~web  browser, tvpe the URL

htp:/ Swhadsmyvipaddress.com //locadon-feedback in the address bar, and
press Enter.

16. Scroll down o the Geographical Details scction. Observe that the server
IP address and locadon has changed to 79.141.164.13 and Norway:

w" Update Your Geclocation = ot

atisyipaddress comylocation-feedback] | | B - Googie Pl B 4+ W
;:;i;;_ i‘—-} = IIIEHII - £~ o _L T { W -
{T”'i" miap Dats TRk Feport B mep emor .

@ Provider & W Provider B W Provider C 9 Proviger D

B2 51.5 599127

10 -0 A3 10.7451

kaia global ne

kaia global ne

igh (b= wnknower (5]

e this site?

L
| Sclact Accuracy « | [Selact Accuracy « | [Select Accuracy « ] [ Select Accuracy « | [Selact Ac 2ozt 2 revisat

x>

FIGLURE 14.%9: Testing your I[P address
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17. Open a new mb in a web browser, and surf anonyvmosly using this proxy.

w Updsie Your Geclocaiion || S Cartfied Hacker
4

*= | certifiedhacker.com

CEH Labs

1 v
CORPORATE wen

Homepage About us

Most popular schools

EIATEE N5 Mves SHen CEser is e e o B e wasn

FATEEONN AT SIARCES N NMEIAREIS NN ARSH e SN moa L
ard mndusiies can easiy Faricpale in aond t Charter Sermal
Fes mazsiiicin g Ser cuflures and counkisa ™

This inrcualive Bansing in refectes in e sy s bench and bam T sdacabon =
n=iem ercoumges renbes Ferkong end becherg chcuss et resch b migh fotaol

FIGLURE 14.10: Surfing internet using Proxy server

18. Once vou are done browsing, click the Power butron again to disconnect
the proxv. Cyber(Ghost now displavs vour real locadon, as shown in the
following screenshot

Your Real Location

L5 A
il

simulated Country : ; ) simulated IP Address

. Automatic Automatic -

FIGURE 14.11: Turning, (Mf the Proxy
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Lab Analysis

Document all the [P address of live (SSL) proxy servers and the connectvity vou
discovered during this lab.
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