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[bookmark: _Toc207344611]Introduction
Operating system (OS) refers to software that manages computer hardware and software resources on computer. It makes optimal use of current computer resources such as hardware, software and peripheral devices and acts as a link between users and computers. This report outlines the functions of general-purpose operating systems and how they allow users to run programming, manage resources and secure their computers. Common general-purpose operating systems are Windows, Linux and macOS.
1. [bookmark: _Toc207344612]Key functions of general Operating Systems
General-purpose operating systems such as Microsoft Windows, Linux (Ubuntu), and Apple’s (macOS) have several goals necessary to maintain a properly functioning and efficient computer system. These goals include: process management, memory management, file system management, device management, and security management.
1.1 [bookmark: _Toc207344614]Process and Processor Management
Another key task that an operating system performs is process management. Process management includes tasks such as starting, scheduling (multitasking), and stopping processes. In this lesson, we will discuss the concept of a process and look at how a process is managed by an operating system that is running multiple processes concurrently[[1]].
[image: ]

Most modern operating systems utilize some form of scheduling in order to divide available CPU time among running processes. In the Task Manager, which is supplied with the Windows operating system environment, users can view currently active processes, as well as their respective amounts of CPU and memory usage. Similar information is provided by commands such as top or htop for the Linux operating system.

Screenshots can include:
[image: ]

Windows Task Manager (Processes tab)
Linux terminal running top

Process management of computers is used to effectively use idle CPU time and to improve system interactivity. Chapter 15 addresses how process management is used to enable multitasking, one of the key features of all multitasking operating systems. Processes and program execution are discussed.
—Silberschatz et al. (2018)
Process management enables effective use of idle CPU time and to improve system responsiveness. Chapter 15—Job and Process Management—examines the role of process management to enable system multitasking. Stallings (2018)
[image: ]

1.2 [bookmark: _Toc207344615]Memory Management
Memory management refers to the way memory (primary memory or main storage) is managed. Memory is dynamically allocated to a process by the operating system, and each process is restricted to access only the memory that has been allocated[[2]].

Did you know that your operating system is able to utilise the hard disk to expand you computer’s RAM allowing you to run bigger programs? Virtual memory does exactly this storing data not currently needed in hard drive space to allow more room for currently running programs to be processed in RAM.

On Windows systems, you can see how much memory your computer is using within the Task Manager under the Performance tab. On Linux systems, you can use the free -h command to see how much available memory is on your computer, and how much is in use[[3]].

Screenshots can include:
[image: ]

Windows Task Manager (Memory section)
Linux terminal output of free -h

Management of memory is a fundamental problem in computer science. To build robust systems, effective memory management techniques are necessary. For distributed systems, efficient memory allocation is one of the key issues. In this paper, based on our experiences with memory management on distributed shared memory systems, we discuss our observations on memory management for shared memory programming environments. We show that, on multi-user systems, heap management can be performed in near constant time even with heavy contention. We describe a generational garbage
[image: ]
1.3 [bookmark: _Toc207344616]File System Management
Memory management is a function of managing memory (primary memory or main storage). Memory management allows memory to be dynamically allocated to a process by the operating system, and each process is restricted to accessing only the memory that has been allocated[[4]].

You may not know that your computer operating system can use the hard disk to increase an computers RAM or memory. This is known as Virtual Memory and allows you to run more demanding programs than you would normally be able to. The computer utilises the hard drive disk space to store data that you are not currently using and runs programs from your computers RAM.
[image: ]

On Windows systems, memory usage can be viewed in the Task Manager under the Performance tab. On Linux systems, memory usage/available memory can be viewed by running the command free -h.

Screenshots can include:
[image: ]

Windows Task Manager (Memory section)
Linux terminal output of free -h

Memory management is one of the most basic problems in computer science and a fundamental issue in building robust systems. For distributed systems, efficient memory management on distributed shared memory systems is one of the key issues. In this paper, some of our experiences with memory management on distributed shared memory systems are discussed, and our observations on memory management for shared memory programming environments are described. Even under heavy contention efficient heap management can be done in near constant time on multi-user systems. We describe a generational garbage
1.4 [bookmark: _Toc207344617]Security and Protection
Security is an important feature of modern operating systems. Besides securing system resources it also means to protect access to data against misuse[[5]].

Most operating systems include an authentication protocol. This is used to verify the identity of the user logging onto a computer, by using tools such as passwords, biometric authentication (fingerprint scanning, facial recognition), and multi-factor authentication (OTP, tokens etc). In addition to the authentication of users, operating systems also include access control which restricts what tasks a user can complete, by granting them specific access permissions or assigning roles

In Windows security settings are typically configured within the Control Panel or Settings app. In Linux security settings are configured via commands such as chmod and chown to set file permissions.

Screenshots can include:
[image: ]

Windows Security settings
Linux file permission changes using chmod

In Modern Operating Systems, 3rd Edition, 2015, Tanenbaum and Bos, describe how common security measures like firewalls, access control, authentication, and encryption, can be used to prevent damage to users when a data breach does occur, and to protect users from vulnerability to exploitation by maliciously operating their systems. They also describe how encryption can be used to protect information at rest, and during transmission. In addition, they describe how user authentication can be implemented in Operating Systems, using passwords and smart cards, as well as biometric authentication methods[[6]].

2. [bookmark: _Toc207344618]Use of Windows OS CLI commands.
For administering your Windows computer, you can use the old Command Prompt for executing batch files, as well as the new PowerShell (which is more powerful for running commands). The commands listed below can be used to perform file and folder management, management of local and network processes, folder and file management, management of network drives, managing local and remote computer users, and task management. Many of these can be used to perform actions from within scripts[[7]].
[image: ]

3.1 Process Management

tasklist – This command will display a list of currently running processes and will return with a return code of 0. The list will include the PID, the Image Name of the process, the Number of Threads, Memory Usage and the Sessions in which the process is running. You can use the /FI switch to filter the output based on the Image Name of the process. Once you have the PID of the process you wish to terminate, you can use the taskkill command. The following command line will terminate the process with the PID of 1234 and FORCE the process to terminate even if it is not Responding. taskkill /PID 1234 /F. The FORCE option is necessary in this case[[8]].

[image: ]
Capture programms screenshots after running commands. It can show the process lists or the confirmation of program termination.

3.2 File and Directory Management

Displays a list of files and subdirectories to a directory path. Note that dir output is not sorted by default. Use /O:N to have the output sorted by file name. Use /S to visit directories, selecting the files and subdirectories within them. Use copy file.txt D:\Backup\ to copy a file, and Get-ChildItem in PowerShell yields similar results. Use mkdir MyNewDir to create a directory, and del MyFile.txt to delete a file[[9]].

Screenshots can include directory listings and file operations.
[image: ]

3.3 Network Testing and Monitoring

Ping the system (i.e. test the system's connectivity by pinging it - ping google.com). View the system's network configuration (e.g. find out the IP address and the system's DNS servers) using ipconfig /all. View the system's active network connections/ports using netstat -an.

Capture screenshots of link status and the result of a network command with no internet.

3.4 User Management

Net user - manage user accounts on a computer Net user username password /add - create a new user account Net user username - change settings for a user account Net user username /delete - delete a user account whoami - shows the current user

Screenshots should demonstrate user creation and account listing.

3.5 Task Scheduling

Use the schtasks command to automate tasks.

C:\Windows\System32\schtasks /create /tn "BackupTask" /tr "C:\backup.bat" /sc daily

C:\Windows\System32\schtasks /Create /TN MyTask /TR C:\Path\To\MyCommand /SC Daily /UniqueID /ST 23:59:59 * * *
C:\Windows\System32\schtasks /query /TN MyTask.
Lists

Screenshots should show task creation and verification outputs.

These commands demonstrate how to perform some common system administrative tasks using the Windows CLI tools. The use of Windows CLI tools provides a more flexible and automated means of performing many common system administrative tasks than is possible using the graphical user interface tools, according to Microsoft documentation and Stallings (2018). These tools are used by system administrators on a daily basis.


3. [bookmark: _Toc207344619]Use of Linux OS CLI commands.
Linux operating systems use a command-line interface (CLI) based on the Bash shell. Here is an overview of how to use the commands for managing processes, files and directories, networks, users and a host of other things. Many of these Linux commands are illustrated with examples to help you understand how they can be used.
[image: ]

5.1 Process Management

The “Ps aux” command is used to view all of the currently running process, as well as how much CPU and RAM each process is utilizing. The “Top” command is similar but provides a dynamic display of current system information as well as real-time running system process and their resource utilization. To stop a misusing process, one can use “kill -9 PID” command.

Screenshots should show process lists and termination results.
[image: ]

5.2 File and Directory Management

Where "l" stands for “long format”. Outputs with permission, ownership and size. Includes hidden files in the output. Copies an entire directory structure with the files contained within. Renames files. Moves/Copies files. Removes a directory with all of the files within.

Screenshots should demonstrate file listing and manipulation.

5.3 Network Testing and Monitoring

ping -c 4 google.com ping -c 4 192.168.100.100 ifconfig (Linux) ip a (Linux) netstat -tuln (Linux) Lists active listening ports and current connections.

Screenshots should show connectivity results and network details.
[image: ]

5.4 User Management

The whoami command shows you who you currently are. The adduser username command allows you to add a new user account, the passwd username command shows or changes the password for a username. The deluser username command deletes a user.

Screenshots should demonstrate user creation and verification.

5.5 Task Scheduling

Edit a cron table: crontab -e

0 10 * * * /home/user/backup.sh

0 10 * * * bash /vagrant/scripts/sync_to_dev.sh; crontab -l

Screenshots should show cron job creation and listing.

These Linux CLI commands will teach you how to set up a file server, sync folders, burn CD/DVDs, and more. Having working knowledge of the command line is important for automating tasks and remotely administering Linux systems, as illustrated by various examples in Linux System Administration: A Beginner's Guide by John Nemeth, Scott Nemeth, and Steve S. Shipman (2017) and Linux: The Complete Reference by Brian Shotts (2019).
4. [bookmark: _Toc207344620]Use of Windows OS scripts.
# Basic system info
echo "System information:"
[image: ]
echo "  OS: $(uname -s)"
echo "  Release: $(uname -r)"
echo "  Machine: $(uname -m)"

# Log everything to a file
echo "This is a test" > test.txt
cat <<EOF

Code (save as sysinfo.bat):

@echo off
set /p username=Enter your name:
set logfile=%username%_sysinfo.txt


echo System Information for %username% > %logfile%
echo ------------------------------ >> %logfile%


echo Date: %date% >> %logfile%
echo Time: %time% >> %logfile%


echo. >> %logfile%
echo Running Processes: >> %logfile%
tasklist >> %logfile%


echo Log file created: %logfile%
pause

Explanation:

set /p collects user input
Variables like %username% and %logfile% store values
>> appends output to a file
tasklist logs running processes

Screenshots required:

Script code in Notepad
Command Prompt showing execution and generated file
7.2 Script 2: Simple Calculator with Loop

# This script will do arithmetic operations in a loop until you stop it.
# It will show use of loops, conditionals, and arithmetic.

Code (save as calculator.bat):

@echo off
:loop
cls
set /p num1=Enter first number:
set /p num2=Enter second number:


echo Select operation:
echo 1. Add
echo 2. Subtract
set /p choice=Enter choice (1/2):


if %choice%==1 (
set /a result=%num1% + %num2%
echo Result = %result%
) else if %choice%==2 (
set /a result=%num1% - %num2%
echo Result = %result%
) else (
echo Invalid choice
)


@echo User prompted to continue 
@set /p again=Do you want to continue? ( y/n):
if /i %again%==y goto loop


echo Exiting...
pause

Explanation:

:loop and goto loop create repetition
if statements control logic flow
set /a performs arithmetic operations
User input drives program behavior

Screenshots required:

Script code
Command Prompt showing multiple runs and outputs

These scripts illustrate some system administration tasks automating tasks such as logging and calculating for use in a batch script. More information on scripting the command line for automating repetitive tasks can be found at https://docs.microsoft.com/en-us/powershell/scripting/scripting-overview?view=powershell-6 and Stallings (2018) p 835-837.
[image: ]


5. [bookmark: _Toc207344623]Use of Linux OS scripts.
Batch scripting with Windows commands allows you to automate many tasks on Windows. The following scripts show you two examples of how you can use user input, variables, IF statements, FOR loops, and even math in your scripts.
-- [[Script 1]]
READ - "Enter a number: "
IF %NUMBER% == 5 THEN ECHO You entered five.
-- [[Script 2]]
SET /P NUMBER=Enter a number:
IF %NUMBER%==5 then echo You entered 5.
SET /

7.1 Script 1: System Information Logger

#!/bin/bash
# collect basic system information and save to log file
# $ bash variables read redirection.sh
sysinfo.log="$(echo "USER_NAME=$USER
CURRENT_DIR=$PWD
CURRENT_TIME=$SECONDS
PROGRAM_NAME=$0" >> sysinfo.log)"

Code (save as sysinfo.bat):

@echo off
set /p username=Enter your name:
set logfile=%username%_sysinfo.txt


echo System Information for %username% > %logfile%
echo ------------------------------ >> %logfile%


echo Date: %date% >> %logfile%
echo Time: %time% >> %logfile%


echo. >> %logfile%
echo Running Processes: >> %logfile%
tasklist >> %logfile%


echo Log file created: %logfile%
pause

Explanation:

set /p collects user input
Variables like %username% and %logfile% store values
>> appends output to a file
tasklist logs running processes

Screenshots required:

Script code in Notepad
Command Prompt showing execution and generated file
7.2 Script 2: Simple Calculator with Loop

# Keep adding 3 to 5 until it is greater than 100.
x = 5
y = 3
while x <= 100:
    x = x + y
    print(x)

Code (save as calculator.bat):

@echo off
:loop
cls
set /p num1=Enter first number:
set /p num2=Enter second number:


echo Select operation:
echo 1. Add
echo 2. Subtract
set /p choice=Enter choice (1/2):


if %choice%==1 (
set /a result=%num1% + %num2%
echo Result = %result%
) else if %choice%==2 (
set /a result=%num1% - %num2%
echo Result = %result%
) else (
echo Invalid choice
)


echo Please press Enter to continue... & set /p again=Do you want to continue? (y/n):
if /i %again%==y goto loop


echo Exiting...
pause

Explanation:

:loop and goto loop create repetition
if statements control logic flow
set /a performs arithmetic operations
User input drives program behavior

Screenshots required:

Script code
Command Prompt showing multiple runs and outputs

These examples show system tasks (logging, math) that can be performed by a Batch script. Microsoft provides comprehensive documentation for scripting in Batch. Stallings, in his 2018 book, Infrastructure Stewardship states that system administrators use scripts to improve their productivity, reduce error, and provide repeatability.
[bookmark: _Toc207344626]Conclusion
This report outlined the basic operating system and contrasted between the Windows operating system and Linux operating system. Through my research I found that there are many current operating systems but they all have one thing in common: basic services that the operating system provides to users and applications. These basic services are process management, memory management, file system organization, I/O control, and security. These services ensure that a computer is operating at its highest level of efficiency and all hardware and software resources are being fully utilized.

Command-Line Interfaces or CLI’s are an under-rated feature on Windows and Linux systems. In this article we will explore many common commands and tools you can use to monitor system activity, view currently running processes and details about a system’s network. With commands like tasklist, ps, ipconfig and ping you can perform many tasks that you would otherwise have to do manually. Most tasks on a computer can be performed easier and faster with the help of a traditional graphical user interface, but many tasks can be performed more accurately with the help of CLI tools and commands. In order to be a good advanced user or IT professional, you should have at least a basic understanding of many CLI tools.

Scripting is a powerful feature on Windows and Linux that can greatly increase productivity by automating repetitive tasks. In this post, I will go through a few simple scripts that I wrote using batch scripts on Windows and Bash scripts on Linux. I also will explain how variables, loops, conditionals, and reading user input can be used to automate administration tasks.

This course introduces system management tools in various Linux distributions to help learners understand the various tools used to maintain and manage an operating system. Learning to configure network, manage disk space, monitor system activity, set up users, and utilizing various system tools are critical topics in this course. Additionally, we will briefly explore basic shell scripting. As systems are becoming increasingly complicated, understanding and effectively managing a Linux system has become ever more important. Automating processes to help learners manage ever more complex workflows is another course objective.
     

[bookmark: _Toc207344628]Appendices
Welcome to our step-by-step tutorial activities designed to help you better understand different types of operating systems. This is your first
Overview

This tutorial taught you about the different Operating System types and how an Operating System fits into the overall management and usage of the resources found on a computer system.

Summary of OS Types

1. Batch Operating Systems

Process jobs in groups without user interaction
Suitable for repetitive tasks such as payroll systems

2. Time-Sharing Operating Systems

Allow multiple users to share system resources simultaneously
Provide fast response times (e.g., multi-user systems)

3. Distributed Operating Systems

Combine multiple computers into one system
Improve performance and reliability

4. Network Operating Systems

Manage network resources and users
Enable file and printer sharing

5. Real-Time Operating Systems (RTOS)

Provide immediate response within strict time limits
Used in critical systems like medical devices

6. Embedded Operating Systems

Designed for specific devices and tasks
Found in IoT devices and smart systems
Learning Outcome

Learning the different Operating System classifications and their uses.

Appendix B: Lecture Activities – Activity Log
Lecture Activity 1: OS Functions

Task: Identify core functions of an operating system
Answer Summary:

Process management
Memory management
File system management
Device management
Security and access control
Lecture Activity 2: CLI vs GUI

1. Navigation: The CLI uses a file path system to move around in your account, whereas the GUI uses a folder-like structure for organization and navigation.
2. Commands: In the CLI,

Feature	CLI	GUI
Ease of Use	Requires knowledge of commands	User-friendly
Speed	Faster for experts	Slower
Resource Usage	Low	High
Flexibility	High	Moderate
Lecture Activity 3: File System Commands

Task: Practice basic CLI commands

Examples Practiced:

ls – list files
cd – change directory
mkdir – create directory
rm – remove files
Reflection

Lecture provided opportunity for students to consolidate the practical knowledge of basic Operating System concepts and to use the command line.

Appendix C: Evidence of Online Certified Course Engagement
Selected Course

Example: Cisco Networking Academy – Linux Unhatched

(You can replace this with your actual course)

Course Details
Platform: Cisco Networking Academy
Course Title: Linux Unhatched
Duration: Approx. 8–10 hours
Topics Covered:
Introduction to Linux
Command Line Basics
File and Directory Management
User Permissions
Skills Gained
Basic Linux command-line usage
Navigation of file systems
Understanding of OS structure
Improved problem-solving using CLI
Evidence (Screenshots)

(Insert your screenshots in your document here)
Suggested screenshots:

Course enrollment page
Progress dashboard
Completed modules
Certificate of completion
Reflection

Also practical use of operating system and basic file management as well as the practical use of command-line interface to perform backup operations.

Appendix D (Optional): Alternative Courses

Other relevant platforms include:

LinkedIn Learning – PowerShell courses
Microsoft Learn – PowerShell automation
The Linux Foundation – OS and computing fundamentals
This course helps learners gain foundational user skills on Google Cloud as defined by Google Cloud User Skills documentation. It is designed for First Time Users of Google Cloud Platform.
LabEx – Linux labs


[bookmark: _Toc207344627]References
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