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Abstract
AeroLink Logistics (ALL) is a multinational logistics provider that has been hit hard by recent breaches and this critical security, governance and compliance weaknesses are being assessed. ALL is defined by a complex environment with 88% outsourcing of cloud services, unmanaged cloud access from anywhere in the world and widely distributed IoT sensors in the environment, with no centralised risk management or formal structures for data protection audits. 
This paper compares four well-known information security frameworks: NIST CSF 2.0, ISO/IEC 27001, COBIT 2019, and ITIL, which are considered to be relevant in the context of the abovementioned systemic exposure vectors. The evaluation concludes that the operational context of ALL is so complex and dynamic that it can't be easily protected by a stand-alone framework. Hence, integrated hybrid model is proposed in the place of ultimate strategic solution. This multi-layered approach is an effective synthesis of top-down board accountability, Zero-Trust technical controls and demanding third party Service Level Agreement (SLA) management. 
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[bookmark: _Toc233718941]1. Introduction  
AeroLink Logistics (ALL) has enhanced its cyber risk greatly in the process of its digital transformation. Today, almost 88% of the information technology infrastructure is provided as cloud-based services, including Internet of Things (IoT) tracking sensors and artificial intelligence (AI) driven analytics. These technologies have made operations more efficient, but they've also increased the organisation's attack surface and created new security issues.
The absence of good governance and compliance is a major concern. ALL lacks a consistent cybersecurity approach, a centralized risk management process and periodic security audits based on accepted security standards like the GDPR and ISO 27001. Consequently, security duties are unclear, important risks are not dealt with and there are gaps in the overall security strategy within the organisation.
These risks have been magnified with the move to remote operations. Workers and logistics partners use personal devices that are not managed by the enterprise to have access to company systems from different locations. The organisation has introduced several vulnerabilities for cyber threats due to weak access control, lack of vendor responsibility, and weak security policies. These vulnerabilities have already led to a number of security incidents, such as the disclosure of customers' personally identifiable information (PII) and unauthorised access to sensitive shipment information. These incidents are pointing to an urgent need for increased governance, better access controls and a more formal cyber security program. 
[bookmark: _Toc233718942]2. Assumptions 
To provide some context to the proposed security governance model for AeroLink Logistics (ALL), a few initial assumptions need to be made about the operating environment of ALL. These lead to the scope of the controls recommended, operational, financial and regulatory assumptions. 
[bookmark: _Toc236146706]Table 1: Operational and Security Assumptions
	Assumption
	Implication for Security Design

	Multinational operations processing EU/UK client data
	Legally binding GDPR compliance, data privacy and sovereignty controls are essential for ALL given the large quantities of regional data handled [3].

	Moderate security budget
	Financial resources are finite so implementation of controls must be rigorously prioritised according to the risk [16].

	Low existing security maturity
	Proposal solution: Not only deploy advanced technical tools, but should be accompanied by fundamental governance path, basic access control and policy building.

	88% outsourced infrastructure (IaaS/SaaS)
	As ALL has no physical control of the majority of its IT estate, the security controls most important are the rigor in the management of vendors and SLAs enforcement.

	Pervasive unmanaged remote access
	To secure unmanaged endpoints, strong identity management, multifactor authentication (MFA), and zero trust principles must be implemented, all while allowing for global access across time zones [17].


[bookmark: _Toc233718943]3. Case Problem Analysis 
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[bookmark: _Toc236146717]Figure 1: Pie Chart illustrating 88% Cloud Outsourcing vs Internal Infrastructure
(Source: Self-developed)
AeroLink Logistics (ALL) demonstrates a misalignment in which its entire security position resembles nothing of its quick technological rise. In order to understand the root causes of the various data breaches that have had recently, it is very important to categorise the vulnerabilities in terms of governance, compliance and operational aspects in the case of AeroLink. 
[bookmark: _Toc236146707]Table 2: Case Problem Analysis
	Problem Area
	AeroLink Issue
	Risk Created

	Governance
	Lack of overall structure; lack of clear roles
	There is a lack of accountability thus hindering consistent and strategic decision-making.

	Compliance
	An audit to GDPR and/or ISO 27001 is not carried out formally.
	Exposure to extreme legal, financial and reputational exposures [2].

	Cloud/Vendor Risk
	Outsourcing of IT infrastructure using IaaS (66%)/SaaS (22%) products is at the levels of 88%.
	Lack of control and visibility over third party security posture.

	Access Control
	Access from unmanaged devices globally
	Integrate paths that are frictionless and lead inexorably to unauthorised access and/or data exfiltration.

	Incident Response
	Lately security incidents that have not seemed to be coordinated
	Low efforts to contain threats and high risk of repeat events.

	Business Continuity
	Limited formal membership continuity planning
	Potential disruptions in operational services in global logistics [9].


3.1. Critical Analysis 
As shown in Table 2, ALL's vulnerabilities are brought about by systemic failures of governance and management processes and not just isolated technical issues. The first and biggest problem is the lack of any kind of security composition. Security roles are not assigned, meaning that the organisation is leaderless, without the ability to actively manage security or to enforce Security Service Level Agreements (SLAs) by vendors [1]. 
Additionally, ALL's use of outsourced cloud services and its allowing of remote access with unmanaged devices have effectively eliminated the network perimeter. It's easy to see that when they have no stringent access controls, no compliance management to overlook or audit this decentralised area, the effects of the recent PII and client shipment violations (disaster or not) was inevitable [2]. 
[bookmark: _Toc233718944]4. Framework Review and Comparison 
These risks warrant systematic mitigation by clear-cut and outward facing policies such as Zero-Trust Network Access (ZTNA) and rigorous Information Security Policies (ISP), which follow known industry standards to address ALL's governance ructions. An ad hoc or patchy approach is not enough in the context of the highly complex operational environment of the organisation, which consists of high cloud outsourcing, pervasiveness of IoT sensors, and having to remotely access the organisation from all over the globe. 
4.1. Comparative Analysis of Security and Governance Frameworks
Table 3 compares four major frameworks for specific operational, technical and compliance demand of ALL. 
[bookmark: _Toc236146708]Table 3: Comparative Analysis of Security Frameworks
	Framework
	Core Focus
	Strengths for AeroLink
	Limitations for AeroLink

	NIST CSF 2.0
	Cybersecurity risk management lifecycle (Govern, Identify, Protect, Detect, Respond, Recover).
	Very suitable for having a risk-driven, proactive approach [12]. The new "Govern" function is an effort to directly target ALL's leadership gap.
	It is not a certifiable standard for regulatory audit; it is a voluntary framework based on technical outcome.

	ISO/IEC 27001
	Requirements and controls of Information Security Management System (ISMS).
	Delivers a formal framework that is auditable, essential to allow compliance with GDPR and to demonstrate security resilient to international logistics clients [3].
	Can be extremely prescriptive and documentation oriented and may over tax ALL's current under developed security team.

	COBIT 2019
	Enterprises governance and management of information and technology.
	Hosts responsibility within boards, clarifies decision making and introduces RACI matrices, addresses ALL's responsibility problem [7].
	Not as technical in terms of implementation of cyber security; more management and strategic level.

	ITIL 4
	IT Service Management (ITSM) and relating IT services to business needs.
	Critical for need to manage ALL's 88% outsourced IaaS/SaaS Applications Environment in terms of robust Service Level Agreement (SLA) and Incident Management [8].
	It is not a complete cyber security solution; more soared on service delivery, vendor continuity and operational efficiency instead of advanced threat protection.


4.2. Evaluation of Frameworks in AeroLink’s Context
NIST CSF 2.0: NIST CSF 2.0 would be well suited for ALL as it offers a lifecycle methodology of cyber security [4]. ALL can start to define the type of IoT assets it owns, and establish protection for unmanaged IoT assets, as well as a formal structured incident response plan with its operation defined by the core functions: Govern, Identify, Protect, Detect, Respond, and Recover. But as NIST emphasises risk-based outcomes over formally-defined compliance to checklists, it cannot meet ALL's requirement for formal, external audits on compliance with European data protection standards [5]. 
ISO/IEC 27001: ISO/IEC 27001 is essential for ALL to effectively address the legal, financial and reputational threat of future data breaches. It requires the establishment of a structured ISMS with extensive risk treatment plans, regular improvement cycles, and tangible security policies that can be measured [6]. This framework will give ALL the globally required auditable evidence for its clients in the supply chain. The biggest constraint is its inflexibility to operate, if for an organisation having a low Current State level, stupidly going ISO 27001 whole-hearted can lead to serious Administration fatigue. 
COBIT 2019: The biggest problem is a lack of coordination and complete responsibility attributed to areas that have continually failed in security in the case of ALL. COBIT 2019 has addressed this challenge directly and provides a gap between executive leadership and day to day IT operations [7]. It has the governance mechanisms in place to delegated accountability, to make security an enterprise risk rather than an ad-hoc IT issue. 
ITIL 4: With 88% of ALL's infrastructure being outsourcing and outside vendors it is essential to use ITIL in vendor and service management. ITIL can give the operating disciplines to apply stringent security terms in SLAs, control third party incident report turnaround times and ensure business continuity if a cloud host is down in one location and not in others [8]. 
4.3. Necessity of a Hybrid Model
ALL's generally simple structured vulnerabilities cannot be solved with a single framework. A critical look at only one of the three points shows that gaps will remain if only one standard is being adhered to, either in technical defence, legal compliance or in vendor oversight. For example, simply using only NIST CSF would make sure that IoT devices are detected as threatened, but wouldn't necessarily provide the certifiable auditing trails needed under GDPR [9]. On the other hand, producing tenable internal policies through ISO27001 alone can fail to provide the mechanisms for managing vendors in a cloud infrastructure that has an 88% outsourcing portion [10]. 
In the case of ALL it needs an integrated hybrid model. The organisation should leverage COBIT 2019 to establish a 'top down' governance and accountabilities and elevate the importance of security to the board-level rather than being an 'orphaned' IT task [11]. This executive governance layer should turn lead and direct an ISMS (information security management system) in line with the ISO 27001, formalise documentation and make sure that data privacy and comply with data privacy laws are kept up. The regulatory framework landscape can aid frontline threat management in aligning itself with NIST CSF 2.0 as a playbook for operation, and making technical decisions to ensure assault is neutralised with unmanaged remote devices and IoT sensors secured [12]. Last but not least, ITIL needs to be integrated to help ensure that the cloud vendor SLA will be managed on the day-to-day basis, incident responses will be streamlined, and that a good BCM implementation is in place [13].
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[bookmark: _Toc236146718]Figure 2: Flowchart demonstrating the AI-Enhanced 6-Layer Security Governance Model
(Source: Self-developed)
This report introduces the AeroLink Integrated Security Governance and Compliance Model (AISGCM) as a solution to the issues of security and governance identified at AeroLink Logistics (ALL). The model comprises of a blend of recognized models such as those of COBIT 2019 (for Governance), NIST (Cybersecurity Framework) CSF 2.0 (for Security Operations), ISO/IEC 27001 (for Information Security Management) and ITIL (for Service Management). These built-in platforms employ AI-powered security management models, as opposed to the reactive IT operations of a traditional ALL, and cover everything from cloud deployments, vendor outsourcing to remote deployments. [14].
The model is composed of six layers that are interdependent and each of them represents a specific area of governance, security and compliance.
1. Governance Layer: This layer focuses on taking care of accountability at the organisational level, such as having an organisation-level security governance committee, a Chief Information Security Officer (CISO) and a Data Protection Officer (DPO), and having organisation-wide security policies. The roles and responsibilities are defined in relation to security as per the COBIT 2019 principles and the security objectives are correlated with the overall business and logistics of ALL [15].
2. Risk Management Layer: This layer focuses on the identification and management of risk, but not at the incident level. This is the point at which they have an up-to-date record of all their IT resources, determine all sensitive data like customer personally identifiable information (PII), and conduct regular vendor risk assessments. The organisation maintains a risk register; risk treatment plans are developed and conform to the ISO/IEC 27001 risk treatment plan format and are used as a basis for this continual control and improvement [16].
3. Control Layer: ALL's cloud infrastructure and access are secured by technical controls that incorporate predictive anomaly detection using AI. This layer incorporates various 'Protect' and 'Detect' elements from the NIST Cybersecurity Framework (CSF) 2.0, such as Multi-Factor Authentication (MFA), end-to-end encryption of data related to shipping, strict security protocols for unmanaged devices, Security Information and Event Management (SIEM) monitoring, and defined procedures for handling possible incidents. These controls not only aid in the identification of threats but also provide added protection for access, reduce the possibility of data breaches in the future, and make security more solid [17]. 
4. Compliance Layer: This layer buys some legal and financial protection for the risks on this front revealed by the recent violations, regularising the regulatory alignment of ALL. This involves carrying out an urgent gap analysis for ISO 27001 compliance, GDPR audits to confirm that all processing of PII (Personally Identifiable Information) is lawful, supplier compliance audits and streamlining evidence gathering for external auditors [15]. 
5. Vendor/SLA Management Layer: Because 88% of ALL's IT infrastructure runs on the outside of the enterprise on its IaaS and SaaS providers, third-party risk poses an attack vector of greatest concern to ALL. Within this layer, ITIL practices ensure that there are tight security terms in software vendor contracts, vendor breach notification timeframes, right to audit clauses, encryption requirements and vendor subcontractor control mechanisms [13]. 
6. Monitoring and Improvement Layer: Security is an ongoing process. This layer adds a level of constant resilience, with the creation of Key Performance Indicators (KPIs), regular In-house Audits, occurrence ‘lessons learned' and a cycle Policy Review mechanism to successfully adjust to new global compliance requirements [9]. 
5.1. Practical Application: Risk, Control, and Implementation Mapping
This section sketches a strategic timeline of the controls needed to address these risks as they are detailed in the following tables and that will be necessary to accomplish ALL's remediation to operationalise the AISGCM. 
Risk Register
[bookmark: _Toc236146709]Table 4: Quantitative Risk Register
	Risk
	Likelihood (1-5)
	Impact (1-5)
	Score
	Control
	Owner

	Unauthorised access through unmanaged devices
	4
	5
	20
	Additional security aspects of OTT, including MFA or device compliance [17]
	CISO / IT Ops

	Vendor breach affecting client data
	3
	5
	15
	Encryption, Vendor audits, SLA security clauses
	Vendor Manager

	IoT tracking sensor compromise
	3
	4
	12
	Segmentation of networks, update of firmware, supervision of devices [9]
	Security Architect

	Weak incident response
	4
	5
	20
	Incident Response Plan, playbooks & tabletop testing
	SOC Manager


Control Mapping
[bookmark: _Toc236146710]Table 5: Control Mapping Framework
	AeroLink Weakness
	Recommended Control
	Framework Link

	No unified governance
	Security governance committee, RACI, board reporting.
	COBIT / NIST Govern

	No compliance audit
	ISO 27001 Gap Assessment and GDPR review
	ISO 27001 / GDPR

	Remote unmanaged devices
	MFA, endpoint management, conditional access
	NIST Protect

	Poor vendor accountability
	Security SLAs, audit rights and breach notification clauses
	ITIL / COBIT

	Weak contingency planning
	AI-driven BCP / contingency disaster recovery testing
	ISO 27001 / ITIL


Implementation Roadmap
[bookmark: _Toc236146711]Table 6: Implementation Roadmap
	Timeframe
	Priority Action
	Expected Outcome

	0–3 months
	Owners appoint, Risk assessment, MFA.
	Immediate risk reduction.

	3–6 months
	Gap Assessment Per ISO27001 and vendor SLA, IRP.
	Governance and compliance maturity.

	6–12 months
	SIEM/logging, BCP testing, supplier audits, security awareness.
	Continuous improvement.

	12+ months
	Readiness for certification, maturity review, AI/IoT security review.
	Long-term resilience.


5.2. Critical Justification, Challenges, and Discussions
Technical and Control Justification
Identity verification (MFA, or multi-factor authentication) is a basic security control. In ALL's unique situation, however, it would be woefully inadequate to say the least, as there are so many unmanaged devices globally that are not in time synch with a Zero-Trust conditional access policy. To enable ALL to provide ongoing validation and authorisation of access based on the situational threat / overall risk, ALL maps all controls to a NIST ‘Protect' function in the Control Layer [9]. Furthermore, integrating AI driven predictive analysis at this level can streamline real-time anomaly detection, proactively handling new threats through technical controls.
Vendor Governance and Implementation Challenges
Besides, it is not only policy change within the company to resolve the 88% cloud dependency. For this reason, it is extremely important to have dedicated Vendor/SLA Management Layer. Strict SLAs with audit rights to the vendors of IaaS and SaaS also introduce real accountability to the vendors, which consequently decreases the danger associated with exposure of PII on the outside [12]. Adoption on a global level is challenging due to integration in the midst of the growing demands of global logistics for the future. Some challenges are the coordination with the multi-jurisdictional regulatory requirements, vendor lock-in and third-party supply chain vulnerabilities.
Strategic Leadership and Industry Engagement
Communication of this strategic plan will be done through executive cyber drills and board level conferences and contingency testing, to showcase leadership and the dedication to building a resilient, regulated and compliant ecosystem. The project results, long-term leadership and continuous alignment with future global needs, will be presented in peer reviewed papers for conferences.
[bookmark: _Toc233718946]6. Continuous Updates to Regulations and Standards 
In today's digital business world, cybersecurity governance and compliance are not as straightforward as a ‘tick-box'. Rather, are critical to maintain business functions, maintain customer confidence, and achieve legal and/or regulatory compliance. The company, specifically AeroLink Logistics (ALL), relies heavily on the services of the cloud, Internet of Things (IoT) and Artificial Intelligence (AI) devices, making this especially crucial. These technologies can help businesses to be more efficient, but they also come with cybersecurity challenges.
AI and IoT have revolutionized logistics, providing real-time tracking of shipments, automation, and quicker decision making. But there are also new security issues that are brought about by these technologies. The attacks on AI systems can compromise the accuracy of business decisions, for example, by poisoning the data or by adversarial manipulation. Similarly, the IoT devices are being placed in our homes, offices, and cities with weak built-in security, and they are vulnerable for an attack. The biggest worry about ALL is one of third-party dependency. Approximately 88% of the IT infrastructures are hosted in clouds, making external vendors and digital supply chains vulnerable. Such third-party bonds should be monitored continuously and governed more tightly in order to mitigate security risks [15].
In response to these challenges, cybersecurity frameworks have undergone a shift to support today's digital environment. For instance, the NIST Cybersecurity Framework (CSF) 2.0 blocks organizations from a “one-and-done” security assessment strategy and instead prompts them to shift to a continuous risk management approach. This is more appropriate for an organization that relies on cloud services, outsourcing and distributed IT environments, such as ALL [11]. Meanwhile, some organisations have to follow varying data protection legislation and industry standards. Compliance is no longer a once-and-only basis but rather a continuous basis of security controls that are improved continually throughout the time. Senior management also has its own critical role to play in safeguarding sensitive data, particularly Personally Identifiable Information (PII). When the regulations are not met, there is the possibility of financial penalties, legal proceedings and harm to the organisation's reputation [14]. 
[bookmark: _Toc233718947]7. Conclusion 
AeroLink Logistics (ALL) needs to transform itself from a reactive, disjointed method of IT to a strategic and unified approach to security. It's clearly insufficient to adopt just one framework when ALL's digital environment is quite complex with 88% of the infrastructure outsourced to the cloud, unmanaged access from remote locations, and insecure IoT deployments. 
Therefore, one could propose a hybrid type of integration as the most suitable for the organisation. This is the mix of COBIT 2019, NIST CSF 2.0, ISO/IEC 27001 and ITIL for auditable compliance and vendor SLA enforcement and offers a complete solution for every unaddressed governance and technical gap identified. 
The short story is that there are solutions to address ALL's current vulnerabilities such as AI-powered anomaly detection, quantitative risk mapping, and executive-level cyber drills. Future contingency plans involve constant AI integration and monitoring vendors, assuring resilient, global logistics operations poised to future global needs and a changing threat environment.  
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