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TASK 1 
 

- Further configuration - 
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Site-to-Site VPN Configuration 

 

- New Topology - 
 

 
  1 - New topology of the network 

 

First, let’s have a look at the new topology of the network. For this coursework, we’ll be 
keeping the configuration last made during Coursework 1 as a starting point. 

As we can see in the diagram above, a site-to-site VPN will be configured between the two 
LAN servers, allowing each LAN to access the other over a secure tunnel. Debian Remote is 
the Debian server on Swansea’s LAN, and conversely, Windows Remote is the Windows Server 
on Cardiff’s LAN. 

During Coursework 1, ICMPv4 traffic was already allowed in the advanced firewall settings 
to enable pinging and complete the coursework. The DHCP Server was also already configured 
and installed on both servers. Therefore, only the Routing and Remote Access Service (RRAS) 
was then installed on the WS22 VM, with VPN being selected. 

To configure the site-to-site VPN, one had to decide which server would act as the initiator. In 
this configuration, Windows Server is the main server that hosts the shared folder, main Active 
Directory domain, web server, and RDS. Therefore, it was the best choice to act as the VPN 
tunnel initiator. 
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- Configuration on Windows Server – 
 

 
  2 - RRAS Configuration step 1 

In order to configure the site-to-site VPN, L2TP/IPsec was chosen as the protocol, as it is a 
secure and widely used option. IPsec authentication was configured to use a shared PSK key 
(chosen to be NOSSARMAND2025) instead of a certificate-based authentication. The L2TP 
tunnel will be authenticated with credentials to the Debian server using the ppp package. 

A new Demand-Dial interface called “Cardiff” was then created with the following 
configuration, allowing Windows Server to initiate the connection to Debian. 

 
3 - VPN configuration : setting the shared PSK key 

 
4 - VPN configuration : setting to persistent connection 

 
5 - VPN configuration : IPsec credentials for Debian 

 
6 - VPN configuration : settings card of the interface 
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- Configuration on Debian - 
 

Now, let’s configure Debian so that it can allow Windows Server to connect. The following 
packages were installed: strongswan-ipsec, xl2tpd, and ppp. IPsec is responsible for securing 
the traffic using the shared PSK key over the IKE protocol, xl2tpd handles the tunnel traffic, 
and ppp manages remote authentication. 

 
7 - VPN configuration: ipsec.conf 

 
8 - VPN configuration: xl2tpd.conf 

 
9 - VPN configuration: 

ppp/options.xl2tpd 

 
The credentials were also set in ipsec.secrets for the PSK key and in /ppp/chap-secrets for the 
username and password. IPsec is configured to use the IKEv1 key exchange protocol; 
otherwise, Windows Server would not accept the PSK key. The encryption was also set to 
match the one used on Windows Server. 

For both servers, an IP pool of two IPs was set: 0.0.0.2-3 for each subnet, ensuring that the 
connected desktop receives the second IP address of the LAN’s subnet (.2), as shown in the 
previously displayed diagram. 

Now, the VPN can connect on Windows Server’s side but does not work on Debian’s side. 
Effectively, the same IP being 172.20.0.1 was assigned to both the ppp0 (the vpn) and the ens19 
(the lan) interfaces, resulting in confusion for the server. To resolve this, ARP proxy was 
enabled in sysctl.conf. This task is done automatically on Windows Server, but Linux, being a 
more low-level operating system, does not handle it by default. 

 

For Swansea’s LAN and Cardiff’s LAN clients to communicate with each other, static routes 
had to be set on both sides. On Windows Server, a static route was easily added through the 
GUI to direct all traffic bound for 172.20.0.0/24 through the VPN interface. However, on 
Debian, a bash script had to be written in the /etc/ppp/ip-up.d/ folder. This ensures that when 
the VPN tunnel is initiated, the route is automatically created—and deleted when the tunnel is 
brought down. 
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- Static Routes configuration - 
 

 
10 - Debian Script to automatically add the 

static route to Swansea 
 

11 - Windows static route to cardiff configuration 

 

In our topology, Proxmox’s Linux bridges act as routers and internet providers via NAT rules 
for each LAN. Therefore, on each client, the gateway is defined as the Linux bridge, not the 
LAN server. To achieve this and to provide clients the static route to the remote LAN, a 121 
classless-static-routes rule had to be researched and configured in the DHCP server, to be sure 
that requests from Swansea’s LAN to 172.20.0.0/24 pass through 192.168.1.1 instead of 
192.168.1.254—the same applies to Cardiff’s LAN with its corresponding IPs. 

 

On Windows Server, this rule was easily added through the DHCP Manager, as shown in the 
following screenshots. However, on Debian, the process was more difficult as expected. The 
rule did not work with the isc-dhcp-server package, which had been previously installed and 
configured. This issue went up because the package has been discontinued since 2022. 

 

Therefore, the kea-dhcp4-server package was installed as a replacement. This is the latest 
DHCP server package developed and maintained by ISC for Linux. The entire DHCP server 
was reconfigured just as before, with the 121 static route rule successfully added. 

 

 
  12 - 121 Classless Static Routes rule on WS 
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  13 - New DHCP config with Kea with the 121 static-route rule 

 

Now, the site-to-site VPN is fully operational and working. Each clients and servers can ping 
each others, and the trafic is routing as it should. 

 

 
14 - VPN configuration: succesffully 

connected on WS 

 
15 - VPN configuration: succesffully connected on Debian 
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We can see that from the Windows 11 client we can ping Windows Server, Debian Remote, 
Debian, Ubuntu, but not Debian and Windows Server on the WAN. As it should. 

 

Active Directory Configuration for Swansea 
 

- Forest creation - 
 

First, we’ll be configuring the parent domain on Swansea’s side to ensure it works perfectly 
before adding the child domain in Cardiff’s. 

 
  16 - Active Directory role installation on WS 



Coursework 1 | NOSS 

Armand OCTEAU - 2422790 8 

 

Once the roles were installed, Windows Server was promoted as a Domain Controller (DC) 
and the forest armand.acca was then created as shown below. 

 

 
17 - armand.acca forest creation 

 
18 - Parent domain succesffully created 

 
 

- DNS Server Configuration - 
 

Let’s configure the DNS Server. As it’s possible to see, a lot of unwanted IPs zones were created 
such as the Windows Server WAN’s IP and it’s IPv6 IPs (which we don’t use in this 
Coursework).  

 
  19 - Unwanted Hosts in the DNS Server on WS 
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To solve this issue, the DNS Server was assigned to listen only on the LAN’s interface and on 
the remote VPN interface in its properties, as we don’t want the forest to be accessible on the 
WAN. A reverse PTR lookup zone was also created for 192.168.1.0 (as shown in a later 
screenshot). 

 
  20 - Interfaces on which the DNS Server is listening 

Afterwards, the unwanted hosts were deleted from the DNS server, leaving only the scopes for 
the configured interfaces.  

Since Active Directory is based on a DNS system, one also needed to add known public DNSs 
as forwarders in the DNS Server’s properties so that each client on the LAN would be able to 
resolve public domain names through Windows Server. Adding those as forwarders will 
prevent issues in the domain name resolution of the local forest that will be resolved first, and 
if not, then forwarded to public domain names. 

 
  21 - External DNSs added as forwarders in the DNS Server 
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To ensure clients on the LAN will be able to resolve the armand.acca domain, it was necessary 
to edit the previously assigned DNS server for the DHCP clients. So, in the DHCP Manager, 
the DNS for clients was changed from being 1.1.1.1 to 192.168.1.1 (WS IP). 

 
  22 - Editing client's DNS in DHCP Manager 

 

- Testing on Swansea’s LAN - 
 

Before configuring the child domain and adding the users_list_updated.csv file, let’s test the 
configuration. A test account with one’s name was created (a.octeau) on the parent domain for 
testing purposes and will be used onwards. 

However, an important issue quickly came in sight: the current installed version of Windows 
11 on the client isn’t a professional edition but a home one. Therefore, this VM couldn’t join 
the parent domain. A new VM was then created from scratch with the right edition being 
installed. The firewall was configured again to allow for ICMPv4 pings. 
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  23 - Windows 11 Pro VM installation 

 
  24 - W11 VM being joined to the armand.acca forest 

Now that this VM is joined to the newly created forest, let’s try to connect to the 
a.octeau user previously created. And as it should, it works. 
 

 
  25 - Successful connection to a domain user in W11 
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Active Directory Configuration for Cardiff 
 

- Child domain creation – 
 

On Cardiff’s LAN, the Debian server will be configured as a domain controller for the child 
domain car.armand.acca (standing for Cardiff). 

On the kea-dhcp4-server configuration, the DNSs servers for Cardiff’s clients were edited as 
being Debian’s IP just like it was done on Swansea’s LAN.  

Required packages were also installed on Debian: samba (for AD), winbind (to link with 
Windows) and krb5-user (for Kerberos authentication), followed with other needed 
dependencies. 

The /etc/resolv.conf file was edited as followed so Debian can resolve the domains. 

 
  26 - /etc/resolv.conf file on Debian 

On Windows Server’s DNS, a new record was added for Debian’s server being 172.20.0.1 
alongside its PTR reverse lookup zone so that Swansea’s clients could be able to connect to the 
remote AD. 

 
  27 - Reverse Lookup Zones on Windows Server's DNS 

 
  28 - New record for the Debian Server 

 
The domain was provisioned with the samba-tool command, and then, for the configuration, it 
was set as the same as Windows. Samba was configured to listen only on the loopback and 
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LAN interfaces. IDmap ranges were also configured for the future newly created Unix users 
and the DNS forwarder was set as Windows Server’s IP for external domain resolution on the 
Cardiff LAN. 

 

 
29 - krb5.conf for Kerberos authentication on Debian 

 
30 - Samba smb.conf configuration on Debian 

Same as on Swansea’s LAN, a test user was created for this course named a.music. 

 

- Domain Trust – 
 

To ensure the parent (armand.acca) and child (car.armand.acca) domains can communicate 
trustfully with each other, a trust certificate needed to be created for the two DCs. To do so, on 
Windows Server GUI, a new both-way trust was created as shown below.  

This new certificate was also created on Debian’s side automatically by providing 
Administrator credentials from the CAR domain to Windows. Trust was then successfully 
validated from both sides. 
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  31 - Newly created domain trust on Windows Server 

 
  32 - New domain trust validation on Debian side 

 

- Testing on Cardiff’s LAN – 
 

Required packages were installed on the Ubuntu Desktop client (realmd, sssd, samba…) for 
configuration. The Ubuntu client was then joined to the CAR domain using the realm command 
and was also configured to allow the creation of a new home directory for each new user. 

Tests users (ARMAND\a.octeau & CAR\a.music) were tested and the ubuntu client was 
successfully able to authenticate users from both the parent and child domain. A home directory 
was also created for both with correct permissions. 
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  33 - Successfully joined the child domain on Ubuntu Desktop 

 
34 - PAM configuration on Cardiff's client 

 
  35 - Successfully connected child AD user on Ubuntu 
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Importing AD Users 
 

- On Swansea’s DC - 
 

To import the provided users_list_updated.csv file, it was necessary to understand it. Following 
this configuration, one chose to add users labelled as OLDNAME.ACCA to the child domain 
(Cardiff) and the ones labelled as YOURNAME.ACCA to the parent domain (Swansea). 

To do so, ChatGPT was used to create a PowerShell script (ps1 file) to add the selected users 
to the parent domain on Swansea’s DC. Users will be imported following this scheme: f.name 
for the username, following with its correct email username@domain and with its company, 
city and job information. 

The scripts were uploaded to my personal web server so that the VMs only had to fetch an URL 
to get the files. 

 

 
  36 - PowerShell script to bulk import users on Windows Server 

 

 

 

- On Cardiff’s DC - 
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With samba-tool, it’s not possible to create a user with the “company, job, city, etc.” flags 
option. Therefore, the users that needed to be created on Debian would have those fields set as 
a description like shown on the following screenshot. Their password will be set the same for 
all the accounts just like we did on Windows Server. 

 
  37 -Bash script to bulk import users on Debian with samba-tool 

 

For testing, a small csv file of two users was created: one user with the OLDNAME.ACCA 
domain and one with YOURNAME.ACCA. As expected, only the right user was added to the 
AD database for each the parent and child domain. 

 
  38 - A two user small csv file for testing purposes 

 
  39 – Output on Debian after executing the script on the test_users.csv file 
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Now that the script is working, we’ll import the complete database file.  

 

N.B: Since the provided users_list_updated.csv file is AI generated, some users will be 
duplicated and therefor not added to the AD domain. 

 
  40 - Adding users to the parent AD domain 

 
  41 - Adding users to the child AD domain 
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  42 - Child domain accessed with a remote console on WS showing the added imported users 

 

Shared Folder on Swansea’s 
 

- Creating the new disk - 
 

On Proxmox, a new virtual disk of 50Gb was created and virtually plugged in the Windows 
Server VM. 

 
  43 - New disk creation wizard on Proxmox 

The disk was then formatted on Windows after a restart to a NTFS file system. It was then 
mounted as “SwanseaFiles” to the F:/ locator. 
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  44 – Formating and mounting the new disk on Windows Server 

 

- Setting permissions - 
 

Afterwards, the newly created folder “SwanseaFiles” inside the F:/ disk carried by the same 
name was shared and the correct permissions were set on its properties. Domain Users of the 
parent armand.acca have full control permissions (write, read, execute…) applied to folders 
and subfolders. And Domain Users of the child car.armand.acca domain have only read & 
execute permissions (as well as Everyone and ARMAND\Users to prevent issues and unwanted 
access). 

 
  45 - Permissions for SwanseaFiles 
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- Testing - 
 

 
46 - Can successfully add files to shared folders in W11 

client with a ARMAND.ACCA user 

 
47 - Permission denied for a child domain user 

 
 

Configuring IIS’s server 
 

- Configuring – 
 

On Windows Server, the IIS role and feature was installed alongside its dependencies. During 
this coursework, we’ll need to configure two websites: one with a “Welcome to Swansea” page 
and one with the RDS control panel. Therefore, two self-issued SSL certificates needed to be 
created for both child domains “webs.armand.acca” & “rds.armand.acca”. 

 
  48 - Self generating two SSL certificates for both respective child domains 
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  49 - Creating the webs.armand.acca website on IIS 

The website was then created and modified in its bindings options to provide it with the 
previously generated SSL certificate and enabling it only on https (port 443). 

A small basic html file was created and placed in the root directory of the website. 

 
  50 - Welcome to Swansea HTML file 

It was needed to install the Windows Authentication feature of IIS that wasn’t previously 
installed. 
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  51 - Adding the Windows Authentication feature 

 
  52 - Enabling Windows Authentication on the webs.armand.acca website 

Furthermore, a new scope in the DNS server had to be created in order for the websites to be 
resolvable. 

- Testing – 

 
  53 - Windows Authentication prompt at website opening 
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  54 - webs.armand.acca from Swansea's client 

 
  55 - webs.armand.acca from Cardiff's client 

 

- Issue Resolving – 
 

Due to local region rules, the websites weren’t accessible on localhost. The Windows 
authentication failed. Therefore, the following rule was modified to allow connection from the 
localhost (being Windows Server). 

 

 
  56 - Authorizing localhost connection for IIS websites 
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Remote Desktop Services 
 

- Configuring – 
 

Using the RDS option in the “add roles and features” wizard, the necessaries features were 
added to Windows Server (Remote Web Access, Remote Gateway & Remote Session Host 
alongside IIS dependencies).  A few restarts and reinstallation were needed due to issues on the 
host machine. Installation would fail constantly. After a few tries, it finally succeeded. 

 
  57 - RDS installation wizard 

 
  58 - RDS configuration by the wizard 

On IIS, it was needed to add manually the RDWeb application pool since it wasn’t installed 
properly. In the binding settings, the Default Web Site was configured the same as previously 
but for the rds.armand.acca domain, giving it its previously generated SSL certificate.  
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An HTTP redirect was also configured so that queries to the home page would automatically 
be redirected to /RDWeb/. 

 

- Issue Resolving – 
 

When accessing the website, numerous errors were encountered. The most difficult to resolve 
was the access denied error to the Temporary folder of Microsoft .NET. This issue was solved 
by specifying the access user as “Administrator” in the RDWeb app configuration as shown 
below. 

 
  59 - Setting Administrator as the user to use in RDWeb's settings 

 

- Creating the collection – 
 

In the server manager, a new collection for RDS was created. User Groups were configured as 
“CAR\Domain Users” and “ARMAND\Domain Users” to grant access to both domains 
members. 

 
  60 - Creating Swansea's collection for RDS 
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61 - Adding groups for the collection access 

 

Remote applications were then added to the collection and selected so that they’ll be shown on 
the RDS webpage. 

 

 
  62 - Adding applications to the collection 

 

- Testing – 
 

Let’s try connecting to Windows Server on the Swansea’s LAN with a parent domain user and 
launching a remote app session. The chosen app will be Server Manager. 
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  63 - Connecting to the Server Manager from RDS on Windows 11 

 

As expected, the session authenticate, the remote app launches and everything is working as it 
should. The website is also accessible to connect on the child domain in Cardiff as shown 
below. 

 

 
  64 - Connecting to the rds.armand.acca website from Cardiff with a child domain user 

 
This coursework is now fully completed, and the network configuration is fully operational 
and working. 


