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TASK 1

- Further configuration -
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Site-to-Site VPN Configuration

- New Topology -

Internet via
WAN LAN SWANSEA NAT

|
VMBR1
192168.1.254/24
Windows
( Server 2022
Internet via i VMBR3 Site-to-Site VPN LAN CARDIFF
NAT 203.0.113.3/29 L2TP/IPsec
Windows Remote
172.20.0.2
\ \ Debian 12 Ubuntu 20.4
CLI Desktop

VMBR2
172.20.0.254/24

Internet via
NAT

1 - New topology of the network

et Windows 11

Debian Remote
192.168.1.2

First, let’s have a look at the new topology of the network. For this coursework, we’ll be
keeping the configuration last made during Coursework 1 as a starting point.

As we can see in the diagram above, a site-to-site VPN will be configured between the two
LAN servers, allowing each LAN to access the other over a secure tunnel. Debian Remote is
the Debian server on Swansea’s LAN, and conversely, Windows Remote is the Windows Server
on Cardiff’s LAN.

During Coursework 1, ICMPv4 traffic was already allowed in the advanced firewall settings
to enable pinging and complete the coursework. The DHCP Server was also already configured
and installed on both servers. Therefore, only the Routing and Remote Access Service (RRAS)
was then installed on the WS22 VM, with VPN being selected.

To configure the site-to-site VPN, one had to decide which server would act as the initiator. In
this configuration, Windows Server is the main server that hosts the shared folder, main Active
Directory domain, web server, and RDS. Therefore, it was the best choice to act as the VPN
tunnel initiator.
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- Configuration on Windows Server —

Demand-Dial Interface Wizard

VPN Type
Select the type of VPN connection you wart to create.

€ Adomatic selection
€ Portto Port Tunneing Protocol (PPTP)
@ Layer 2 Tunnelng Protocol (L2TP)

C Kev2

s []

Intel(R) PRO/1000 MT Network Con.

2 - RRAS Configuration step 1

In order to configure the site-to-site VPN, L2TP/IPsec was chosen as the protocol, as it is a
secure and widely used option. IPsec authentication was configured to use a shared PSK key
(chosen to be NOSSARMAND?2025) instead of a certificate-based authentication. The L2TP
tunnel will be authenticated with credentials to the Debian server using the ppp package.

A new Demand-Dial interface called “Cardiff” was then created with the following
configuration, allowing Windows Server to initiate the connection to Debian.

® Use preshared key for authentcaton

Key: [NOSSARMAND2028]

Use certificate for authentication

=]

Intel(R) PRO/1000 MT Network Con.
Intel(R) PRO/1000 MT Network Con.

Cancel

[/ Challenge Handshake Athertication Protocal (CHAP)

[ Mcrosch CHAP Version 2 MSCHAP v2

oK

3 - VPN configuration : setting the shared PSK key

Interface Credentials

? X
Type the credentials that this interface uses when it connects to a remote
router.
User name: |SwanseaVPN
Domain: I
Password: I ................
Conflrrnpassword: | ................

I:y( I Cancel |

5 - VPN configuration : IPsec credentials for Debian
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Cardiff VPN Properties X Loed
- labled  Connected
Geners Otions  Securty  Network
= bled Disconne cted

Cornectentpe

Demandda

e tme before hanging o
© Persstent comecton
Dising pokcy N
Redal atencts

Average redial intervals

Caback

PPP Settngs.

T

4 - VPN configuration : setting to persistent connection

as . .

3 cardiff Properties
General Options
Type of VPN

Securty  Netwoding

Layer 2 Tunneing Protocol wih IPsec (L2TP/IPsec) v

Advanced Settings

Data encryption:

Optional encryption (connect even f no enciyption) v
Authentication

O Use Extensble Authentication Protocol (EAP)

® Aow these protocols
[ Unencrypted password (PAP
[ Chalenge Handshake Ahentication Protocol (CHAP)
[ Microscht CHAP Version 2 (MSCHAP v2)

Cancel

ofy |

Intel(R) PRO,
intel(R) PRO)

X

1000 MT Network Con.
1000 MT Network Con.

. ®

6 - VPN configuration : settings card of the interface
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- Configuration on Debian -

Now, let’s configure Debian so that it can allow Windows Server to connect. The following
packages were installed: strongswan-ipsec, x12tpd, and ppp. IPsec is responsible for securing
the traffic using the shared PSK key over the IKE protocol, x12tpd handles the tunnel traffic,
and ppp manages remote authentication.

a i
“ i mtu 1466
= cardiff mru 1400

1p =

[ 2 GMT 2025

9 - VPN configuration:
ppp/options.x12tpd

The credentials were also set in ipsec.secrets for the PSK key and in /ppp/chap-secrets for the
username and password. IPsec is configured to use the IKEvl key exchange protocol;
otherwise, Windows Server would not accept the PSK key. The encryption was also set to
match the one used on Windows Server.

For both servers, an IP pool of two IPs was set: 0.0.0.2-3 for each subnet, ensuring that the
connected desktop receives the second IP address of the LAN’s subnet (.2), as shown in the
previously displayed diagram.

Now, the VPN can connect on Windows Server’s side but does not work on Debian’s side.
Effectively, the same IP being 172.20.0.1 was assigned to both the pppO0 (the vpn) and the ens19
(the lan) interfaces, resulting in confusion for the server. To resolve this, ARP proxy was
enabled in sysctl.conf. This task is done automatically on Windows Server, but Linux, being a
more low-level operating system, does not handle it by default.

For Swansea’s LAN and Cardiff’s LAN clients to communicate with each other, static routes
had to be set on both sides. On Windows Server, a static route was easily added through the
GUI to direct all traffic bound for 172.20.0.0/24 through the VPN interface. However, on
Debian, a bash script had to be written in the /etc/ppp/ip-up.d/ folder. This ensures that when
the VPN tunnel is initiated, the route is automatically created—and deleted when the tunnel is
brought down.
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- Static Routes configuration -

& Routing and Remote Access

File Action View Help

P I
ip route add 192. 8 ]

v Destination Network mask Gateway Interface Metric View
ISEA (local) —_—

B Network Iterfaces E1722000 2552552550 None Cardiff 1 Bott
H Remot
I E Ports
v 3 Remote Access Logging & Policies

ip route add 172.20.9.2 dev v B

cess Clients (0)

v E P N
H General
T Static Routes
:_zi DHCP Relay Agent
0 Ca = 6Mp
Fri : 3 GMT 2025 B
= I
10 - Debian Script to automatically add the . . . .
static route to Swansea 11 - Windows static route to cardiff configuration

In our topology, Proxmox’s Linux bridges act as routers and internet providers via NAT rules
for each LAN. Therefore, on each client, the gateway is defined as the Linux bridge, not the
LAN server. To achieve this and to provide clients the static route to the remote LAN, a 121
classless-static-routes rule had to be researched and configured in the DHCP server, to be sure
that requests from Swansea’s LAN to 172.20.0.0/24 pass through 192.168.1.1 instead of
192.168.1.254—the same applies to Cardiff’s LAN with its corresponding IPs.

On Windows Server, this rule was easily added through the DHCP Manager, as shown in the
following screenshots. However, on Debian, the process was more difficult as expected. The
rule did not work with the isc-dhcp-server package, which had been previously installed and
configured. This issue went up because the package has been discontinued since 2022.

Therefore, the kea-dhcp4-server package was installed as a replacement. This is the latest
DHCEP server package developed and maintained by ISC for Linux. The entire DHCP server
was reconfigured just as before, with the 121 static route rule successfully added.

| 2 oHee
File Action View Help
- = ) 7] &
F DHCP Option Name Vendor Value
3 225w
v B w22swanseaarmand.acca +2 003 Router Standard 192.168.1.254
v °'p‘“’s o 1] 006 DNS Servers Standard 192.168.1.1
erver Options e gee gee .
: . 1] 121 Classless Static Routes ~ Standard 1722000, 255.255.255.0, 192.168...
v (] Scope [192.168.1.0] SWANS g
} Address Pool
Address Leases
Reservations
Scope Options
Policies
Policies
¥ Filters
B IPv

12 - 121 Classless Static Routes rule on WS
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13 - New DHCP config with Kea with the 121 static-route rule

Now, the site-to-site VPN is fully operational and working. Each clients and servers can ping
each others, and the trafic is routing as it should.

/64
1_1ft
ULTICAST,NOARP,UP,LO mtu 1460 o

al pppo

al In) Interf

20:58
~ s 030005

14 - VPN configuration: succesffully
connected on WS
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Y command Prompt

Microsoft Windows [Version 10.0.26100.3476]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\a.octeau>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time<lms TTL=128

Ping statistics for 192.168.1.1:

Packets: Sent = 1, Received = 1, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
Control-C
~C
C:\Users\a.octeau>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time<lms TTL=127

Ping statistics for 192.168.1.2:

Packety: Sent = 1, Received = 1, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
Control-C
~C
C:\Users\a.octeau>ping 172.20.0.1

Pinging 172.20.0.1 with 32 bytes of data:
Reply from 172.20.0.1: bytes=32 time<lms TTI

Ping statistics for 172.20.0.1:

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
Control-C
e

SOU - WoL m
6 4 4. Q

2 windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! ht
tps://aka.ms/PSWindows

PS C:\Users\a.octeau> ping 172.20.0.10

Pinging 172.20.0.10 with 32 bytes of data:
Reply from 172.20.0.10: bytes=32 time=lms TTL=62

Ping statistics for 172.20.0.16:

Packets: Sent = 1, Received = 1, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms
Control-C
PS C:\Users\a.octeau> ping 203.6.113.1

Pinging 203.0.113.1 with 32 bytes of data:
Request timed out.

Ping statistics for 203.0.113.1:

Packets: Sent = 1, Received = 0, Lost = 1 (100% loss),
Control-C
PS C:\Users\a.octeau> ping 203.0.113.2

Pinging 203.0.113.2 with 32 bytes of data:
Request timed out.

Ping statistics for 203.0.113.2:

Packets: Sent = 1, Received = 0, Lost 1 (100% loss),
Control-C
PS C:\Users\a.octeau>

" - CBa G ~ e m o 15031200;:

We can see that from the Windows 11 client we can ping Windows Server, Debian Remote,
Debian, Ubuntu, but not Debian and Windows Server on the WAN. As it should.

Active Directory Configuration for Swansea

- Forest creation -

First, we’ll be configuring the parent domain on Swansea’s side to ensure it works perfectly

before adding the child domain in Cardiff’s.

View  Help

B Add Roles and Features Waard

Active Directory Domain Services

Active Directory mésule for Windows PowerShell
AD DS Tools
Active Diectory Administrative Center

AD DS Snap-ins and Comm

Line Tools

16 - Active Directory role installation on WS
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Once the roles were installed, Windows Server was promoted as a Domain Controller (DC)
and the forest armand.acca was then created as shown below.

TARGET SERVER
WIN-SU23GIVEVP)

17 - armand.acca forest creation 18 - Parent domain succesffully created

- DNS Server Configuration -

Let’s configure the DNS Server. As it’s possible to see, a lot of unwanted IPs zones were created
such as the Windows Server WAN’s IP and it’s IPv6 IPs (which we don’t use in this
Coursework).

NEBce=HEmia

3
H

Timestamp
v § WIN-4U23GIVBVP)

|_msdes
Forward Lookup Zones

| _sites
_msdcs.armand.acca

| amand.acca
Reverse Lookup Zones
Trust Points
Conditional Forwarders

| tep

_udp

DomainDnsZones

ForestDnsZones

(same as parent folder) Start of Authority (SOA)  [177], win-du23givbvpj.ar... static

(same as parent folder) Name Server (NS) win-4u23g9vbvpj.armand....  static

(same as parent folder) Host (A) 20301131 27/02/2025 16:00:00
(same as parent folder) Host (&) 192.168.1.1 27/02/2025 16:00:00
win-4u23g9vbvpj Host (A) 192.168.1.2 static
win-4u23g9vbvpj Host (A) 1722002 static
win-4u23g9vbvpj Host (A) 192.168.1.1 static
win-4u23g9vbvpj Host (A) 20301131 static
win-4u23g9vbvpj IPV6 Host (AAAA) 0000:0000:0000:0000:2437:... ~ static
win-4u23g9vbvpj 1PV6 Host (AAAR) 0000:0000:0000:0000:adebs... ~static

IDDODDDDDDORBRRING z

User name:

WINDOWS POWERSHELL HISTORY
WIN-3U23GIVBVP) 408 Eror  Microsoft-Windows-DNS-Server-Service DNS Server 27/02/2025 T6:47:53

Windows Server Datacenter Evaluation

L Type here to search

19 - Unwanted Hosts in the DNS Server on WS
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To solve this issue, the DNS Server was assigned to listen only on the LAN’s interface and on
the remote VPN interface in its properties, as we don’t want the forest to be accessible on the
WAN. A reverse PTR lookup zone was also created for 192.168.1.0 (as shown in a later
screenshot).

a
File Action View Help
a2

T Rout | WZSWANSEA smand.acca Properties 7 %
e
DS ¢ Detuglooong Evert Loggng Montodng S |

v 3 Intedaces Forwarders Advanced Root Hits Network Con

M Select the IP addresses that will serve DNS requests. The server can isten —

3 for DNS queries on all IP addresses defined for this computer, or you can Network Con.
imi & to selected IP addresses. TASKS ¥

q -

y Listen on:

A v »
O AP addresses
@ Only the following IP addresses:

1P address [P ' -
] fe80-a1ch 3767 db b5 03/2025 15:5625 00455-50000-0

| 020301131
(] fe80:8902:9212:2522.27ad

4 19216811

[ +5ca5:20fc: 308 d66a

(] e80:Sca5:20fc:308 d66a

& 1722002 &
[ :10d1:24 2 11bealf

(] 1e80:10d1:2d 2011 eall

0 19216812

22SWANSEA 408
W22SWANSEA 407 Error

H L Type here to search

20 - Interfaces on which the DNS Server is listening

Afterwards, the unwanted hosts were deleted from the DNS server, leaving only the scopes for
the configured interfaces.

Since Active Directory is based on a DNS system, one also needed to add known public DNSs
as forwarders in the DNS Server’s properties so that each client on the LAN would be able to
resolve public domain names through Windows Server. Adding those as forwarders will
prevent issues in the domain name resolution of the local forest that will be resolved first, and
if not, then forwarded to public domain names.

3

£, ONSManager

File Action View Help W22SWANSEA armand.acca Properties ? X
Bo®= 2am E TS~
i# of Debug Loggng Evert Logong Montomng Securty ASKS
i L £ DNS Intedaces Forwarders Advanced Root Hnts
_ | v 3 weswaNseAamanda v
s A Forward Lookup Z Forwarders are DNS servers that this server can use to resalve DNS
orward Lookup Zont o eres for records that this server cannct resolve.
il Al n v
18 0 00455-50000-0000"
P Address Server FQDN 3 - - 1-AAS0S (Activated)
X 1 reoeeine
L3z 88838 ns google.
A s goo
o1 google
ri R [N
[ Use roct hints # no formarders are avalable Ed
Note: ¥ condtional forwarders are defined for a given domain, they will be TASKS
uned rtesd of serverlevlforwarders To create o view condeonsl
forwarders. navigate to the Condtional Forwarders node in the scope tree.
e | [ e
<

21 - External DNSs added as forwarders in the DNS Server
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To ensure clients on the LAN will be able to resolve the armand.acca domain, it was necessary
to edit the previously assigned DNS server for the DHCP clients. So, in the DHCP Manager,
the DNS for clients was changed from being 1.1.1.1 to 192.168.1.1 (WS IP).

- @)l r Manage  Tools  View  Help

View
BE2 Dashl - = [Avatatie Options Desciption A TASKS ¥
¥ ot 2 XD HM® | Goaue Ay of rute
= 2 DHCP Option Name 004 Time Server Ay of wme: Actions
Bi AISe U 2 waswanses - £3005 Name Servers Amay of name = .
W ADD| v B [ 006 DNS Servers Ay of DNS v 2pa Optione
= ‘ v [ Scope || - < > More Actions »
1 o Wi s I
& Data entry 006 DNS 2
& ONs Adi
= Res Server nas More Actions »
Fil
& File af < ]—
ious Pol 1P address
il Remd rs"“" T Add
olicie
7. Filters ) Remove
R 3

=

22 - Editing client's DNS in DHCP Manager

- Testing on Swansea s LAN -

Before configuring the child domain and adding the users_list updated.csv file, let’s test the
configuration. A test account with one’s name was created (a.octeau) on the parent domain for
testing purposes and will be used onwards.

However, an important issue quickly came in sight: the current installed version of Windows
11 on the client isn’t a professional edition but a home one. Therefore, this VM couldn’t join
the parent domain. A new VM was then created from scratch with the right edition being
installed. The firewall was configured again to allow for ICMPv4 pings.

Armand OCTEAU - 2422790 10
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@ e x ook x| B8 wos x i x (@Sl x | @E x (@O x| @O
102:8006/8v1:0:2qemu2F104:4:fsconsole::8

® NoveiumMap () instagram Q) HYPERPLANNING.

Computer Name/Domain Changes
| You can change the name and the membersho o ths
computer Changes mght afect access to netwodk resources

Computer name:
WINIIPRO-SWAN

l
WINTIPRO SWAN
Mesber of

O Doman:
amand acca

3 - L X
Q e YeoueBdBRN

&

Aa m T g &

24 - W11 VM being joined to the armand.acca forest

Now that this VM is joined to the newly created forest, let’s try to connect to the
a.octeau user previously created. And as it should, it works.

Pinned

Sl R

B Q@ 8 & 9%

Snipping Teol  File Explorer

Recommended

Q. Get Started

Y Armand Octeau

Manage my sccount [
& AmandOctesu O
i Q W 2aCB@ A D s §

25 - Successful connection to a domain user in W11

Armand OCTEAU - 2422790

11



Coursework 1 | NOSS

Active Directory Configuration for Cardiff

- Child domain creation —

On Cardiff’s LAN, the Debian server will be configured as a domain controller for the child
domain car.armand.acca (standing for CardifY).

On the kea-dhcp4-server configuration, the DNSs servers for Cardiff’s clients were edited as
being Debian’s IP just like it was done on Swansea’s LAN.

Required packages were also installed on Debian: samba (for AD), winbind (to link with
Windows) and krb5-user (for Kerberos authentication), followed with other needed
dependencies.

The /etc/resolv.conf file was edited as followed so Debian can resolve the domains.

26 - /etc/resolv.conf file on Debian

On Windows Server’s DNS, a new record was added for Debian’s server being 172.20.0.1
alongside its PTR reverse lookup zone so that Swansea’s clients could be able to connect to the
remote AD.

New Host L

Name (uses parent domain name if blank):
deb-cardiff

Name Type Data Timestamp

DESKTOP-FUOQ3PE

Fully qualified domain name (FQDN):
deb-cardiff.armand.acca.

IP address:
172.20.0.1

Trust Pos
Conditi

Create assodated pointer (PTR) record

£, DNS Manager

Fie Acion View Hel [[] Allow any authenticated user to update DNS records with
- = 3 same owner name

Add Host Canct

19:08

AE Db 02/03/2025

i: P Type here to search

27 - Reverse Lookup Zones on Windows Server's DNS 28 - New record for the Debian Server

The domain was provisioned with the samba-tool command, and then, for the configuration, it
was set as the same as Windows. Samba was configured to listen only on the loopback and

Armand OCTEAU - 2422790 12
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LAN interfaces. IDmap ranges were also configured for the future newly created Unix users
and the DNS forwarder was set as Windows Server’s IP for external domain resolution on the
Cardiff LAN.

CAR.ARMAND . ACCA
= 1 =

= true

n controller

i2.20.0.1

armand.acca

enum
enum gr

car.armand.accasscripts

'er R

29 - krb5.conf for Kerberos authentication on Debian 30 - Samba smb.conf configuration on Debian

Same as on Swansea’s LAN, a test user was created for this course named a.music.

- Domain Trust —

To ensure the parent (armand.acca) and child (car.armand.acca) domains can communicate
trustfully with each other, a trust certificate needed to be created for the two DCs. To do so, on
Windows Server GUI, a new both-way trust was created as shown below.

This new certificate was also created on Debian’s side automatically by providing
Administrator credentials from the CAR domain to Windows. Trust was then successfully
validated from both sides.

Armand OCTEAU - 2422790 13
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car.armand.acca Properties ? x| . ,
/03/2025 19:08:05

lusts y

| General Name Suffix Routing ~ Authentication e

Listed by this domain (outgoing trusts)

| This Domain Ermand acca
|

Name Trust Type  Transtive Properties.
Other Domain:  |car.amand acca =
pd.acca orest Yes T

Trust type: Forest

[“] The other domain supports Kerberos AES Encr,‘ptlké
Direction of trust

Two-way: Users in the local domain can authenticate in the specied t -

domain and users in the specfied domain can authenticate in the local Jat trust this domain (ncoming trusts)
domain
Transtivity of trust Name Trust Type  Transtive Properties...
This trust is forest transttive. Users from indirectly trusted domains within pd-acca Forest Yes
the enterprise may authenticate in the trusting enterprise.

Remove

To confirm or reset this trust relationship and update its Validate
routed name suffixes, click Validate:

To save a file with the details about the status of the Save As Trust
names associated with this trust, click Save As.

OK Cancel Help

Cancel Help v

02:50
A 4% 00372005

32 - New domain trust validation on Debian side

- Testing on Cardiff's LAN —

Required packages were installed on the Ubuntu Desktop client (realmd, sssd, samba...) for
configuration. The Ubuntu client was then joined to the CAR domain using the realm command
and was also configured to allow the creation of a new home directory for each new user.

Tests users (ARMAND\a.octecau & CAR\a.music) were tested and the ubuntu client was
successfully able to authenticate users from both the parent and child domain. A home directory
was also created for both with correct permissions.

Armand OCTEAU - 2422790 14
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)3:03

M~ a4music@car.arntgnd.acca@ubuntudesktop»cardiff:~ Q = = o

$ realm join car.armand.acca
realm: Already joined to this domain
$ realm list
car.armand.acca
type: kerberos
realm-name: CAR.ARMAND.ACCA
domain-name: car.armand.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %U@car.armand.acca
login-policy: allow-realm-logins

Sat Mar 8 03:03:09 AM GMT 2025

33 - Successfully joined the child domain on Ubuntu Desktop

" administrator@ubuntudesktop-cardiff: ~

Package configuration

{ PAM configuration |

Pluggable Authentication Modules (PAM) determine how authentication, authorization, and
password changing are handled on the system, as well as allowing configuration of
additional actions to take when starting user sessions.

Some PAM module packages provide profiles that can be used to automatically adjust the
behavior of all PAM-using applications on the system. Please indicate which of these
behaviors you wish to enable.

PAM profiles to enable:

] Unix authentication

] SSS authentication

] Register user sessions in the systemd control group hierarchy
]

*
*
*
*] Create home directory on login

[
[
[
[

<Cancel>

34 - PAM configuration on Cardiff's client

Mar 8 12:41

a.music@car.armand.acca@ubuntudesktop-cardiff: ~

Online Accounts

Your Accounts

Kerberos

Connect an Account

35 - Successfully connected child AD user on Ubuntu

Armand OCTEAU - 2422790
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Importing AD Users

- On Swansea'’s DC -

To import the provided users_list updated.csv file, it was necessary to understand it. Following
this configuration, one chose to add users labelled as OLDNAME.ACCA to the child domain
(Cardiff) and the ones labelled as YOURNAME.ACCA to the parent domain (Swansea).

To do so, ChatGPT was used to create a PowerShell script (ps1 file) to add the selected users
to the parent domain on Swansea’s DC. Users will be imported following this scheme: f.name
for the username, following with its correct email username@domain and with its company,

city and job information.

The scripts were uploaded to my personal web server so that the VMs only had to fetch an URL

to get the files.

File Edit View Tools Debug Add-ons Help o Diak En Se
— Member o vionment ssons
= o » o = & Cije Remte control Remote Desktop Services Profie COM«
anization
bulkadd-WS.ps1 X General  Address  Account  Profle  Telephones  Org
1 Import-Module ActiveDirector
2 ScsvPath "C: ers\Administrator\Desktop\NOSS\test_users.csv Job Title Graphic Designer
3 Sde ConvertTo-SecureString "Allaan2" -AsPlainText -Force
5 SImport-Csv Scs where-Object { S_.email YOURNAME\.ACCA" } | ForEach-Object { Depatment: | Desion
6 Su £ 5_.first_name.Substring(0,1).ToLower (), S_.last_name.ToLower())
7 $n armand. acca” Company:  [Creative Soktions
8 Nes DUser L
K -Name "$(S_.first_name) $(S_.last_name) -
10 -GivenName $_.first_name = Active Directory Users and Computers - o X
11 -Surname $_.last_n:
h ol pmie Ay File Action View Help
13 -UserPrincipalN -name@armand. acca” P, - . 2 % 1%
14 -EmailAddress SnewEmail o AN £ 00X Hr R ETYER
1 -Company $_.company —
B et 5en ] Active Directory Users and Com|| Name Tpe A
1 -City S_.aty Saved Queries
1 -Department S_.department v 3 armandacca & aaminseator er
19 -AccountPassword SdefaultPassword > & Buit £ Allowed RODC Password Replic... Securit
20 _ Strue n
20 Enabled Stru it & Armand Octeau User
1 . Computers
Write-Output "Création de 1'utilisateur (Windows) : Susername avec 1'email SnewEmai kX Bob Johnson [

PS C:\Users\Administrator\Desktop\NO!
Création de 1'utilisateur (Windows)

PS C:\Users\Administrator\Desktop\NOSS>

\Users\Administrator\Desktop\NOSS\bulkadd-wS. ps1
hnson avec 1'email b.johnson@armand.acca

L Type here to search

21 Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Users

Ind ColdT

36 - PowerShell script to bulk import users on Windows Server

Armand OCTEAU - 2422790

- On Cardiff's DC -

B2, Cert Publishers Securit
£, Cloneable Domain Controllers  Securit
2, Denied RODC Password Replica... Securit
2 DHCP Administrators Securit
2 DHCP Users Securit
£ DnsAdmins Securit
2 DnsUpdateProxy Securit
2 Domain Admins Securit
82 Domain Computers Securit
82 Domain Controllers Securit
82 Domain Guests Securit
82 Domain Users Securit
2, Enterprise Admins Securit
B2 Enterprise Key Admins Securit
B2, Enterprise Read-only Domain C... Securit
B Group Policy Creator Owners Securit ¥
< >

—
.fe_release.210507-1500
19:00

AEE 06/03/2025 8
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With samba-tool, it’s not possible to create a user with the “company, job, city, etc.” flags
option. Therefore, the users that needed to be created on Debian would have those fields set as
a description like shown on the following screenshot. Their password will be set the same for
all the accounts just like we did on Windows Server.

Window Help

©2F100:4:::::8::

agram  H HYPERPLANNING.. (B Amazon Crunchyroll ™, Moodle = Google Forms || Tarot gratuit : 3 fa. ®, Portail d'authentifi.. A Adobe Acrobat » [ All Bookmarks

Sceae | © Ceascr [@ moepan v
> & Shutdown >_ Console More @ Help

““sdepartment’

"sdomain’ "OLDNAME .

ity, Departmer

1'email $newEmail

37 -Bash script to bulk import users on Debian with samba-tool

For testing, a small csv file of two users was created: one user with the OLDNAME.ACCA
domain and one with YOURNAME.ACCA. As expected, only the right user was added to the
AD database for each the parent and child domain.

D o ® vrn & K O m F Q ® Thu6 Mar 18:58

test_users

3] 8 ® Y] @

Insert Table Chart Tex hape

Sheet Name

test_users Sheet 1

first_name last_name company domain email job city department
Alice Smith Tech Innovators Inc  OLDNAME.ACCA  alice.smith@ OLDNAME.ACCA Senior Developer = San Francisco Engineering Background
Bob Johnson Creative Solutions  YOURNAME.ACCA bob.johnson@YOURNAME.ACCA Graphic Designer Los Angeles  Design

38 - A two user small csv file for testing purposes

39 — Output on Debian after executing the script on the test _users.csv file

Armand OCTEAU - 2422790 17
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Now that the script is working, we’ll import the complete database file.

N.B: Since the provided users list updated.csv file is Al generated, some users will be
duplicated and therefor not added to the AD domain.

sateur (Windows)

P Type here to search

k- burkeda acca
n avec 1'email a.johnson@armand. acca

05 avec 1"email v.cummingsearmant

Active Directory Users and Computers

File Action View Help

3 Active Directory Users and Com| | Name
Saved Queries
v 3 srmandacca
Buitin
Computers

& Aaron Conley

21 Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Users

40 - Adding users to the parent AD domain

- 5] I LY

Type
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
User
Security Group.
User
User

Description

Built-in account for ad.

Members in this group ¢

22 Datacenter Evaluation
icense valid for 159 days
8.fe_release 210507-1500

Armand OCTEAU - 2422790

41 - Adding users to the child AD domain
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& Console1 - [Console Root\Active Directory Users an

Coursework 1 | NOSS

d Computers [ debianserver-ca.car.armand.acca J\car.armand.acca\Users)

@ File Action View Fovorites Window Help

s 2m0 3 Brml 3
Console Root jame
v 3 Active Directory Users and ¢
Saved Queries
v #3 cararmand.acca

& Aaron Fergu.
2, Administrator
R Alexis Owens
& Alfred Wallace
, Alicia Brooks

Users
ForeignSecurityPrinc
Managed Senie A< @ o
Domain Controllers || & Allsan music
Computers & Allen Rocha
& Atison Little
2 Allowed RO.
R, Amanda Berry
& Amanda Gar.
& Amber Meyer
2, Amy Bryant
& Amy Douglas
& Amy Fitzpatr.
& Amy Harris
& Amy Hunter
& Amy Norton
& Amy Walker
& Andrew Cra.
& Andrew Mar.
&, Andrew Pete.
& Andrew Wh.
& Angela Pierce
& Angelica Ar.
& Ann Mcdon.
& AnnaLee

& Anthony i
&, April Samps.
& Audrey Nels
R, Barbara Levy
R, Bethany Jac.
A

< >

H P Type here to search

%
Type Description

User Company: Brewer-Jones, Job: Health physicist, City: Josebury, Department: Competitors

User Built-in account for administering the computer/domain

User Company: Coleman-Lynn, Job: Teacher, City: secondary school, Department: East Aaronberg Competitors
User Company: Lynch-Strong, Job: Chief of Staff, City: Port Michael, Department: Managers

Company: Lane-Rose, Job: Editor, City: magazine features, Department: Lake Linda, Experts.
Company: ge, Job: Clinical City: Department: Competitors
User
User Company: Pierce-Franco, Job: Forensic scientist, City: East Brandy, Department: Experts
User Company: Martinez Group, Job: Tree surgeon, City: New Justinburgh, Department: Competitors
Security Group... Members in this group can have their passwords replicated to all read-only domain controllers in the domain
User Company: Wilson-Harrington, Job: Health visitor, City: Kramerside, Department: Managers
User Company: Smith Ltd, Job: Tax adviser, City: Paynebury, Department: Managers
User Company: Wolf-Ki r, Job: Occupational psychologist, City: Michellestad, Department: Managers.
User Company: Leonard Group, Job: Scientist, City: clinical and Departi
User Company: Johnson-Martin, Job: Scientist, City: clinical (istocompatibility and immunogenetics), Departme.
User Company: Kelly PLC, Job: Surveyor, City: mining, Department: Lake Susanside,Managers
User Company: Marquez Inc, Job: Social researches, City: Julieland, Department: Managers
User Company: Anderson-Miller, Job: Recruitment consultant, City: Kimberlyport, Department: Competitors
User Company: Stevenson-Solis, Job: Civil Service fast streamer, City: Angelatown, Department: Competitors
User Company: Mckinney-Gutierrez, Job: Brewing technologist, City: West Colleenborough, Department: Compet
User Company: Brown and Sons, Job: Holiday representative, City: Williamborough, Department: Experts
User Company: Hall Inc, Job: Research officer, City: political party, Department: West Markmouth, Competitors
User Company: Baxter Group, Job: Teacher, City: English as a foreign language, Department: Lake Shelly, Experts
User Company: Jackson-Becker, Job: Administrator, City: local govemment, Department: East Christopherbury,Ex
User Company: Tuner LLC, Job: Physicist, City: medical, Department: Port Dennis, Competitors
User Company: David Inc, Job: Surveyor, City: minerals, Department: Maloneberg, Competitors
User Company: Goodwin and Sons, Jobs: Fine artist, City: Morenochester, Department: Competitors
User Company: Newman PLC, Job: Financial controller, City: Rhodeschester, Department: Experts
User Company: Hill-Lee, Job: Wiiter, City: Lyonsborough, Department: Competitors
User Company: Washington-Collins, Job: Petroleum engineer, City: East David, Department: Managers
User Company: Barnes LLC, Jobs: Soil scientist, City: East Michelleview, Department: Competitors
User Company: Sanchez-Page, Jobs: Glass blower/designer, City: Deniseview, Department: Experts

User Company: Wiley and Sons, Job: Therapist, City: drama, Department: East Brenda Experts

42 - Child domain accessed with a remote console on WS showing the added imported users

Shared Folder on Swansea’s

- Creating the new disk -

Actions
Users

More Actions

On Proxmox, a new virtual disk of 50Gb was created and virtually plugged in the Windows

Server VM.

Disk Bandwidth

Bus/Devic

SCSI Cont

Storage

Format:

SCslI ache Default (No cache)

10 thread

format (qc

43 - New disk creation wizard on Proxmox

The disk was then formatted on Windows after a restart to a NTFS file system. It was then
mounted as “SwanseaFiles” to the F:/ locator.

Armand OCTEAU - 24227
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¥

2
Recycle8in [

File Action View Help

G| = New Simple Volume Wizard
o |
A W File Action View He  Fomma Partition
paprg— - To store data on this pasttion. you must forma & frst
= () » (Choose whether you want 1o format this volume, and f 50, what settings you wart to Use.
= (Disk O partition 1)
= (Disk 0 partition 4)

2555 _XB4FREE_EN-..
- virtio-win-0.1.266 .. 1

O Do not fomat this vokume
(@ Format this volume with the folowing settings:
Fle sysem NTFS v

Alocation unt size: Defout v
Vokume label: SwanseaFies

(A Pedom a quick format

(] Enable fle and folder compression N

= Disk0 | —
Basic <Back Cancel
79.98 GB 100 ME- — R 266
Online Healthy (EFI System P || Healthy (Boot, Page File, Crash Dump, Basic Data Partitior | Healthy (Recovery Partition)

= Disk 1

Basic

499868 499868
Online Unallocated

W Unallocated Il Primary partition

efpmen]) "oileldd

@® Manageability ® Manageability

Events Events

P Type here to search

44 — Formating and mounting the new disk on Windows Server

- Setting permissions -

Afterwards, the newly created folder “SwanseaFiles” inside the F:/ disk carried by the same
name was shared and the correct permissions were set on its properties. Domain Users of the
parent armand.acca have full control permissions (write, read, execute...) applied to folders
and subfolders. And Domain Users of the child car.armand.acca domain have only read &
execute permissions (as well as Everyone and ARMAND\Users to prevent issues and unwanted
access).

Home  Share  View (2]
« v > ThisPC > SwanseaFiles (F:) > SwanseaFiles v o earch SwanseaFiles p
Sl Dictucae 4 A nme ) Date modified Type Size
| ubuntuxt 06/03/2025 14:31 Text Document 1kB
revious Versions  Customize Advanced Security Settings for SwanseaFiles o
es
Name: F:\SwanseaFiles
2 Owner: (ARMAND' @ Change
sin Users) . Permissions Share Auditing  Effective Access
>
« For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Edit
Permission entries:
Alow Deny Type  Principal Access Inherited from Appliesto *
= 82 Allow  Everyone Read & execute None This folder, subs
82 Allow  SYSTEM Full control None This folder, sub
v Allow  Domain Users (CAR\Domain Users) Read & execute None This folder, sub}
v & Allow  Administrator Full control None This folder, sub
v . 82 Allow  Domain Users (ARMAND\Domain Users) Full control None This folder, sub
R — 52 Allow (ARMAND! Full control None This folder, subs
nced settings. Advanced 82 Allow  Users (ARMAND\Lcere) Read & execute None This folder <ub
< >
Add Remove Edit
e Poply Enable inheritance

[JReplace all child object ion entries with

ion entries from this object

Cancel Apply

12:52

A e s B

45 - Permissions for SwanseaFiles

Armand OCTEAU - 2422790
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- Testing -

< » [¢] ® > W22SWANSEA > SwanseaFiles Search Swansea Q
D New % O B B W Nt =vVews o B Detais R
5 H ame NEW Properties X * Starred
) Home
b ubuntu.txt users_list.cs use st_u WIN1T1.Ext WS22.txt
| Gallery ubuntu General Digtal Sgnatures  Securty Detals  Previous Versions Gt Home - gk
[ usersfistcsv . :
@ OneDrive ropety  Value ~ o
users_list_updated.csv File =) Documents
WINTT Name NEW:t i, open~ [l " \,f i\ie;wd?cfulx\jent.‘txs . 0 = - o >
@ Desktop w2 Type Text Document 2 . . eafile
File location W22SWANSEA\SwanseaFiles r (e
4 Musi
L Downloads NEW Size Obytes £ New document
Date created  08/03/202 59 .
J Documents Date modfied 08/03/2025 12:59 (& Pictures
Atibutes A (3
I Pictures Owner ARMAND \a octeau A B Videos
B Music Computer W22SWANSEA
f Trash
3 Videos
~_ Swansesfiles B swanseafil... 4 Failed to save document
Files permission denied
+ Other Locations
Gitems 1 item selected Obytes Remmove Propeties and Personal fomation ] Close

B
46 - Can successfully add files to shared folders in W11 47 - Permission denied for a child domain user
client with a ARMAND.ACCA user

Configuring IIS’s server

- Configuring —

On Windows Server, the IIS role and feature was installed alongside its dependencies. During
this coursework, we’ll need to configure two websites: one with a “Welcome to Swansea” page
and one with the RDS control panel. Therefore, two self-issued SSL certificates needed to be
created for both child domains “webs.armand.acca” & “rds.armand.acca”.

EX Administrator: Windows PowerShell

> New-SelfSignedCertificate

48 - Self generating two SSL certificates for both respective child domains
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Add Website ? x |
Site name: Actions
webs.armand.acca webs.armand.acca Select... P

Content Directory l
Physical path:
CAinetpub\webs.armand.acca

Pass-through authentication

Connect as... Test Settings...
Binding
Type: 1P address: Port:
https v [192.168.1.1 443
Host name:

webs.armand.acca

[ Require Server Name Indication

[ Disable TLS 1.3 over TCP [ Disable QUIC
[ Disable Legacy TLS [ Disable HTTP/2
(] Disable OCSP Stapling &

SSL certificate:

webs.armand.acca il Select... View...

Start Website immediately

ntent View

49 - Creating the webs.armand.acca website on IIS

The website was then created and modified in its bindings options to provide it with the
previously generated SSL certificate and enabling it only on https (port 443).

A small basic html file was created and placed in the root directory of the website.

Q
- &) > W22SWANSEA » Sites » W e-

File View Help

Connections @ Acsinns
e-i1dl2 I8 j' Sites v
W Stpage — B o e v o
v 83 W22SWANSEA (ARMAND\AD | —————————
) Application Pools Name D € A ||« LocalDisk (C)) > inetpub > webs.armand.acca v U »
S 1| mowsssesswr—"","r| -
index.htm! - Notepad - o X
File Edit Format View Help
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Swansea</title>
</head>
<body> bsite a
<hl>Welcome to Swansea</h1> 1
</body>
</html>
Website
re
>
< Ln8g, Col 30 100%  Windows (CRLF)  UTF-8
Ready
£ h Todw S B
i AE
Type here to searc =4 = * 06/03/2025 2

50 - Welcome to Swansea HTML file

It was needed to install the Windows Authentication feature of IIS that wasn’t previously
installed.
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T Add Roles and Features Wizard - o X Actions

Select one or more roles to install on the selected server. nage  Tools  View  Help
Roles.

4 (W] Web Server
ol

<Previous | [ Net> | Cancel

i ApDs 1 8 DHcP 1
@® Manageability @® Manageability
Events Events

webs.arm

Type here to search

51 - Adding the Windows Authentication feature

W) Intermet Information Services (15) Manager - 0 X
SWANSEA » Stes » websarmandaccs » @ e
Nerts
0 Authentication i
Group by: NoGroupn
(ARMAND\Ad o ]
Pools e Sutus Response ype =
Anomymous Authentcaion Disbled
@ webiamindaccs || ASPNETImpesonation Disbled
Vindous Authrtication = TP 81 Challenge
o
- 5| [ Festurs View 2 Content View
Configuration: Tocalhost’ applicationHost.config . <location path="webs.armand.acca™ 9

L Type here to search

52 - Enabling Windows Authentication on the webs.armand.acca website

Furthermore, a new scope in the DNS server had to be created in order for the websites to be
resolvable.

- Testing —

£ 0 & i
« C websarmand.acca oD @ *R - O
O windows secuiy *
Sign in to access this site
Authorization required by htps//webs armand acca
User name &
Password
Domain: ARMAND
® i - &G 1959
i Q e 2Ca@ A8 o oo

53 - Windows Authentication prompt at website opening
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B © s + -
cc o « Ry o ;
Welcome to Swansea ‘ B
: Welcome to Swansea
] N
&
(4]

e
e @ a W 2 CB@ .

54 - webs.armand.acca from Swansea's client 55 - webs.armand.acca from Cardiff's client

- Issue Resolving —

Due to local region rules, the websites weren’t accessible on localhost. The Windows
authentication failed. Therefore, the following rule was modified to allow connection from the
localhost (being Windows Server).

EN Administrator: Windows PowerShell - O X

! https://aka.ms/PSWindows

/v DisablelLoopbackCheck /t

UnKnown
=1

webs.armand.acca
192.168.1.1

PS C:\Users\Administrator> date

March 2025 13:

S C:\Users\Administrator> _

56 - Authorizing localhost connection for IIS websites
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Remote Desktop Services

- Configuring —

Using the RDS option in the “add roles and features” wizard, the necessaries features were
added to Windows Server (Remote Web Access, Remote Gateway & Remote Session Host
alongside IIS dependencies). A few restarts and reinstallation were needed due to issues on the
host machine. Installation would fail constantly. After a few tries, it finally succeeded.

Server Manager * Remote Desktop Services * Overview

i Servers A Remote Desktop Services deployment does not exist in the server pool.
i E. Add Roles and Features Wizard — O X jervices installation option.
W
1i
Py
&
L3
[
" W22SWANSEA srmand.ac
@l Remote Desktop Services can be configured across multiple senv
® Standard deploym:
A standard deployment allows you to deploy Remote Desktop Services across multiple servers.
Quick Start
A o Start slicuss yors o Laploy Remots Deskaop Services'on 0ae sever snd crestes s colection
and publishes RemoteApp programs.
Previous | [ Next> Cancel
Bl » e osenn

57 - RDS installation wizard

Server Manager * Remote Desktop Services * Overview

i Servers A Remote Desktop Services deployment does not exist in the server pool.

i B Add e e Festures Whcard - o Services installation option.

5]

1

Py

2

L being instaled.

o Status

[

ol Progres:

Progre:
e
H L Type here to search

58 - RDS configuration by the wizard

On IIS, it was needed to add manually the RDWeb application pool since it wasn’t installed
properly. In the binding settings, the Default Web Site was configured the same as previously
but for the rds.armand.acca domain, giving it its previously generated SSL certificate.
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An HTTP redirect was also configured so that queries to the home page would automatically
be redirected to /RDWeb/.

- Issue Resolving —

When accessing the website, numerous errors were encountered. The most difficult to resolve
was the access denied error to the Temporary folder of Microsoft .NET. This issue was solved
by specifying the access user as “Administrator” in the RDWeb app configuration as shown
below.

EY » vrerecosenn

59 - Setting Administrator as the user to use in RDWeb's settings

- Creating the collection —

In the server manager, a new collection for RDS was created. User Groups were configured as
“CAR\Domain Users” and “ARMAND\Domain Users” to grant access to both domains
members.

«

ga-rs‘.ﬂa:-:-.:-.

:::::::

60 - Creating Swansea's collection for RDS
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ECTIONS

ANSEAarmandacca ARMAND\Administrator Active 07/03/2025 190805 <

HOST SERVERS

P Type here to search

61 - Adding groups for the collection access

Remote applications were then added to the collection and selected so that they’ll be shown on
the RDS webpage.

3
. Publsh RemoteApp Programs

| |ecTions
= i -
i
P Proge o - - v

B confma
W
18
&
L=
o

dd

fy thatthe program i instaled on al the RD' tect

Next> Concel
HOST SERVERS
» - -

62 - Adding applications to the collection

- Testing —

Let’s try connecting to Windows Server on the Swansea’s LAN with a parent domain user and
launching a remote app session. The chosen app will be Server Manager.
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Do you want to connect s /en-Us/Default.aspx

or remote computer. Do not connect:

Server Manager * Dashboard @ |V Monage Took  Vew Hep

'WELCOME TO SERVER MANAGER
Help  Signout

All S
- o 0 Configure this local server
L}

T8 pHcp QUICK START L

> .
2 DNs 2 Add roles and features @ ~*
= fon  Detragment  Disk Cleanup
L (e SmesataniEs 3 Add other servers to manage [f, oo Qetmie

oIS

WHAT'S NEW
. NPAS 4 Create a server group b e j/
=l Remote Access N N T Mcosot Notepad
5 Connect this server to cloud services e Edge P
@ Remote Desktop Services b .
ide
LEARN MORE
B8 O
e Remote Resource
ROLES AND SERVER GROUPS Desitop Monitor
ent  Connection
Roles:8 | Servergroups: 1 | Servers total: 1
Erver Steps e et e WinGowE Widows Windows. Windows
Manager Recorder  Configuration  Information MediaPlayer  Memory ' PowerShel  Powershel

Diagnastic ISE 1SE (486)

a B &
= Howr WILOEECBROY N E S O et

63 - Connecting to the Server Manager from RDS on Windows 11

As expected, the session authenticate, the remote app launches and everything is working as it
should. The website is also accessible to connect on the child domain in Cardiff as shown
below.

RD Web Access

armand.acca,

E‘l Work Resources

%) RemoteApp and Desktop Connection

RemoteApp and Desktops Help Sign out

Current folder: /

B 8 & E H L
At Adwe  AwreAt  Cokusor  Cokustor  Cakustor  Chascter  Comnecton  Dettagment  DiskCleanup
Orecioy  Dwectoy  Sewp Vap | Sansger
Admingiar..  Modse e Admingrac..  Ores

2 @ &4 % W e o e

GroupPolicy _ Internet Internet  ISCSI Initiator  Math Input Notepad
Management  Information  Information Panel " Edge
Services (IIS)  Services (II5)

ﬂ.gs“fffwﬁ'-'@@

ODBC Data Remote Remote Resource
Sources (32- ive Access Desktop
bit) Management  Connection

Monitor

K b B I Yy 0 = &g &g
Snipping Tool System System Windows Wi Windows  Windows
Configurati...  Information MediaPlayer ~ Memory  PowerShell g

IS ISE (x86)

Sl =

2|

Windows WordPad WordPad
Soeech

64 - Connecting to the rds.armand.acca website from Cardiff with a child domain user

This coursework is now fully completed, and the network configuration is fully operational
and working.

Armand OCTEAU - 2422790 28



