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[bookmark: _Toc237142592]ABSTRACT
This report examines the cybersecurity risks facing SteelForm Manufacturing Limited (SFM), a modern manufacturing organisation reliant on IoT-enabled sensors, automated machinery and cloud-based management systems. It identifies key internal and external threats, including poor security practices, social engineering, malware, ransomware, unauthorized access and IoT compromise, and considers their potential effects on data, production and business operations. The report proposes security policies covering access control, data protection, incident response, supplier security and OT/IoT security. It also recommends technical mitigation measures including network segmentation, firewalls, intrusion detection, multi-factor authentication, IoT security, patch management and centralized logging. In addition, proactive monitoring, incident response procedures, and a Security Education, Training and Awareness programme are proposed to strengthen SFM’s overall cybersecurity resilience and operational continuity.
[bookmark: _Toc237142593]INTRODUCTION
Companies today have become more reliant on digital technology to drive performance and productivity. There is also a high level of reliance on digital data where they get insights and can therefore make strategic decisions [1]. This reliance on digital data makes cybersecurity a pressing concern for modern day organizations [1]. Cybersecurity was best defined by Cisco Network Academy as “the practice of protecting computers, networks, programs and data from digital attacks, damage or unauthorized access [2]. Steelform Manufacturing Limited is a manufacturing company; therefore, cyber-attacks can prove crippling to the organization. Attacks on data storage, automated machinery and company data lead to severe financial loss and may even pose a threat to worker safety [3]. With the advent of Industry 4.0, which is the integration of digital technology into organisational processes, the human-computer interface is more seamless than ever before [4]. Many different technologies have been placed together to form a strong framework which serve to increase the efficiency of the work system [4]. These benefits are integral to any organisation, however the threats that come with digitalization cannot be ignored. The company reports malware infections, phishing emails and unauthorized access attempts. This report aims to identify the potential threats facing the company, develop security policies suitable for the company, which also adhere to best practice in network and cyber security and describe methods with which these threats can be combatted such as training programs, proper monitoring etc. 

[bookmark: _Toc237142594]Identification of Modern Threats
It is critical that we understand the digital assets held by the company as this will help us highlight the attack surface and the possible threats. The company is stated to have adopted smart functioning technology such as IoT enabled sensors, automated machinery and a cloud based management system. An attack surface simply refers to the amount of possible ways a hacker or an invader can “attack” or access a system [5]. An increase in the number of digital assets causes an increase in the attack surface [6]. 
Internal Threats
These are security risks that come from inside the organisation [7]. They include poor institutional practices (such as poor password practices, downloading from improper sites) and protocol, poor digital literacy amongst employees, internal sabotage and negligence [7][8]. 
External Threats
These are threats from outside the organization [8]. The listed threats include malware infections, social engineering threats (eg. phishing) and unauthorized access attempts. The organization also remains susceptible to exploitation of weak encryption, ransomware groups, DDoS attacks and IoT compromise. 
Social engineering threats: This is an attack where the attackers take advantage of human vulnerabilities [9]. It includes using false identities/accounts to deceive people, phishing (which is using emails/text messages to deceive victims), vishing (by using voice), spear phishing (highly targeted phishing aimed at a person) [9][10].
Malware/Ransomware: Malware simply refers to any software that is malicious in nature [11]. It can be spread through phishing emails, downloads from improper sites, removable devices (such as flash drives etc.) [11][12]. Ransomware is a type of malware where data is encrypted by the attack and held to ransom. 
IoT compromise: IoTs have become more connected by the day [13]. The data and physical systems are connected over a large network [13]. This serves as a huge attack surface. Several methods of attack include Node-Replication (clone) attack, Node Capture/ Tampering and routing attacks [13]. 
These are a major threat to an organizational who not only deals with data but also deals with manufacturing. These threats can halt the production process. These threats also expose costumer data to theft and violates the CIA (Confidentiality, Integrity, and Availability) standard of data [14]. 
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Modern security policies refer to the actions, rules, practices that prescribe how an organization protects its digital assets from insider threats, account takeover attacks, ransomware, and more exploit vulnerabilities [15]. These security policies must align with the company’s business goals, processes, team and technical controls [16].
Access control
Unauthorized access leads to loss/theft of crucial data. Particularly, for the organization, it is connected to financial loss, reduction in data integrity and loss of data[17][18]. Access control is the process of limiting access to information systems and resources to authorized users, programs, processes, or other entities. The company should limit the amount people (employees) that have access to certain information, this reduces the attack surface and incidents of unauthorized modifications[14]. Types of access control include Role-Based Access Control (RBAC), Mandatory Access Control (MAC) and Task-Based Access Control (TBAC). RBAC means that access is given based on job roles. MAC grants access based on security classification/clearance. TBAC gives access based on the task the user is performing[14]. A combination of RBAC and MAC is best for a manufacturing organization. 
Data Protection Policies
Data is a very valuable asset to the company. It can be stolen, mishandled, made inaccessible leading to SFM’s loss[14]. Proper education on safe password practices and authentication are crucial[14]. Data should be stored in an encrypted format (Ciphertext) using Cryptography [14].  Data Loss Prevention must also be implemented to prevent industrial espionage. This is simply a system where users cannot share high value information outside a network without proper authorization[14]. Finally, a critical part for data review is auditing, which is simply maintaining information concerning the company’s data and data security so that the system can be reviewed periodically [14].
Incident Response Policies
Cybersecurity is a rising issue in today’s business landscape[1]. The NIST framework lists recovery as a key art of cybersecurity [20]. The company must have suitable policies on data recovery and backup [14]. Recovery Point Obective (RPO) refers to a point in time where a business data can be recovered. 
Supplier Security/Third Party Policy 
The companies supplied can serve as a source of cyber attack [22]. Data shared with suppliers or companies supplied can be targeted if they do not have good cybersecurity measures [22]. NIST gave a crucial recommendation: organizations should have a policy that identifies and evaluates and mitigates risks associated with suppliers, products and services [22]. To apply this to SFM, there should be assessment of the security level of any supplier we wish to on-board and frequent monitoring. 
OT/IoT Security Policy
A compromised IoT can affect the physical environment [22]. There can be unauthorized access and unauthorized configuration [22]. IoT must have data protection and encryption, there must be a secure updating process and a means of reporting data attack should be available [22]. 

[bookmark: _Toc237142596]Technical Mitigation Measures
Network Safety
Firewalls serve as  boundaries in between network segment. They should be implemented such that only authorized information pass between segments [23].  The NIST SP 800 also recommends the use of network segmentation, this is a method of access control. IoT devices are segmented and isolated, this reduces the effect of IoT compromise [23]. NIST specified the use of VLANs, zones, levels, tiers and ILoT architectures to organize OT networks [23].  
Intrusion detection software, antivirus software should be used to detect, mitigate and deter the introduction of malicious software into the system [23]. Malware detection can also use behavioural analysis and advanced file analysis to identify potentially malicious activity [23].
Authorization:
MFA (Multi-factor Authentication) refers to the use of more than one method of authentication (something you know- password, pin; something you have- key, smartcard; something you are- fingerprint, retina scan) [23]. This should be implemented in such a manner that each user only has access to the information necessary to do their duty.
IoT:
The first layer is device level security [23]. Each device should have a unique identifier [23]. For the device configuration, configuration changes should be restricted to authorized personnel [23]. For device authentication, the number of users and IoT devices allowed to communicate with an IoT device should be specified. 
Patch Management:
Patches should be made routinely to made to fix specific software vulnerability [23]. It is important for these patches to be tested before implementing them [23]. 
Log monitoring:
There should be centralized logging of the system and network [23]. It provides information about an incident and is critical 
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Preventive policies have been set to deter and prevent cyber attacks. However it is very important to know how to react when the cyberattack occurs. 
Monitoring
External monitoring simply focuses on gaining early knowledge of emerging threats, vulnerabilities and attacks [14]. The security team should always stay updated on current external security threats. Raw intelligence should be collected, filtered for relevance and assigned priority according to relative risk impact [14]. Detailed warnings should be updated to the relevant bodies [18]. A core part of monitoring is escalating warnings where necessary. 
Internal monitoring concerns informed awareness of the state of an organisation’s network and security defences [14]. It concerns building an inventory of networks, devices and the company’s security infrastructure. Then using Intrusion Detection and Prevention Systems (IDPSs) to detect and respond to threats; and monitor the internal state of the system and network continuously [14].
Incidence Response
After there is an incidence of cyber-attack, the first line of response is an incident classification [14]. Incident classification involves reviewing an occurrence to determine if it was an actual incident and whether the incidence response protocol should be triggered [14]. The incident should be classified based on possible indicators such as unfamiliar files, unknown programs, unusual system crashes; probable indicators such as activities at unexpected times, unrecognized accounts; and definite indicators such as presence of hacker tools and notification from hacker [14]. 
Once the attack has been confirmed, the next step is to notify the Computer Security Incident Response Team [14]. Their primary objectives are to stop the incident, mitigate its effect and provide information necessary for recovery. For notification, there must always be a updates Alert Roster which contains the contact details of relevant personnel on the CSIRT team [14]. Several methods of containing the incident should be implemented including disabling compromised accounts, disconnect affected network segments and reconfigure the firewall to block problem traffic [14]. 
If a problem cannot be handled by the IR plan, it should be escalated to outside authorities and law enforcement [14]. After an incidence, it is important to identify the vulnerabilities that caused the incident to happen/spread, address failures in the security protocols, restore data from backups and continue consistent monitoring of the system [14]. 
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 SETA (Security Education, Training, and Awareness Program)  gives a good template for training of employees [14]. It involves three main elements:
1. Security Awareness: Employees should be taught what security is and what they should do in certain scenarios [14]. They should be educated through specially made videos, company newsletters and training to spot threats and respond in their own capacity. 
2. Security Training: This involves equipping the employees with knowledge to prepare them to perform their duties securely [14]. This is done through formal training, seminars etc.
3. Security Education: The employee must be informed of why the cyber security policies are in place. They must understand how the security processes where developed and how they are implemented [14]. 
Periodic assessment must be done to ensure continuity of training. 

[bookmark: _Toc237142599]Conclusion
Cybersecurity is clearly a pressing issue in organizations today. SFM’s digitialization opens it up to cyber attack and threats. However, buy implementing the highlighted policies, proper monitoring of incidents and continuous employee training; occurrence of cyber attacks can be kept to a minimum. 
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