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> In everyday operation the Domain Names Service (DNS) translates website names into IP Addresses.
> Lets examine The Web address first, which is broken up into different parts:- 
. (root)			Root Domain/Zone 
.au			AU Domain/Zone  Top Level Domain (TLD)
example		Example Domain/Zone
http://www 			Protocol being used  	
The URL address is resolved BACKWARDS, 
>> In this example the user is attempting to visit www.example.au An Australian Website

NEXT SLIDE

There are one of two forms of DNS Queries: -
Iterative or Recursive

· Recursive = Requests Help from another DNS server to resolve – And ask any other DNS server to assist.
 
· Iterative = Requests Help from another DNS server to resolve the IP Address – DO NOT FORWARD THE DNS REQUEST ONTO OTHER DNS SERVERS.  
MORE SECURE, BUT NOT AS HELPFUL, but much faster.


Next slide
>> The user’s PC checks it’s DNS cache first, if there is no DNS record for Example.au in the Cache, then this query is sent to the local DNS server.  

> > When you visit a website, and type in the URL > If the server is unable to resolve the DNS query “WWW.EXAMPLE.AU.”.  It forwards the query onto a higher level DNS server in this case the ISP DNS Server.

If the ISP DNS server does not have a record then it will send the request onto the Root Domain DNS Server


NEXT SLIDE
> Finally the EXAMPLE DNS server is able to resolve the IP Address which is 1.1.1.1
> The response is sent to the user via each DNS server. queried along the way.
> The response is cached on each DNS server for 20 days, this is to make future DNS lookups more efficient.
> This process can take a while in computer terms especially as “EXAMPLE.AU.” would be an Australian website.  So, it would take some time before for the user receive the reply.
> This would be to the advantage of the attacker, if they could reply quicker than the legitimate site.

NEXT SLIDE
> If the Attacker were on the same network as the target, then their response would be much quicker than the genuine DNS reply.
> DNS poisoning involves altering DNS records so that a URL points to the attacker’s malicious website in place of the legitimate one.  
> This can be done by either amending the A, AAA record in DNS.  Main difference is that an A Record is IPv4 and AAA is IPv6
>> In the DNS Poisoning example, the Malicious DNS record for EXAMPLE.AU is provided as 2.2.2.2  

> When DNS was developed the main focus was to get it working and didn’t have much of an emphasis on security.  This has most certainly changed in recent years.
> With the EXAMPLE.AU, if the attacker were able intercept the DNS Query and send a reply BEFORE the legitimate DNS server then they would be able to inject their Malicious record into the local DNS server, that would be cached and stored for up 20 days.  
> So that any user querying that local DNS server would be sent to the malicious EXAMPLE.AU website for that period.
> If possible, the attacker would attempt to inject their malicious DNS record on a higher DNS server than the local one, so that more users would be targeted.
> Another option available to the attacker would be to host their own malicious DNS server with not just one malicious entry but a whole host of fake entries.  
> The next step would be to Inject an NS record pointing to the Attacker’s malicious DNS server.
> The malicious DNS server would advertise that IT HAS the authoritative DNS records for a particular DNS zone. EXAMPLE.AU  
> Yet another method is to amend the host file on the PC itself which is checked before sending a DNS request.   
> The Aim of the Attack
>This is done so that when the target visits the website which they believe to be legitimate, and the attacker can intercept the network traffic and view the contents of the data being passed.  
> This would allow the attacker to harvest user credentials, Personally Identifiable Information (PII) or financial details.  Which can either be used or sold on the dark web.
> The attacker then has several options available to them: -
· They can either redirect the traffic to the legitimate website, so the user is unaware of any suspicious activity and the attacker can monitor the traffic and continues to harvest details over a long time. 
·  Or the attacker could forward the traffic onto a malicious server, which would be a copy of the legitimate one in order to harvest as much information as possible.  The downside is that the target would most likely realise that something had gone awry at some point.
· In addition to this, the attacker could capture network traffic and then replay them on the legitimate site.
· A more malicious option would be to send the target to a malicious website that downloads malware onto the unsuspecting user’s PC.  Which could potentially be Ransomwared.
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Here is an example of how the Ettercap program can be used for DNS Poisoning:

A HTML web page is created and hosted on a server such as Apache server.
In the Ettercap directory the attacker opens the etter.dns file. The URL address of the target website is added to this file along with the IP address where the fake website is hosted. This could be the attacker's IP address. 
Ettercap is then used to scan for hosts on the LAN. The IP address of the target computer is added to target 1 and the default gateway to target 2. 
Then the dns_spoof plugin is used to bombard the target machine with fake DNS responses that resolve the target website to the the IP address where the fake website is hosted.    

Here is an example of how Judas DNS can be used for DNS Poisoning:
  https://www.ymca.int/  (open page on presentation)
What are we looking at here? 
The YMCA is an organisation with the  .int extension. 

The DiG tool is used to find a vulnerable .int TLD nameserver. The hacker registers this name server.
Because of the way Round Robin DNS works the malicious name server will be selected approximately 50% of the time over the authentic name server. 
The malicious name server is set to reply with a large TTL e.g. one week. This reply goes back to the resolver's cache.
Therfore even though it was one user who received the malicious response, because the malicious name servers reply is stored in the resolver all users who visit the website will receive the reply from the malicious name server for the length of the TTL.
Judas DNS is deployed on the malicious name server. The hacker edits the DNS responses sent from the server. The responses can be configured to redirect inbound emails from a specific IP address or ….  


It would be safe to assume that there is little web traffic on out of use .int websites however this sort of vulnerability can be exploited on other sites that aren’t .int  for example where a site has a non-existent authoritative nameserver e.g. due to a typo in a name servers address.For example in the name: field 
Typo squatting

     
https://github.com/mandatoryprogrammer/JudasDNS - 
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Mitigation for Users & DNS Servers
Mitigation steps for end users:-
> Use of secure encrypted protocols when passing data.
> Usage of Secure protocols such as HTTPS, SSH, SFTP, FTPS so that sniffing cannot take.
> Cybersecurity training, so that users are made aware to check the certificate of the server they are logging into to ensure that the site is genuine before entering their details.
> Also ensure that the certificate is from a reputable source, Verisign etc.
> Ensure that Antivirus and software is up to date, so that if the user is taken a malicious website there are best protected.  

If the user believes that the DNS cache has been poisoned then they should clear their DNS cache and change their DNS server to a trusted servers.
ipconfig       /displaydns      	Display the contents of the DNS Resolver Cache.
nslookup www.example.au 8.8.8.8
This checks the DNS record on Google’s public DNS server, it should match what is in the DNS cache.
> If not this might indicate a poisoned DNS cache
ipconfig     /flushdns        	Purges the DNS Resolver cache.

Mitigation steps on DNS servers
> Changes have been made to the DNS system over the years to improve security.  A Request ID is added to each DNS request which is a random 16 bit value (65,000)
> Source ports are also random to the value of 16 bit value (65,000)
> So the attacker would need to send a reply to the original DNS request with the correct source port and also reply with the correct request ID in the response.  BEFORE the genuine response is received from the local DNS server.
> 65,000^2  = 4.255 Billion to one.
>  Therefore, this attack is less common than it used to be.
> DNS server should be configured so that any attempts to inject malicious DNS entries will be blocked.  
> Implementing DNSSec instead of DNS. DNSSec uses Public Key Infrastructure (PKI) to validate DNS servers which is done via Authentication.  
DNS records provided by a reputable source
So that the user has confidence that their data is not being intercepted.  
> This is done by implementing PKI Cryptographic digital signatures.  
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Implementation of DNSSEc.  
In 2010 when DNSSEC went live the ROOT DNS had it’s certificate signed and was made available for the TLDs.  

In turn the TLD then were provided with certificates of their own and a trust relationship was established between the Root and TLD domains. 
This process has been replicated with other DNS domains.
This is what is known as the CHAIN OF TRUST

DNSSEC is still in the process of being rolled out, but is said to be commonplace in the near future
To discuss DNSSEC in its entirety would require a much longer preparation, he is the brief overview:- 

The Key Signing Key (KSK) is used to sign and verify the Domain / Zone Key
Zone Signing Key (ZSK) is used to sign and verify the domain / zone

Root PubKSK is made available 
The local DNS server would have a copy of the root PubKSK provided with it’s OS.

>> DNSSEC users ITERATIVE DNS queries ONLY.   FAR MORE SECURE.
>> Each query is between Local DNSSEC server and each of the DNSSEC Servers DIRECTLY.
>> SO the DNS queries are not passed between the intermediatory DNS servers as before.
>This is far more secure than using the recursive DNS query method previously used.
>So there’s more control and you know exactly where the DNS records are coming from.
>A multitude of Signatures, Certificates, fingerprints and Keys (Including the KSK and ZSK, are then exchanged between the local DNS server and each of the DNS servers directly.
> These are then used to verify the DNSSEC servers used and that the DNS Domains / Zones are genuine.
They also provide the DNS record!! 

Once the trust relationship has been established, The DNS records are then sent between the validated Zone DNS server and the Local DNS server directly.

NEXT SLIDE

The user sends a recursive DNS query to the Local DNS server
The Local DNS server then sends an Iterative DNS query to the root domain server
The Attacker notices the recursive DNS requests and attempts to send a malicious DNS reply, as before.
This time the PC blocks the DNS reply as it hasn’t come from a validated DNSSEC server.
