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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts  
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	S0/0/0
	172.16.13.104/30
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	S0/0/1
	172.16.13.108/30
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Introduction
IPv4 was described in the IETF (Internet Engineering Task Force) publication RFC 791 almost 40 years ago, in September 1981[1]. The IPv4 numbering structure is capable of producing 232 (4,294,967,296) unique IP addresses, however, large blocks of addresses were reserved and unavailable for public use. Inefficient allocation practices, combined with an explosion in growth of network-connected smartphones and other always-on devices, resulted in the Number Resource Organisation (NRO) reporting in February 2011 that “the free pool of available IPv4 addresses had been fully depleted"[2] [3].  
To address the limitations of IPv4, the IETF developed a suite of protocols and standards known as IPv6[4].
IPv6:
Structure
IPv6 addresses are written as a hexadecimal address that uses numbers and letters, consisting of 8 sets of 16 bits or 4 hexadecimal digits separated by colons. 
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A basic Ipv6 address [5]
Size
An IPv6 address is 128 bits in length compared to 32bits in IPv4, allowing for a vastly increased IP address space (2128) capable of producing a theoretical maximum of 340,282,366,920,938,463,463,374,607,431,768,211,456 or 340 undecillion addresses. 
With IPv6, the vastly increased number of available addresses means Network Address Translation (NAT) is no longer required as a countermeasure to preserve IP addresses. Each device can be assigned its own globally unique IPv6 address, allowing it to address any other device on any network in the world without translation, increasing network performance.
New Packet Header 
An IPv6 address is four times larger than in an IPv4 address, but a default IPv6 header is only twice the size of a default IPv4 header. IP headers in v6 are simpler than in v4 in order to minimize header processing, improving routing efficiency and performance. Non-essential and optional fields within an IPv4 header have been moved to extension headers in IPv6, which can be modified depending on requirements. Less processing power is required by intermediate routers when these packets are received, resulting in faster operation. The diagram below [6] shows the differences between the two:
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Prioritised delivery
A new Traffic Class field that contains a differentiated services code point (DSCP) value in an IPv6 header indicates the packet's priority or class. A new Flow Label field in the IPv6 header also allows routers to identify and provide special handling for packets that belong to a flow. Because traffic can be identified via the new fields present in an IPv6 header, delivery can be prioritised even when the payload of a packet is encrypted.
IPsec 
Support for IPsec headers is an IPv6 protocol suite requirement, although implementation is not mandatory. Authentication and encryption extension headers can provide data integrity, data authentication, data confidentiality and replay protection for an IPv6 packet. Although support for IPSEC was present in IPv4, the use of NAT came at the cost of performance and increased the complexity of p2p connections. As IPv6 negates the need for NAT, these detrimental effects will not be encountered when IPSEC packets are processed by routers.
Fragmentation
Router processing time is reduced as fragmentation tasks are performed at the source and destination host. MTU size is calculated before a packet is sent, rather than on each router the packet traverses before reaching its destination.
IPv6 Address types
Unicast - A unicast address is an address assigned to a single interface only, of which there are three classes:
· A Global unicast address is a publicly routable global address that can route to and from any device on the Internet. These addresses are identifiable by their prefix of “2000::/3”.

· A Link-local IP address sends packets to other devices on the same physical network segment, but a packet with a link-local IP in the header will not travel through internal routers. These addresses are identifiable via their prefix FE80::/10. The equivalent in IPv4 is a 169 address.

· Site-local addresses are identifiable via prefix FD00::/7 and are not routable over the internet. In an organisation, a site-local address can communicate with any other device on the company network but will not route through the internet gateway. They are the equivalent of an IPv4 private IP address.

Multicast – A group of devices can be represented by a multicast address. In this scenario, a packet sent to a multicast address will reach all members of the group. Broadcast addresses in IPv6 are not supported but multicast addresses can be used to achieve the same thing. An IPv6 multicast address begins with prefix ff00::/8, while ff02::1 represents all nodes on a segment and f02::2 represents all routers.
Anycast – An anycast address also represents a group of network interfaces, however the packet sent is received by only one member of the group, usually the closest. This can be used for load balancing between routers and increases efficiency.
Stateless and Stateful Address Configuration
IPv6 supports both stateful and stateless address configuration. Dynamic Host Configuration Protocol version 6 (DHCPv6) or static configurations allow for stateful configuration. Stateless address configuration allows hosts on a link to automatically configure themselves with a link-local address, enabling immediate communication with other devices on the same segment, with no manual intervention required. 
Global addresses are also created using stateless address configuration in IPv6. Global prefixes are advertised periodically via Router Advertisement (RA) messages that are also sent in response to device solicitation messages sent by a host. The host IPv6 address is created by appending its 64bit interface identifier to the 64bit prefix contained in the RA message, producing a 128bit IPv6 address[7].

Neighbour Discovery Protocol
A new neighbour discovery protocol (NDP) uses ICMPv6 to locate other nodes on the network. NDP is used to obtain link-local addresses of neighbours on the same network, track and verify the reachability of neighbouring devices[8], autoconfigure IPv6 addresses, dynamically discover network prefixes and routers and resolve MAC addresses[9].
Mobility
Mobility support in IPv6 allows nodes to keep the same address “regardless of its current point of attachment to the Internet”[10].

Conclusion
IPv6 is a protocol that not only resolves the IPv4 address shortage but when implemented paves the way for a more efficient, secure and simplified network.
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