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Abstract—Managing and maintaining network resources using
network policy and security practices is demonstrated with
Windows Servers and Windows Clients. Demonstration of per- Fig. 3. Figure of Windows Client I Folder Security.
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Process shows the method to remove the inheritance con- Figure 8 indicates that the Modify permission was not given
nected to the default groups. This enables the removal of to the user.
the default groups, for example Authenticated Users and
SYSTEM Permissions for importantFile.td >

Secunty
Obgect name: C Dept_lmportant_Docs smportzet Fike td
Name: C\Dapt_important_ Docs
- Group or user names:
e Block Inheritance

<
Permissians

& Edward EP. Patch (NW T-EP@nwiraders msft)

{.. What would you like to do with the current inherited permissions? & Gareth GS. Smth (NTW-GS@rwiraders msft)

For additional inf

dit G available),
You are about to block inheritance to this object. which means that permissions
Permissian entrie inherited from a parent object will na langer be applied to thiz object.
Type  Pn
52 Allow  Ad — Convert inherited permissions into explicit permissions on
S8 Allow SV this object
B8 Alew U Add .. Remove
52 Alow  Ad —> Remove all inherited permissions from this object.
Pemissions for Garsth GS. Smith Allow Dierry
Cancel — .
Moy :I::lJ -
Add R Vi Foad & execute = (]
Fead (]
Witte = (=]
[1Replace ail child object permissian entries with inheritable permizsion entries fram this abject Special permissions o
ok Cancel Apply
oK T Cancel | T T
e =J® Cancel Aeply

Fig. 4. Figure of Windows Client I Folder Security. Fig. 7. Figure of Windows Client I Folder Security.
The figure 5 displays the confirmation dialog to remove all

access to all user groups. This provides a clean slate to create
new permissions.

Text is added to the text file, which is evidence in the figure
below.

1 impertantFiletd - Notepad

- o =<
1=l ® | vepn File Edit Formst View Help
[

HELLO WORLD
Mame: C:\Dept_Important_Dacs --- ——--

END OF TRANSMISSION
Qwner: Edward P, Patch (WWT-EP@nwtraders.msft) & Change | T
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available),
Permisaian ntries:

No groups or users have permission to access this object. However, the owner of this object can assign permissions.

Windows Security

You have denied all users access to Dept_important_Docs. No one will Flg 8. Figure of Windows Client I Folder SBCI]I'ity.
be able to access Dept_Important_ Decs and only the owner will be able
to change the permissions.

A Do you want to continue?

aad || B. Windows Server I - Folder Sharing

Enable inherance Yes e Server Message Block (SMB) Share Feature was setup on

Windows Server I to share files towards other workstations
ok e |[amy |  Within the network.

[]Replace all child cbject permission entries with inheritable permissicn entries from this abject

flu Mew Share Wizard

- o X
Fig. 5. Figure of Windows Client I Folder Security.

Select the profile for this share

Evidence of Edward EP. Patch (NWT-EP @nwtraders.msft)

being added to the permissions. Note: Gareth GS. Smith 3 SMB Share - Quik T Bask profle reprasis e mestvay 0 creete an
o SMB Share - Advanced w:dgliir;ﬁdeyz::ﬁ;:d to share files with
(NTW-GS @nwtraders.msft) was added to the permissions. '

SME Share - Applications

NFS Share - Quick + Suitable for genersl file sharing

NFS Share - Advanced + Advanced options can be canfigured later by
using the Properties dialog

File share profile: Description:

Select Users, Computers, Service Accounts, or Groups b

Select this ohject hype

|Lhnu, Groups, or Bultin security principals

| | object Types...
From this location:
Enter the object names to select (cxamples):
Edward EP. Patch (MY T-EP Ereiraders msi) Chechk Names

Advanced .. Cancel

Next » Create Cancel

Fig. 6. Figure of Windows Client I Folder Security. Fig. 9. Figure of Windows Server I Folder Sharing.

Page 2 of 8



Windows Server I (DCI-NWT) C drive was selected for the
file sharing to be enabled on the network.

P New Share Wizard - =] =
Select the server and path for this share
Server:
Server Name Status Cluster Role Guiner Node
DC1-NWT Onlina ot Clusterad

Share location:
@ Select by volume:

Volume. File System

The location of the file share will be 8 new folder in the \Shares directory on the selected
volume,

Type a custom path.

e
Fig. 10. Figure of Windows Server I Folder Sharing.

Set Share Name to ‘DebtNetShare$’ and selected the loca-
tion for file sharing.

B New Share Wizard R

Specify share name
DeptfictSnares]

Share name:

Share description:

Local path to share:

Ci\Shares\DeptNetShare$

O if the folder does not exist, the folder is created.
Remote path to share:

WDE1-NWT\DeptMetShares

Set permissions under DebtNetShare$ for Edward EP. Patch
user to have Modify, Read & Execute, List folder contents,
Read and Write.

Prncipal

Echuard EP, Patch (NWT-EP@rwdraders.meft) Select s principe
Type  |Allow v

Appliesto: | This folder, sublolders and files b

Basic permissions:
[ Full contrel
Moty
7] Read & execute
List folder contents
Read
[AWite

Show advanced permissions

[] Only apply these permissions to abjects and/or conteiners within this container Clear all

Add  candition to it aceess. The prineipal will be granted the specifed pesmissians orly f conditions are met,

Add a condition

Cancel

Fig. 13. Figure of Windows Server I Folder Sharing.

Set permissions under DebtNetShare$ for Gareth GS. Smith
user to have Modify, Read & Execute, List folder contents,
Read and Write.

Cancel

Fig. 11. Figure of Windows Server I Folder Sharing.

Configured the share settings of DebtNetShare$ to Enable
access-based enumeration and Allow caching of share.

Fl New Share Wizard - o x

Configure share settings

[¥] Enable access-based enumeration
Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for & folder, Windows hides the
folder from the usar’s view.
[+#] Allow caching of share
Caching makes the contents of the share available to offline users. If the BranchCache for
Network Files role service is installed, you can enable BranchCache on tha share.
Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files downloaded from this
share, and then aliows the files to be securely available to other computers in the branch.
[ Encrypt data access

Whan enablad, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server,

« Previous Next » Cancel

Fig. 12. Figure of Windows Server I Folder Sharing.

Entry for DeptNetShares

s Gareth GS. Smith (NTW-GS@nursders.msft) Select s principsl
Allow <

to: | This folder, subfolders and files =

===
Fig. 14. Figure of Windows Server I Folder Sharing.
An overview of the Folder Permissions.
Acvanced Securty Semings for DeptNetshares - o x
Name CASharerDepriiesshares

For additional information, double-click a permission entry. To modify a parmission entry, select the entry and click Edit (if available)

Permission entries:

Type  Principal Access Inherited from Applies to

& Allow  Gareth GS. Smith (NTW-GS@.. Mane

82 Allow (=19

52 Allow - e

B2 Allow RADERS\Users) s (<3N

S& Allow  Users (NWTRADERS\Users) Special = This folder and subfolders
8% Allow CREATOR OWNER Full cantrol Iy Subfolders and files anly

Dizable inheritance

[CIReplace ail child cbject

entries with I entries from this object

Fig. 15. Figure of Windows Server I Folder Sharing.
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C. Windows Client I - Network Drive

The figure 16 shows the DebtNetShare$ File Share. The

address of the File Share is \\DCI1-NWT\DebtNetShare$.

L= Drive Toals | This PC

-_— (u} x
Ea| vien | i

— [ Uninstall or change a program
~ e i ‘h -

Properties Open Rename

180 System properties
Access Map network Add a network

Open
mediav  drive = Iocation settings 9 Manage
« ~ 4 H, ThisPC » ~ & | Search ThisPC £
# Quick access ~ Folders (6)
B Desktop - -
=)
& Downloads . - Deskiop E Documents.
= Documents -
& Pictures - J oornion J‘} Music
Dept_important_Do
& Mesic o Pictures | v
| Videos —
& OneDrive ~ Devices and drives (1)
Local Disk (C:)
08 This PC ==
12.3 GB fr
o Network
- ~ Network locations (1)
DeptNetShareS (\DC1-NWT) ()
—
W™ 35.4.G8 free of 454 GB
Bitems 1 item selected

Fig. 16. Figure of Windows Client I Network Drive.

The folder and text file was created in the File Share.

[}
v 5 | DepthetShare§ - 0 X

File Home  Share  View 0

« v 4 » ThisPC » Local Disk (C) » Shares » DeptNetShared w il Search DeptNetShared p
hame ) Date modified Type Sae
o Quick aceess
hello 11300 Filefolder
1 Deshioy S
’ 5 test 211201 Tet Document 0B
* Downloads ~~ #

2 Documents

& Fictures 1

Fig. 17. Figure of Windows Client I Network Drive.

Evidence:

Evidence of folders and files created from Windows Client I
displayed on Windows Server 1.

Drive Tools  DeptNetShareS (\DC1-NWT) (Z)

Share Views Manage

» _]« - r T T [

Py -
PintoQuick Copy Faste —
access

[] Paste shortcut

B setectan

Select none
Froperties

25 irvert selection

New
Tolder

-«

“ 4 = » ThisPC » DeptNetShare$ (\\DC1-NWT) ) » v O
Name -

# Quick access
B Desktop
& Downloads

-
-

= Documents -
.

Do

Date modified Type
hello

File folder
= teste

Text Document

& Pictures.
Dept_Important

B Music

| Videos

f& OneDiive
[ This PC

i Nebwork

Zitems

Fig. 18. Figure of Windows Server I Network Drive.

Creation of a Organisational Unit set with the name ‘Non
Admin Users’.

D. Windows Server I - Organisational Unit

| S e piiecan b meaasis e SRy b eLpees:  ETESaaseresa ams sass

MNew Object - Organizational Unit

Create in:

=

nwiraders mst.”

Mame:

[Nen Admin Users

=] Protect container from accidental deletion

Cancel

Fig. 19. Figure of Windows Server I Organisational Unit.

A new user is created named John JM. Maryland (NWT-
JM).

Mew Object - User

L3

Create in:  nwtraders msft/Mon Admin Users

First name:

[dahn | iists: [JM
Last name: |Me|n'|ﬂnd |
Full name |J:|h1 M. Memyland |
User logonm mame:
[HwiTand | | @rwtraders msft =
User logon name (pre-Windows 20005
[NWTRADERS ] |NWT JM I

< Back

Cancel

Fig. 20. Figure of Windows Server I Organisational Unit.

All users created including the previously created user is
moved to the Non Admin Users Organisational Unit Group.

I Active Directory Users and Computers

File Action View Help

Nemwp |2l 0| E G EOM| & @Y os

Y3 Active Directory Users and Com|| Mame — Description
E 1 Saved Queries 2, Gareth GS. Smith  User

- R reteader st 2, John M. Merryland  User

d > B3 Computers

J =1 Damain Controliers

1 ForeignSecurityPrincipals
Managed Service Accour

3 Users

= Man Admin Users

Fig. 21. Figure of Windows Server I Organisational Unit.
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E. Windows Server I - Control Panel Restriction

In Group Policy Management Console under Non Admin
Users created a group policy named ‘NoCtriPanlAccess’.

Non Admin Users

Linked Grous Palcy Objscts | Groun Palicy Inhestance | Dielegation
Link Order aro Enforced Lk Ensbied GPO Stats WHI Fer Modied Deman
1 & NoGuiPanAccass No Yes Enabled MNene 0102202 wiraders

Fig. 22. Figure of Windows Server I Group Policy Management Console.

The figure 23 enabled the Prohibit access to Control Panel
and PC settings under the ‘NoCtrlPanlAccess’.

& Prohibit access to Contral Panel and PC settings = -

i =] Prohibit access to Contral Panel and PC settings

Previous Setting Mext Setting

) Not Configured  Comment:
I 1

®) Ensbled

) Disabled
| Supported on: [ least Windaws 2000
1
| Options Help
Disables all Control Panel programs and the PC settings app. b
1 ing prevents Controlexe and SystemSs
1 s files for Control Panel and PC setting arting. As | F
a result, users cannot start Central Panel or PC settings, or un e
any of their items. b
This setting remaves Control Panel fram:
The Start zcreen
File Explorer
Thiz setting remeves PC settings from:
The Start screen
Settings charm
Account picture
s
Control Panel item from the Properties
| . & message appears explaining that a t
| action.

Cancel

Apply

Fig. 23. Figure of Windows Server I Group Policy Management Console.

Updated Policies: The GPUpdate script updates the policies
set within the server.

I

T B Admimistratern Command Prompi

Fig. 24. Figure of Windows Server I GPUpdate Script.

Evidence: Evidence of Control Panel being unauthorised
for Non Admin Users.

| ¥ Control Panel . |
Contacts

Search for "Con

Fig. 25. Figure of Windows Client I Control Panel Error.

This operation has been cancelled due to restrictions in effect on this computer, Please
contact your systemn administrator.

Fig. 26. Figure of Windows Client I Control Panel Error.

F. Windows Server I - Command Prompt Restriction

The figure 27 enabled the Prohibit access to command
prompt under the ‘NoCtrlPanlAccess’.

Prevent access to the command prompt (=] =

| TR R e T Previcus Setting Mext Setting

) Not Configured ~ Commant: ‘ ‘

@ Enabled
) Disabled
Supperted on: [ At least Windows 2000 ‘

Options: Help
This policy setting prevents users g the interactive

Disable the command prompt script processing policy I P a

o command prompt. Cmd.exe. This polic: ng alzo determines
whether batch files {.cmd and .bat) can 1 the computer

No

I you enable this policy setting and the user tries to open 2
command window, the systern displays a message explaining
that a setting prevents the acticn

If you dissble this policy setting or do not configure it, users can
run Crmel.exe and batch files normally.

Mote: Do not prevent the computer |
the computer uses logon, logoff, star
scripts, or for users that use Remote

=

Cancel Apply

Fig. 27. Figure of Windows Server I Group Policy Management Console.

Evidence: Evidence of the Command Prompt blocked on
the Windows Client I. However, the PowerShell is not disabled
in this setup, which offers more power, to running scripts and
administrative commands.

Fig. 28.
Access.

Figure of Windows Client I Command Prompt and Powershell
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G. Windows Server I - Removable Media Drives

Created a Group Policy Organisation named ‘NoauthSoftIn-
stallS’.

Mew GPO >

H. Windows Server I - Organisation Unit

Within the Server Manager, a new Organisation
named ‘NWClient Computers’ is created. Moved DCI-
to NWClient Computers.

Unit
NWT

Mame: (=
|NOUnamhsﬂﬂ|n5talls ;EAT;S:RQCSSE:;TCampums - o x
i LocalSef 4u o | 21| 01| ) &
B Aol oy s and o e o Fo
Source Starter GPO: W ADDS |5 3 Saved Queries “itin  buikinDomsin
RONs [V ke Control Container Defautt container for up.
{none) w Mo o o™ o o
Change Domain Controle Zg',‘ pefeutcontenerorms
Raise domain functional level.. Container Default container for up.
Operations Masters.
Cancel - o
G 5 @ e
View b G
= I
Fig. 29. Figure of Windows Server I Group Policy Management Console. Epor L. A
— ey,
. PN
. . . X L -
Inserted Universal Serial Bus (USB) via Virtual Box. Vs
< > Shared Folder
Creates a new item in this container.

ervices ervices
Windows Client - Settings Performance Performance
BPA results BPA results

0311

B g0y B

S Fig. 32. Figure of Windows Server I Organisational Unit.

Audio

© winl0.iso

Information

RLuTinL een A
Mew Object - Organizaticonal Unit >
hared Folders
User Interface — Create in:  nwiraders msfts
Mame:

|ch:|iem Computers|

Protect container from accidental deletion

Cancel

Fig. 30. Figure of Windows Server I Group Policy Management Console.

Evidence:
USB never displays, which could suggest that the policy
works.

[TINE = | ThisPC - [m] x
Computer  Vie L]

Cancel Heip

Fig. 33. Figure of Windows Server I Organisational Unit.

. Uninstall or change a pragram 1
g 4 = [
s o 78 System properties ] M owe x
Properties Atcess Map network Adda network  Open
mediar e~ location . settings EBManage 1
4 Mowve object imto container:
« ~ 4 B, ThisPC v O Search This PC » 3
# Quick access Folders (6) Y =S nwtraders
I Deskiop d = -
& Downloads S 42 Documents Builtin
- e g Computers
= Documents
B A )
8 i § oot 2 Domain Cortrollers
Dept_Important Do 1 ForeignSecurityPrincipals
Music Managed Service Accounts
» ) Pictures m Videos )
B Videos — o Mon Admin Users
L& OneDrive - Devices and drives (2) MWW Client Computers
Lisers
[ This PC = €D Drive (D)
~ B free of
&2 CD Drive (D2) .
- Network locations (1
= Network DeptNetShareS (\DCT-NWT) (Z:)
™ 333 G free of 9.4 GB
Cancel
Sitems == =

Fig. 34. Figure of Windows Server I Organisational Unit.
Fig. 31. Figure of Windows Server I Group Policy Management Console.
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1. Windows Server I - Software Install Restrictions

Created a Group Policy Organisation named ‘NounauthSoft-
InstallS’.

Mew GPO et

Mame:
|Nounauth5clﬂlnstall5

Source Starter GPO:

(none) o

Cancel

Fig. 35. Figure of Windows Server I Group Policy Management Console.

The figure 36 enabled the Prohibit User Installs under the
‘NounauthSoftlnstallS’.

Evidence:
The evidence shows that a non-administrator can not install
software.

Domain: MNWTRADERS

Show details

—— ro

Fig. 38. Figure of Windows Client I Installation of Google Chrome.

J. Windows Server88 I - Password Policy

A password policy was put in place to prevent passwords
that are less than ten characters, any weak and common
passwords from being used within the network.

their user profile.

Cancel Apply

Fig. 36. Figure of Windows Server I Group Policy Management Console.

Updated Group Policies with GPUpdate script.

BR Administrator: Command Prompt

rsion 18.8.
rporation.

fully.
sfully.

Fig. 37. Figure of Windows Server I GPUpdate Script.

A& Prohibit User Installs [m] x
! Group Policy Management Editor - | X
5] Prohibit User Installs FizfooSais Next Setting File Action View Help
e nm XE Hm
O Not Configureg ~ Comment: ~ (& Computer Configuration ~ || policy - Policy Setting
~ Policies
- Enforce password histol 8 passwords remembered
® Ensbled 7 Software Settings ’ v ’
> 1 Windows Setts Maximum password age 31 days
O Disabled 2 Nome Resoln Minimum password age 1 days
. » Minimum password length 10 characters
Supperted on: [ ficrosoft Windows XP or Windows 2000 with Windows Installer v2.0 ] Seripts (Startu s ¢
1 Deployed Prin Password must meet complexity requirements Enabled
<« G Security Settr 521 Store passwords using reversible encryption Disabled
w5 Account P
Options: Help: =
3 Accou
User Install Behavior: | Hide User Installs | | [This palicy setting allows you to configure user installs, To > Kerber
configure this policy setting, set it to enabled and use the drop- F Local Polic
down st to select the behavior you went. 3 Eventlog
7 Restricted
If you do not configure this policy setting, or if the policy setting A System Se
is enabled and "Allow User Installs" is selected, the installer 5 Registry
allows and makes use of preducts that are installed per user, and & File Systen
products that are installed per computer. If the installer finds a Eot Wired Net
per-user install of an application, this hides a per-computer T Windows |
installation of that same product. | Network L
. . . Galf Wireless N
If you enable this policy setting and "Hide User Installs" is = Public Key
selected, the installer ignores per-user applications, This causes a © SoftwareF
per-computer installed application te be visible to users, even if S &
those users have 3 per-user install of the product registered in < >

Fig. 39. Figure of Windows Server I Group Policy Management Console.

Updated the policies within the network via the GPUpdate
script.

B Administrator: Command Prompt

Fig. 40. Figure of Windows Server I GPUpdate Script.
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Evidence: Evidence shows that the password policy in
place works. The password was eight characters long, mixed
with case-sensitive and case-insensitive, numerical and special
characters. Note: After testing the password policy, the user
account was created successfully with twelve characters.

in:  nwiraders msft/Non Admin Users

When you click Finish, the following object will be created:

Full name: Henry HP. Patrick

User logon name: NTW-HP @nwtraders msft

The user must change the password at
Active Directory Demain Services x

8 Windows cannot set the password for Henry HP. Patrick

rd does not meet the password policy
its. Check the minimum passwor: d length,
omplexity and password history requirements

Fig. 41. Figure of Windows Server I Testing of Password Policy.

ITII. WORKSHEET THREE - OBSERVATIONAL
A. Differences of Local Permissions and File Shares

The difference between local permissions and file shares is
that local permissions is enabled for those who connect via
a workstation within the network. Whereas, remote users that
access outside require permissions for the file share area.

File Transfer Protocol (FTP) Permissions cited from Dan
Gookin [1], How to Set File Permissions on a Remote FTP
Site:

e Read.

o Write.

« Execute.

File-Sharing cited from Cindy NG [2], New Technology File
System (NTFS) Permissions vs Share: Everything You Need
to Know:

« Full Control.

« Modify.

« Read and Execute.

« List Folder Contents.

¢ Read.

o Write.

B. Group Policy Management

Group Policy Management controls the policies put in place
for different Organisation Unit’s. An example from Leopide,
Danny Murphy [3] Top 10 Most Important Group Policy
Settings for Preventing Security Breaches, Disable Guest Ac-
count policy, “Through a Guest Account, users can get access
to sensitive data. Such accounts grant access to a Windows
computer and do not require a password. Enabling this account
means anyone can misuse and abuse access to your systems.

Thankfully, these accounts are disabled by default. It’s best
to check that this is the case in your IT environment as, if this
account is enabled in your domain, disabling it will prevent
people from abusing access:

In Group Policy Management Editor (opened for a custom
GPO), go to ‘Computer Configuration’ ‘Windows Settings’

‘Security Settings’ ‘Local Policies’ ‘Security Options’. In the
right pane, double-click ‘Accounts: Guest Account Status’
policy. Select ‘Define this policy setting’ checkbox and click
‘Disabled’. Click ‘Apply’ and ‘OK’.”

C. Password Principles

Having Password house styles in practice helps reminds
users to set strong and unique passwords. Controlling when
a password expires and altering password requirements can
make it hard to penetrate even if encrypted passwords are
leaked from the company.

Peters & Associates [4] Five Core Principles of Password
Security article, suggests that passwords should be too com-
plex to memorise in the following statement:-

“There is a direct correlation between the difficulty to crack
a password and its length, complexity and uniqueness. Thus,
good passwords should be longer than 8§ characters and contain
a good mixture of upper- and lower-case letters, numbers and
special characters such as ‘@ % $ ~ #’

The length and composition of such passwords make them
difficult to memorize, which is great for security, but hard
for a human to control. The control is exponentially more
challenging as the number of digital accounts increases. Again,
great for security, but difficult to manage without help.”

IV. LIST OF ABBREVIATIONS

e SMB - Server Message Block.

e GPM - Group Policy Management.

e USB - Universal Serial Bus.

e GPUpdate - Group Policy Update (Command Script).
e FTP - File Transfer Protocol.

e NTFS - New Technology File System.

V. CONCLUSION

The report covers the methods in place to restrict user
activity. These things cover:-

o Control Panel Access.

o Command Prompt Access.
e Removeable Drive Access.
o Installation Restriction.
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