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[bookmark: _Toc241072876]1.1 Introduction 

A technology revolution has shaped and redirected the focus of cybersecurity within today's organisations, with the internet and cloud computing just a couple of the technologies that have made a big impact. The reliance of businesses, governments, healthcare organisations, and finance and banking institutions on networked systems has increased greatly over the past few years, as has the vulnerability to network attacks. Network Intrusion Detection Systems (NIDS) are crucial in detecting unauthorised or malicious activities in computer networks. stealthy and previously unseen attacks, ransomware, botnets, and Advanced Persistent Threats, however, have proven difficult to detect using traditional Intrusion Detection methods. With the advent of recent AI (Artificial Intelligence) research, and specifically Deep Learning (DL), it increasingly offers new opportunities for enhancing IDS, in which case complex traffic patterns would be learned automatically from large-scale network traffic. Different deep learning algorithms like Artificial Neural Networks (ANN), Long Short-Term Memory (LSTM), and Gated Recurrent Unit (GRU) networks have shown great potential in cybersecurity tasks. 

[bookmark: _Toc241072877]1.2 Research Background

There has been a rapid development of digital technologies, and these have been effective at increasing connectivity, automation and data sharing across industry as well as reimagining how organisations operate. Cloud computing, the Internet of Things (IoT), fifth-generation (5G) communication technology, Edge Computing and remote working hardware and platforms have become a part of contemporary business reality. While all these innovations and developments have helped in increasing operational efficiency and enabled the digital transformation, they've also added to the complexity of cybersecurity issues. In fact, as organisations are growing more dependent on complex interconnected networks, cybercriminals are evolving their methods to more advanced attacks, ransomware, Distributed Denial-of-Service (DDoS) attacks, Botnets, Advanced Persistent Threats (APTs), Phishing Campaigns, malware, and Zero-day Exploits, to name a few [1]. Thus, the security of computer networks is now a critical priority for governments, businesses, healthcare, financial services and critical infrastructure providers. One of the crucial security controls to safeguard network infrastructures from malicious activities is Network Intrusion Detection Systems (NIDS). They are used to track network traffic and keep an eye out for unusual activity, and they will send out notifications whenever a potential security breach is spotted [2]. Most intrusion detection systems are signature-based or anomaly-based. Signature-based systems have a database of frequently encountered network traffic patterns to match against and are effective at detecting known attacks. However, they have not been able to detect new and unknown attacks as they heavily depend on continually updated signature databases. On the other hand, anomaly-based systems create a profile of “normal” network behaviour, and if the network shows unusual behaviour, it could be a sign of intrusion [3]. This solution lets you identify new attacks, but it may lead to the generation of a large number of false positives, which decreases operational efficiency and can make cybersecurity analysts' jobs more burdensome. Artificial Intelligence (AI) and deep learning in recent years provide an opportunity to enhance network intrusion detection systems (NIDS). Utilising deep learning models, rather than traditional approaches that rely on hand-designed features, the models can automatically extract intricate feature representations from vast amounts of network traffic. ANNs, LSTMs, GRUs, and Autoencoders have been found to have improved performance for identifying malicious activities based on the spatial and temporal patterns observed [4]. But, problems such as class imbalance, high computation, model overfitting, and adapting to new network environments are still being interpreted and tackled. This work is expected to solve these problems by investigating the use of deep learning techniques to build a powerful and efficient NIDS to improve cyber defence for the current digital world.

[bookmark: _Toc241072878]1.3 Problem Statement

There is considerable success in developing cybersecurity technologies; however, current intrusion detection systems have been encountering serious issues in detecting current-day cyber attacks. An IDS that uses a signature relies on a set of patterns and cannot detect polymorphic virus attacks or zero-day attacks if the pattern doesn't exist in the signature rule base. While anomaly-based systems work well with unknown attacks, they are often plagued by high rates of false positives, leading to many alerts for security analysts to investigate, diverting their various security analysis tools [5]. Moreover, current network environments generate large amounts of data from high-dimensional and, at times, imbalanced data distributions, making accurate real-time ID more challenging.Deep learning provides the ability to learn complex patterns from network traffic, but its effectiveness depends on factors such as dataset quality, class distribution, model architecture and generalisation to unseen data. A model may achieve relatively high overall accuracy while still failing to identify a significant proportion of malicious traffic, particularly when attack observations form the minority class. Therefore, there is a need to evaluate deep learning models using measures such as precision, recall and F1-score in addition to accuracy. This study addresses this problem by developing and comparing ANN and LSTM models for binary classification of normal and malicious network traffic within a controlled synthetic dataset. The use of synthetic data enables controlled experimentation, although it also limits the extent to which the results can be generalised to real-world network environments.

[bookmark: _Toc241072879]1.4 Aim and Objectives 

The aim of this research is to design, develop and evaluate a deep learning-based Network Intrusion Detection System (NIDS) using synthetically generated network traffic data. The study focuses on comparing Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) models for the binary classification of normal and malicious network traffic and assessing their effectiveness using standard classification performance metrics.
 To critically review existing literature on cybersecurity, Network Intrusion Detection Systems and deep learning techniques used for intrusion detection.
 To generate and preprocess a synthetic network traffic dataset containing normal and malicious traffic patterns for controlled experimental evaluation.
 To preprocess the generated data through missing-value handling, categorical encoding, feature scaling and train-test splitting.
 To design and implement Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) models for binary classification of normal and malicious network traffic.
 To train the ANN and LSTM models using consistent experimental conditions and suitable training and regularisation techniques.
 To evaluate both models using accuracy, precision, recall, F1-score, classification reports and confusion matrices.
 To compare the performance of the ANN and LSTM models and analyse their strengths and limitations, particularly their ability to detect malicious traffic.
 To develop a Streamlit-based prototype demonstrating how the trained models can be used for interactive network traffic classification.
 To identify the limitations associated with using synthetic network traffic and recommend further evaluation using established benchmark datasets and real-world network traffic.

[bookmark: _Toc241072880]1.5 Research Questions

How effectively can deep learning models detect malicious network traffic using a synthetically generated network traffic dataset?
How do Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) models compare in classifying normal and malicious network traffic?
How do the ANN and LSTM models perform in terms of accuracy, precision, recall, F1-score and confusion matrix results?
How does the imbalance between normal and malicious traffic affect the models' ability to identify attacks?
What are the main limitations of using synthetically generated network traffic to evaluate a deep learning-based NIDS?
How can the trained deep learning models be integrated into a Streamlit-based prototype for interactive network traffic classification?

[bookmark: _Toc241072881]1.6 Research Significance

This research is significant because network intrusion detection remains an important area of cybersecurity as organisations increasingly depend on digital systems, cloud services and connected devices. Traditional intrusion detection approaches can be effective for identifying known attacks, but their limitations in dealing with changing or previously unseen attack patterns have increased interest in machine learning and deep learning-based detection methods.
This study investigates the use of deep learning for distinguishing between normal and malicious network traffic. In particular, Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) models are developed and evaluated under the same experimental conditions. Comparing both models using the same dataset and evaluation process provides a clearer understanding of their performance, strengths and limitations within the experimental environment.
The research is also significant because it evaluates model performance using more than overall accuracy. In intrusion detection, a model may achieve relatively high accuracy while still failing to identify a considerable number of malicious observations. Therefore, accuracy, precision, recall, F1-score and confusion matrices are considered together when evaluating the ANN and LSTM models. This is particularly important for understanding false negatives, where malicious traffic is incorrectly classified as normal.
The study also demonstrates the main stages involved in developing a deep learning-based NIDS, including synthetic data generation, preprocessing, model development, training, evaluation and model persistence. A Streamlit-based prototype demonstrates how the trained models can be incorporated into an interactive application for network traffic classification.
However, the study uses synthetically generated network traffic rather than an established benchmark or real-world dataset. Although this provides a controlled and reproducible environment for model development and comparison, it limits the extent to which the findings can be generalised to operational network environments. Therefore, the results should be interpreted as an experimental evaluation of ANN and LSTM-based intrusion detection rather than evidence of a production-ready NIDS. Future research can extend the study by evaluating the models using established benchmark datasets and real network traffic.

[bookmark: _Toc241072882]1.7 Summary

This chapter introduced Network Intrusion Detection Systems (NIDS) and discussed the growing importance of cybersecurity in modern digital environments. It outlined the limitations of traditional intrusion detection approaches and introduced the potential of deep learning for identifying complex patterns in network traffic. The research problem, aim, objectives, research questions and significance of the study were also presented.
The study focuses on developing and comparing Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) models for the binary classification of normal and malicious network traffic using a synthetically generated dataset. Model performance is evaluated using accuracy, precision, recall, F1-score and confusion matrices, while a Streamlit-based prototype demonstrates interactive network traffic classification. The study also recognises that the use of synthetic data limits the generalisability of the findings to real-world network environments. The following chapter critically reviews existing literature on intrusion detection systems, deep learning models, network traffic datasets, evaluation methods and the challenges associated with deep learning-based intrusion detection.
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Cybersecurity has emerged from being one of the most basic research areas in computer science and information security to be one of its fastest-growing research areas. The proliferation of cloud computing, Internet of Things (IoT), edge computing, and digital transformation technologies across organisations has made it an increasingly complex task to defend network infrastructures against cyberattacks. Therefore, because of their ability to monitor network traffic and detect malicious network activities in real time, Network Intrusion Detection Systems (NIDS) have been a focus of important research. The use of Artificial Intelligence (AI) and, more specifically, deep learning technologies has reduced the work of manual feature learning greatly and improved attack classification accuracy to help with detection performance. 

[bookmark: _Toc241072885]2.2 Evolution of Network Intrusion Detection Systems (NIDS)

Network Intrusion Detection Systems (NIDS) have developed along with the growth of computer networks and the enhancement of cyber-exploits. The idea of intrusion detection was first conceptualised by James P Anderson in 1980, and then formalised by Dorothy Denning's Intrusion Detection Model in 1987, laying the foundations of modern research in intrusion detection. The earliest IDS were used to analyse OS logs and OS audit trails for suspicious behaviour. As the Internet increasingly grew in size and popularity during the 1990s, more sophisticated security solutions were needed that could track network traffic and yet alert users when an attack flees before it reaches the critical systems [8]. This gave rise to two different kinds of intrusion detection systems: 
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Figure 2.1: Overview of Intrusion Detection Systems for Computer Network Security

Host-based Intrusion Detection Systems (HIDS) and Network-based Intrusion Detection Systems (NIDS). HIDS can alert to activities going on within computers themselves, such as the filesystem, system calls and application logs, making it suitable for insider threat awareness. With NIDS, however, packets are sent from all over the network through routers, switches and communication lines, and the device protects all of these network resources at once [9]. Traditional intrusion detection approaches present a trade-off between reliability and adaptability. Signature-based systems can accurately identify known attacks because they compare network activity against predefined attack patterns. However, their dependence on continuously updated signatures limits their effectiveness against previously unseen or rapidly changing threats. Anomaly-based systems attempt to overcome this limitation by identifying behaviour that differs from an established normal pattern, which provides greater potential for detecting unknown attacks. However, this flexibility can result in higher false-positive rates because legitimate but unusual network behaviour may also be classified as suspicious.
Hybrid intrusion detection approaches combine signature-based and anomaly-based techniques in an attempt to benefit from the strengths of both methods. Although this can improve detection coverage, combining multiple detection mechanisms may increase system complexity and computational requirements. These limitations have encouraged researchers to investigate machine learning and deep learning approaches that can automatically learn complex representations from network traffic. Nevertheless, the effectiveness of these approaches still depends strongly on factors such as dataset quality, class distribution and the ability of trained models to generalise to unseen network environments.

[bookmark: _Toc241072886]2.3 Deep Learning Models for Intrusion Detection Systems 

Artificial Intelligence (AI) has come a long way in the field of cybersecurity, revolutionising how threats are detected and decisions made in an automated system. With its ability to automatically discover intricate features from massive volumes of network traffic, without requiring deep manual feature engineering, deep learning, a subset of machine learning that utilises artificial neural networks, has become one of the most promising options for Network Intrusion Detection Systems. In contrast to other machine learning models, like decision trees, support vector machines (SVMs), random forests, and Naïve Bayes, that heavily rely on handcrafted features, deep learning models learn hierarchical representations of features directly from raw data and enhance the performance of classification of both known and unseen attacks [11]. There are a number of successful deep learning architectures for intrusion detection. 
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Figure 2.2: Deep Learning-Based Intrusion Detection System for IoT Networks
Multiple hidden layers form the Deep Neural Networks (DNNs), which can capture strong classification performance, as well as model highly non-linear relationships in network traffic data. ANNs have been shown to be good at registering multidimensional feature vectors to produce spatial representations of features and have proven successful in attack pattern recognition using multidimensional traffic features. However, Recurrent Neural Networks (RNNs) have many drawbacks for sequential data analysis, such as the vanishing gradient problem, which is applicable in the case of very long network traffic sequences [12]. To address this challenge, they have been used to devise a new type of neural network, called Long Short-Term Memory (LSTM), which has the capacity to store long-term temporal dependencies and is thus especially appropriate for recognising sophisticated and persistent cyberattacks. Unlike LSTMs, Gated Recurrent Units (GRUs) have fewer parameters and allow the computer to learn things sequentially while maintaining a lot of performance. Autoencoders are also widely used in unsupervised anomaly detection for identifying anomalies by reconstructing the normal network traffic pattern. Transformer-based and hybrid models such as ANN-LSTM have also been investigated for intrusion detection because they can capture more complex relationships within network traffic. Transformer architectures use self-attention mechanisms to model long-range dependencies, while hybrid architectures attempt to combine the strengths of different neural-network structures. However, these approaches can introduce greater computational complexity and may require more training data and processing resources.
Overall, no single deep learning architecture can be considered suitable for every intrusion detection problem. ANN-based models are commonly used for extracting spatial patterns, while recurrent architectures such as LSTM and GRU are designed to model sequential relationships. Hybrid and Transformer-based approaches may provide additional modelling capability, but increased architectural complexity does not necessarily guarantee improved intrusion detection performance. Reported results are also strongly influenced by the dataset, preprocessing procedure, class distribution and evaluation methodology used in each study. Therefore, performance reported for one architecture or dataset should not automatically be assumed to generalise to other network environments.

[bookmark: _Toc241072887]2.4 Network Traffic Datasets and Feature Engineering 

The success rate for a deep learning-based Network Intrusion Detection System, to some extent, relies on the quality of network traffic data, on which the model is trained and evaluated. Benchmark datasets offer standardised settings to allow for making experiments under standard environments for developing, validation and comparison of intrusion detection algorithms. NSL-KDD is one of the earliest benchmark datasets that were made available to overcome two major limitations in the KDD Cup 1999 dataset: redundancy and duplicate records. While NSL-KDD is still employed to benchmark algorithms, it is not sufficient to help model modern cyber threat scenarios [14]. The datasets cover some of the modern attack categories like Distributed Denial-of-Service (DDoS), brute-force attacks, web attacks, botnets, infiltration, ransomware, reconnaissance, insider threats and attacks on the Internet of Things (IoT), which allows more representative environments to be created for the evaluation of deep learning models. 
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Figure 2.3: Network Traffic Datasets and Feature Engineering
Data preprocessing is key to enhancing the quality of data and learning performance before the model development process. Unclean network traffic frequently contains misrepresented data, repeated occurrences, inconsistencies in data format, noisy observations, and extremely imbalanced attack classes [15]. The data cleaning phase is achieved by eliminating incomplete and duplicate samples from the dataset and by applying data encoding techniques to transform categorical data into numerical data. Min-Max Normalisation and Standardisation are both examples of feature scaling techniques that transform the numerical features from different scales into a common scale, thus enhancing the agreement needed for model training. There are many different feature selection techniques, such as Information Gain, Chi-squared analysis, Recursive Feature Elimination (RFE), Principal Component Analysis (PCA) and correlation-based selection techniques, which all have the aim of reducing dimensionality while removing features that do not confer sufficient information. Moreover, there is serious class imbalance in intrusion detection datasets, which is denoted by the presence of a large amount of normal traffic as compared to malicious traffic [16]. To address this imbalance, two oversampling techniques can be employed: the Synthetic Minority Oversampling Technique (SMOTE) and Adaptive Synthetic Sampling (ADASYN).To overcome this class balance problem, two oversampling methods can be used — the Synthetic Minority Oversampling Technique (SMOTE) and Adaptive Synthetic Sampling (ADASYN) — which produce synthetic minority-class instances to enhance the balance within the dataset and reduce the model's bias.

[bookmark: _Toc241072888]2.5 Performance Evaluation Metrics 

The efficacy of a Network Intrusion Detection System (NIDS) is gauged based on a few parameters that rate its effectiveness in determining network traffic of normal and malicious nature. The measure of performance is based on the Confusion Matrix, which categorises the predictions into True Positive (TP – when attacks are correctly detected), True Negative (TN – when normal traffic is correctly classified), False Positive (FP – when normal traffic is incorrectly classified as an attack) and False Negative (FN – when an attack is missed). With these values, Accuracy is the rate of all correctly classified instances and is computed as (TP + TN)/(TP + TN + FP + FN) [17]. However, accuracy alone can be misleading when network traffic is imbalanced, as a model may correctly classify most normal traffic while still failing to identify many attacks. Precision measures how many observations predicted as attacks are actually malicious, while recall measures how many of the actual attacks are correctly detected. Recall is particularly important in intrusion detection because low recall indicates that a significant proportion of malicious traffic is being missed. F1-score provides a balance between precision and recall and is therefore useful when the class distribution is uneven. Other measures, such as the False Positive Rate (FPR) and ROC-AUC, can provide additional information about classification performance [18]. Therefore, intrusion detection models should be evaluated using multiple performance measures rather than relying on accuracy alone.
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Figure 2.4: Machine Learning Techniques To Detect Malicious Network Traffic In Cloud Computing

[bookmark: _Toc241072889]2.6 Optimisation Techniques for Deep Learning-Based Intrusion Detection Systems 

Optimisation techniques are fundamental in enhancing the performance, stability, and overall generalisation ability of network intrusion detection systems that are deep learning-based. Hyperparameter tuning is one of the most basic optimisation techniques that tunes hyperparameters such as learning rate, batch size, hidden layer number, activation functions, optimisation algorithm, etc. Using techniques like Grid Search, Random Search and Bayesian Optimisation substantially increases the model's accuracy results and saves a lot of guesswork [19]. Dropout randomly turns a fraction of the neurons in a network off during training in order to reduce overfitting: the model must then learn more general representations of features, rather than ‘memorising' the training set. A common method used is Batch Normalisation, which is a process that normalises the feature distribution at each intermediate layer while learning to speed up convergence and stabilise the model learning. 
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Figure 2.5: Machine Learning And Deep Learning-Based Intrusion Detection System
Learning Rate Scheduling dynamically changes the learning rate over time to speed convergence in early iterations and fine-tune parameters during later optimisation steps. L1 and L2 regularisation are other techniques that further prevent overfitting by penalising the model for having overly large parameters, causing simpler and more generalisable models to be produced [20]. Efficient feature optimisation also plays a significant role in the performance of the model by removing redundant features and is done using various methods such as Principal Component Analysis (PCA), Recursive Feature Elimination (RFE), Information Gain, and correlation-based feature selection. In addition to the traditional optimisation strategies, there are advanced techniques like ensemble learning, where predictions from various deep learning models are combined to increase the robustness of the learning and the classification accuracy. ANN-LSTM-GRU-Transformer (Hybrid) models often outperform single models by leveraging complementary traffic information in both the spatial and temporal domains [21]. In scenarios where labelled data is scarce, the learning process can be accelerated, and the performance enhanced, by reusing this knowledge exchanged by Transfer Learning and applying it to new intrusion detection tasks. Although optimisation techniques can improve model training and generalisation, their effectiveness depends on the dataset, model architecture and selected parameters. More complex optimisation strategies do not necessarily result in better intrusion detection performance. Therefore, optimisation should be assessed using validation behaviour and multiple evaluation metrics rather than accuracy alone, particularly where malicious traffic represents the minority class.

[bookmark: _Toc241072890]2.7 Explainable Artificial Intelligence (XAI) for Intrusion Detection Systems

The need for Explainable Artificial Intelligence (XAI) has greatly increased as deep learning becomes more and more part of the cybersecurity system. Explainable AI is a set of algorithms that explain the reasoning behind our models; these models are highly complex, either machine learning or deep learning models. DNNs, ANNs, LSTM networks, and Transformer models are examples of standard deep learning architectures that typically generate accurate predictions without explaining why they make certain choices and predictions, and thus can be viewed as "black-box" systems [22]. Lack of transparency can be a major problem in cybersecurity systems, where it is found that security analysts need to know the reasons behind particular network traffic being labelled as malicious to take appropriate measures. Interpretability is especially significant in a Network Intrusion Detection System, as false decisions can lead to failure to detect cyberattacks or misdetections that result in false alarms being issued too often to overload Security Operations Centres. Several XAI models were developed to improve the transparency of the model as a result. The SHAP (SHapley Additive exPlanations) method is based on the principles of cooperative game theory to give local and global explanations for the contribution of each input feature to a prediction [23]. The LIME (local interpretable model-agnostic explanations) algorithm produces simple, local proxy models that explain individual predictions, without requiring a particular down-to-earth classifier. Gradient-weighted Class Activation Mapping (Grad-CAM) is a method used to highlight important regions that produce specific predictions in deep learning models that process structured and/or visual data by examining the maps of the key regions in the neural network. 
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Figure 2.6: Explainable AI-Based Intrusion Detection Systems
These methods help cybersecurity practitioners learn more about the behaviour of their models, to confirm and verify the predictions they are making, to determine which aspects of an attack are likely crucial, and to boost confidence in automated decision-making processes [24]. Explainable AI (XAI) offers solid benefits, but also has some drawbacks, including additional computational complexity and problems with accuracy when high-level simplifications are applied to a complex deep learning model. In recent times, various research efforts have taken steps to combine explainability with intrusion detection systems via attention mechanisms or interpretable architectures to increase the prediction power of the systems and also increase the transparency of the system in the effective cybersecurity decision-making process.Although XAI techniques can improve the interpretability of intrusion detection models, their explanations should be treated carefully. Methods such as SHAP and LIME provide useful information about the features influencing a prediction, but they can introduce additional computational requirements and may not fully explain the internal behaviour of complex deep learning models [24]. Therefore, improving interpretability while maintaining reliable detection performance remains an important challenge for deep learning-based NIDS.

[bookmark: _Toc241072891]2.8 Real-Time Network Intrusion Detection 

As the size and sophistication of cyberattacks grow, real-time Network Intrusion Detection Systems (NIDS) have become an integral part of contemporary cybersecurity systems. While offline (historical) detection analyses past network activity, real-time intrusion detection is able to continuously monitor network activity as it occurs, allowing organisations to identify and respond to malicious activity before it can cause serious damage [25]. With millions of packets the method may detect per second in enterprise networks, there are chances of financial loss, reputational loss, service disruption, and data breach. Hence, current IDS systems should perform well in terms of detection accuracy and low processing delays. Benefiting from low-latency IDS, malicious traffic is detected in milliseconds, which allows for fast action and a shorter opportunity for a cybercriminal to attack. However, deep learning models with parallel computation are shown to outperform in terms of handling high-speed network data and reliability of classification [26]. Real-time intrusion detection provides continuous analysis of the flow of network packets through stream processing, which allows functions such as feature extraction, packet classification and anomaly detection to be performed with near-zero delays. This is necessary in cloud environments, IOT applications and other applications where there is a need to process a significant volume of traffic on a real-time basis. The systems need to scale up to monitor many devices without performance impact [27]. The problems are that deep-learning models are expensive to compute, constantly changing cyber threats and other things like handling encrypted traffic, and the need to have false-positive rates – how efficient can you be? Learning how to create adaptive and lightweight architectures is therefore a rather important stream of research in the field of cybersecurity in the near future.Despite these advantages, applying deep learning models in real-time network environments involves a trade-off between detection performance and computational efficiency. Complex models may require greater processing resources and can introduce additional latency when analysing large volumes of traffic. Real-world systems must also respond to changing attack patterns, encrypted traffic and false-positive alerts. Therefore, strong performance on an experimental dataset does not necessarily demonstrate that a model will provide the same level of performance in a live network environment. Real-time capability should ideally be validated using realistic traffic streams and appropriate latency and throughput measurements.

[bookmark: _Toc241072892]2.9 Deep Learning Frameworks and Development Tools 

The ability to develop NIDS using deep learning technology relies on a choice of programming languages, software frameworks, and software libraries that are able to process huge amounts of data and implement a neural network properly. The use of Python in Artificial Intelligence and cybersecurity has been gaining momentum due to its user-friendliness, available open-source libraries and extensive machine learning packages [28]. Python is widely used for its ability to rapidly develop models, pre-process data, continue to work on features, visualise the results and deploy the models to diverse operating systems and cloud computing environments. As a result, the most recent intrusion detection studies are primarily carried out in Python. Google's TensorFlow is one of the top open-source deep learning frameworks that is scalable and features distributed computing and GPU acceleration [29]. It provides the ability to deploy to production on platforms other than just a local PC. A user-friendly API is available with Keras, which is built on TensorFlow and has a level of flexibility in architecture that is lower than TensorFlow. Developed by Meta AI, PyTorch is popular in the research community because of its support for dynamic computational graphs and easy network architecture modification. However, scikit-learn continues to play a crucial role in intrusion detection, offering key algorithms and tools to assist with data preprocessing and evaluation [30]. Research productivity is increased by the ability to do code execution in development environments, such as Google Colab and Jupyter Notebook, which support interactive coding and visualisation. There can be advantages to each, and the latter depends on the aims, resources and degree of model complexity for a project.

[bookmark: _Toc241072893]2.10 Emerging Trends in Deep Learning-Based Intrusion Detection

As AI advances, it is making impressive inroads into cybersecurity research, presenting new challenges and solutions to tackle increasingly complex cyber attacks. Among the most recent developments, using Transformer-based architectures in Network Intrusion Detection Systems is one of the most important. Transformers were first introduced for NLP, using a self-attention mechanism to learn from longer-term data; their use also allows for highly parallel computation and for them to effectively capture long-range dependencies within the network traffic [31]. Transformer models can also often show better scalability, training speed, and detection accuracy of complex attack patterns compared to traditional recurrent neural networks. Another trend in the research is to model communications in a network instead of individual data instances as Graph Neural Networks (GNNs). GNNs are a suitable means of capturing ‘host’, ‘device ', and ‘communication' relationships, hence their effectiveness in more precisely detecting coordinated attacks including botnets and AP Threats (APTs) [32]. Another big discussion has been to enable multiple organisations to jointly train intrusion detection models, with no direct exchange of sensitive network data, which is known as Federated Learning. 
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Figure 2.7: Hybrid Deep-Learning-Based Network Intrusion Detection System
This decentralised learning method helps to preserve privacy while enabling models to leverage variably compromised cybersecurity environments. With the proliferation of Internet of Things (IoT) devices, lightweight deep learning models are now able to perform their intrusion detection process on the edge device, reducing latency and privacy concerns in real-time cybersecurity [33]. AI-driven threat intelligence uses machine learning to help quickly discover new techniques in a continuous global cybersecurity monitoring process. Moreover, methods of self-supervised learning enable models to learn meaningful features from unlabeled network traffic data, reducing the need to use high-quality labelled data, which is often expensive [34]. The research field of Explainable and Trustworthy Artificial Intelligence also tries to combine high detection accuracy with transparency in the decision-making process.Although these emerging approaches provide promising opportunities for intrusion detection, greater architectural complexity does not automatically lead to better detection performance. Transformer and graph-based models may require considerable computational resources, while federated and edge-based approaches introduce challenges related to communication, resource limitations and differences between network environments. Their effectiveness therefore depends on the quality of the available data, computational resources and evaluation under realistic network conditions. 

[bookmark: _Toc241072894]2.11 Applications of Deep Learning-Based Network Intrusion Detection Systems 

Network Intrusion Detection Systems based on Deep Learning (DNNs) have emerged as vital cybersecurity applications in many areas and industries where safe and reliable wireless communication infrastructure is essential. For enterprise network security applications, intelligent IDS systems constantly monitor enterprise communication networks to detect malware, ransomware, phishing, insider threats and unauthorised intrusion before they infiltrate enterprise business applications [35]. With the prevalence of organisations transferring workloads to cloud systems, deep learning-based NIDS also have a significant role in cloud computing security as they shield virtual machines, distributed services, container environments and cloud-hosted applications from advanced cyberattacks. Likewise, with the proliferation of the IoT, billions of interconnected devices have been added, and lightweight, scalable intrusion detection models are needed to provide smart sensors, wearable technology and connected industrial equipment in IoT with protection from botnets and device-specific attacks [36]. Supervisory Control and Data Acquisition (SCADA) networks are used to monitor and control industrial automation processes, and are subjected to the same kinds of cyber threats as Industrial Control Systems (ICS) and critical manufacturing environments. Protecting these services is important since an attack could be effective and disrupt the production process and endanger public safety. Smart cities have wirelessly connected transportation networks and intelligent traffic management systems, public surveillance efforts, and energy management networks that must be continuously monitored for cyber attacks, as well [37]. In health care systems, intrusion detection provides security and protection against the breach of electronic health records, internet-connected medical devices, telemedicine and health care systems, and other hospital information systems. In banking and financial services, intelligent NIDS aids in fraud identification, online transaction surveillance and security, digital payment security, and safeguarding financial institutions from data breaches [38]. In addition, military and defence networks rely on cutting-edge intrusion detection systems to guard classified communications against cyber warfare and state-sponsored attacks, as well as those involving mission-critical information systems. The powerful ability of deep learning-based NIDS also helps to protect critical infrastructures such as power systems, water plants, transport systems, oil and gas pipes, and telecommunication systems.However, the requirements of these application environments can differ considerably in terms of network traffic, security risks, computational resources and acceptable false-alarm rates. A deep learning model that performs effectively in one environment may therefore not achieve the same performance in another. This highlights the importance of evaluating intrusion detection models using data and operating conditions that are 
representative of their intended application.

[bookmark: _Toc241072895]2.12 Challenges and Limitations of Deep Learning-Based Intrusion Detection Systems 

Despite the progress of deep learning-based Network Intrusion Detection Systems (NIDS), several challenges limit their effectiveness in real-world environments. One major challenge is detecting zero-day attacks because these may contain patterns that were not represented during model training. Therefore, strong performance on known attacks does not necessarily guarantee effective detection of previously unseen threats.
Class imbalance is another important issue because legitimate traffic often occurs more frequently than malicious traffic. This can cause models to favour the majority class and achieve high overall accuracy while still missing a significant number of attacks [39]. Techniques such as SMOTE and ADASYN can improve class balance, but artificially generated samples may not fully represent genuine attack behaviour.
Overfitting and computational complexity also affect deep learning-based NIDS. Models trained on limited or highly correlated data may perform well during training but generalise poorly to unseen network traffic [40]. Complex models can also require considerable processing power, memory and training time, creating difficulties for resource-constrained or real-time environments.
Another limitation is the lack of interpretability, as many deep learning models operate as black-box systems, making it difficult for security analysts to understand classification decisions [41]. Dataset quality is equally important. Benchmark datasets may not fully represent current network environments, while synthetic datasets provide experimental control but may simplify the complexity of genuine network traffic. Therefore, strong results obtained from a single dataset should not automatically be generalised to real-world networks.
Overall, deep learning-based NIDS should not be evaluated using accuracy alone. Recall, false positives, false negatives, class imbalance and generalisation should also be considered when assessing intrusion detection performance.

[bookmark: _Toc241072896]2.13 Comparative Review of Existing Studies

	Author(s) & Year
	Research Approach / Model
	Dataset(s)
	Key Findings / Performance
	Main Contribution / Limitation

	Imran et al. (2022)
	Proposed a deep-learning NIDS using a non-symmetric deep autoencoder for unsupervised feature learning, followed by an SVM classifier.
	KDD Cup 1999
	Achieved 99.65% accuracy.
	Demonstrated that deep autoencoder-based feature learning can provide highly accurate intrusion classification; however, reliance on the older KDD Cup 1999 dataset limits its representation of contemporary network attacks.

	Turukmane & Devendiran (2024)
	Developed M-MultiSVM, incorporating feature selection with a multi-class SVM-based intrusion detection approach.
	Benchmark intrusion-detection data were used for evaluation.
	The study focuses on improving detection efficiency through feature selection and SVM-based classification.
	Highlights the importance of reducing irrelevant features and computational complexity; however, it represents a machine-learning rather than deep-learning approach. 

	Abdelkhalek & Mashaly (2023)
	Combined ADASYN and Tomek Links resampling with deep-learning models including MLP, DNN, ANN and ANN-BLSTM.
	NSL-KDD
	Achieved 99.8% accuracy for binary classification and 99.98% for multiclass classification.
	Directly addresses the class-imbalance problem and demonstrates improved minority-class detection; however, evaluation was centred on NSL-KDD. 

	Qazi, Faheem & Zia (2023)
	Proposed HDLNIDS, combining ANN and deep RNN to learn spatial and temporal network-traffic characteristics.
	CICIDS2018
	Reported an average accuracy of 98.90% for malicious-traffic detection.
	Demonstrates the value of hybrid ANN-RNN architecture for intrusion detection; however, evaluation was primarily based on one benchmark dataset.

	Vanin et al. (2022)
	Conducted a study of AI/ML-based NIDS, examining the application of artificial intelligence and machine learning to intrusion detection.
	Multiple IDS approaches/datasets reviewed.
	Provides a broad assessment of AI/ML approaches rather than proposing one single NIDS architecture.
	Useful for establishing the development and capabilities of AI/ML-based IDS, but the study is primarily a review/analysis rather than a new deep-learning implementation. 

	Zhang et al. (2022)
	Conducted a comparative study of machine-learning methods for network intrusion detection.
	Multiple studies/datasets from the existing literature
	Systematically examined the application and performance of different ML algorithms for NIDS.
	Demonstrates that algorithm performance varies according to the learning method and experimental conditions, supporting the need for systematic model evaluation. 

	Hossain & Islam (2023)
	Proposed an ensemble machine-learning IDS using Random Forest, Gradient Boosting, AdaBoost, XGBoost, Bagging and Stacking, combined with feature-selection techniques.
	Multiple public datasets
	Random Forest-based ensemble results typically exceeded 99% accuracy, with favourable FPR, Precision, Recall and F1-Score results.
	Strong evidence for feature selection and ensemble learning; however, the approach remains predominantly machine-learning based rather than deep-learning based.

	Halbouni et al. (2022)
	Developed a ANN-LSTM hybrid model, combining ANN spatial feature extraction with LSTM temporal learning; batch normalisation and dropout were also incorporated.
	CICIDS2017, UNSW-NB15 and WSN-DS
	Reported high detection rate and accuracy with relatively low false-alarm rates across binary and multiclass experiments.
	Particularly relevant because it evaluates a hybrid deep-learning architecture across three datasets, supporting better cross-dataset investigation.

	Ravi, Chaganti & Alazab (2022)
	Proposed recurrent deep-learning feature fusion with a kernel-based PCA feature-selection approach and ensemble meta-classifier.
	SDN-IoT, KDD-Cup-1999, UNSW-NB15, WSN-DS and CICIDS2017
	Achieved a maximum of 99% accuracy for attack detection and 97% for attack classification on SDN-IoT. Similar performance was reported across other benchmark datasets.
	Strong multi-dataset methodology combining recurrent models, feature fusion and ensemble classification; nevertheless, the complexity of the architecture may affect computational efficiency.

	Awajan (2023)
	Proposed a deep-learning-based NIDS specifically for IoT networks, focusing on the detection of attacks within IoT environments.
	IoT network intrusion data
	The study demonstrates the applicability of deep learning to IoT intrusion detection and emphasises the importance of real-time detection.
	Highly relevant to IoT security and real-time detection, although its application is more specialised than a general enterprise NIDS.


The reviewed studies demonstrate that machine learning and deep learning approaches can achieve strong intrusion detection performance. However, direct comparison between reported results is difficult because studies use different datasets, preprocessing methods, class distributions and model architectures. High accuracy on one dataset does not necessarily indicate that a model will perform equally well on another network environment, particularly when older or highly imbalanced datasets are used. Furthermore, accuracy alone may hide weak detection of minority attack classes. Therefore, precision, recall, F1-score and the characteristics of the evaluation dataset should also be considered when comparing intrusion detection models.




[bookmark: _Toc241072897]2.14 Literature Gap 

Existing research demonstrates the potential of deep learning for Network Intrusion Detection Systems (NIDS), but several gaps remain. Many studies report high classification accuracy; however, performance can vary depending on the dataset, preprocessing methods, class distribution and model architecture. Class imbalance is particularly important because a model may achieve high overall accuracy while still failing to detect minority attack observations [42].
Previous studies have investigated architectures such as ANN, LSTM, GRU, Transformers and hybrid models, but differences in experimental conditions make direct comparison difficult [43]. Problems such as false positives, overfitting, computational requirements and limited generalisation across network environments also remain important challenges.
Based on these gaps, this study compares ANN and LSTM models under the same experimental conditions for binary classification of normal and malicious network traffic. A synthetically generated dataset is used to provide a controlled environment for model development and comparison. However, the use of synthetic data also limits the generalisability of the findings, meaning that further evaluation using established benchmark datasets and real network traffic would be required to assess performance in operational environments.
This version keeps the literature gap focused and, importantly, connects directly to what your project actually did rather than claiming experiments with benchmark datasets that were not performed.

[bookmark: _Toc241072898]2.15 Conceptual Framework

The conceptual framework of this study follows the main stages of a deep learning-based Network Intrusion Detection System. Synthetic network traffic is first generated and preprocessed through data cleaning, categorical encoding and feature scaling. The processed data are then used to train ANN and LSTM models for the binary classification of normal and malicious traffic. The performance of both models is evaluated using accuracy, precision, recall, F1-score and confusion matrices. This framework enables the two models to be compared under the same experimental conditions while recognising the limitations associated with synthetic network traffic.
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[bookmark: _Toc241072899]2.16 Summary

This chapter reviewed existing literature on Network Intrusion Detection Systems (NIDS) and the application of deep learning in cybersecurity. It examined traditional intrusion detection methods, deep learning architectures, network traffic datasets, feature engineering, evaluation metrics, optimisation techniques, explainable AI and real-time intrusion detection.
The literature demonstrates the potential of deep learning for identifying complex patterns in network traffic, while also highlighting challenges such as class imbalance, overfitting, computational requirements, false positives and limited generalisation across datasets. Importantly, high accuracy alone does not necessarily indicate effective attack detection, particularly when malicious traffic represents the minority class. Therefore, metrics such as precision, recall and F1-score should also be considered.
The literature gap supports the comparison of ANN and LSTM models under consistent experimental conditions. The following chapter presents the methodology used to generate and preprocess the synthetic network traffic data, develop the two models and evaluate their intrusion detection performance.


[bookmark: _Toc241072900]CHAPTER 3: RESEARCH METHODOLOGY

[bookmark: _Toc241072901]3.1 Introduction

This chapter describes the methodology used to design, implement and evaluate the deep learning-based Network Intrusion Detection System (NIDS). A quantitative experimental approach was adopted using computational modelling and supervised binary classification. A synthetic network traffic dataset containing 10,000 observations and 17 variables was generated, consisting of 15 predictive network traffic features, one binary class label and one attack-type descriptor.
The dataset contained 8,030 normal observations and 1,970 attack observations, representing approximately an 80:20 class distribution. The data were preprocessed through missing-value handling, categorical encoding and feature standardisation. Two deep learning architectures, an Artificial Neural Network (ANN) and a Long Short-Term Memory (LSTM) model, were then trained and evaluated using accuracy, precision, recall, F1-score, 
classification reports and confusion matrices.

[bookmark: _Toc241072902]3.2 Research Approach and Methodological Strategy

The study employed a quantitative experimental research approach because the major goal was to achieve the creation of measurable and reproducible deep learning models for binary network intrusion classification. The network traffic attributes were transformed into numerical representations and used in a supervised learning process to classify traffic as either normal or malicious.The experimental strategy entailed dataset generation, preprocessing, feature transformation, splitting into train and test sets, building a deep learning model, optimisation and model performance evaluation. Controlled probability distributions created 10,000 observations in the notebook and generated binary labels indicating "Normal traffic" and "Attack". The data available were 8,030 normal observations and 1,970 attack observations. Two different approaches to deep learning were considered: a fully connected ANN and an LSTM sequential model. The preprocessed training and test data were used for both models to do a controlled comparison in the same experimental settings. To make the code as reproducible as possible, random seeds of 42 were used in both the NumPy and TensorFlow instructions.

[bookmark: _Toc241072903]3.3 Research Design

A controlled computational experimental design was used to compare two deep learning architectures under the same dataset, preprocessing procedure and evaluation criteria. The study compared an Artificial Neural Network (ANN) with a feed-forward architecture and a Long Short-Term Memory (LSTM) model for binary classification of normal and malicious network traffic.
The experimental workflow involved synthetic data generation, handling of missing values, separation of predictive features from the target label, categorical feature encoding and standardisation of the feature matrix. The processed dataset was then divided using an 80:20 stratified train-test split with a random state of 42. This produced 8,000 observations for model development and 2,000 observations for final testing. During model training, 20% of the training data was additionally used for validation, corresponding to approximately 1,600 observations. 
Both the ANN and LSTM models were configured for a maximum of 50 epochs with a batch size of 64. Early stopping and learning-rate reduction were applied based on validation loss, meaning that the models were not required to complete all 50 epochs. Both models were evaluated using the same 2,000-observation test set and the same performance measures. Using consistent data partitions, training settings and evaluation criteria provided a controlled basis for comparing the performance of the ANN and LSTM models.


[bookmark: _Toc241072904]3.4 Dataset Selection and Data Generation

A synthetic network traffic dataset was generated programmatically within the implemented notebook rather than using an external benchmark dataset. This provided a controlled environment for developing and comparing the ANN and LSTM models. The dataset contained 10,000 observations and 15 predictive features, including duration, protocol type, service, flag, source and destination bytes, connection counts, error rates, service rates and destination-host count. Numerical features were generated using exponential, Poisson and beta distributions, while categorical features were sampled from predefined protocol, service and flag values. 
Binary labels were generated with probabilities of 0.80 for normal traffic and 0.20 for attack traffic. The resulting dataset contained 8,030 normal observations and 1,970 attack observations. Attack observations were further assigned descriptive categories of Brute Force (515), DoS (500), DDoS (487) and Port Scan (468). To introduce distinguishable attack patterns, source-byte values for attack observations were multiplied by random factors between 2 and 5, while destination-byte values were multiplied by factors between 1.5 and 4. The final dataset therefore contained 10,000 rows and 17 columns: 15 predictive features, one binary label and one attack-type descriptor.
The synthetic dataset provides a reproducible environment for experimental comparison; however, it does not fully represent the complexity and variability of real network traffic. Therefore, the findings should be interpreted within the experimental setting, and further validation using established benchmark or real-world network datasets would be required to assess generalisability.

[bookmark: _Toc241072905]3.5 Data Preprocessing

The generated network traffic dataset was preprocessed to ensure that all predictive features were represented in a suitable numerical format before being supplied to the deep learning models. A copy of the original dataset was first created to avoid unintended modification of the generated data. Records containing missing values were removed using the dropna() operation.
The binary label column was separated from the predictor variables and used as the target for classification. The attack_type column was excluded from the predictive feature matrix because the implemented models performed binary classification between normal and malicious traffic rather than multiclass classification of individual attack types. The remaining predictors were then examined automatically to identify categorical variables.
Categorical features were transformed into numerical representations using LabelEncoder. After encoding, all predictor columns were explicitly converted to numerical values, and any remaining missing numerical values were replaced with zero. Finally, StandardScaler was applied to standardise the 15-feature matrix before it was divided into training and testing sets. The resulting numerical feature matrix was then suitable for use by the ANN and LSTM models. 

[bookmark: _Toc241072906]3.6 Feature Encoding and Feature Scaling

The dataset contained three categorical predictive features, namely protocol_type, service and flag, while the remaining twelve predictive features were numerical. During preprocessing, categorical columns were identified automatically based on their object data type and transformed into numerical representations using separate LabelEncoder objects. The fitted encoders were stored for reuse when processing new observations during prediction.
After categorical encoding, all 15 predictive features were represented numerically. StandardScaler was then applied to standardise the feature matrix so that variables with different numerical ranges, such as byte counts and rate-based features, could be supplied to the neural networks on a comparable scale. The resulting standardised feature matrix was subsequently divided into training and testing sets and used as input for both the ANN and LSTM models.
[bookmark: _Toc241072907]3.7 Training and Testing Data Division

The standardised dataset was divided into training and testing sets using the train_test_split function from the Scikit-learn model_selection module. The split was performed using test_size=0.2, random_state=42 and stratify=y. This produced 8,000 observations for model development and 2,000 observations for independent testing. 
Stratification was used to preserve approximately the same class distribution in both subsets. The training set contained 6,424 normal observations and 1,576 attack observations, while the test set contained 1,606 normal observations and 394 attack observations. This maintained the approximately 80:20 distribution of normal and malicious traffic across both datasets.
During model fitting, 20% of the 8,000 training observations was additionally used as validation data. Therefore, approximately 6,400 observations were used for training and 1,600 for validation during each model-fitting process. The separate 2,000-observation test set was retained for final evaluation of the ANN and LSTM models.

[bookmark: _Toc241072908]3.8 Deep Learning Model Selection

Two deep learning architectures were selected for binary network intrusion detection: a fully connected Artificial Neural Network (ANN) and a Long Short-Term Memory (LSTM) network. The two architectures were implemented to compare their ability to distinguish between normal and malicious network traffic under the same experimental conditions.
The ANN was designed with four fully connected hidden layers containing 128, 64, 32 and 16 neurons, respectively. ReLU activation was used in each hidden layer, while a single output neuron with sigmoid activation was used to produce the probability of an attack. Batch normalisation was applied after each hidden layer, together with dropout rates of 0.30, 0.30, 0.20 and 0.20 to support training stability and reduce overfitting. The resulting ANN contained 13,889 parameters, of which 13,409 were trainable and 480 were non-trainable.
For the LSTM model, the 15-dimensional feature vector was reshaped into a (15, 1) representation before being processed through three stacked LSTM layers containing 64, 32 and 16 units, respectively. Dropout rates of 0.30, 0.30 and 0.20 were applied following the LSTM layers, and a single sigmoid output neuron was used for binary classification. The LSTM model contained 32,465 trainable parameters.
The ANN therefore provided a feed-forward approach for learning nonlinear relationships between the network traffic features, while the LSTM provided an alternative recurrent architecture using a sequential representation of the same 15 features. Both models were subsequently trained and evaluated using the same dataset partitions and performance criteria to support a consistent comparison. 

[bookmark: _Toc241072909]3.9 Model Training and Optimisation Strategy

Both the ANN and LSTM models were trained using the Adam optimiser with an initial learning rate of 0.001 and binary cross-entropy as the loss function. To maintain consistent experimental conditions, both models were configured with a maximum of 50 epochs, a batch size of 64 and a validation split of 0.20.
Two callbacks, EarlyStopping and ReduceLROnPlateau, were used to control the training process. EarlyStopping monitored validation loss with a patience value of 10 epochs and restore_best_weights=True, allowing training to stop when validation loss failed to improve and restoring the weights associated with the best validation performance. ReduceLROnPlateau also monitored validation loss and reduced the learning rate by a factor of 0.5 after 5 epochs without improvement, with a minimum learning rate of 0.00001. 
During the executed ANN training, the learning rate was reduced from 0.001 to 0.0005 at epoch 15 and then to 0.00025 at epoch 20. Training stopped at epoch 20, after which the model restored the weights from its best-performing epoch, epoch 10.
For the LSTM model, the learning rate was reduced from 0.001 to 0.0005 at epoch 5 and then to 0.00025 at epoch 10. Training stopped at epoch 10, and the weights from the best-performing epoch, epoch 1, were restored.
These training controls were applied consistently to both architectures to manage validation performance and avoid unnecessary continuation of training once improvement had stopped.

[bookmark: _Toc241072910]3.10 Model Evaluation Framework

The performance of the ANN and LSTM models was evaluated using the 2,000-observation test set, which contained 1,606 normal observations and 394 attack observations. Both models generated probability-based predictions, which were converted into binary classifications using a decision threshold of 0.5, where class 0 represented normal traffic and class 1 represented malicious traffic.
Four principal classification metrics were used: accuracy, precision, recall and F1-score. Accuracy measured the overall proportion of correctly classified observations. Precision measured the proportion of traffic predicted as malicious that was actually malicious, while recall measured the proportion of actual attack observations that were successfully detected by the model. The F1-score represented the harmonic mean of precision and recall and provided a combined measure of attack-classification performance.
In addition to these metrics, classification reports and confusion matrices were generated to examine model behaviour for both normal and attack classes. The confusion matrices provided the numbers of true negatives, false positives, false negatives and true positives, making it possible to examine not only overall classification performance but also the number of malicious observations that remained undetected.
This evaluation approach was particularly important because the dataset contained substantially more normal observations than attack observations. Therefore, accuracy alone could provide an incomplete representation of intrusion-detection performance. Recall and the number of false negatives were considered particularly relevant when assessing the models' ability to identify malicious traffic. 

[bookmark: _Toc241072911]3.11 Software, Libraries and Experimental Environment

The experimental implementation was developed in Python using a Jupyter/Google Colab notebook environment running on a Python 3 kernel. TensorFlow/Keras was used to construct, train and save the ANN and LSTM models. The implemented notebook reported TensorFlow version 2.20.0.
Pandas and NumPy were used for synthetic dataset generation, data manipulation and numerical operations. Scikit-learn provided the preprocessing and evaluation functions, including train_test_split, LabelEncoder, StandardScaler, and the classification performance metrics. Matplotlib and Seaborn were used to visualise training histories and confusion matrices.
The training process also used TensorFlow/Keras components including the Adam optimiser, EarlyStopping and ReduceLROnPlateau. The trained models and preprocessing objects were saved to support later prediction and application integration. The implementation included a Streamlit interface that could load the saved ANN and LSTM models and preprocessing objects, accept network traffic feature values from the user, and generate probability-based intrusion predictions. Plotly was used within the interface to provide an interactive visual representation of attack probability.

[bookmark: _Toc241072912]3.12 Ethical Considerations, Reliability and Methodological Limitations

The study did not use personally identifiable information, confidential organisational network traffic or network records collected from real users. Instead, the experimental dataset was generated synthetically within the implemented notebook. Consequently, the study involved limited privacy and data-protection risks because no personal or confidential network information was collected or processed.
Several measures were used to support experimental reliability and reproducibility. Random seeds of 42 were specified for NumPy and TensorFlow, and the dataset was divided using a stratified 80:20 train-test split with a fixed random_state=42. The same preprocessing procedure, training configuration and test observations were used when comparing the ANN and LSTM models. This provided a consistent experimental basis for evaluating the two architectures.
However, several methodological limitations should be recognised. The most significant limitation is the use of a synthetically generated dataset rather than an established benchmark or real-world network traffic dataset. Although synthetic data provided a controlled and reproducible experimental environment, the generated observations were based on predefined statistical distributions and artificially introduced attack characteristics. Therefore, they cannot fully reproduce the complexity, variability and evolving behaviour of genuine network traffic and cyberattacks. Consequently, the experimental results should not be assumed to generalise directly to operational network environments.
The dataset was also imbalanced, containing 8,030 normal observations (80.3%) and 1,970 attack observations (19.7%). No oversampling methods such as SMOTE or ADASYN were applied in the implemented experiment. This imbalance is particularly relevant when interpreting overall accuracy because a model can classify a large proportion of normal traffic correctly while still failing to detect many malicious observations. For this reason, precision, recall, F1-score and confusion matrices were considered alongside accuracy when evaluating model performance.
A further methodological limitation concerns feature standardisation. In the implemented notebook, StandardScaler was applied to the complete feature matrix before the train-test split. As a result, information about the overall feature distribution of observations later assigned to the test set contributed to the scaling parameters. This represents a potential source of data leakage and may affect the independence of the final evaluation. A stricter implementation should first divide the data and then fit the scaler exclusively on the training set before transforming the validation and test sets.
The LSTM implementation also reshaped the 15 predictive features into a (15, 1) sequential representation. These positions represent different network traffic features rather than genuine chronological time steps. Therefore, the experiment does not fully evaluate the ability of LSTM networks to learn temporal patterns across sequences of network traffic observations.
Finally, although additional measures such as ROC-AUC and false-positive rate are discussed within the wider literature review, the implemented final evaluation primarily reports accuracy, precision, recall, F1-score, classification reports and confusion matrices. The findings should therefore be interpreted according to these experimentally calculated measures rather than metrics discussed only in the literature.




[bookmark: _Toc241072913]CHAPTER 4: DESIGN PROCESS

[bookmark: _Toc241072914]4.1 Introduction

This chapter presents the design process of the developed deep learning-based Network Intrusion Detection System (NIDS). The system was designed as a structured workflow covering synthetic network traffic generation, data preprocessing, feature representation, deep learning model design, model training and evaluation, and an interactive prediction interface.
The system was implemented using Python together with Pandas and NumPy for data handling, Scikit-learn for preprocessing and evaluation, TensorFlow/Keras for the ANN and LSTM models, and Streamlit and Plotly for the interactive application and visualisation components.
The synthetic dataset contained 10,000 network traffic observations and 17 columns, consisting of 15 predictive traffic features, one binary class label and one attack-type descriptor. The generated dataset contained 8,030 normal observations and 1,970 attack observations, representing approximately 80.3% normal traffic and 19.7% malicious traffic. The attack observations were descriptively categorised as 515 Brute Force, 500 DoS, 487 DDoS and 468 Port Scan records. The models themselves were designed for binary classification between normal and malicious traffic rather than multiclass classification of these individual attack categories.
The overall system design included data cleaning, categorical encoding, feature standardisation, stratified dataset splitting, ANN and LSTM model development, performance evaluation and an interactive Streamlit-based prediction interface.
 
[bookmark: _Toc241072915]4.2 System Design Requirements

The system was designed to support the experimental development and evaluation of a deep learning-based Network Intrusion Detection System for binary classification of normal and malicious network traffic. The main technical requirements included synthetic network traffic generation, data preprocessing, model training, performance evaluation and an interactive prediction interface.
The implementation used Python, with Pandas and NumPy for data generation and manipulation, Scikit-learn for preprocessing, dataset splitting and performance evaluation, and TensorFlow/Keras for developing the ANN and LSTM models. Streamlit was used to provide the interactive prediction interface, while Plotly supported visualisation of prediction probabilities.
The dataset was designed with 10,000 observations and 15 predictive attributes, consisting of three categorical features (protocol_type, service and flag) and twelve numerical features. The system required categorical attributes to be encoded numerically and all predictive features to be standardised before being supplied to the deep learning models.
A stratified 80:20 train-test split was used, producing 8,000 observations for model development and 2,000 observations for testing. During model fitting, 20% of the 8,000 model-development observations was used for validation, corresponding to approximately 6,400 training and 1,600 validation observations.
Both models were designed to produce a binary output, where class 0 represented normal traffic and class 1 represented malicious traffic. The same dataset partitions, preprocessing approach and evaluation framework were used for the ANN and LSTM to provide a consistent basis for experimental comparison. A fixed random seed of 42 was also used to support reproducibility.

[bookmark: _Toc241072916]4.3 System Architecture

The flow of the architecture is sequential, beginning with the generation of network traffic, followed by preprocessing, then deep learning for classification, and finally prediction to show to the user. The dataset generator produces 10,000 samples that have 15 features and two target-related features. In pre-processing, the missing records are dropped, the binary label is split, then the attack_type variable is removed from pre-processing inputs, categorical variables are encoded with LabelEncoder, and the rest of the variables are converted to numeric before being pre-processed by the StandardScaler. The resulting set of plots is subdivided into 8,000 training and 2,000 testing observations. Two classifiers are then built, namely the Artificial Neural Network (ANN) and the Long Short-Term Memory (LSTM) network. Both employ Adam and use binary cross-entropy. Predictions are converted using a 0.5 threshold and are displayed in a Streamlit application: the model selection and performance information. The success of this module can also facilitate independent testing and successive deployment. 

[bookmark: _Toc241072917]4.4 Network Traffic Input Design

For the network traffic input design, each connection is described with 15 attributes that were selected by the designed synthetic dataset generator. They are: “duration, protocol_type, service, flag, src_bytes, dst_bytes, count, srv_count, serror_rate, srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_rate, diff_srv_rate, and dst_host_count.” There are 3 categorical fields (protocol_type, service and flag) and 12 numerical fields. It creates 10,000 entries with NumPy random distributions: exponential distributions for "duration" and "bytecount" attributes; Poisson distributions for the number of connections; and beta distributions for other attributes expressed as fractions: for instance, "number of days available to scan the book. It generates 10,000 entries using NumPy random distributions. Labels are binary: 0 – normal traffic, or 1 – attack traffic. The dataset is generated with seed number 42 and has 8,030 normal observations and 1,970 attack observations. Attack records are scaled by a random factor between 2 and 5 times the source bytes and 1.5 and 4 times the destination bytes, which introduces differences in the traffic that are learned. These types of transformations enhance class separability and guide supervised model development.

[bookmark: _Toc241072918]4.5 Data Preprocessing Design

The heterogeneous network traffic is converted to a numerical representation by a preprocessing design for training the ANN and LSTM. The first thing that happens to the data is that a copy of the original DataFrame is created, and the rows with NaN (i.e. empty) values are dropped. This label column is separated as y, and the removed label and attack_type are removed from the X matrix, leaving the other 15 predictive attributes. LabelEncoder is used to encode categorical columns as numeric: individual LabelEncoders are fitted when training the model for each categorical field. All feature columns are then converted to numeric; then errors in this conversion are forcibly set to NaN and put to zero. The complete numerical feature matrix is then passed to StandardScaler to transform the input features onto a standardised scale before the train-test split.. The same scalers and encoders are used for inference, enabling consistent pre-processing. Last but not least, the 80:20 split seen in train_test_split with stratify=y and random_state=42 ensures the class distribution is maintained. This will reduce variability due to the numerical input. The design is based on the following well-known preprocessing requirements, identified during the dissertation: cleaning, encoding and scaling.

[bookmark: _Toc241072919]4.6 Feature and Label Design

Feature and label design captures network characteristics in a way that is separate from the classification target, but still includes enough information to deploy. There are 15 features in the model input, which are: duration, protocol_type, service, flag, src_bytes, dst_bytes, count, srv_count, serror_rate, srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_rate, diff_srv_rate and dst_host_count. The attack_type field has been purposefully omitted from the X variable and represents the category of attack, and not an input variable. The main label is a binary one: Normal = 0, Attack = 1. A total of 8,030 observations are normal, and 1,970 are attacks, which is 80.3% and 19.7%, respectively. Attack records are then tagged with descriptive labels such as DoS, DDoS, Brute Force or Port Scan. The binary formulation allows both ANN and LSTM models to yield a single sigmoid-probability value, which indicates the probability of an attack. The system is also organised in a manner useful for easily understanding the final prediction when performing the application Separating the target variables from the predictive features maintains a clear supervised learning formulation and prevents the attack_type descriptor from being used as a model input.

[bookmark: _Toc241072920]4.7 ANN Model Architecture Design

The architecture of the ANN is completely connected for a classification system based on 15 standard features received as input. The first dense layer has 128 neurons with ReLU activation and is followed by Batch Normalisation and 30% Dropout. The second layer is a dense layer with 64 ReLU neurons, Batch Normalisation, and another 30% Dropout. The third neuron layer has 32 neurons of the ReLU type, using 20% Dropout and Batch Normalisation; the fourth layer has 16 ReLU neurons, consisting of 20% Dropout and Batch Normalisation. One Dense layer with one neuron and sigmoid activation is used to produce an attack probability The model is configured using the Adam optimiser with a learning rate of 0.001 and binary cross-entropy as the loss function. Accuracy, Precision and Recall are monitored during training. The layered design has the necessary depth to enable interactions between features to be non-linear, yet it keeps the number of parameters remaining reasonable for training and inference. Both Batch Normalisation and Dropout contribute to the stability of training and make it less sensitive towards a single neuron. The architecture thus presents a structured way of learning complex relationships in network traffic, analogous to the ones described in the dissertation: deep neural networks for intrusion detection.

[bookmark: _Toc241072921]4.8 LSTM Model Architecture Design

The LSTM architecture is designed to process a sequential representation of the 15-dimensional feature vector. A Reshape layer transforms each input from shape (15,) to shape (15, 1), allowing the 15 predictive features to be processed sequentially, with one feature value at each position.
The recurrent architecture consists of three LSTM layers. The first LSTM layer contains 64 units with return_sequences=True and is followed by 30% Dropout. The second LSTM layer contains 32 units, also with return_sequences=True, followed by another 30% Dropout. The third LSTM layer contains 16 units and is followed by 20% Dropout. Finally, a Dense output layer containing one neuron with sigmoid activation produces the probability used for binary classification of the network traffic as Normal or Attack.
The model uses the Adam optimiser with an initial learning rate of 0.001 and binary cross-entropy as the loss function. Accuracy, Precision and Recall are monitored during training. The complete LSTM architecture contains 32,465 trainable parameters.
The stacked LSTM structure provides an alternative recurrent architecture to the fully connected ANN and enables the two models to be compared using the same preprocessed dataset and evaluation procedure. Dropout is applied throughout the recurrent architecture to reduce overfitting during model training.

[bookmark: _Toc241072922]4.9 Model Training and Regularisation Design

The training and regularisation design uses several controls to support model generalisation and reduce overfitting. Both the ANN and LSTM models are configured for a maximum of 50 epochs with a batch size of 64. From the 8,000 observations allocated for model development, 20% is used for validation, corresponding to approximately 1,600 validation observations, while approximately 6,400 observations are used for model fitting.
Both models use the Adam optimiser with an initial learning rate of 0.001 and binary cross-entropy as the loss function. EarlyStopping monitors the validation loss with a patience of 10 epochs and stops training when no further improvement is observed. The restore_best_weights=True setting is used so that the model weights associated with the best validation performance are restored after training.
ReduceLROnPlateau is also used to monitor validation loss. If no improvement is observed for 5 epochs, the learning rate is reduced by a factor of 0.5, with a minimum learning rate of 0.00001. This allows the learning rate to decrease when validation performance stops improving rather than maintaining the initial learning rate throughout the complete training process.
Regularisation is additionally incorporated within the individual model architectures. The ANN uses Dropout rates of 0.30, 0.30, 0.20 and 0.20 across its hidden layers together with Batch Normalisation. The LSTM uses Dropout rates of 0.30, 0.30 and 0.20 across its recurrent layers. These regularisation and training controls are used to support stable training and reduce overfitting. Applying consistent training settings to both architectures also provides a controlled basis for comparing their performance. 

[bookmark: _Toc241072923]4.10 Prediction and Decision-Making Design

The prediction and decision-making design converts the output of the selected deep learning model into a binary network traffic classification of Normal or Attack. The Streamlit application uses the saved list of 15 predictive feature names and creates a DataFrame with the same feature structure for each new network traffic record entered by the user.
Before prediction, categorical input values are transformed using the saved LabelEncoder objects. The remaining feature values are converted into numerical form, and any missing numerical values are replaced with zero. The saved StandardScaler is then applied to the input so that new observations are processed consistently with the feature representation used by the trained models.
The user can select either the ANN or LSTM model for prediction. The selected model produces a single value between 0 and 1, representing the predicted probability of malicious traffic. A classification threshold of 0.5 is applied to this probability. A value greater than 0.5 is classified as Attack (1), while a value of 0.5 or below is classified as Normal (0).
The interface presents the resulting Normal or Attack classification together with a confidence percentage and an attack-probability gauge. When malicious traffic is detected, the application also provides a recommendation for further investigation of the network traffic. The prediction therefore represents binary intrusion detection rather than identification of a specific attack category such as DoS, DDoS, Brute Force or Port Scan.
 
[bookmark: _Toc241072924]4.11 User Interface and Application Design

The basis of the user interface is the idea of a Streamlit web application for interacting with the trained NIDS models. The application features a broad page design and provides 3 main pages: Prediction, About and Model Performance. On the Prediction page, users click the ANN or LSTM button option and add the 15 network-traffic features using the existing widgets. If a feature is categorical, it is displayed as a selection box with the related encoder in the list of classes used for this purpose. If a feature is numerical, it is displayed with a number input element where the default value is 0.0 and steps of 0.01. The activated Detect Intrusion button triggers the selected model to process the content of the input(s) and provide back the prediction and confidence. With normal traffic, a success message is returned; with malicious traffic, an alert is returned, and an investigation recommendation is returned. The gauge displayed by Plotly will follow a 0–100 scale, with 50% as the point of decisionThe Model Performance page displays sample accuracy, precision, recall and F1-score values for the ANN and LSTM models. These displayed values are interface-level illustrative values and are not the experimentally calculated test results reported in Chapter 6. 




[bookmark: _Toc241072925]4.12 System Workflow and Design Summary

The overall system workflow integrates synthetic data generation, preprocessing, deep learning classification, model evaluation and interactive prediction. The generated dataset contains 10,000 network traffic observations with 15 predictive features, consisting of 8,030 normal observations and 1,970 attack observations. Categorical features are encoded numerically, the feature matrix is standardised using StandardScaler, and the dataset is divided using an 80:20 stratified train-test split, producing 8,000 observations for model development and 2,000 observations for testing. During model fitting, 20% of the model-development data is used for validation, corresponding to approximately 6,400 training and 1,600 validation observations.
Two deep learning architectures are designed for binary intrusion detection: an ANN with hidden layers of 128, 64, 32 and 16 neurons, and an LSTM with recurrent layers of 64, 32 and 16 units. Both models use the Adam optimiser with an initial learning rate of 0.001, binary cross-entropy loss, a batch size of 64, and a maximum of 50 epochs.
Training is controlled using both EarlyStopping and ReduceLROnPlateau. Early stopping monitors validation loss with a patience of 10 epochs and restores the best-performing model weights. The learning-rate scheduler reduces the learning rate by a factor of 0.5 after 5 epochs without improvement, with a minimum learning rate of 0.00001. These controls allow training to terminate before the maximum number of epochs when validation performance no longer improves.
Following training, the ANN and LSTM models and their associated preprocessing objects are saved for reuse. The Streamlit application loads these resources and enables users to enter the 15 network traffic features, select either the ANN or LSTM model, and obtain a probability-based Normal or Attack prediction using a threshold of 0.5. Overall, this workflow provides a consistent experimental framework for comparing the two deep learning architectures and demonstrating their integration within an interactive intrusion-detection prototype.



[bookmark: _Toc241072926]CHAPTER 5: IMPLEMENTATION

[bookmark: _Toc241072927]5.1 Introduction

This chapter presents the implementation of the proposed Network Intrusion Detection System (NIDS) using two deep learning classifiers: an Artificial Neural Network (ANN) and a Long Short-Term Memory (LSTM) network. The generated synthetic network traffic dataset contained 10,000 observations and 17 columns, consisting of 15 predictive input features, one binary label and one attack_type descriptor. The number of traffic records generated included 8,030 Normal, 515 Brute Force, 500 DoS, 487 DDoS and 468 Port Scan records. 8000 sample sets were used for training, and 2000 sample sets were used for testing after the stratified splitting. The ANN and LSTM were then trained and evaluated, persisted, and incorporated into a Streamlit-based prediction interface.

[bookmark: _Toc241072928]5.2 Development Environment and Libraries

The system was implemented in Python 3 using a Jupyter/Google Colab notebook environment. TensorFlow 2.20.0 and Keras were used to construct, compile, train and save the ANN and LSTM deep learning models. Random seeds of 42 were specified for both NumPy and TensorFlow to support reproducibility of the experimental process.
Pandas was used for generating, organising and manipulating the network traffic dataset, while NumPy supported random data generation and numerical operations. Scikit-learn provided the main preprocessing, dataset-splitting and evaluation functions, including train_test_split, StandardScaler, LabelEncoder, accuracy_score, precision_score, recall_score, f1_score, confusion_matrix and classification_report.
The ANN and LSTM training processes were controlled using the Adam optimiser, EarlyStopping and ReduceLROnPlateau from TensorFlow/Keras. Matplotlib was used to visualise model training behaviour, while Seaborn was used for confusion-matrix visualisation.
For the interactive application, Streamlit was used to provide the web-based user interface through which network traffic features could be entered and predictions generated using the trained models. Plotly was used to create the attack-probability gauge and other interactive visual elements. The trained preprocessing objects and feature information were stored using pickle and joblib, allowing the same encoders, scaler and feature structure to be reused when processing new observations. 

[bookmark: _Toc241072929]5.3 Dataset Implementation

This implemented dataset was created programmatically by the create_sample_dataset() function, instead of being loaded from an external benchmark file“This generated a total of 10,000 observations containing 15 predictive network traffic features: duration, protocol_type, service, flag, src_bytes, dst_bytes, count, srv_count, serror_rate, srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_rate, diff_srv_rate, and dst_host_count.” The dataset was thus composed of 17 columns with the addition of the binary label and attack_type columns. The binary label related to a normal traffic case (0) or an attack traffic case (1); 0.80 and 0.20 were their respective probabilities. The attack records were also categorised into DoS, DDoS, Brute Force or Port Scan. This resulted in 8,030 Normal, 515 Brute Force, 500 DoS, 487 DDoS and 468 Port Scan observations. Source and destination byte numbers in attack records were multiplied by random factors to get discriminative traffic patterns overall.

[bookmark: _Toc241072930]5.4 Data Cleaning and Preprocessing Implementation

The preprocess_data() function was used to clean and transform the generated network traffic dataset before model training. A copy of the original DataFrame was first created to preserve the initially generated data. Records containing missing values were then removed using the dropna() function.
The binary label column was separated from the predictor variables and used as the target for classification. The attack_type column was also removed from the predictive feature matrix because it was retained only as a descriptive attribute. Therefore, the ANN and LSTM models were trained to perform binary classification between Normal (0) and Attack (1) rather than to predict individual attack categories.
The remaining predictor columns were automatically examined to identify categorical variables. The three categorical predictors, protocol_type, service and flag, were converted from text values into numerical representations using LabelEncoder. A separate encoder was fitted for each categorical feature and stored so that the same mappings could later be applied when processing new observations through the prediction application.
After categorical encoding, all predictor columns were converted to numerical values. Any values that could not be converted were represented as missing values and subsequently replaced with zero using fillna(0). This produced a completely numerical feature matrix containing the 15 predictive features required by the ANN and LSTM models.
The fitted categorical encoders were retained for reuse during prediction so that user-provided categorical inputs could be transformed consistently with the data used during model development. Feature standardisation and train-test splitting were then performed in the following stage of the implementation.

[bookmark: _Toc241072931]5.5 Feature Scaling and Dataset Splitting Implementation

After categorical encoding and numerical conversion, the complete feature matrix containing the 15 predictive variables was standardised using StandardScaler. The scaler was fitted to the processed feature matrix and used to transform the predictors into standardised numerical values. This ensured that features with different numerical ranges were represented on a comparable scale before being supplied to the ANN and LSTM models.
Following standardisation, the dataset was divided into training and testing sets using the train_test_split() function with test_size=0.2, random_state=42 and stratify=y. This produced 8,000 observations for model development and 2,000 observations for testing, corresponding to an 80:20 split rather than equal halves.
The use of stratification preserved approximately the same binary class distribution in both subsets. The training set contained 6,424 normal observations and 1,576 attack observations, while the test set contained 1,606 normal observations and 394 attack observations. This maintained the original approximately 80:20 distribution between normal and malicious traffic.
The fitted scaler was retained and later reused through scaler.transform() when processing new network traffic observations in the prediction application. This ensured that new input values were transformed using the same scaling parameters applied during the original preprocessing process.
A methodological limitation of this implementation is that StandardScaler was fitted to the complete feature matrix before the train-test split. Consequently, information from observations subsequently allocated to the test set contributed to the calculated scaling parameters. This introduces a potential source of data leakage. A stricter implementation would first divide the dataset and fit the scaler only on the training data before transforming the validation and test data.

[bookmark: _Toc241072932]5.6 ANN Model Implementation

The architecture chosen for the ANN implementation was a sequential feed-forward architecture for intrusion classification for binary-type intrusion. A total of 15 scaled input features were fed into the network, which has four fully connected hidden layers with 128, 64, 32 and 16 neurons in each layer, respectively. Among all the layers of hidden neurons, each used ReLU activation, and in the output layer, there was one neuron with sigmoid activation for generating an attack probability. To support stable learning, Batch Normalisation was applied after each hidden Dense layer, while Dropout rates of 0.30, 0.30, 0.20 and 0.20 were used to reduce overfitting. This model has a total of 13,889 parameters, of which 13,409 are trainable parameters, and 480 are non-trainable parameters. It was trained with the Adam optimiser and a learning rate of 0.001, binary cross-entropy loss, accuracy, precision and recall. This architecture was used to learn nonlinear relationships among the 15 predictive network traffic features for binary classification of Normal and Attack traffic. 

[bookmark: _Toc241072933]5.7 LSTM Model Implementation

To vectorise each of the 15 features as a sequential step, they were transformed into a three-dimensional sequence representation of the input vector by using Reshape((15, 1)) in the LSTM implementation. The following steps used three stacked LSTM layers with 64, 32 and 16 units. The first two LSTM layers returned sequences, allowing to get temporal representations, which were passed to the next LSTM layer; the final LSTM formed a fixed representation for classification. Dropout rates of 0.30 were applied after the first two LSTM layers, while a dropout rate of 0.20 was applied after the final LSTM layer as a regularisation mechanism to reduce overfitting. There was a single Dense neuron at the output layer that was used to generate the binary probability of intrusions. This resulted in an LSTM with a total number of trainable parameters: 32465 parameters. It was trained with the same methods as the ANN, including the Adam algorithm with a learning_rate of 0.001, binary cross-entropy loss and using accuracy, Precision and Recall as the training metrics. This implementation provided an alternative recurrent architecture for learning relationships across the reshaped feature representation. However, the 15 input dimensions represent network traffic features rather than genuine time-ordered observations; therefore, the reshaping into (15, 1) should not be interpreted as a true temporal sequence.

[bookmark: _Toc241072934]5.8 Model Training and Learning-Rate Control

Both models were trained using the same main training configuration to provide a consistent basis for comparison. The maximum number of training epochs was set to 50, with a batch size of 64 and validation_split=0.2. Therefore, 20% of the 8,000 model-development observations were used internally for validation during training. Both models used the Adam optimiser with an initial learning rate of 0.001 and binary cross-entropy as the loss function.
Two callbacks, EarlyStopping and ReduceLROnPlateau, were used to control the training process. EarlyStopping monitored validation loss with a patience of 10 epochs and restore_best_weights=True. Therefore, if validation loss did not improve for 10 consecutive epochs, training was stopped and the model weights corresponding to the lowest validation loss were restored.
ReduceLROnPlateau also monitored validation loss and reduced the learning rate by a factor of 0.5 after 5 epochs without improvement. The minimum permitted learning rate was set to 0.00001. This allowed the optimiser to continue training with smaller learning-rate values when validation performance stopped improving.
For the ANN, training stopped at epoch 20, after which the weights from the best-performing epoch 10 were restored. During ANN training, the learning rate was reduced from its initial value of 0.001 to 0.0005 at epoch 15, and subsequently to approximately 0.00025 at epoch 20. For the LSTM, training stopped at epoch 10, and the model restored the weights from the best-performing epoch. Its learning rate was reduced from 0.001 to 0.0005 at epoch 5 and then to approximately 0.00025 at epoch 10. Therefore, neither model required the full maximum of 50 epochs because the early-stopping criterion was reached. 

[bookmark: _Toc241072935]5.9 Model Evaluation Implementation

Evaluation of the model was carried out by predictions from an independent test set consisting of 2,000 records. The probabilities for each model were computed by the evaluate_model() function, and the probabilities were converted to binary predictions by the decision threshold criterion of 50A classification report and confusion matrix were generated for each model, while accuracy, precision, recall and F1-score were calculated using Scikit-learn. The recall for it at the class level was 0.98 for Normal traffic and 0.48 for Attack traffic, with 1,606 normal and 394 attack test observations. The LSTM achieved 0.8245 accuracy, 0.8028 precision, 0.1447 recall, and 0.2452 F1-Score, with Attack recall of 0.14. Within the implemented experiment, the ANN detected a greater proportion of attack observations than the LSTM, as reflected by its higher attack recall and F1-score. Confusion matrices were also generated for both models to provide a detailed visual representation of correct classifications, false positives and false negatives.

[bookmark: _Toc241072936]5.10 Model Prediction and Persistence

After training, both deep learning models and their associated preprocessing objects were saved so that they could be reused by the prediction application without retraining. The trained ANN was saved as ann_intrusion_detection_model.h5, while the LSTM was saved as lstm_intrusion_detection_model.h5.
The preprocessing components were stored separately from the neural network models. The fitted scaler, categorical label encoders and feature names were saved as scaler.pkl, label_encoders.pkl and feature_names.pkl. Equivalent versions were also stored using Joblib as scaler.joblib, label_encoders.joblib and feature_names.joblib. These saved objects ensured that new observations could be processed using the same feature structure, categorical mappings and scaling procedure used during model development.
When the prediction application was started, the trained ANN and LSTM models were loaded from their respective H5 files. The preprocessing objects were loaded separately, with the application attempting to load the pickle files first and using the Joblib versions as an alternative where required.
For each new network traffic observation, the application created a single-row DataFrame containing the 15 required predictive features. The saved label encoders were applied to the categorical variables, while the remaining features were converted to numerical format. Missing numerical values were replaced with zero, and the saved scaler was then applied using scaler.transform().
The processed observation was passed to the model selected by the user, which returned a probability representing the likelihood of malicious traffic. A decision threshold of 0.5 was used for binary classification. Probabilities greater than 0.5 were classified as Attack, while probabilities equal to or below 0.5 were classified as Normal. The application therefore performed binary Normal-versus-Attack prediction rather than identifying a specific attack category.

[bookmark: _Toc241072937]5.11 Streamlit Application Implementation

A Streamlit-based interface was implemented to provide an interactive front end for using the trained ANN and LSTM models. The application was configured with a wide page layout and presented under the title “Network Intrusion Detection System.” A sidebar was used to organise the application into three main pages: Prediction, About and Model Performance.
On the Prediction page, the user could select either the ANN or LSTM model and enter values for the 15 network traffic features required by the trained models. Input widgets were generated according to the feature type. For categorical variables such as protocol_type, service and flag, select boxes were populated using the classes stored in the fitted label encoders. Numerical variables were entered through number-input widgets.
When the user clicked the “Detect Intrusion” button, the supplied feature values were processed using the saved preprocessing objects before being passed to the selected trained model. Categorical inputs were transformed using the stored label encoders, numerical values were prepared in the required format, and the saved scaler was applied to standardise the complete input vector.
The selected model then generated an attack probability, which was converted into a binary prediction using the 0.5 decision threshold. The interface displayed either “Normal Traffic Detected” or “Malicious Traffic Detected”, together with a confidence value. A Plotly gauge was also used to display the estimated attack probability on a 0–100% scale, with 50% representing the classification threshold.
For observations classified as malicious, the interface additionally displayed a recommendation for further investigation. The About page provided explanatory information about the system, while the Model Performance page presented performance-related information for the two implemented models. The Streamlit application therefore provided a prototype interface for demonstrating model-based prediction from manually entered network traffic features rather than a live network-packet monitoring system.

[bookmark: _Toc241072938]5.12 Model Performance Interface and Implementation Summary

Overall, the implementation established an end-to-end NIDS prototype covering synthetic data generation, preprocessing, deep learning model training, evaluation, model persistence and interactive prediction through Streamlit. The data set composed 15 predictive features and 10,000 records, of which 80% of the data was used for training (8,000 records), and 20% of the data was used for testing (2,000 records). The ANN contained 13,889 parameters and achieved 87.80% accuracy, 82.89% precision, 47.97% recall and 60.77% F1-score on the test set. The LSTM achieved 82.45% accuracy, 80.28% precision, 14.47% recall and 24.52% F1-score. Within this experiment, the ANN therefore detected a greater proportion of attack observations, although its recall of 47.97% indicates that more than half of the attacks remained undetected. The trained models and preprocessing objects were saved and integrated into the Streamlit prototype to support probability-based binary prediction of Normal and Attack traffic.

[bookmark: _q08mztfkethz]

[bookmark: _Toc241072939]CHAPTER 6: EVALUATION OF RESULTS
[bookmark: _Toc241072940]6.1 Introduction

Two deep learning architectures: (i) Artificial Neural Network (ANN) and (ii) Long Short-Term Memory (LSTM) were implemented to examine the developed Network Intrusion Detection System. The experimental data set consisted of records of network traffic, including 8,030 normal and 1,970 attack traffic records. Stratified sampling was done to split the data into an 80% training group and a 20% test group. The number of normal and attack samples in the training and test sets was 6424 and 1576, and 1606 and 394, respectively. The ANN achieved 87.80% accuracy, 82.89% precision, 47.97% recall, and 60.77% F1-score, whereas the LSTM achieved 82.45% accuracy, 80.28% precision, 14.47% recall, and 24.52% F1-score. 

[bookmark: _Toc241072941]6.2 Experimental Results Overview

The synthetically generated network-traffic dataset used for the experimental evaluation comprised 10,000 observations and 17 columns: the network features, a binary matrix describing how intrusive the node was, and an attribute describing the type of attack. There were 8,030 Normal, 515 Brute Force, 500 DoS, 487 DDoS, and 468 Port Scan records of attacks recorded. When it came to binary intrusion detection, it is safe to use class 0 for normal traffic and class 1 for malicious traffic. So, there are 8030 observations in the dataset which are associated with normal samples and 1970 observations which belong to malicious samples. Categorical attributes were label encoded after preprocessing, missing values were addressed, and the feature values were standardised with StandardScaler. The data were divided using a stratified 80:20 train-test split, resulting in 8,000 observations for model development and 2,000 observations for testing. Both models were configured using the Adam optimiser with an initial learning rate of 0.001, binary cross-entropy loss, a batch size of 64 and a maximum of 50 epochs. Reducing the learning rate and early stopping were used to prevent overfitting. On the independent test set, the ANN produced 87.80% accuracy, 82.89% precision, 47.97% recall, and 60.77% F1-score. The LSTM produced 82.45% accuracy, 80.28% precision, 14.47% recall, and 24.52% F1-score. 

[bookmark: _Toc241072942]6.3 ANN Model Performance Evaluation

The network structure of the ANN is a series of fully connected layers of neurons containing 128, 64, 32 and 16 neurons in the corresponding layers, followed by a single sigmoid threshold output neuron for binary classification. To ensure training stability and to prevent overfitting effects, batch normalisation and dropout techniques were introduced throughout the whole architecture. There were a total of 13,889 parameters, consisting of 13,409 trainable and 480 non-trainable parameters. In training, the ANN was found to show gradual enhancement of learning accuracy, with the accuracy value of the ANN during the training period reaching around 87.58% at epoch 16. The validation accuracy remained around 85–86%, compared with training accuracy of approximately 87.58%. This relatively modest difference suggests that substantial overfitting was not evident from the accuracy curves, although validation loss and test performance should also be considered when assessing generalisation. The best weights were saved after epoch 10 before early stopping kicked in after epoch 20, and a learning rate policy was implemented to drop the learning rate from 0.001 to 0.0005 at epoch 15 and then to 0.00025 at epoch 20. The ANN achieved an accuracy of 87.80% (0.8780) on the held-out test set of 2,000 observations. Its precision of 82.89% indicates that a high proportion of observations predicted as attacks were actually malicious. However, the recall of 47.97% (0.4797) shows that the model detected fewer than half of the actual attacks, while the resulting F1-score was 60.77% (0.6077). This relatively low attack recall is an important limitation because a substantial proportion of malicious observations remained undetected. The model was able to detect about 50 % of actual attacks and achieved a recall of 0.4797 (47.97%). The resulting F1-score was 0.6077 (60.77%). Within this experiment, the ANN detected a greater proportion of malicious observations than the LSTM, although its 47.97% recall still indicates considerable scope for improvement in attack detection

[bookmark: _Toc241072943]6.4 LSTM Model Performance Evaluation

The LSTM model processed the 15 standardised input features after reshaping each feature vector into a (15,1) structure. The reshaped input was passed through three LSTM layers containing 64, 32 and 16 units, respectively. Dropout rates of 0.30, 0.30 and 0.20 were applied to reduce overfitting, followed by a sigmoid output layer for binary classification. The model contained 32,465 trainable parameters, making it larger and more complex than the implemented ANN.
The LSTM was configured for a maximum of 50 epochs with early stopping and adaptive learning-rate reduction. During the executed training process, the learning rate was reduced from the initial 0.001 to 0.0005 at epoch 5, and then to approximately 0.00025 at epoch 10. Training stopped at epoch 10, after which the model restored the weights associated with the best validation loss from epoch 1.
On the held-out test set of 2,000 observations, the LSTM achieved 82.45% accuracy, 80.28% precision, 14.47% recall and 24.52% F1-score. Although its overall accuracy and precision appear relatively high, the recall result shows a major limitation. A recall of only 14.47% means that the model detected only a small proportion of the actual malicious observations and missed the majority of attacks.
The confusion matrix further demonstrates this weakness: the LSTM correctly identified 1,592 normal observations and 57 attack observations, while producing 14 false positives and 337 false negatives. Therefore, the relatively high overall accuracy was influenced strongly by correct classification of the majority Normal class and should not be interpreted as equally strong intrusion-detection capability.
Within this experiment, the LSTM demonstrated effective classification of normal traffic and produced relatively few false positives, but its low attack recall and high number of false negatives substantially limited its effectiveness for detecting malicious traffic. In addition, the 15 input features were reshaped as a sequence for the LSTM rather than being collected as genuine temporal observations. Consequently, the experiment does not establish that the recurrent structure benefited from true temporal dependencies in the network traffic.

[bookmark: _Toc241072944]6.5 Comparative Analysis of ANN and LSTM Models

A comparison of experimental results is presented to show that the difference between the ANN and LSTM architectures is evident. The difference between the ANN and the LSTM (87.80% and 82.45%, respectively) was 5.35 percentage points. Similarly, the ANN outperformed the LSTM with its better precision of 82.89% compared with 80.28% for the LSTM. Recall showed the largest difference between the two models, with the ANN achieving 47.97% compared with 14.47% for the LSTM, a difference of 33.50 percentage points. This difference is particularly important for intrusion detection because recall represents the proportion of actual attacks that are successfully identified. However, the ANN recall of 47.97% also shows that more than half of the attacks remained undetected. The same trend occurred for the F1-score, in which the ANN achieved 60.77%, while the LSTM achieved only 24.52% for the F1-score. This is also confirmed by the confusion matrices. The ANN had a correct classification rate of 1,567 records (normal) and 189 records (attack) with 39 FP and 205 FN. However, the LSTM was able to correctly classify 1592 normal and just 57 attack cases, and generated 14 false positives and 337 false negatives. 

	Performance Metric
	ANN
	LSTM

	Accuracy
	87.80%
	82.45%

	Precision
	82.89%
	80.28%

	Recall
	47.97%
	14.47%

	F1-Score
	60.77%
	24.52%

	True Negatives (TN)
	1,567
	1,592

	False Positives (FP)
	39
	14

	False Negatives (FN)
	205
	337

	True Positives (TP)
	189
	57

	Actual Normal Records
	1,606
	1,606

	Actual Attack Records
	394
	394

	Total Test Records
	2,000
	2,000



Table 6.1: Comparative Performance of ANN and LSTM Models

Table 6.1 shows a significant improvement in most of the major predictive measures for the ANN compared to the LSTM, with one exception: false-positive control and true-negative classification. The ANN achieved 87.80% accuracy, 82.89% precision, 47.97% recall, and 60.77% F1-score, compared with 82.45%, 80.28%, 14.47%, and 24.52%, respectively, for the LSTM. The largest difference is the number of attacks that both models can detect, with the ANN detecting 189 attacks, while the LSTM detected 57 attacks. The ANN also produced 132 fewer false negatives than the LSTM, which is important because false negatives represent attacks that remain undetected. In contrast, the LSTM produced fewer false positives, with 14 compared with 39 for the ANN, but this advantage was accompanied by substantially lower attack recall. These results demonstrate the trade-off between reducing false alarms and successfully detecting malicious traffic.

[bookmark: _Toc241072945]6.6 Accuracy, Precision, Recall and F1-Score Analysis

Accuracy, precision, recall and F1-score provide complementary measures for evaluating the performance of the developed NIDS. Considering these metrics together is particularly important because the test set was imbalanced, containing 1,606 Normal observations and 394 Attack observations. Therefore, a relatively high overall accuracy does not necessarily indicate strong attack-detection performance.
The ANN achieved an overall accuracy of 87.80%, correctly classifying 1,756 of the 2,000 test observations. Its precision of 82.89% indicates that most observations predicted as attacks were actually malicious. However, its recall was only 47.97%, meaning that the ANN detected 189 of the 394 actual attacks and missed 205 attacks. The resulting F1-score of 60.77% reflects the balance between its relatively high precision and considerably lower recall.
The LSTM achieved an overall accuracy of 82.45% and a precision of 80.28%. However, its attack recall was substantially lower at 14.47%, meaning that it detected only 57 of the 394 attacks, while 337 attacks were missed. This resulted in an F1-score of only 24.52%. Therefore, the LSTM's relatively high accuracy should be interpreted cautiously because much of this performance resulted from correctly classifying Normal traffic rather than successfully identifying malicious observations.
The comparison demonstrates the importance of evaluating intrusion-detection models using more than accuracy alone. The ANN detected a substantially greater proportion of attacks than the LSTM and achieved a higher F1-score. Nevertheless, the ANN's recall of 47.97% remains a significant limitation because more than half of the actual attacks were not detected. In a security-oriented application, these false negatives are particularly important because undetected malicious traffic may continue without generating an alert. Consequently, the results indicate that both models would require further improvement before their attack-detection performance could be considered sufficiently reliable for practical deployment. 

[bookmark: _Toc241072946]6.7 Confusion Matrix Analysis

The detailed evidence regarding the classification of the normal and malicious network traffic by the two models is given in the form of confusion matrices. The matrix comprised 1,567 true negatives, 39 false positives, 205 false negatives and 189 true positives for the ANN. The ANN correctly identified 1,567 of the 1,606 Normal observations and 189 of the 394 Attack observations in the test set. The 39 false positives signal that relatively few legitimate traffic records were wrongly marked as malicious. The 205 false negative incidents indicate, however, that a significant portion of the attacks went unnoticed. The LSTM had 1,592 true negatives, 14 false positives, 337 false negatives, and 57 true positives. The LSTM was thus able to detect the more normal cases accurately and produced fewer false alarms than the ANN. It is still a significant weakness, though, because it detected only 57 attacks out of 394. The ANN identified 132 more attacks than the LSTM and also produced 132 fewer false negatives. This difference is particularly important in intrusion detection because false negatives represent malicious observations that remain undetected. Although the LSTM produced fewer false positives, with 14 compared with 39 for the ANN, this was accompanied by a substantially larger number of missed attacks. The confusion matrices therefore provide a more detailed interpretation of model behaviour than accuracy alone and show that the ANN detected a greater proportion of malicious traffic within this experiment. The dissertation also defines the basic elements of the performance evaluation in the context of NIDS as TP, TN, FP and FN.

[bookmark: _Toc241072947]6.8 Analysis of Training and Validation Performance

The training and validation histories were analysed to examine the learning behaviour of the ANN and LSTM models and to identify possible signs of overfitting. Both models were configured for a maximum of 50 epochs, using a batch size of 64 and a 20% validation split from the training data. Two separate callbacks were used to control the training process: EarlyStopping, which monitored validation loss with a patience of 10 epochs and restored the best model weights, and ReduceLROnPlateau, which reduced the learning rate by a factor of 0.5 after five epochs without improvement in validation loss.
The ANN began with a training accuracy of approximately 69.05% at epoch 1 and increased to approximately 87.22% at epoch 10, reaching around 87.58% by epoch 16. Validation accuracy remained approximately 85–86%, while validation loss decreased from approximately 0.4249 at epoch 1 to 0.3637 at epoch 10. The relatively modest difference between training and validation accuracy does not indicate severe overfitting from the accuracy curves alone. However, validation loss stopped improving sufficiently, causing the learning rate to decrease from 0.001 to 0.0005 at epoch 15 and then to approximately 0.00025 at epoch 20. Early stopping terminated ANN training at epoch 20, and the weights from the best-performing validation-loss epoch, epoch 10, were restored.
The LSTM started with approximately 80.75% training accuracy and 81.31% validation accuracy at epoch 1. By epoch 10, training accuracy had increased to approximately 86.42%, while validation accuracy reached approximately 85.50%. The validation loss was approximately 0.3828 at epoch 10. The learning rate was reduced from 0.001 to 0.0005 at epoch 5 and then to approximately 0.00025 at epoch 10. Early stopping terminated training at epoch 10, after which the weights associated with the best validation loss from epoch 1 were restored.
The training histories therefore show different learning behaviour between the two architectures. The ANN continued to improve for longer before early stopping and ultimately produced stronger attack-detection performance on the test set. In contrast, the LSTM's best validation-loss weights were obtained very early in training, suggesting that additional epochs did not provide sustained improvement in validation loss. Despite its greater architectural complexity, the LSTM did not achieve stronger test performance for the feature representation used in this experiment. This result should also be interpreted in light of the fact that the LSTM processed the 15 input features as a reshaped sequence rather than genuine temporal network-traffic observations.

[bookmark: _Toc241072948]6.9 Evaluation of Intrusion Detection and Classification Capability

The proposed system was successfully tested for normal and anomalous network traffic classification with a binary deep learning classification approach. In the experimental dataset, there were 1,970 malicious records, including DoS, DDoS, Brute Force and Port Scan traffic and 8,030 legitimate records. The created dataset consisted of five types of traffic, but the implemented neural networks had a binary output class, with normal traffic as class 0 and all attack traffic as class 1. So, the reported ANN and LSTM results have been assessed for the task of normal-versus-attack detection instead of the independent multiclass classification of DoS / DDoS, Brute Force, and Port Scan. The ANN detected 189 of the 394 attacks in the test set and missed 205, whereas the LSTM detected 57 attacks and missed 337. Therefore, the ANN identified 132 more attacks than the LSTM within the experimental test set. The ANN produced 39 false positives, whereas the LSTM produced 14, demonstrating a trade-off between attack sensitivity and false alarms. Although the ANN detected a greater proportion of malicious traffic in this experiment, its recall of 47.97% means that more than half of the attacks remained undetected. The LSTM recall was considerably lower at 14.47%. Therefore, further model development and evaluation using realistic network traffic would be required before drawing conclusions about real-world intrusion-detection performance.. 

[bookmark: _Toc241072949]6.10 Evaluation of the Streamlit-Based Detection Application

The Streamlit application gives an interactive interface for testing the models trained for intrusion detection with user-provided features of the network traffic. The saved ANN and LSTM models, together with the scaler, label encoders and feature names, are loaded by the application for processing user-provided network traffic features. The user will indicate whether they select the ANN or the LSTM model and can enter the feature values of network traffic into the model via the user interface. In order to correctly transform the categorical variables, the saved label encoders are used; numerical values are cast to numeric data; missing values are filled with zero; and after transformation, the features are standardised before doing prediction. In the application, a probability greater than 0.5 is considered malicious, while a probability of 0.5 or less is considered normal. The interface shows an attack probability and a level of confidence in a class prediction (through a graphical gauge) followed by a recommendation. It also provides separate Prediction, About and Model Performance pages. The Model Performance page contains illustrative, hard-coded performance values, including accuracy values of 96.4% for ANN and 97.0% for LSTM. These interface values were not generated by the experimental evaluation and should therefore not be interpreted as test results. The actual experimental accuracies obtained from the held-out test set were 87.80% for ANN and 82.45% for LSTM, with the corresponding precision, recall and F1-score values reported in the preceding sections. This distinction is important to maintain consistency between the application interface and the experimental findings.

[bookmark: _Toc241072950]6.11 Discussion of Findings, Limitations and Reliability of Results

The experimental results demonstrate clear differences between the ANN and LSTM models for the implemented binary intrusion-detection task. The ANN achieved 87.80% accuracy, 82.89% precision, 47.97% recall and 60.77% F1-score, while the LSTM achieved 82.45% accuracy, 80.28% precision, 14.47% recall and 24.52% F1-score. The ANN detected 189 of the 394 attacks, compared with 57 detected by the LSTM. However, neither model achieved strong attack recall, and this is an important limitation when interpreting the overall accuracy results.
A major limitation of the experiment is the use of a synthetically generated dataset rather than an established benchmark dataset such as CICIDS or UNSW-NB15. The dataset contained 10,000 observations, including 8,030 Normal and 1,970 Attack records, with attack patterns generated using predefined statistical distributions and modifications to source and destination byte values. Consequently, the experimental results reflect performance on the generated patterns and cannot be assumed to represent performance on real-world enterprise network traffic.
The class distribution also affected the interpretation of the results. Normal traffic represented approximately 80.3% of the dataset, while Attack traffic represented approximately 19.7%. Therefore, accuracy alone could overstate detection effectiveness. This is particularly evident for the LSTM, which achieved 82.45% accuracy but detected only 14.47% of actual attacks. Even the ANN recall of 47.97% means that more than half of the malicious test observations remained undetected.
There were also methodological limitations in preprocessing and model representation. StandardScaler was fitted to the complete feature matrix before the train-test split, meaning that information from the later test set influenced the scaling parameters. This introduces data leakage and may affect the reliability of the reported test performance. In addition, the LSTM processed the 15 input features after reshaping them into a (15,1) structure, although these features were not genuine temporal observations. Therefore, the experiment does not demonstrate the LSTM's performance on true sequential network traffic.
Overall, the results provide a useful experimental comparison of ANN and LSTM architectures under the implemented conditions, but they should be interpreted within these methodological limitations. Future evaluation using benchmark or real network traffic, training-only preprocessing, improved treatment of class imbalance and genuinely temporal data would provide stronger evidence of model generalisability and practical intrusion-detection capability.
 
[bookmark: _Toc241072951]6.12 Summary

[bookmark: _doslmjo0t0n7]In this chapter, a  deep learning-based Network Intrusion Detection System with two architectures, viz. ANN and LSTM were evaluated for performance. The evaluation used a held-out test set containing 1,606 Normal and 394 Attack records, giving a total of 2,000 observations. The ANN achieved 87.80% accuracy, 82.89% precision, 47.97% recall and 60.77% F1-score, while the LSTM achieved 82.45% accuracy, 80.28% precision, 14.47% recall and 24.52% F1-score. The ANN also successfully identified 189 attacks, while the LSTM found only 57 attacks. The LSTM provided very few false positives, but a high number of false negatives resulted in decreased effectiveness for intrusion detection. Within the implemented experiment, the ANN achieved higher accuracy, precision, recall and F1-score than the LSTM, although its recall of 47.97% shows that a substantial proportion of attacks remained undetected. The use of synthetic data, binary classification and the remaining false negatives are important limitations that should be addressed in future research.


[bookmark: _Toc241072952]CHAPTER 7: CONCLUSIONS AND RECOMMENDATIONS

[bookmark: _Toc241072953]7.1 Conclusion

The current research focused on the use of deep learning techniques in creating a Network Intrusion Detection System (NIDS) to detect threats in the network and differentiate them from normal network operation. The motivations for this study stem from the shortcomings of traditional intrusion detection strategies, such as their reliance on signatures for detection, inability to detect attacks that they haven't seen before, false positives, and the sheer volume and complexity of today's network traffic. The research thus looked into the merits of neural network-oriented solutions for doing more efficient intrusion detection and potentially helping to monitor cybersecurity more efficiently. The goals set at the start of the research were selected both to find out the current approaches on NIDS and to create the network traffic data, deep learning models, and to use the optimisation techniques, and to test the performance of the deep learning models and also to get an idea about the practical use of the developed system. Clearly, the whole machine-learning pipeline for a deep-learning-based NIDS was successfully demonstrated when implementing the system: data generation, preprocessing, feature encoding, feature scaling, train-test splitting, model construction, training, evaluation and model saving. The number of observations in the experimental dataset was 10,000 observations of both malicious and normal data, which included attack categories such as DoS, DDoS, Brute Force and Port Scan. The data were divided using a stratified 80:20 train-test split, resulting in 8,000 training samples and 2,000 test samples. We have applied two neural network models: Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) networks, and compared the results. The ANN consisted of one or more dense layers and incorporated batch normalisation and dropout, while the LSTM consisted of a sequence of recurrent layers, with dropout, to capture the relationships between the restructured feature representations. Both models were optimised with Adam and a binary cross-entropy loss, and adopted early stopping and learning-rate adjustment by decreasing it to boost the stability of the training process and decrease unnecessary training. The results in the experimental section illustrate the capability of ANN to give better performance for the task implemented. It achieved 87.80% accuracy, 82.89% precision, 47.97% recall and an F1-score of 60.77%. In comparison, the LSTM achieved 82.45% accuracy, 80.28% precision, 14.47% recall and an F1-score of 24.52%. Under the experimental conditions used in this study, the ANN achieved higher accuracy, precision, recall and F1-score than the LSTM. However, the findings also demonstrate why accuracy alone is insufficient for evaluating an intrusion detection system. The ANN achieved an attack recall of 47.97%, meaning that more than half of the malicious observations remained undetected, while the LSTM recall was considerably lower at 14.47%. These results highlight the importance of false negatives and minority-class detection in NIDS evaluation. Furthermore, because the study used synthetically generated network traffic rather than a real-world benchmark dataset, the findings should not be directly generalised to operational network environments. The study therefore demonstrates both the potential and the limitations of the implemented deep learning approach to intrusion detection. 

[bookmark: _Toc241072954]7.2 Recommendations

Based on the findings and limitations of this study, several recommendations are proposed to improve the effectiveness, reliability and practical relevance of the developed NIDS. First, future experiments should evaluate the models using established real-world benchmark datasets such as NSL-KDD, UNSW-NB15 and CICIDS. This would provide a more realistic assessment of model performance and allow more meaningful comparison with existing intrusion-detection research.
Second, greater attention should be given to improving attack recall. The ANN detected only 47.97% of the attacks in the test set, while the LSTM detected 14.47%. Techniques such as SMOTE, ADASYN, class-weighted learning, threshold optimisation and focal loss could therefore be investigated to improve minority-class detection and reduce false negatives.
Third, future work should compare additional architectures under consistent experimental conditions, including ANN, GRU, ANN-LSTM, ANN-GRU and Transformer-based models. For recurrent architectures such as LSTM and GRU, genuinely sequential network traffic should be used rather than treating individual feature dimensions as a temporal sequence.
Fourth, the preprocessing pipeline should be improved by performing the train-test split before fitting StandardScaler. The scaler should be fitted only on the training data and subsequently applied to validation and test data. This would prevent information from the test set influencing preprocessing and provide a more reliable evaluation of model generalisation.
Finally, Explainable Artificial Intelligence (XAI) techniques such as SHAP and LIME could be incorporated to provide greater transparency regarding why particular network observations are classified as malicious. Future development could also extend the current binary Normal-versus-Attack classifier towards multiclass classification so that individual attack categories can be identified separately.


[bookmark: _Toc241072955]CHAPTER 8: REFLECTION

This research project provided me with valuable academic, technical and personal learning experiences. Before beginning the project, my understanding of Network Intrusion Detection Systems (NIDS) was mainly theoretical. Through the research and implementation process, I developed a better understanding of how cybersecurity concepts can be applied through machine learning and deep learning. The literature review also helped me understand that high accuracy alone does not necessarily indicate an effective intrusion detection system. Other factors such as false positives, false negatives, class imbalance, overfitting, computational complexity and generalisation must also be considered when evaluating a NIDS.
From a practical perspective, the project strengthened my skills in Python, data preparation, TensorFlow, Keras and machine-learning evaluation. I gained practical experience in generating and preprocessing network traffic data, encoding categorical features, standardising numerical features and dividing data into training and test sets. Working through these stages helped me understand the importance of preprocessing and how decisions made during data preparation can influence the reliability of model evaluation.
Developing both the Artificial Neural Network (ANN) and Long Short-Term Memory (LSTM) models improved my understanding of neural network architecture and model selection. One of the most important lessons I learned was that increasing the complexity of a model does not necessarily improve its performance. This became clear in the experimental results, where the ANN achieved higher attack recall and F1-score than the more complex LSTM architecture. I also recognised a limitation in representing the 15 network features as a sequence for the LSTM, because these features were not genuine temporal observations. This helped me understand that selecting a model should depend on the characteristics of the data rather than simply choosing a more advanced architecture.
Model training and optimisation were also important learning experiences. I learned how early stopping can prevent unnecessary training and how learning-rate reduction can adjust the optimisation process when validation performance stops improving. At the same time, analysing the final results taught me to look beyond overall accuracy. A false negative, where an actual attack is classified as normal traffic, can be particularly serious in a cybersecurity system. This made me understand why recall, precision, F1-score and the confusion matrix must be considered alongside accuracy.
The ANN achieved an accuracy of 87.80%, but its attack recall was only 47.97%, meaning that more than half of the attacks in the test set were not detected. The LSTM achieved 82.45% accuracy but only 14.47% recall, demonstrating even more clearly how overall accuracy can hide poor minority-class detection. These results improved my ability to critically interpret machine-learning performance rather than assuming that a high accuracy value automatically represents an effective intrusion detection system.
Another important lesson was understanding the limitations of the experimental methodology. The project used a synthetically generated dataset rather than an established real-world benchmark dataset. Although this allowed the complete NIDS pipeline to be developed and tested in a controlled environment, it limits the extent to which the findings can be generalised to real network traffic. I also recognised that fitting the StandardScaler before the train-test split introduced information from the test data into the preprocessing stage. In future work, I would split the dataset first and fit the scaler using only the training data to provide a more reliable evaluation.
Overall, this project developed both my technical skills and my ability to critically evaluate experimental research. I gained practical experience in developing ANN and LSTM models, preprocessing data, controlling model training, evaluating performance and implementing an interactive Streamlit-based prediction prototype. More importantly, I learned to recognise the limitations of my own implementation and to distinguish between experimental performance and real-world applicability. If I continued this research, I would evaluate the models using established benchmark or real network traffic datasets, improve attack recall, prevent preprocessing leakage, investigate genuinely sequential data for recurrent models and explore additional deep learning architectures. These lessons have given me a stronger understanding of both the opportunities and challenges involved in applying deep learning to network intrusion detection.
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	# Import necessary libraries
import pandas as pd
import numpy as np
import matplotlib.pyplot as plt
import seaborn as sns
from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler, LabelEncoder
from sklearn.metrics import accuracy_score, precision_score, recall_score, f1_score, confusion_matrix, classification_report
import tensorflow as tf
from tensorflow import keras
from tensorflow.keras import layers
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Dense, Dropout, LSTM, BatchNormalization, Reshape
from tensorflow.keras.callbacks import EarlyStopping, ReduceLROnPlateau
from tensorflow.keras.optimizers import Adam
import warnings
warnings.filterwarnings('ignore')

# Set random seeds for reproducibility
np.random.seed(42)
tf.random.set_seed(42)

print("Libraries imported successfully!")
print(f"TensorFlow version: {tf.__version__}")

import pandas as pd

# For comma-separated text files (.txt acting as .csv)
df = pd.read_csv('/content/KDDTest+.txt')

def create_sample_dataset():

    np.random.seed(42)
    n_samples = 10000

    # Generate synthetic features
    features = pd.DataFrame({
        'duration': np.random.exponential(100, n_samples),
        'protocol_type': np.random.choice(['tcp', 'udp', 'icmp'], n_samples),
        'service': np.random.choice(['http', 'ftp', 'smtp', 'ssh', 'dns', 'https'], n_samples),
        'flag': np.random.choice(['SF', 'S0', 'REJ', 'RSTO', 'RSTR'], n_samples),
        'src_bytes': np.random.exponential(1000, n_samples),
        'dst_bytes': np.random.exponential(500, n_samples),
        'count': np.random.poisson(10, n_samples),
        'srv_count': np.random.poisson(5, n_samples),
        'serror_rate': np.random.beta(1, 10, n_samples),
        'srv_serror_rate': np.random.beta(1, 10, n_samples),
        'rerror_rate': np.random.beta(1, 10, n_samples),
        'srv_rerror_rate': np.random.beta(1, 10, n_samples),
        'same_srv_rate': np.random.beta(2, 5, n_samples),
        'diff_srv_rate': np.random.beta(1, 5, n_samples),
        'dst_host_count': np.random.poisson(20, n_samples),
    })

    # Generate labels (0: normal, 1: attack)
    labels = np.random.choice([0, 1], n_samples, p=[0.8, 0.2])

    # Add some pattern to make it more realistic
    attack_indices = np.where(labels == 1)[0]
    for idx in attack_indices:
        features.loc[idx, 'src_bytes'] *= np.random.uniform(2, 5)
        features.loc[idx, 'dst_bytes'] *= np.random.uniform(1.5, 4)

    # Add attack types
    attack_types = ['DoS', 'DDoS', 'Brute Force', 'Port Scan', 'Normal']
    attack_labels = []
    for label in labels:
        if label == 0:
            attack_labels.append('Normal')
        else:
            attack_labels.append(np.random.choice(['DoS', 'DDoS', 'Brute Force', 'Port Scan']))

    features['label'] = labels
    features['attack_type'] = attack_labels

    return features

# Function to preprocess data
def preprocess_data(data, is_training=True, scaler=None, label_encoders=None):
    """
    Preprocess the dataset for model training
    """
    df = data.copy()

    # Handle missing values
    df = df.dropna()

    # Separate features and labels
    if 'label' in df.columns:
        y = df['label'].values
        X = df.drop(['label', 'attack_type'], axis=1, errors='ignore')
    else:
        X = df
        y = None

    # Identify categorical columns
    categorical_cols = X.select_dtypes(include=['object']).columns.tolist()

    # Encode categorical variables
    if is_training:
        label_encoders = {}
        for col in categorical_cols:
            le = LabelEncoder()
            X[col] = le.fit_transform(X[col].astype(str))
            label_encoders[col] = le
    else:
        for col in categorical_cols:
            if col in label_encoders:
                X[col] = label_encoders[col].transform(X[col].astype(str))
            else:
                # Handle unseen categories
                le = LabelEncoder()
                X[col] = le.fit_transform(X[col].astype(str))
                label_encoders[col] = le

    # Convert all columns to numeric
    for col in X.columns:
        X[col] = pd.to_numeric(X[col], errors='coerce')

    # Handle any remaining NaN values
    X = X.fillna(0)

    # Scale numerical features
    if is_training:
        scaler = StandardScaler()
        X_scaled = scaler.fit_transform(X)
    else:
        X_scaled = scaler.transform(X)

    return X_scaled, y, scaler, label_encoders

# Load and preprocess data
print("Loading dataset...")
data = create_sample_dataset()
print(f"Dataset shape: {data.shape}")
print(f"Attack distribution:\n{data['attack_type'].value_counts()}")

# Preprocess the data
X, y, scaler, label_encoders = preprocess_data(data, is_training=True)

# Split into train and test sets
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, random_state=42, stratify=y)

print(f"Training set size: {len(X_train)}")
print(f"Test set size: {len(X_test)}")
print(f"Attack distribution in training:\n{pd.Series(y_train).value_counts()}")

def build_ann_model(input_shape, num_classes=1):
    """
    Build an Artificial Neural Network model for binary classification
    """
    model = Sequential([
        Dense(128, activation='relu', input_shape=(input_shape,)),
        BatchNormalization(),
        Dropout(0.3),

        Dense(64, activation='relu'),
        BatchNormalization(),
        Dropout(0.3),

        Dense(32, activation='relu'),
        BatchNormalization(),
        Dropout(0.2),

        Dense(16, activation='relu'),
        BatchNormalization(),
        Dropout(0.2),

        Dense(num_classes, activation='sigmoid')
    ])

    # FIXED: Use custom metrics with proper names
    model.compile(
        optimizer=Adam(learning_rate=0.001),
        loss='binary_crossentropy',
        metrics=['accuracy', 'Precision', 'Recall']  # Capitalized metric names
    )

    return model

def build_lstm_model(input_shape, num_classes=1):
    """
    Build an LSTM model for binary classification
    """
    model = Sequential([
        Reshape((input_shape, 1), input_shape=(input_shape,)),
        LSTM(64, return_sequences=True),
        Dropout(0.3),
        LSTM(32, return_sequences=True),
        Dropout(0.3),
        LSTM(16),
        Dropout(0.2),
        Dense(num_classes, activation='sigmoid')
    ])

    # FIXED: Use custom metrics with proper names
    model.compile(
        optimizer=Adam(learning_rate=0.001),
        loss='binary_crossentropy',
        metrics=['accuracy', 'Precision', 'Recall']  # Capitalized metric names
    )

    return model

# Build models
ann_model = build_ann_model(X_train.shape[1])
lstm_model = build_lstm_model(X_train.shape[1])

print("ANN Model Summary:")
ann_model.summary()
print("\nLSTM Model Summary:")
lstm_model.summary()

# Callbacks for training
early_stopping = EarlyStopping(
    monitor='val_loss',
    patience=10,
    restore_best_weights=True,
    verbose=1
)

reduce_lr = ReduceLROnPlateau(
    monitor='val_loss',
    factor=0.5,
    patience=5,
    min_lr=0.00001,
    verbose=1
)

# Train ANN model
print("Training ANN Model...")
ann_history = ann_model.fit(
    X_train, y_train,
    epochs=50,
    batch_size=64,
    validation_split=0.2,
    callbacks=[early_stopping, reduce_lr],
    verbose=1
)

# Train LSTM model
print("\nTraining LSTM Model...")
lstm_history = lstm_model.fit(
    X_train, y_train,
    epochs=50,
    batch_size=64,
    validation_split=0.2,
    callbacks=[early_stopping, reduce_lr],
    verbose=1
)

# Function to evaluate model
def evaluate_model(model, X_test, y_test, model_name):
    """
    Evaluate model performance using various metrics
    """
    # Make predictions
    y_pred_prob = model.predict(X_test)
    y_pred = (y_pred_prob > 0.5).astype(int)

    # Calculate metrics
    accuracy = accuracy_score(y_test, y_pred)
    precision = precision_score(y_test, y_pred)
    recall = recall_score(y_test, y_pred)
    f1 = f1_score(y_test, y_pred)

    print(f"\n{model_name} Performance Metrics:")
    print(f"Accuracy: {accuracy:.4f}")
    print(f"Precision: {precision:.4f}")
    print(f"Recall: {recall:.4f}")
    print(f"F1-Score: {f1:.4f}")

    # Classification Report
    print(f"\n{model_name} Classification Report:")
    print(classification_report(y_test, y_pred, target_names=['Normal', 'Attack']))

    # Confusion Matrix
    cm = confusion_matrix(y_test, y_pred)

    # Plot confusion matrix
    plt.figure(figsize=(8, 6))
    sns.heatmap(cm, annot=True, fmt='d', cmap='Blues',
                xticklabels=['Normal', 'Attack'],
                yticklabels=['Normal', 'Attack'])
    plt.title(f'{model_name} - Confusion Matrix')
    plt.ylabel('Actual')
    plt.xlabel('Predicted')
    plt.show()

    return {
        'accuracy': accuracy,
        'precision': precision,
        'recall': recall,
        'f1': f1,
        'confusion_matrix': cm,
        'predictions': y_pred
    }

# Evaluate ANN
ann_results = evaluate_model(ann_model, X_test, y_test, "ANN")

# Evaluate LSTM
lstm_results = evaluate_model(lstm_model, X_test, y_test, "LSTM")

def plot_training_history(history, model_name):
    """
    Plot training and validation metrics
    """
    # Check what metrics are available in history
    available_metrics = [key for key in history.history.keys() if not key.startswith('val_')]
    print(f"Available metrics for {model_name}: {available_metrics}")

    # Determine which metrics to plot
    metrics_to_plot = []
    if 'accuracy' in available_metrics:
        metrics_to_plot.append('accuracy')
    if 'precision' in available_metrics or 'Precision' in available_metrics:
        metrics_to_plot.append('precision' if 'precision' in available_metrics else 'Precision')
    if 'recall' in available_metrics or 'Recall' in available_metrics:
        metrics_to_plot.append('recall' if 'recall' in available_metrics else 'Recall')

    # Create subplots based on available metrics
    n_plots = len(metrics_to_plot)
    if n_plots == 0:
        print(f"No metrics available for {model_name}")
        return

    fig, axes = plt.subplots(1, n_plots, figsize=(5*n_plots, 4))
    if n_plots == 1:
        axes = [axes]

    for idx, metric in enumerate(metrics_to_plot):
        val_metric = f'val_{metric}'

        axes[idx].plot(history.history[metric], label=f'Training {metric.capitalize()}')
        if val_metric in history.history:
            axes[idx].plot(history.history[val_metric], label=f'Validation {metric.capitalize()}')
        axes[idx].set_title(f'{model_name} - {metric.capitalize()}')
        axes[idx].set_xlabel('Epochs')
        axes[idx].set_ylabel(metric.capitalize())
        axes[idx].legend()
        axes[idx].grid(True, alpha=0.3)

    plt.tight_layout()
    plt.show()

# Plot training history for both models
print("\nPlotting ANN Training History...")
plot_training_history(ann_history, "ANN")

print("\nPlotting LSTM Training History...")
plot_training_history(lstm_history, "LSTM")

# Save models for deployment
ann_model.save('ann_intrusion_detection_model.h5')
lstm_model.save('lstm_intrusion_detection_model.h5')

# Save preprocessing objects
import pickle
with open('scaler.pkl', 'wb') as f:
    pickle.dump(scaler, f)
with open('label_encoders.pkl', 'wb') as f:
    pickle.dump(label_encoders, f)
with open('feature_names.pkl', 'wb') as f:
    feature_names = data.drop(['label', 'attack_type'], axis=1).columns.tolist()
    pickle.dump(feature_names, f)

print("Models and preprocessing objects saved successfully!")

# Alternative: Save using joblib (optional)
import joblib
joblib.dump(scaler, 'scaler.joblib')
joblib.dump(label_encoders, 'label_encoders.joblib')
joblib.dump(feature_names, 'feature_names.joblib')
print("Alternative files saved using joblib!")

# streamlit_app.py
import streamlit as st
import pandas as pd
import numpy as np
import pickle
import joblib
import tensorflow as tf
from tensorflow import keras
import plotly.graph_objects as go

# Load models and preprocessing objects
@st.cache_resource
def load_models():
    """Load trained models and preprocessing objects"""
    try:
        ann_model = keras.models.load_model('ann_intrusion_detection_model.h5')
        lstm_model = keras.models.load_model('lstm_intrusion_detection_model.h5')

        # Try loading with pickle or joblib
        try:
            with open('scaler.pkl', 'rb') as f:
                scaler = pickle.load(f)
            with open('label_encoders.pkl', 'rb') as f:
                label_encoders = pickle.load(f)
            with open('feature_names.pkl', 'rb') as f:
                feature_names = pickle.load(f)
        except:
            scaler = joblib.load('scaler.joblib')
            label_encoders = joblib.load('label_encoders.joblib')
            feature_names = joblib.load('feature_names.joblib')

        return ann_model, lstm_model, scaler, label_encoders, feature_names
    except Exception as e:
        st.error(f"Error loading models: {e}")
        return None, None, None, None, None

def predict_intrusion(model, features, scaler, label_encoders, feature_names):
    """Make prediction on input features"""
    try:
        # Convert input to DataFrame
        df = pd.DataFrame([features])

        # Handle categorical columns
        categorical_cols = df.select_dtypes(include=['object']).columns.tolist()
        for col in categorical_cols:
            if col in label_encoders:
                try:
                    df[col] = label_encoders[col].transform(df[col].astype(str))
                except:
                    # Handle unseen categories
                    df[col] = 0

        # Convert all columns to numeric
        for col in df.columns:
            df[col] = pd.to_numeric(df[col], errors='coerce')
        df = df.fillna(0)

        # Scale features
        X_scaled = scaler.transform(df)

        # Make prediction
        prediction_proba = model.predict(X_scaled, verbose=0)[0][0]
        prediction_class = 1 if prediction_proba > 0.5 else 0
        confidence = prediction_proba if prediction_class == 1 else 1 - prediction_proba

        return prediction_class, confidence, prediction_proba
    except Exception as e:
        st.error(f"Error during prediction: {e}")
        return None, None, None

def get_feature_input(feature_names, label_encoders):
    """Create input widgets for each feature"""
    features = {}

    st.subheader("Network Traffic Features")

    # Create input fields for features
    cols = st.columns(3)

    for i, feature in enumerate(feature_names):
        with cols[i % 3]:
            if feature in label_encoders:
                # Categorical feature
                options = label_encoders[feature].classes_.tolist()
                features[feature] = st.selectbox(feature, options, key=f"select_{feature}")
            else:
                # Numerical feature
                features[feature] = st.number_input(
                    feature,
                    value=0.0,
                    step=0.01,
                    format="%.2f",
                    key=f"num_{feature}"
                )

    return features

# Main Streamlit Application
def main():
    st.set_page_config(
        page_title="Network Intrusion Detection System",
        page_icon="🛡️",
        layout="wide"
    )

    st.title("🛡️ Network Intrusion Detection System")
    st.markdown("""
    This system uses Deep Learning to detect malicious network traffic
    and classify different types of cyberattacks.
    """)

    # Sidebar
    st.sidebar.title("Navigation")
    page = st.sidebar.radio("Select Page", ["Prediction", "About", "Model Performance"])

    # Load models
    ann_model, lstm_model, scaler, label_encoders, feature_names = load_models()
    models_loaded = all([ann_model, lstm_model, scaler, label_encoders, feature_names])

    if page == "Prediction":
        if not models_loaded:
            st.error("Models not found! Please train and save models first.")
            return

        st.header("🔍 Intrusion Detection")

        # Model selection
        model_choice = st.selectbox(
            "Select Model",
            ["ANN (Artificial Neural Network)", "LSTM (Long Short-Term Memory)"]
        )

        # Input features
        with st.expander("Enter Network Traffic Features", expanded=True):
            features = get_feature_input(feature_names, label_encoders)

        if st.button("🔍 Detect Intrusion", type="primary"):
            with st.spinner("Analyzing network traffic..."):
                # Select model
                if model_choice == "ANN (Artificial Neural Network)":
                    model = ann_model
                else:
                    model = lstm_model

                # Make prediction
                prediction, confidence, prediction_proba = predict_intrusion(
                    model, features, scaler, label_encoders, feature_names
                )

                if prediction is not None:
                    # Display results
                    col1, col2 = st.columns(2)

                    with col1:
                        if prediction == 0:
                            st.success("✅ **Normal Traffic Detected**")
                            st.metric("Confidence", f"{confidence:.2%}")
                        else:
                            st.error("⚠️ **Malicious Traffic Detected!**")
                            st.metric("Confidence", f"{confidence:.2%}")

                    with col2:
                        # Confidence gauge chart
                        fig = go.Figure(go.Indicator(
                            mode="gauge+number",
                            value=prediction_proba * 100,
                            title={'text': "Attack Probability"},
                            domain={'x': [0, 1], 'y': [0, 1]},
                            gauge={
                                'axis': {'range': [0, 100]},
                                'bar': {'color': "darkblue"},
                                'steps': [
                                    {'range': [0, 50], 'color': "lightgreen"},
                                    {'range': [50, 100], 'color': "lightcoral"}
                                ],
                                'threshold': {
                                    'line': {'color': "red", 'width': 4},
                                    'thickness': 0.75,
                                    'value': 50
                                }
                            }
                        ))
                        fig.update_layout(height=250)
                        st.plotly_chart(fig, use_container_width=True)

                    # Recommendation
                    st.subheader("📋 Recommendation")
                    if prediction == 0:
                        st.info("No action needed. Traffic appears normal.")
                    else:
                        st.warning("⚠️ This traffic shows signs of malicious activity. Consider blocking the source IP and investigating further.")

    elif page == "About":
        st.header("📖 About This System")
        st.markdown("""
        ### Network Intrusion Detection System Using Deep Learning

        **Project Overview:**
        This system uses deep learning techniques to identify malicious network traffic
        and classify different types of cyberattacks.

        **Attack Types Detected:**
        - DoS (Denial of Service)
        - DDoS (Distributed Denial of Service)
        - Brute Force Attacks
        - Port Scanning

        **How It Works:**
        1. Network traffic data is collected and preprocessed
        2. Deep learning models (ANN/LSTM) are trained on labeled data
        3. The system learns patterns to distinguish normal from malicious traffic
        4. New traffic can be classified in real-time

        **Technologies Used:**
        - Python 3.x
        - TensorFlow/Keras
        - Scikit-learn
        - Streamlit
        - Plotly

        **Benefits:**
        - Higher accuracy than traditional signature-based methods
        - Can detect novel attacks
        - Real-time classification capability
        - Handles complex patterns in network traffic
        """)

    elif page == "Model Performance":
        st.header("📊 Model Performance")

        # Sample performance metrics
        metrics_data = {
            'Model': ['ANN', 'LSTM'],
            'Accuracy': [0.8780, 0.8245],
            'Precision': [0.8289, 0.8028],
            'Recall': [0.4797, 0.1447],
            'F1-Score': [0.6077, 0.2452]
        }

        df_metrics = pd.DataFrame(metrics_data)
        st.dataframe(df_metrics.set_index('Model'), use_container_width=True)

        # Bar chart comparison
        fig = go.Figure()
        for metric in ['Accuracy', 'Precision', 'Recall', 'F1-Score']:
            fig.add_trace(go.Bar(
                x=df_metrics['Model'],
                y=df_metrics[metric],
                name=metric
            ))

        fig.update_layout(
            title="Model Performance Comparison",
            barmode='group',
            yaxis_range=[0, 1],
            yaxis_title="Score",
            xaxis_title="Model"
        )
        st.plotly_chart(fig, use_container_width=True)

        st.info("""
        **Performance Metrics Explanation:**
        - **Accuracy:** Overall correctness of predictions
        - **Precision:** How many of the predicted attacks were correct
        - **Recall:** How many actual attacks were detected
        - **F1-Score:** Harmonic mean of precision and recall
        """)

if __name__ == "__main__":
    main()

pip install streamlit
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