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1. [bookmark: _Toc131254201]Introduction
In cloud computing architecture, a virtual machine (VM) is a software emulation of a physical computer system, which allows multiple operating systems to run on a single physical machine. Each VM consists of virtual hardware resources, including virtual processors, memory, virtual hard drives, and network interfaces. Virtual hard drives are storage resources used by VMs to store data and operating systems. They are created and managed by the hypervisor software, which manages the VMs and their associated resources. VMs are created by deploying a virtual machine image onto a physical machine, which includes the operating system and applications required to run the virtual machine. vNets, or virtual networks, are the virtual equivalents of physical networks (Zolfaghari et al. 2021). They allow multiple VMs to communicate with each other and with external networks over a virtual network infrastructure. vNets can be created and managed through cloud computing platforms such as Microsoft Azure, Amazon Web Services (AWS), or Google Cloud Platform. Network security groups (NSGs) are a type of firewall that provides network security for vNets. NSGs allow administrators to create rules to control inbound and outbound traffic to and from a vNet. These rules can be based on IP addresses, protocols, and ports. NSGs are used to enforce network security policies, such as restricting access to specific resources or applications (Zolfaghari and Rahmani, 2020).
2. [bookmark: _Toc131254202]Background
Cloud computing is a model for delivering computing resources as a service over the internet. It allows users to access on-demand computing resources such as servers, storage, applications, and services from anywhere in the world with an internet connection. Cloud computing has transformed the way businesses operate by providing greater flexibility, scalability, and cost-effectiveness compared to traditional on-premises computing. Cloud computing architecture is the underlying structure of a cloud computing system that defines its components, subsystems, and their relationships. It comprises two main components: the front end and the back end. The front end is the user-facing component that includes the client devices, such as computers, tablets, and smartphones. The back end is the cloud-based infrastructure that includes servers, storage, and networks managed by cloud service providers (Aldossary et al. 2019).
Virtual machines (VMs) are a critical component of cloud computing architecture. A virtual machine is a software emulation of a physical computer system that runs on a physical machine. It allows multiple operating systems to run on a single physical machine, making it an efficient way to utilize computing resources. Each VM has its own virtual hardware resources, including virtual processors, memory, virtual hard drives, and network interfaces (Alharbi et al. 2019). Virtual hard drives are the storage resources used by VMs to store data and operating systems. They are created and managed by the hypervisor software, which manages the VMs and their associated resources. The hypervisor is responsible for allocating and de-allocating computing resources as needed, ensuring that VMs have access to the resources required to run their applications (Aldossary et al. 2019).
Virtual networks (vNets) are the virtual equivalent of physical networks. They allow multiple VMs to communicate with each other and with external networks over a virtual network infrastructure. vNets can be created and managed through cloud computing platforms such as Microsoft Azure, Amazon Web Services (AWS), or Google Cloud Platform. Virtual networks can be customized to meet the needs of specific applications or workloads, and they can be configured to provide secure connectivity between different network segments. Network security groups (NSGs) are a critical component of cloud computing security (Zolfaghari et al. 2021). They provide firewall protection for vNets by controlling inbound and outbound traffic to and from a vNet. NSGs allow administrators to create rules to control traffic based on IP addresses, protocols, and ports. NSGs are used to enforce network security policies, such as restricting access to specific resources or applications (Aldossary et al. 2019).
3. [bookmark: _Toc131254203]Problem statement
Cloud computing architecture is multifaceted, with different organizations and individuals facing unique challenges. However, some common themes emerge that illustrate the complexity and importance of cloud computing architecture design. Scalability is one of the most significant challenges facing cloud computing architecture. The ability to handle varying levels of demand is critical for organizations to ensure they can meet the needs of their customers while maintaining operational efficiency. Cloud computing architecture needs to be designed to enable organizations to scale up or down quickly and seamlessly in response to changing demand. As organizations increasingly rely on cloud computing to store and process sensitive data, the risk of data breaches and cyber-attacks becomes a major concern (Mavridis and Karatza, 2019). Cloud computing architecture needs to be designed with robust security features, such as encryption, access controls, and network segmentation, to mitigate these risks. Organizations need to ensure that they are not only protecting their own data but also adhering to compliance and regulatory requirements (Hussein et al. 2019).
Cost optimization is also an essential consideration in cloud computing architecture. While cloud computing offers many cost-saving benefits, such as pay-as-you-go pricing and reduced infrastructure requirements, it can also be a complex and challenging environment to manage. Organizations need to ensure that their cloud architecture is designed to optimize costs and minimize wasteful spending. This requires careful consideration of resource allocation, usage monitoring, and cost analysis. Interoperability is another significant challenge in cloud computing architecture. As more organizations use multiple cloud providers and services, there is an increasing need for interoperability between different cloud environments. However, interoperability can be challenging, particularly when different cloud providers use different protocols and standards (Mavridis and Karatza, 2019). Cloud computing architecture needs to be designed to enable the seamless integration of different cloud environments, allowing organizations to move workloads and data between systems. Performance is also critical in cloud computing architecture. The performance of cloud-based applications and services is essential to the success of many organizations. Cloud computing architecture needs to be designed with performance in mind, ensuring that workloads are distributed effectively and that resources are allocated appropriately to meet demand. This requires careful consideration of resource availability, network latency, and workload distribution (Hussein et al. 2019).
4. [bookmark: _Toc131254204]Objectives
The aim of this project is to develop a practical understanding of cloud computing architecture using Microsoft Azure, by creating and managing virtual machines (VMs) to host a web server and a database server.
· To create two VMs, one for the Nginx webserver and the other for a database server.
· To install and configure the Nginx webserver on the first VM, and an image of a database server on the second VM.
· To ensure that the web server is publicly accessible, while the database server is kept private and secured within the vNet.
· To implement network security groups (NSGs) to restrict access to the database server VM from outside the vNet, ensuring that only authorized traffic is allowed.
· To test the connectivity between the two VMs, and ensure that the NSG rules are working correctly, to guarantee secure communication between the webserver and the database server.
5. [bookmark: _Toc131254205]Proposed solution
Cloud computing has revolutionized the way businesses approach computing infrastructure, providing on-demand access to a wide range of computing resources and services. Virtualization plays a critical role in cloud computing architecture, allowing organizations to create and manage virtual machines (VMs) that can be scaled up or down as required. In this context, it is important to understand the resources associated with a VM, such as virtual hard drives, and how VMs are created and managed. It is also important to ensure the security of these resources and to implement appropriate measures to protect them. This includes configuring virtual networks and network security groups (NSGs) to ensure secure communication between VMs (Fantacci, R. and Picano, B., 2020). One way to gain practical experience with cloud computing architecture is to create and manage VMs using a cloud service provider such as Microsoft Azure. To demonstrate this, an individual or organization can create two VMs on Azure, one for the Nginx webserver and the other for a database server. The first step is to create the VMs, which can be done using the Azure portal or the Azure command-line interface. They can choose the operating system and the size of the VM based on their requirements, and Azure will provision the VM with the required resources (Hussein et al. 2019).
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Figure 1: virtual machine inside the Azure virtual machine
Once the VMs are created, it is necessary to install and configure the necessary software on each VM. For the Nginx webserver, the Nginx web server software can be installed and configured. For the database server, an image of a database server such as PostgreSQL or MySQL can be installed. Client software can also be installed on the webserver VM that can talk to the database server VM, such as postgresql-client. Next, the virtual network needs to be configured to ensure that the database server VM is not publicly accessible, and is only accessible within the vNet. The NSGs can also be configured to restrict access to the database server VM and allow authorized traffic only (Kristiani et al. 2021). For the webserver VM, a new inbound security rule can be created in the NSG to allow incoming traffic on port 80 for HTTP communication. For the database server VM, a new inbound security rule can be created in the NSG to allow incoming traffic only from the IP address of the webserver VM, and for the port used by the database server. With the VMs and network configured, the connectivity between the two VMs can be tested by attempting to access the database server VM from the webserver VM using the client software. The NSG rules can be verified to ensure they are working correctly by attempting to access the database server VM from outside the vNet and ensuring that access is denied, while still allowing authorized traffic from the webserver VM (Mavridis and Karatza, 2019).
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Figure 2: Azure Virtual Machines Network
6. [bookmark: _Toc131254206]Evaluation
The evaluation of the proposed solution involves assessing its effectiveness in meeting the objectives outlined in the previous section. Specifically, we need to evaluate how well the solution addresses the problem of providing a scalable and secure infrastructure using cloud computing architecture. We also need to evaluate the effectiveness of the VM creation and management process, as well as the configuration of the virtual network and NSGs. To evaluate the proposed solution, we can consider several factors, including ease of use, scalability, security, and cost. In terms of ease of use, the solution is relatively straightforward and can be implemented using the Azure portal or the Azure command-line interface. This makes it accessible to a wide range of users with different levels of technical expertise (Aldossary et al. 2019). Additionally, Azure provides extensive documentation and support, which further facilitates the implementation of the proposed solution.
Scalability is a key feature of cloud computing architecture, and the proposed solution is designed to leverage this scalability. The ability to create and manage VMs on demand allows us to scale up or down based on our requirements. This flexibility is particularly useful for organizations with varying workloads or for those who require additional computing resources for short-term projects. Furthermore, the use of NSGs allows us to easily configure and manage the security of the VMs, which can be scaled up or down as required. Security is a critical factor in any infrastructure, and the proposed solution addresses this by implementing appropriate security measures. The use of NSGs ensures that only authorized traffic is allowed between VMs, reducing the risk of unauthorized access or data breaches. Additionally, the use of a private virtual network ensures that the database server VM is not publicly accessible, further enhancing the security of the infrastructure. Overall, the proposed solution provides a secure and scalable infrastructure for organizations looking to leverage cloud computing architecture (Rahman et al. 2019).
Cost is another important factor to consider, as cloud computing services can quickly become expensive if not properly managed. The cost of using Azure depends on several factors, including the size and configuration of the VMs, the storage requirements, and the level of usage. However, by leveraging the scalability of cloud computing, organizations can reduce their costs by only paying for the resources they use. Additionally, Azure provides cost management tools and services to help organizations monitor and optimize their usage, further reducing costs. In terms of the VM creation and management process, the proposed solution is relatively straightforward and can be accomplished using the Azure portal or the Azure command-line interface. However, there are some potential challenges that may arise when creating and managing VMs. For example, configuring the virtual hard drives and storage requirements can be complex, particularly for organizations with large data storage requirements (Aldossary et al. 2019). Additionally, managing VMs can be time-consuming, particularly for organizations with a large number of VMs. Configuring the virtual network and NSGs can also be complex, particularly for organizations with complex network requirements. There are several factors to consider, including IP addressing, routing, and security rules. Additionally, managing NSGs can be time-consuming, particularly for organizations with a large number of NSGs or complex security requirements (Zolfaghari et al. 2021).
Overall, the proposed solution is effective in meeting the objectives outlined in the previous section. By leveraging cloud computing architecture and implementing appropriate security measures, the solution provides a secure and scalable infrastructure for organizations looking to build and manage VMs. However, there are some potential challenges associated with VM creation and management, as well as configuring the virtual network and NSGs. Organizations should carefully consider these factors when implementing the proposed solution.
7. [bookmark: _Toc131254207]Conclusion
The adoption of cloud computing architecture has revolutionized the way organizations store, manage, and access their data and applications. Cloud computing offers numerous advantages, such as scalability, flexibility, cost-effectiveness, and enhanced security. The use of virtual machines, vNets, and network security groups are essential components of cloud computing architecture that provide users with the ability to create, manage, and secure their virtual infrastructure. Virtual machines provide a cost-effective and scalable way for organizations to run multiple instances of an operating system on a single physical server. The resources associated with a virtual machine, such as virtual hard drives, can be easily managed, and allocation of resources can be adjusted on the fly. This allows for more efficient resource utilization and helps reduce hardware costs for organizations.
vNets and network security groups are crucial components of cloud computing architecture, providing network isolation and access control. vNets allow administrators to segment their network and create virtual private networks, while network security groups provide granular control over inbound and outbound network traffic. This helps prevent unauthorized access to sensitive resources and ensures that only authorized users are able to access specific resources. The exercise conducted in this paper demonstrated the importance of vNets and network security groups in cloud computing. By creating two virtual machines, one with a public-facing web server and another with a private database server, we were able to demonstrate how network security groups can be used to control access to resources. By configuring the network security group to only allow traffic from the web server to the database server, we ensured that the private database server remained secure and was not accessible from the internet. As cloud computing continues to evolve, it is important for organizations to stay up-to-date with the latest technologies and best practices. This includes proper configuration of virtual machines, vNets, and network security groups, as well as ongoing monitoring and management of cloud resources. Additionally, organizations should also ensure that they are in compliance with any relevant regulatory requirements and have appropriate disaster recovery and business continuity plans in place.
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