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[bookmark: _Toc58435461]Introduction
This report will be going over BYOD (Bring Your Own Device) and how it can be used within CoffeeCapulus. The report will be going over the different advantages and disadvantages of using the aspects of BYOD within the business and different ways of protecting the company from threats that may occur due to the new policy.
We will also be going over different encryption methods that can be used to protect data on devices and sent over the network. And how it can be implemented into the BYOD system, and how this could prevent certain threats.
Also there will be firewalls and packet filtering, as well as physical security that can protect against robbers and people who try to break into facilities.  
Lastly, the report will include a basic network that adapts BYOD into it. Cisco Packet Tracker will be used setup a basic network where the network infrastructure and servers will be designed and described.  


[bookmark: _Toc58435462]What is BYOD
BYOD or “Bring Your Own Device” is a system where anyone can bring their own personal devices (Phones and Laptops) and allow them to connect to the network. There are many strengths and weaknesses that come with BYOD, but there are also many ways to reduce the weaknesses to make the experience safer for both the customer and organisation.
[bookmark: _Toc58435463]Main Threats
There are many threats that can occur if a BYOD system is placed into the organisation. 
[bookmark: _Toc58435464]Lost / Stolen Devices
All users can easily have their devices stolen or even lost. This can lead to data being stolen or lost. Bringing security issues to that client / employee where they can have their details leaked. The best way to protect against this is add a passcode to the device or even fingerprint recognition. This can overcome the obstacle of potential data theft. Another security layer that could be added is encryption of data. Doing so will entirely protect the user from data theft or loss when the user combines this with a secure password that cannot be guessed. Using these two together means that even if the thief does bypass the password somehow, they cannot gain the data from the device due to it being encrypted. 
[bookmark: _Toc58435465]Unsecure Network
“Free public Wi-Fi in the airport coffee shop is convenient, but its unsecure wireless network puts your company’s data at risk. 40 percent of mobile devices used for work get exposed to an attack in the first four months of use.” [1] This is a major risk to the entire organisation and could lead to data theft and downtime if the attackers take out the servers as well. 
To prevent this a simple way of doing this is to add a password to the wireless network. This adds a bit of security to the network meaning that not everyone can access the network. To add another layer of protection. A business VPN could be added so that users must use a certain certificate / username & password combo to connect to the VPN and in turn allowing them to use the network. This prevents any lost devices from easily connecting to the network if the attacker does not know how to connect to the VPN, while also not knowing the user’s password to the VPN. Finally, adding a firewall to the entire network would help restrict attacks while also helping the administrators track attacks and prevent attacks from occurring. 
[bookmark: _Toc58435466]Malware
Due to BYOD employees and customers can bring their own devices to the network. Customers can be reckless while downloading files and information, this can lead to malware being downloaded onto the device [2]. This can pose a risk to the device and the network. Data on the device and be stolen or even encrypted so that it cannot be used. And data on the network can be stolen if the malware bypasses the networks security and passing on the malware to other devices on the network. 
To prevent this type of problem, data validation could be introduced where the user can validate their data if something is wrong with it. Having a backup on the companies’ system would help to reduce the risk. Even if the users data is encrypted then the user can use the validation so that the backend can check if both pieces of data are correct. If not, then the device can simply delete the data and download the correct backup.
To prevent the malware from attacking the network and other devices. The network can be restricted with a firewall that can stop most attacks from occurring. While also only allowing the device to connect to the backend and that is it. This can stop other devices from attacking each other if they are not allowed to connect to each other. Having good antivirus software on the system and only allowing certain data to be processed helps stop any risk happening to the server as well as the data stored onto it.
[bookmark: _Toc58435467]Data Encryption
There are two types of encryption that can be used to protect data within an organisation. The encryption algorithms are called Symmetric and Asymmetric. They both contain their own strengths and weaknesses.
[bookmark: _Toc58435468]Symmetric Algorithms 
Symmetric algorithms use the same key to both encrypt data and decrypt it. Anyone with a key can encrypt data and send it to anyone else with the same key to decrypt and read the data. Unlike Asymmetric Algorithms, this can be used to encrypt a mass amount of data and can be done easily without taking much time. 
[bookmark: _Toc58435469]Asymmetric Algorithms
Unlike symmetric algorithms, Asymmetric uses two different keys. One used to encrypt data and one used to decrypt the data. They are called public and private keys. The public key is used to encrypt the data, while the private key is used to decrypt the data. Asymmetric is more secure than Symmetric, but it is slower and uses up more resources to execute. 
[bookmark: _Toc58435470]How it can be used within the system
Symmetric algorithms can be used to protect individual files. By password protecting the files. A system can be put into place where the user must log into a certain piece of software to access these files. Meaning that they must have the right username and password to gain access to the decrypted data. To add another layer of security Biometric protection or even secondary authentication could be used like an email / text being sent to another device. 
The use of Asymmetric could be used to connect to the network and the servers. Using a VPN allows all the data being sent from the device to be encrypted. This means that if a middleman attack does occur the attacker cannot do anything without the private key being obtained. The only system that would contain this key would be the main server that would decrypt the send data and store it into a secure database. 
[bookmark: _Toc58435471]What happens if a device is lost?
Within this section we will be going a mitigating strategy that will be used if the owner of a device is either lost, stolen or breaks. We will be going over the different ways to protect against these issues and how they can be used within the entire system.
Losing a device could lead to stolen data. Threats might target customer / employee devices to gain data from the organisation. To prevent this, security measures must be put into place. One idea would be to use a whole in one app that would be the central hub to secure everything. The app could use a log in system where the user must be logged into the app to access their data. As said in the above section about encryption, we could use a Symmetric Algorithm to password protect all the files on the device. Doing this would give us an advantage over malicious users who gain access to the device. Even if the user does download the data, they cannot access it due to it being encrypted. 
Having the app auto log the user off every time they leave the app or close the application would protect against device snatchers who stole the device while unlocked. If the original user didn’t have the application open at that time. If the user is logged in at that time. Then this could lead to certain problems. A way to work around this would be to censor certain sensitive data. Like transaction data and payment details. Adding another password system where they have to enter either a pin code or password when they want to access this data would help protect against this type of attack. We could even add this to the settings page where we can protect against malicious users from changing settings and data. 
[bookmark: _Toc58435472]What happens if a user leaves the organisation?
If an employee leaves the organisation, all that needs to be done is to disable the user accounts on the servers, as well as disable access to the VPN network for users and employees. Meaning if the user does try to log into their employee account. They would not be able to authenticate themselves and decrypt the data on their device. This is the easiest strategy to protect against rouge ex-employees. 
[bookmark: _Toc58435473]Data retained on devices
Data that could be left on the device could be customer / employee data like user account information (Username, name, age, contact details) that they could edit themselves. Leaving transaction and payment details on the device could be a risk. If an attacker somehow accesses the decrypted data, they could use the details to steal money form the client and employee. 
To prevent this, transaction data / payment details will be stored on the organisation servers where they will be protected. If the user wants to edit their payment details then they would have to enter a pass code or password to request the data, and once edited it is sent to the server and deleted off the device. 
[bookmark: _Toc58435474]Packet Filtering Firewalls
A firewall is a piece of network security that allows the monitoring and control of the network incoming and outgoing traffic within the network. A typical firewall system within a network comprises of a IP packet filtering router, a host system which is running application filtering and authentication software [3]. This allows the network administrators to manage what traffic is allowed to go into and out of the network and what type of protocols are allowed to be sent and received. 
[bookmark: _Toc58435475]Advantages
Firewalls and packet filtering can stop incoming requests that come from insecure services [3]. This can stop malicious traffic from sniffing around the network to try to gather information or even try to infect devices within the network. Firewalls are a lot cheaper to run and setup then securing each individual device on the network. This especially goes with the BYOD policy that wants to be introduced where everyone will be bring devices with different security levels. So having one master system that can stop most attacks is the best way to secure things. 
It is also more secure than securing every device on the network. This is due to the fact that it can get complex with the amount of software that needs to be installed on each device. If each device had to install software to secure them, then this would make it easier for loopholes to be found. And leaving massive security issues within the network. The difference is that the firewall usually is a lot more simplified and doesn’t need to run complex device software to be secure. 
[bookmark: _Toc58435476]Disadvantages
Firewalls are not end-to-end security. Meaning that if an attack does get through, it can still cause damage to devices and the systems on the network. Firewalls can restrict the usage of everyday software that the client / employee needs to use to work. This means that it can restrict the user from searching up certain websites, or preforming tasks on certain software. 
Firewalls do not protect devices from backdoor attacks and can encourage users to enter and leave through the backdoors. This can severe if the firewall restrictions are high enough [3]. Having this could lead to loopholes that will not be found for a long time. Leaving data at risk to attackers.
Lastly, firewalls can bottleneck the traffic of the network. Making connections slow and painful to use if the client / employee is in a rush to connect to file systems on the backend or trying to authenticate themselves. 

[bookmark: _Toc58435477]Physically protecting the main infrastructure
So far, we have been going over all the different ways to protect against software attacks. But we still need to protect all the equipment within the facilities. For the first layer of security, having locks on doors is a good way to stop most attacks. People cannot easily get to places with expensive equipment. Having a normal key lock can be used. But the trouble with these is that if the key is lost then the whole lock will need to be replaced. Having biometric scanners or fob locks will allow the administrators to prevent users from coming into certain locations, while also allowing the administrators to restrict access to lost fobs or ex-employees easily when they leave the company. 
For the infrastructure, bolding down server equipment like server racks, routers, and switches. Stops the attacker from stealing the equipment for data. Meaning that they can only destroy it or try to access within the facility. Another protection layer is a security door where a user will need a fob / key to unlock the door to physically access the servers, routers, and switches. 

[bookmark: _Toc58435478]Implementation
In this section we will be going over the security policy, and the network that will be used.
[bookmark: _Toc58435479]Security Policy
The risks to the organisation are:
· Clients / Employees with Malware on the devices.
· Physical attackers trying to steal equipment.
· Physical attacks trying to break into the infrastructure and steal data
· Stolen, lost staff / client devices.
· External attackers trying to attack the network.
How to protect against the risks:
· Authentication and VPN on device apps
· Restricting data stored on devices.
· Restrictive firewall / packet filtering that only allows VPN users / authenticated users
· Physical security (Locks, Fobs, CCTV)
· Antivirus scans on infrastructure
· Backup data to external site
How to implement:
For the authentication and VPN. As said in the Data encryption section and lost devices. The app will need the user to login with a username and password to authenticate. This allows them to decrypt the data on the app storage. And to allow them to connect to the network they will have to use a VPN. Leaving no middleman attacks. 
To stop physical attacks, locks will be placed on all main connecting doors, and rack shelfs. This will stop wonders from accessing restrictive locations with important data and expensive equipment. Having CCTV will help spot intruders and help with insurance claims and downtime. 
For stolen devices, we have the app that encrypts the data. Meaning that no one can access it without the username and password. 
External attackers will be stopped via a firewall that can restrict them due to no VPN connection / authentication.
[bookmark: _Toc58435480]Network overview
If we have a look at figure [F1]. We can see that the network is divided into three different switches. This will allow easy control of privileges between networks. On the left we have employee systems. Where they can handle work. Up we have the BYOD network where all the wireless devices can connect and access the servers. And then to the right we have servers that run the services. And at the middle and bottom is the central switch, router and access to the cloud. 
Overall this is a basic example of the infrastructure that can be used within the organisation.
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[F1] Cisco Packet Tracer Network
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