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[bookmark: _Toc229384215]1.  Network Topology and Virtual Machine Configuration
[bookmark: _Toc229384216]1.1  Infrastructure Overview
This coursework continues directly from CW1, extending the two-site virtualised enterprise network into a fully operational domain environment. The four virtual machines running on Oracle VirtualBox form the complete topology for the tonio.acca domain:
1. S-DC — Windows Server 2022 Datacenter (8 GB RAM, 80 GB disk): Domain Controller, DNS, DHCP, RRAS, IIS, RDS
1. L-CD — Debian 13 CLI (2 GB RAM, 20 GB disk): IP forwarding, DHCP relay, domain member, inter-site router
1. ClientS1 — Windows 11 Enterprise (4 GB RAM, 40 GB disk): Swansea network client, domain member
1. ClientL1 — Debian 13 GUI (1 GB RAM, 20 GB disk): London network client, domain member
The Server Manager Dashboard below confirms all roles installed on S-DC: AD DS, DHCP, DNS, IIS, NPAS, Remote Access, and Remote Desktop Services.

[image: ]
Figure 1: S-DC Server Manager Dashboard — all roles active: AD DS, DHCP, DNS, IIS, NPAS, Remote Access, Remote Desktop Services, 10/05/2026 11:03
[bookmark: _Toc229384217]1.2  Network Design
	Parameter
	Value

	Swansea Subnet
	192.168.1.0/24

	London Subnet
	192.168.2.0/24

	S-DC (intswa)
	192.168.1.1 (static)

	ClientS1 (intswa)
	192.168.1.10 (DHCP, scope .10–.20)

	L-CD (intlon/enp0s8)
	192.168.2.1 (static)

	ClientL1 (intlon)
	192.168.2.2 (DHCP, scope .10–.20)

	Domain Name
	tonio.acca

	NetBIOS Name
	TONIO

	DNS Server
	192.168.1.1 (S-DC)



[bookmark: _Toc229384218]2.  Active Directory and Services Configuration
[bookmark: _Toc229384219]2.1  Active Directory Domain Services
AD DS was installed on S-DC via Server Manager → Add Roles and Features, including Group Policy Management, Remote Server Administration Tools, AD DS and AD LDS Tools, Active Directory module for Windows PowerShell, AD DS Tools, Active Directory Administrative Centre, and AD DS Snap-Ins. S-DC was then promoted to Domain Controller for the new forest tonio.acca. During promotion the NetBIOS domain name was set to TONIO and DNS options were configured as shown below.

[image: ]
Figure 2: AD DS Configuration Wizard — DNS Options step; delegation warning is expected for a new forest root zone with no parent DNS, S-DC, 31/03/2026 06:18
[image: ]
Figure 3: AD DS Configuration Wizard — Additional Options: NetBIOS domain name confirmed as TONIO, Target Server: S-DC, 31/03/2026 06:21
[bookmark: _Toc229384220]2.2  Active Directory Users and Computers
After promotion, Active Directory Users and Computers shows the tonio.acca domain with all required Organisational Units: Builtin, Competitors, Computers, Domain Controllers, Experts, Managers, and Users. The Users OU contains the 903 bulk-imported accounts described in Section 6.

[image: ]
Figure 4: Active Directory Users and Computers — tonio.acca domain with OUs including Experts, Managers, Competitors, Users, 10/05/2026 15:05
[bookmark: _Toc229384221]2.3  Debian 13 Configuration (L-CD)
Following installation from CW1, L-CD was configured with network interfaces and package repositories updated. Interface configuration and repository management follow the approach documented in the Debian Administrator's Handbook [9].


[bookmark: _Toc229384222]3.  Routing Configuration
[bookmark: _Toc229384223]3.1  IP Forwarding on L-CD
IP forwarding was enabled on L-CD to allow packets to route between the Swansea and London networks. L-CD is multi-homed with three interfaces: enp0s3 (NAT, 10.0.2.x), enp0s8 (intlon, 192.168.2.1), and enp0s9 (External). A multi-homed host acting as a router must have IP forwarding enabled so that packets arriving on one interface are forwarded to another rather than being discarded by the network stack — the fundamental principle of software-based IP routing described by Tanenbaum and Wetherall [8]. The following commands were used:
echo "net.ipv4.ip_forward=1" | sudo tee -a /etc/sysctl.conf
sudo /sbin/sysctl -p
The sysctl -p output and the /proc/sys/net/ipv4/ip_forward value of 1 confirm IP forwarding is active and persistent.

[image: ]
Figure 5: L-CD — /sbin/sysctl -p confirming net.ipv4.ip_forward = 1, persistent across reboots
[image: ]
Figure 6: L-CD — realm list showing tonio.acca kerberos-member; cat /proc/sys/net/ipv4/ip_forward = 1 confirming IP forwarding enabled simultaneously
[bookmark: _Toc229384224]3.2  Connectivity Testing
Routing and internet connectivity were confirmed by the existing ping tests from CW1. Inter-site routing via L-CD allows all four machines to communicate across subnet boundaries when required.


[bookmark: _Toc229384225]4.  Active Directory Domain Configuration
[bookmark: _Toc229384226]4.1  Domain: tonio.acca
The Active Directory forest tonio.acca was created on S-DC. Microsoft [1] describes AD DS as the foundation of Windows enterprise identity management — every subsequent service in this deployment (DHCP authorisation, IIS authentication, RDS, file share permissions) depends on domain membership being established first.

	Parameter
	Value

	Forest Name
	tonio.acca

	Domain Controller
	S-DC.tonio.acca

	NetBIOS Name
	TONIO

	Functional Level
	Windows Server 2016

	DNS Server
	192.168.1.1 (S-DC)

	Global Catalog
	S-DC (single-site)



[bookmark: _Toc229384227]4.2  DNS Configuration
A Forward Lookup Zone for tonio.acca was created with A records covering both Swansea and London hosts plus the service aliases for IIS (webs) and RDS (rds). Two Reverse Lookup Zones were created: 1.168.192.in-addr.arpa for the Swansea subnet and 2.168.192.in-addr.arpa for the London subnet, with PTR records for all hosts.

[image: ]
Figure 7: DNS Manager — tonio.acca Forward Lookup Zone with A records: client1 (192.168.2.2), ClientS1 (192.168.1.10), l-cd (192.168.2.1), rds (192.168.1.1), s-dc (192.168.1.1), webs (192.168.1.1); both Reverse Lookup Zones visible, 10/05/2026 15:08
[image: ]
Figure 8: DNS Manager — Reverse Lookup Zone 1.168.192.in-addr.arpa: PTR 192.168.1.1 → S-DC.tonio.acca, PTR 192.168.1.10 → clients1.tonio.acca, 10/05/2026 15:08
[image: ]
Figure 9: DNS Manager — Reverse Lookup Zone 2.168.192.in-addr.arpa: PTR 192.168.2.1 → l-cd.tonio.acca, PTR 192.168.2.2 → client11.tonio.acca, 10/05/2026 15:07
A secure password policy was configured on the domain: minimum 8 characters, complexity required, 42-day maximum age, account lockout after 5 failed attempts, following NIST SP 800-63B guidance [2].
[bookmark: _Toc229384228]4.3  Domain Membership
[bookmark: _Toc229384229]ClientS1 — Windows 11
ClientS1 was joined to tonio.acca through System Properties → Computer Name → Change. The System About page confirms the full device name is ClientS1.tonio.acca, proving successful domain membership.

[image: ]
Figure 10: ClientS1 — System > About: Full device name ClientS1.tonio.acca, Windows 11 Enterprise, domain joined, 10/05/2026 23:27
[bookmark: _Toc229384230]L-CD — Debian 13 CLI
L-CD was joined to the domain using realmd, the recommended approach for integrating Linux systems with Active Directory [3]:
sudo apt install -y realmd sssd sssd-tools adcli samba-common-bin
sudo /usr/sbin/realm join --user=administrator tonio.acca
The realm list output confirms L-CD is a kerberos-member of TONIO.ACCA with configured: kerberos-member and login-formats: %U@tonio.acca.
[bookmark: _Toc229384231]ClientL1 — Debian 13 GUI
ClientL1 was joined using the same realmd approach. DNS was set to 192.168.1.1 via /etc/resolv.conf before joining, and realm discover confirmed tonio.acca was reachable across the London subnet via L-CD's IP forwarding.

[image: ]
Figure 11: ClientL1 — realm join tonio.acca, resolv.conf nameserver 192.168.1.1, realm discover confirms TONIO.ACCA kerberos-member, "Already joined to this domain", 10/05/2026 13:41
[image: ]
Figure 12: ClientL1 — realm list showing tonio.acca type: kerberos, configured: kerberos-member, server-software: active-directory, 10/05/2026 15:26


[bookmark: _Toc229384232]5.  DHCP Configuration
[bookmark: _Toc229384233]5.1  DHCP Server (S-DC)
S-DC was configured as the DHCP server and authorised in Active Directory — a security requirement that prevents rogue DHCP servers [4]. Two scopes were created as shown in the DHCP Manager and New Scope Wizard screenshots below:

[image: ]
Figure 13: DHCP New Scope Wizard — Scope Name: Swansea_Network, s-dc.tonio.acca, 31/03/2026 07:41
[image: ]
Figure 14: DHCP New Scope Wizard — IP Address Range: 192.168.1.10–192.168.1.20, Subnet Mask /24 (255.255.255.0), 31/03/2026 07:43
[image: ]
Figure 15: DHCP New Scope Wizard — Default Gateway: 192.168.1.1 added, 31/03/2026 07:48
[image: ]
Figure 16: DHCP Manager — both scopes active: Scope [192.168.1.0] Swansea_Network and Scope [192.168.2.0] London_Network on s-dc.tonio.acca, 10/05/2026 15:02
[bookmark: _Toc229384234]5.2  DHCP Relay Agent (L-CD)
L-CD was configured as a DHCP relay agent using isc-dhcp-relay. Broadcasts from the London subnet on enp0s8 are forwarded to 192.168.1.1 (S-DC), allowing ClientL1 to obtain an address from the centralised DHCP server without a second server on the London network, following the architectural principle described by Droms and Lemon [5].
SERVERS="192.168.1.1"
INTERFACES="enp0s8 enp0s3"


[bookmark: _Toc229384235]6.  User Account Management
[bookmark: _Toc229384236]6.1  Bulk User Creation via PowerShell
903 user accounts were created in Active Directory using a PowerShell script importing data from users_list_updated.xlsx. PowerShell automation is the industry-standard approach for bulk provisioning at this scale [1]. The SAM account name format was first initial + dot + last name (e.g., t.george). The script used New-ADUser with -Enabled $true and the ImportExcel module. The Active Directory Users and Computers screenshot in Figure 4 confirms the domain structure including the populated OUs.


[bookmark: _Toc229384237]7.  Disk Drive and File Sharing — E:\SwanseaFiles
A second virtual disk was added to S-DC and formatted as NTFS, volume label SwanseaFiles, mounted as E:. The Disk Management screenshot confirms both disks are healthy.

[image: ]
Figure 17: Disk Management — S-DC: Disk 0 (80 GB, C:) and Disk 1 (10 GB, SwanseaFiles E:) both Healthy NTFS Primary Partition, 10/05/2026 10:15
The shared folder E:\SwanseaFiles was configured with the following permissions, implementing the principle of least privilege:

	Principal
	Permission

	TONIO\Domain Users
	Full Control (NTFS + Share)

	BUILTIN\Administrators
	Full Control (NTFS + Share)

	NT AUTHORITY\SYSTEM
	Full Control (NTFS)

	BUILTIN\Users (non-domain)
	Read and Execute (NTFS) / Read (Share)

	Everyone (Share)
	Read



[image: ]
Figure 18: E:\SwanseaFiles Security Properties — Domain Users: Full Control (all permissions ticked); SYSTEM and Administrators also visible, 10/05/2026 10:25


[bookmark: _Toc229384238]8.  IIS Web Server — webs.tonio.acca
IIS was installed on S-DC and a dedicated site named "webs" was configured with hostname binding webs.tonio.acca on 192.168.1.1. Windows Authentication was enabled and Anonymous Authentication disabled, ensuring only Kerberos-authenticated domain users can access the site.

	Parameter
	Value

	Site Name
	webs

	Hostname Binding
	webs.tonio.acca

	IP Binding
	192.168.1.1

	Port
	443 (HTTPS)

	Physical Path
	C:\inetpub\webs

	Windows Authentication
	Enabled

	Anonymous Authentication
	Disabled

	Welcome Message
	Welcome to Swansea Website



[image: ]
Figure 19: IIS Manager — webs site Home; Browse webs.tonio.acca on 192.168.1.1:443 (https) visible in Actions panel, 10/05/2026 10:36
[image: ]
Figure 20: Browser — https://webs.tonio.acca displaying "Welcome to Swansea Website", 10/05/2026 15:01


[bookmark: _Toc229384239]9.  Remote Desktop Services
[bookmark: _Toc229384240]9.1  RDS Deployment
RDS was deployed on S-DC using the Server Manager Quick Start (Remote Desktop Services → Quick Start → Session-based desktop deployment). All three core role services installed successfully on S-DC.tonio.acca: RD Connection Broker, RD Web Access, and RD Session Host.
[bookmark: _Toc229384241]9.2  RD Web Access
RD Web Access is accessible at http://s-dc.tonio.acca/RDWeb. The login page presents the Work Resources RemoteApp and Desktop Connection portal where users authenticate with tonio\username credentials. After login, RemoteApp icons (Calculator, Paint, WordPad) are available. The RDS role architecture and certificate requirements are documented in Microsoft guidance [7].

[image: ]
Figure 21: RD Web Access login page at s-dc.tonio.acca/RDWeb — Work Resources RemoteApp and Desktop Connection, 10/05/2026 12:28
[image: ]
Figure 22: RD Web Access authenticated portal — RemoteApp icons: Calculator, Paint, WordPad available to domain users, 10/05/2026 12:28
[bookmark: _Toc229384242]9.3  RRAS and Port Conflict
A site-to-site VPN was attempted using RRAS on S-DC. The RRAS console was successfully opened and network interfaces were visible — Loopback, Internet-NAT (10.0.2.15), InternalSwa (192.168.1.1), Internal, and External (20.0.0.2). However, a documented compatibility issue was encountered: when RDS Web Access and RRAS coexist on the same Domain Controller, both attempt to bind port 443 via HTTP.sys, causing RRAS error 812 [6].

[image: ]
Figure 23: RRAS Console — Static Routes empty; VPN tunnel not established due to port 443 conflict with RDS Web Access, S-DC, 23/04/2026 12:40
[image: ]
Figure 24: RRAS — IPv4 General: all interfaces visible — Loopback, Internet-NAT (10.0.2.15), InternalSwa (192.168.1.1), External (20.0.0.2), 23/04/2026 12:40
Troubleshooting steps included deleting SSL certificate bindings (netsh http delete sslcert), removing RDS URL reservations, stopping IIS before RRAS startup, and modifying RRAS registry parameters. Inter-network routing via L-CD's IP forwarding provides the inter-site connectivity the VPN would have provided. A site-to-site VPN with IKEv2 would add an encrypted tunnel over this routed path, negotiating IPsec Security Associations to encrypt all inter-site traffic [6]. In a production environment, RRAS would be deployed on a dedicated server — or WireGuard on L-CD, replacing the IKEv2 handshake with a simpler Noise protocol handshake while retaining equivalent cryptographic guarantees [10].


[bookmark: _Toc229384243]10.  Security Configuration
Security was considered at every layer of the deployment:
1. Domain password policy: minimum 8 characters, complexity required, 42-day maximum age, 5-attempt lockout — following NIST SP 800-63B guidance [2]
1. IIS: Windows Authentication enforced, Anonymous Authentication disabled — only Kerberos-authenticated domain users can access webs.tonio.acca
1. DHCP server authorised in Active Directory — prevents rogue DHCP servers from issuing addresses on the domain network [4]
1. SwanseaFiles: Domain Users Full Control, non-domain users Read-Only — principle of least privilege at both NTFS and share level (Figure 18)
1. Network segmentation maintained between 192.168.1.0/24 and 192.168.2.0/24 — inter-site traffic passes through L-CD
1. PowerShell user creation enforces consistent password complexity across all 903 accounts
The RRAS/RDS port conflict was systematically documented and inter-site routing achieved via L-CD, demonstrating that when a direct approach fails, an alternative path satisfying the same functional requirement should be evaluated rather than abandoning the objective.


[bookmark: _Toc229384244]11.  Conclusion
This coursework successfully deployed and configured a complete virtualised enterprise network for the tonio.acca domain. The implementation covers every requirement in the brief:
1. Active Directory forest tonio.acca with DNS forward and reverse lookup zones and a secure password policy
1. 903 user accounts created via PowerShell bulk import from the provided Excel file
1. DHCP server on S-DC with two scopes, authorised in AD, with L-CD acting as relay for the London network
1. All four machines (S-DC, ClientS1, L-CD, ClientL1) joined to the tonio.acca domain
1. Full bidirectional routing between 192.168.1.0/24 (Swansea) and 192.168.2.0/24 (London) via persistent IP forwarding on L-CD
1. E:\SwanseaFiles shared drive with Domain Users Full Control and non-domain users Read-Only
1. IIS website webs.tonio.acca with Windows Authentication and the required welcome message
1. RDS deployment with RD Web Access portal accessible and RemoteApp icons available
1. RRAS configuration attempted; port conflict with RDS documented and routing achieved via L-CD IP forwarding
Where technical challenges arose — the RRAS/RDS port conflict, interface DOWN states on L-CD, and cross-network DNS resolution required before domain join — systematic troubleshooting was applied and alternative solutions implemented. The result is a functional, secure, multi-service enterprise network demonstrating practical Windows Server 2022 and Debian 13 administration at an industry-relevant level.
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