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To what extent can AI-based intrusion detection improve the detection of malicious network traffic with traditional signature-based detection methods?

With the increasing reliance on interconnected computer networks and digital infrastructure within organisations, cybersecurity is becoming vital in ensuring protection of sensitive information as well as maintaining availability and integrity of systems. A critical area in cybersecurity is the use of Intrusion Detection Systems (IDS) which help oversee network traffic to pinpoint any suspicious activities and potential cyberattacks. 
The developments of Artificial Intelligence (AI) present the possibility to enhance intrusion detection by giving systems the ability to analyse network traffic, identify behavioural patterns, and establish potential malicious activity. Machine learning algorithms can be trained using network traffic datasets to differentiate between genuine and malicious activity. Despite this, AI-based detection can also present challenges such as, false positive alerts, computational demands, and the chance of adversarial manipulation. 
Therefore, assessing the capabilities of AI-based intrusion detection in comparison to traditional methods is vital in understanding the potential it has in enhancing modern network security. This project will look to evaluate the extent to which AI is capable of improving malicious traffic detection by analysing the performance of both methods. 
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Cybersecurity is a rapidly evolving field that focuses on safeguarding computer systems, networks and digital information from unauthorised access, disruption, and malicious activity. With organisations becoming more and more dependent on networked technology, the number of different cyber threats continue to offer serious security challenges. Denial-of-service (DoS) attacks, malware infections, port scanning, etc, are all attacks that are capable of compromising sensitive information and disrupting vital services on a network. Due to these, adequate network monitoring and threat detection are imperative to successful modern cybersecurity strategies. Intrusion Detection Systems (IDS) are an established approach to network security. The task of an IDS is to detect malicious activity in network environments. This detection can enable time to appropriately react to any malicious activity/attack [1]. With recent advances in AI, specifically machine learning, opportunities have been created to develop alternative approaches to intrusion detection. Machine learning algorithms can be trained by applying datasets which contain instances of both genuine and malicious network traffic. This can allow them to learn to identify patterns and characteristics associated with various cyberattacks. Potentially, AI-based intrusion detection may allow us to detect suspicious activity without the need for an exact match against a previously documented attack signature. This then has the potential to lead to systems being able to detect unseen attack patterns or deviations in behaviour. 
A research article based on backdoor attack and defence methods for AI-based IoT intrusion detection systems [2], used data poisoning training methods to implant backdoors into various classification models. They were able to successfully bypass the backdoor models by adding triggers to malicious traffic. They used the idea of backdoor detection and mitigation methods to defend against backdoor attacks, which led to them achieving impressive defence results. 
Another study [3], reviewed the effectiveness of AI-based intrusion detection systems in comparison to traditional security mechanisms. They found that AI-based mechanisms offered the best performance in detection and classification. Their survey examined the importance of feature reduction for the performance of intrusion detection. Among the AI based mechanisms that they used, ML, DL, and ensemble-based mechanisms, they all showed similar performance of over 99%. However, this survey only addressed security attacks such as DoS, Probe, R2L, U2R, and the most common attacks. They later mentioned that a limitation of their research is that they used a limited number of attack datasets. 
The two studies mentioned above were both successful in reaching positive results when it came to implementing AI into intrusion detection. However, there are still gaps in the research, for instance, an AI-based intrusion detection mechanism for unknown attacks. Additionally, these studies didn’t attempt to test the feasibility of AI-based intrusion detection which can be done by using a larger number of the latest attacks. 
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As previously discussed, due to the increasing frequency and improvements in cyberattacks, organisations are being forced to seek protection for their computer networks. Even though intrusion detection systems are advantageous in monitoring network traffic and identifying potential threats, these traditional methods offer certain limitations. These methods rely on databases for previously identified attack patterns; this is effective against recognised threats. However, unfamiliar attacks or advanced versions of previous threats are threats that these methods struggle to detect as their signatures have not yet been identified. This limitation can help us question whether alternative techniques, such as AI-based intrusion detection, can offer more effective network protection. 
AI, especially machine learning, has emerged and since been always evolving and has now become a potential approach to address the previously mentioned limitations. This study will attempt to find if machine learning is capable of identifying network traffic data as legitimate or malicious from unknown attacks/cyber threats. Previous research has been done to investigate the utilization of machine learning with intrusion detection, where studies have demonstrated its potential. A literature review from this year, [4], examined studies that found that AI-based systems achieved high success rates in detecting cyber-attacks. They later stated how recent research shows that there are some compelling gaps in the research. They mentioned how many AI-based models are able to demonstrate high performance on certain datasets. However, the level of applicability to different datasets and real time network traffic with these models has not been adequately considered. 
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The aim of this project is to evaluate the degree to which AI-based intrusion detection can enhance the detection of malicious network traffic in comparison to traditional signature-based detection methods through controlled experimentation and analysis of performance. 

Objectives:
· To critically review existing research into AI-based and signature-based intrusion detection, highlighting their strengths, limitations, and overall effectiveness. 
· To design and implement an experimental environment combining a traditional-based intrusion detection system and a machine-learning based detection model, with the use of a suitable network traffic dataset to issue a fair comparison. 
· To evaluate and compare detection performance making use of quantitative metrics, including detection rate, false-positive rate, precision, and overall accuracy, whilst identifying key differences in the effectiveness of both approaches.
· To examine the findings and formulate recommendations in regard to the potential benefits, limitations, and practical suitability of AI-based intrusion detection as either a complementary or alternative approach to traditional intrusion detection methods.
This project will aim to produce a critical literature review, a documented experimental environment, and a trained or configured AI detection model alongside a traditional signature-based system. Comparative results will be illustrated using tables, graphs, and quantitative performance metrics. A final project report will document the methodology, findings, analysis and conclusions, as well as evidence-based recommendations as to whether AI-based detection offers measurable improvements and whether the combination of AI with traditional models can enhance network security. 
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This project will make use of a quantitative, experimental research methodology to achieve the aim of the project. The research will involve creating a signature-based IDS,  such as Snort, as well as developing a machine learning model, such as random forests and linear regression, to identify network traffic as genuine or malicious.  Both approaches will be evaluated using the same labelled network traffic dataset, for example, UNSW-NB15 or CICIDS2017, which can support a true comparison.  
In terms of data collection, the first step will be to gather secondary data via journal articles, research papers, and many other peer-reviewed sources to form the background behind the theory and identify existing research limitations. Within the experimental phase, classification results from both detection approaches will be gathered. These results can then be used to calculate detection rate, precision, false-positive rate, and overall accuracy. The performance of the two models will also be analysed across different attack categories within the dataset. 
The potential limitations may include class imbalance, dataset bias, and differences between simulated traffic and real-world network conditions. These will be discussed by documenting the experimental setup, using adequate data preprocessing, and the application of consistent testing conditions. 
The reliability of the research will be backed through reproducible processes and documented configurations. Whilst validity will be enhanced by using known performance metrics and identical testing data where appropriate. The final analysis will determine whether AI provides measurable improvements, considering both detection performance and false positive rates, and will support recommendations for real-world network security. 
This project will require the use of a computer capable of running machine-learning experiments and an intrusion detection system. VirtualBox will be used to create the virtual network that the experiments will be held within, including ubuntu and windows clients. A suitable labelled network traffic dataset will also be required as mentioned above. The access to academic journals will also be necessary, using research databases such as, Google Scholar, IEEE Xplore and UWTSD Library. All these resources will allow the project to be conducted within a controlled environment eliminating the need for the expense of specialised hardware.
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	Independent Project Timeline 

	Task 
	Time Allocated 
	Start Date 
	Finish Date 
	Status 

	Literature Review and Research Planning
	14 Days 
	02/11/2026
	16/11/2026
	 

	Preparation of Experimental Environment 
	7 Days
	16/11/2026
	23/11/2026
	 

	Development of AI Detection Model 
	14 Days 
	23/11/2026
	07/12/2026
	 

	Configuration of Signature-Based Detection
	7 Days
	07/12/2026
	14/12/2026
	 

	Conduction of Comparative Experiments
	35 Days 
	14/12/2026
	11/01/2027
	 

	Analyse of Results
	7 days
	11/01/2027
	18/01/2027
	 

	Discussion of Findings
	7 Days
	18/01/2027
	25/01/2027
	 

	Write Final Report 
	21 Days
	25/01/2027
	15/02/2027
	 

	 
	 
	 
	 
	 

	Total Time Taken for Project
	91 Days 
	 
	 
	 




Above is a project timeline that will be followed throughout the project. The timescales are realistic and allow for periods of time away from the project. The project is deliberately planned to finish a few weeks before the deadline to allow for any unforeseen circumstances that may potentially occur. 
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