The Stuxnet Virus – Benjamin Atkins 1809782

Who were the victims?
14 industrial sites in Iran including a uranium enrichment plant had software affected by the worm that had propagated through the network

What technologies were used?
The virus used was a worm, following initial infection the worm then propagated itself through the network then searched to see if the machine was part of the siemens control system the virus was targeting then attempting to access the internet from that host in order to update itself from the source

When did the attack happen within the network?
It happened in June of 2010

What systems were targeted?
The worm was targeting systems that were a part of Siemens’ industrial control systems (Siemens Step7) primarily the ones in use operating the centrifuges needed for uranium enrichment

What was the motivation of the attackers in this case? What did they hope to achieve? 
They attempted to gain control of the uranium enrichment centrifuges in order to manually set them to spin increasingly faster to the point of failure

What was the outcome of the attack? (stolen data, ransom, system damage, etc.) 
The Iranian government did not confirm whether any of the centrifuge control systems had been compromised to the point of causing failure in the enrichment, however it was said that any other hosts on the networks would be mostly unaffected as it was carefully configured to only target Siemens Step7 systems.

What is the vulnerability and who might exploit it? Explain. 
The vulnerability came from a then zero-day vulnerability (CVE-2010-2568) that allowed the worm to spoof a legitimate certificate allowing it to pass through intrusion detection and anti-malware precautions on the network where it then began to propagate


Why does the vulnerability exist? 
The vulnerability came from windows explorer improperly handling icon display on windows xp SP3, server 2003 SP2, Vista SP1 + SP2, server 2008 SP2 + R2 and windows 7 systems that allowed arbitrary code to be executed by remote attackers or local users via a crafted .LNK or .PIF shortcut file

What could be done to limit the vulnerability?
Now due to the vulnerability not being present on systems later than windows 7 and server 2008 this may now have become obsolete until a new iteration is made but due to the size and complexity of this malware it has been speculated that it was state-funded.

Use your favorite search engine to conduct a search for the most popular cybersecurity-related certifications. List them below with the organization that provides the certification. 

· Certified Ethical Hacking (CEH) – EC Council
· CompTIA Security+ - CompTIA IT
· Certified Information System Security Professional (CISSP) – ISC2
· Certified Information Security Manager (CISM) – ISACA
· Certified Information Systems Auditor (CISA) – ISACA
· NIST Cybersecurity Framework (NCSF) - NIST


2. Pick three certifications from the list above and provide more detail about the certification requirements and knowledge gained i.e.: vendor specific or neutral, number of exams to gain certification, exam requirements, topics covered etc.

CEH – this course is broken down into 20 modules each covering a different topic there are various options for pricing depending on the level of included tutoring that is required, it consists of one final exam lasting 4 hours and containing 125 questions, below is a list of the modules within the course.
	Module 01: Introduction to Ethical Hacking

	Module 02: Footprinting and Reconnaissance

	Module 03: Scanning Networks

	Module 04: Enumeration

	Module 05: Vulnerability Analysis

	Module 06: System Hacking

	Module 07: Malware Threats

	Module 08: Sniffing

	Module 09: Social Engineering

	Module 10: Denial-of-Service

	Module 11: Session Hijacking

	Module 12: Evading IDS, Firewalls, and Honeypots

	Module 13: Hacking Web Servers

	Module 14: Hacking Web Applications

	Module 15: SQL Injection

	Module 16: Hacking Wireless Networks

	Module 17: Hacking Mobile Platforms

	Module 18: IoT Hacking

	Module 19: Cloud Computing

	Module 20: Cryptography




CompTIA security+ - this course consists of two exams that may be purchased as a voucher and is then available to be used in one of the approved centres, the course recommends 2 year prior experience in IT administration with a security focus before taking the exam but this could also be learned by using the courses syllabus.

CISM – this course offers a wide array of delivery methods for the learning and splits its learning into 6 domains as seen below;
· Domain 1- Gain an ability to track, investigate, respond to and recover from information security issues by planning, establishing and managing in order to minimise business impact.
· Domain 2 - Information Systems Audit Process.
· Domain 3 - IT Governance and Management.
· Domain 4 - Information Systems Acquisition, Development, and Implementation.
· Domain 5 - Information Systems Operations, Maintenance, and Support
· Domain 6 - Protection of Information Assets.
3. How many new job listings were posted within the last two weeks? 
310

4. What is the salary range for the top 10 listings? 
20,000 – 51,000

5. What are the most common qualifications required by employers? 
Degree in relevant subject

6. What industry certifications are required by these employers? 
Depending on role most require membership or eligibility to professional institute and potentially one of the above courses such as CEH, CISM and CompTIA IT courses

7. Investigate online resources that allow you to legally test your hacking skills. These tools allow a novice with limited cyber security experience to sharpen their penetration testing skills. One such site is Google Gruyere (Web Application Exploits and Defenses). What kinds of challenges can you find?
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