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1. Context of the Project & Rationale
Public-sector organisations are increasingly dependent on large-scale data processing to provide and support their services. For example, the Driver and Vehicle Licensing Agency (DVLA) produces and processes massive volumes of personal and sensitive data through data pipelines that are written mostly in Python and SQL, using Pandas and PySpark on the Microsoft Databricks platform. Under the accountability principle of the UK General Data Protection Regulation (GDPR), laid out in the Data Protection Act 2018 [12], organisations must be able to demonstrate what happens to personal data as it moves through their systems.

Currently, this evidence is produced manually: data engineers and data-protection staff write documentation explaining how a pipeline handles data. An issue lies in documentation becoming inaccurate when a pipeline is changed, creating a disparity between what the documentation claims the code does and what the code actually does. The guiding principle of this project is therefore that the code is the source of truth - documentation that is generated directly from code stays accurate as the code changes.

This matters to two audiences: data engineers, who require an easier, more effective way to accurately view how data moves through their pipelines, and data-protection officers and auditors, who require up-to-date evidence for assurance and compliance that they can trust.
The solution proposed in this report is a static-analysis tool that parses Python data  processing code, maps its data flow, identifies where data enters (sources) and leaves (sinks), traces the full route data takes, and generates data flow documentation for compliance. The concept is inspired by SQLGlot, which provides column-level lineage for SQL [8]. This project can be thought of as the Python equivalent, but with more functionality.

Problem statement: No existing tool generates compliance-grade, code-level data flow documentation for Python data pipelines.




2. Review of Recent Academic & Industrial Literature

The techniques this project will build on are well known and have been studied for decades, which gives the proposed approach a solid grounding. 
The primary idea is “data flow analysis”, which is a method for tracking how data moves through a program. It was first defined by Kildall [1]. 
The standard way to analyse source code is also well established - The code is converted into a tree structure (an Abstract Syntax Tree, or AST) that represents its structure. Once that is done, the possible execution paths through the code are mapped, and the origin of each variable's value is traced [5]. 
Another well-established method, the IFDS (Interprocedural, Finite, Distributive, Subset) framework, Horwitz and Sagiv [4], builds on this AST mapping of data, so that routes between functions can be mapped. 
The solution proposed in this report applies these techniques: parsing Python, building a map of how data flows through it, and tracing the routes that data takes.

A second, related area of research looks at where data is allowed to travel inside a program. The theory here was established by Denning, who created a model for controlling how information flows [2] and a method for checking programs against it [3]. Sabelfeld and Myers surveyed the field of "language-based information-flow security", where programming language techniques (static analysis) are used to track how information flows through a program and to ensure confidential data is not leaked [7]. This field is similar to taint analysis, which follows data from the points where it enters a program (sources), through the code, to the points where it leaves (sinks), keeping track of any step along the way that cleans or protects it (a "sanitiser"). Taint analysis is surveyed by Schwartz and colleagues [6]. This source-to-sink model, with potential protection steps in between, explains almost exactly how the proposed tool would work. In the proposed solution, a "sanitiser" would be a step such as hashing, masking or encryption.

Applying these ideas to Python is harder than it may sound, because Python's flexible, dynamic nature makes code difficult to analyse without running it. Recent research has made attempts to deal with this problem: PoTo works out what parts of a program a variable might point to [9], and PyCG builds a map of which functions call which [10], both techniques are possibly needed to follow data across/between function calls. There is also a common set of industry tools that have been used for a long time. CodeQL allows developers to query their code as if it was a database [11], Bandit scans Python for security issues but does not trace how data flows [13], Semgrep can follow data from sources to sinks [14], and Meta's Pysa performs this across an entire codebase [15]. Other, more experimental tools are PyT [16] and a recent framework called PyFlow [17], which has not been peer-reviewed as of yet. The important distinction between these tools and the solution proposed in this project is that all of these tools are built to answer the question "is this dangerous?", while producing a list of warnings, instead of producing documentation of explaining where data actually goes.

A separate field, known as data lineage, asks exactly the question this project is concerned with: where did this data come from and where does it go? Cheney, Chiticariu and Tan survey the theory of tracking data origins in databases [18]. Chapman and colleagues provide possibly the closest related work to this proposed project, “recording detailed histories of data as it passes through data-science preparation steps” [19]; and Ujcich and colleagues link this idea to data protection policies with a model built around the EU GDPR [20]. 
In industry, Databricks Unity Catalog records which tables and columns feed into which [21], but it only sees data moving between tables and cannot see what the Python code does in between. SQLGlot can trace data through SQL, but only SQL [8].

Putting these together reveals a gap which this proposal aims to fill. No existing tool produces compliance-ready, code-level documentation that details how data flows through Python data pipelines. SQLGlot [8] only understands SQL, Unity Catalog [21] sees tables but not the Python in between, and the security scanners [13][14][11][15] produce warnings rather than a map of where data goes.








3. Project Aim & Objectives

Aim 
To design, develop and evaluate a static-analysis tool that parses Python data processing code (pandas and PySpark), maps its data flow, identifies sources and sinks, and creates data flow documentation that is presented through an interactive dashboard, in order to assist data protection assurance/compliance and provide visibility to the creators of data pipelines.

Objectives.
1. To critically analyse existing static & taint analysis and data lineage techniques and tools, in order to establish requirements and quantify the research gap.
2. To design an architecture that parses Python data processing code into a data flow graph, including a source/sink catalogue and tracing of routes from sources to sinks.
3. To develop a minimum viable tool that traces data flows from sources to sinks, including across functions and modules (inter-procedural analysis), and presents the data flow documentation that is produced through an interactive dashboard.
4. To evaluate the tool's detection accuracy and performance against a benchmark of Python pipelines with known data flows.
5. Stretch goal: To extend the tool with additional tracking of sanitisation steps (such as masking or hashing) between sources and a sinks.










4. Methods & Materials (Design, Implementation, Data Collection & Analysis)

4.1 Research methodology
This project will use a Software Development research strategy, described using Saunders et al. "research onion", which is a “common framework for explaining the choices behind research”. The research philosophy is positivist, meaning the tool's effectiveness will be measured objectively by measurable results and not opinion. The reasoning is deductive because the underlying techniques are already well understood, including data flow analysis [1][5], secure information flow [2][3][7], and ways of tracing data through code [4][6]. This project will take that existing knowledge and build on it to come to a new solution to the stated problem and then measure how well it works, rather than attempting to discover a new theory. The work is quantitative, meaning the results will be numeric, and cross-sectional, meaning the tool will be evaluated once at a time, instead of seeing how it changes over a period of time.

Software Development is the appropriate strategy because the main output is a piece of working software that has to be designed, built, tested and evaluated. During the evaluation stage, the tool will be tested against pipelines where the data flows are already known. There is no formal hypothesis, as the tool will be judged against its aim, objectives, and the success criteria, rather than a controlled experiment comparing two conditions.












4.2 Design & implementation methods
The tool will be built incrementally, delivering the MVP before attempting any stretch features, using Git for version control and unit tests to check that each part works. The way it will process a piece of code is as follows:
First, it will read the Python source and turn it into an Abstract Syntax Tree (AST), using Python's built-in ast module. It will then walk through that structure to find things such as variables, function calls, imports, and any operations that read or write data. Then, it will build a data flow graph using the networkx library, where each point (node) is a variable or operation discovered previously and each link (edge) shows data moving between them. It will then compare these points against a configurable catalogue of known "sources" and "sinks" (which are the common ways pandas and PySpark read data in or out) and ultimately trace the paths from each source to every sink that source can reach.
The MVP will perform this analysis both within individual functions and across functions and modules, so that data can be followed even when it is passed into, or returned from, other functions. The inter-procedural tracking is the more demanding part of the MVP, as it requires the tool to build a map of which functions call which and to match up arguments and return values from those calls. This will build on the IFDS method [4]. Following data across functions is included in the MVP because real data pipelines rarely stay within a single function, so analysing only one function at a time would not provide much value. A separate, stretch feature would additionally check whether data passes through a specified protection step (for example a hashing or encryption call) before it reaches a sink.
One design decision that is deliberately left open at this stage is how the tool will decide which data counts as "sensitive". How this is done will be decided during the design stage.









4.3 Data collection
Because the tool analyses code, the main material gathered is real DVLA pipeline code, but will also include bespoke pipelines created purely for testing. Both will be run against test data rather than real personal data. As real data will not be used, the sensitive thing here is therefore the code itself, not the data it processes. 
For each pipeline tested, the correct answer will be manually recorded in advance, so the tool's output can be checked against it.
The tool will run against the full, unredacted code inside a dev/test environment within the DVLA, which are tightly locked-down and controlled. Any code shown in the written report will have sensitive DVLA-specific details removed (e.g. encryption or masking methods, table and schema names, etc.). The use of DVLA code is available due to employee access to dev/test workspaces, with sign-off from a Principal Data Engineer.

4.4 Data analysis & success criteria
The tool will be judged by comparing the routes it reports against the manually created correct answers. Its accuracy will be measured with three standard figures: precision (of the routes the tool reports - how many are correct), recall (of the routes that actually exist - how many the tool finds), and F1 (a single score that combines the two). 
As a secondary check, performance will be measured by timing how the tool copes as the code it is analysing grows. These are initial targets that may be adjusted as the design develops. A specific target, such as a ‘minimum acceptable recall’, is better created after initial trial runs instead of guessed before the tool exists. Because this is a compliance tool, the higher the recall, the better. Results will be presented with clear tables and charts.









4.5 Materials
Software / libraries: 
· Python 3.x - including the ast module for AST creation
· networkx - graph construction and traversal
· Pandas and PySpark - the data flow python code
· A dashboard framework - The Databricks App SDK
· SQLGlot for SQL lineage (stretch)
· Git/GitHub for version control
Hardware / cloud:
· A DVLA-provided developer laptop
· DVLA-provided Databricks - using non-production dev/test workspaces under existing employee access.
· No dedicated hardware, GPU or paid cloud, so no computing cost.

















5. Project Design, Workflow, Mock-ups / Prototype
This section sets out the proposed initial draft designs: the overall shape of the system (Figure 1), the steps involved in analysing a single pipeline (Figure 2), and a plan for the interactive dashboard (Figure 3). These will be refined during the design stage.

5.1 Figure 1: System architecture
[image: ]
Mermaid code:
flowchart LR
    A["Python code<br/>(pandas / PySpark)"] --> B["Python AST Parser<br/>"]
    B --> C["Data Flow Graph Builder<br/>(networkx)"]
    CFG["Source/Sink Catalogue<br/>(config-driven rules)"] --> C
    C --> D["Route Tracing<br/>(source to sink paths)"]
    D -.-> E["Assurance Layer (stretch)<br/>sanitiser / protection check"]
    D --> F["Interactive Dashboard<br/>(Databricks App / Streamlit)"]
    E -.-> F
    F --> G["Data flow documentation<br/>+ diagrams"]










5.2 Figure 2: Processing workflow — how one pipeline is analysed
- End-to-end sequence for a single pipeline, from load to presentation.
[image: ]
Mermaid code:
flowchart TD
    S(["Start: select Python files"]) --> P["Parse to AST"]
    P --> W["Use AST to identify: <br/>assignments, calls, imports, </br>I/O operations"]
    W --> M["Compare against source/sink </br>catalogue"]
    M --> GB["Build data flow graph"]
    GB --> TR["Trace routes from sources<br/>to each corresponding sink"]
    TR --> CK{"Protection step on the<br/>route? (stretch)"}
    CK -- "yes" --> OK["Mark route as protected"]
    CK -- "no" --> FL["Flag: sensitive data sunk<br/>without protection"]
    OK --> R["Render lineage + documentation"]
    FL --> R
    R --> E(["End: dashboard / report"])






















5.2 Figure 3: Dashboard mock-up

[image: ]

This is a simple mock-up of a potential dashboard. It shows where data could be presented. On the top would be the project name, along with a toolbar where settings could be chosen.
On the left would be the sources/sinks that have been found during analysis.
The centre pane would contain an interactive display, where the data flow that has been determined could be shown.
On the right would be the details of the route chosen (interactively by the user), and the flags specifying if any data is not being sanitised at any points.






6. Project Planning, Resource Management & Financial Aspects
The project runs from January 2027 to July 2027 - roughly seven months - with an expected effort of around 150 hours (average of 21 hours a month). Because this is part-time work fitted around a full-time job, the MVP scope has been chosen to fit that, plus a set of harder, optional extras, as stretch goals.
The scope is defined using the MoSCoW method (Must, Should, Could, Won't). 
The minimum viable project is everything marked "Must".
The expected outcome are everything marked “Should”.
The more demanding work - implementing SQLGlot - is kept as "Could” and is to be attempted only if there is time available. 
The MVP version is a working, useful tool, while the stretch goals add useful functionality without putting that MVP at risk.

6.1 Scope (MoSCoW)
Must (MVP): 
· AST parsing.
· Source/sink catalogue.
· Route tracing both within and between functions.
· Basic dashboard.
· Benchmarking.
· Evaluation.
Should: 
· fuller pandas/PySpark coverage.
· Better visualisations.
· Fuller benchmark.
Could: 
· Detailing protection steps (masking/hashing) before a sink.
Won't:
· Full Python support (as opposed to only data engineering Python).
· Dynamic analysis - analysis of code while it runs, instead of only static analysis.
Stretch: 
· Incorporating SQLGlot to determine SQL lineage.
6.2 Work Breakdown Structure (phases → MoSCoW tag)
· Phase 0 — Setup & planning (repo, plan, ethics form).
· Phase 1 — Literature review (Objective 1).
· Phase 2 — Requirements & design (Objective 2: architecture, catalogue, mock-ups).
· Phase 3 — Build MVP (Objective 3).
· Phase 4 — Benchmark & evaluation (Objective 4).
· Phase 5 — Stretch features (Objective 5). 
· Phase 6 — Write-up & final report.

6.3 Timeline & milestones (Jan 2027 → June 2027, ~150 hours total)
· Jan to Feb - Phase 0 setup & Phase 1 literature review:
· Milestone (end of Jan): ethics form submitted & literature review drafted.
· Feb - Phase 2: requirements & design:
· Milestone (end of Feb): design & mock-ups signed off.
· March to April - Phase 3: build MVP:
· Milestone (end of April): MVP complete (all Musts).
· April to May - Phase 4: benchmark & evaluation:
·  Milestone (end of May): Expected Outcome complete + results.
· June - Phase 5: stretch features if time allows
· July - Phase 6: write-up & submission. 
· Milestone: final report submitted.
Contingency: ~20% best held as slack. 
High risk items that could cause time issues: inter-procedural analysis, benchmarking, dashboard integration.








6.4 Resource management & finance
The main resource is time, and the plan involves ~150 hours. This is extendable, depending on requirements. There is no money involved.
	Item
	Type
	Source
	Estimated cost
	Notes

	Python & Open Source libraries
	Software
	Open Source
	£0
	Free

	Dashboard
	Software
	Databricks
	£0
	Available via DVLA

	Databricks compute
	Cloud
	Employer
	£0
	Available via DVLA

	Laptop
	Hardware
	Employer
	£0
	DVLA dev machine

	Git
	Software
	Open Source
	£0
	Free

	Time
	Time
	Student
	~150 hours
	Over 10 months

	Contingency (~20% extra time)
	Time
	Student
	~30 hours
	Potentially necessary



The project requires no money. The tools are all free and open source. The main analysis runs on the developer laptop, and the only part that can cost money (computing power within Databricks), is provided by the employer through existing dev/test workspaces at no extra cost.
The real cost is time, rather than money, at roughly 150 hours over seven months. 
Contingency is managed in the same way, against time rather than budget, with about 20% slack built into the weekly hours. The MoSCoW ordering acts as a board to pick/drop items from, depending on the time used.









7. Project Impact & Potential for Further Development

Impact
The main benefit is that compliance evidence can become automatic; Instead of keeping data flow documentation up to date by hand, the proposed tool could generate accurate, code-level records of how data moves through its Python pipelines whenever people need. This could be used as audit evidence for data protection.
A second benefit is simply visibility - the data flow diagrams can be used by the whole team to understand and review pipelines, which also makes it easier to bring new people up to speed and to judge the effect of a proposed change. 
A third benefit is the catching of risks, as once the route data takes is known, the tool can flag cases where data reaches a sink without having passed through a specified protection step. 
Because all of this comes straight from the code, it supports the accountability duties under the UK GDPR and Data Protection Act 2018 [12]. While the idea originates from, and will be used initially within the DVLA, it would be useful to any organisation that used pandas or PySpark to build pipelines. Developers would be able to increase the tool’s functionality also.

Limitations
· The tool will be able to identify when data passes through a protection step, but not whether that protection step worked as intended.
· Some of Python's features are decided at run time and are very hard to analyse without running the code.
· The evaluation will only cover the specific test cases prepared for it, so the results depend on how well-made those test cases are.

Potential for further development
· The tool could bring in SQLGlot [8] so that SQL written inside Python is included into the same data flow map.
· It could connect to Databricks Unity Catalog [21] to join up information provided by the tool with table-level lineage to create a complete end-to-end picture.
· It could be broadened beyond pandas/PySpark to cover more of Python.
· It could be built into development tools or automated pipelines so that visualising data flow can become part of the development process.
· The stretch objective - could also next step if not completed within the project.
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9. Appendix
Personal Reflection
My motivation for this project comes directly from my current role. We are redesigning and recreating systems, or versions of systems, that were themselves meant to replace old, inefficient ones. Through this work we realised how important documentation is, but also how unreliable it had become - the documentation we hold has drifted so far from the truth over time, as changes were made over the course of years but the documentation was never updated. This is largely because of the time constraints placed upon us. Being able to reproduce documentation automatically, straight from the code, would be very beneficial.
Beyond the assignment itself, this is a problem I come across often. I often find myself recreating or migrating bloated code, and trying to understand what the code was actually meant to do. A tool that explains a pipeline would save that effort.
I expect to learn alot from building it. I hope to understand more about how the internals of Python work, to deepen my knowledge of data analysis, and to learn how to evaluate pipeline efficiency. I also expect to pick up several new things along the way, such as Databricks Apps and a several open-source libraries that could help me in my day-to-day job. On top of the technical side, I intend to give deep-dive presentations on this work, both during development and once it is finished, to share what I learn with my team.
The part I am most excited about is the inter-procedural data-flow analysis. It is a great opportunity to learn and grow, though I know it will require a lot of thinking. It is also the area I expect to be most challenging, and the most likely candidate for scoping down if time becomes tight. I hope it does not come to that though.
My main concern is time rather than the technical work. I have a very busy working life and a very busy personal life, and I am currently renovating a house, which will take a lot of effort and organisation. Tackling this as a solo project leaves me feeling excited yet daunted. It is a great opportunity to learn, and I enjoy software engineering, but I will need to be proactive and keep on top of things.
If the project succeeds, the value to my work would be clear. With any pipeline, we could pass the code through the tool and understand what it does, visually. That could save my team, and hopefully the wider organisation, weeks of man hours a year. Hopefully I can produce something that will be used and provide genuine value, instead of being created and then shelved.
For my own development, this is something I can be proud of and that will give me confidence in myself and in my software-engineering abilities. It is something concrete I can point to for my career, and if it ends up being used across the organisation, that would be a fantastic outcome.
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