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BEng (Hons) Computer Systems Electronics Year 2
Network Operating Systems and Security Worksheet 2(b):  Resource Management in Active Directory:  Managing access to files /folders and controlling domain user environments.
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Complete the following tasks:  
VERY IMPORTANT NOTE:  (You should screen capture and document these tasks as evidence of their completion).
	Task 1: Managing local access and Network Access to files and folder objects in Active Directory.

	Create yourself two global groups in the domain.  One should be called xxxxgeneralstaff (where xxxx is the name of your domain).  Create a few users and add them to this group.  Call the other group xxxxtechnicalstaff and also add a few users to this group.  Be sure to remember which user accounts are in each group, as one group will have higher privileges than the other.

We’ve seen that everything in Active Directory is managed as an Object.  Local disk and network files  
are no exception to this rule.  Files and folders stored locally on a machine are managed by the Local NTFS (NT File System) security protocols.  Here we will show how we can affect access levels to files by configuring and modifying NTFS permissions.

· Log onto the Workstation in your domains using the Administrator account.
· This account has the highest level privileges associated with it so we should be able to control how we want our folders and files accessed using this account.
· Right click on the desktop – New – Folder - name the folder xxxxfiles (where xxxx is the name of your domain).   
· Click into the folder and right click in the whitespace, choose New – Text Document (name it appropriately).  
· We will now configure NTFS permissions on this file, to do this, right click the file and choose Properties.  
· We should now see a tab called security here, if you can, go the  next stage (point), if however you cannot, this is because we have simple file sharing permissions set on the ws which means we do not have a great deal of control over how we manage permissions for our file. To change this make sure you are still within the folder and choose Tools Folder Options – if you scroll down there is an option listed for Use simple file sharing, simply check this off and close the window down.
· When you have right clicked on the file we have created within the folder, and chosen properties, you should see a security tab.  This tab lets us determine both who can access the file and the level of permissions they have (in other words what exactly they can do with the file).
· You will see the administrator in the list has high level access to the file.
· Choose Add to add another group or user to this access control list, we will add another group.
· In the text area, enter the name of the general users group we created earlier in the tutorial, click Search/Find to verify the group in the domain.
· Here we will assume two things.  Firstly that the general staff group we created will need only read access to this file.  They should not be able to change or modify the file in any way, only open it.  Configure appropriate- permission for doing this.
· Secondly the technical support staff group and its users should be allowed Full control over this file since they may need to reconfigure something or change something later on, again show how you would do this.
· We have created this file while logged in as the administrator, which means we have a file created within the local system at the destination c:\documents and settings\administrator, other people when they log on have their own space e.g. if bob logs on he gets c:\documents and settings\bob.  The problem is at the moment the text document we have just created is stored within c:\documents and settings\administrator, which means that no-one other than the administrator can see it.  To solve this problem we need to place the file in a destination that is visible by all users who can log onto the system.  
· Right click on the file, choose copy.  Now double click C:/documents and settings/all users/desktop and whilst in this folder right click in the whitespace and choose Paste.  We have now made the file visible at least to all people who logonto the workstation.
· Log off from the workstation, go back to the domain controller (Server) and log in as Administrator.  
· Open Active Directory Users and computers (Start – Administrative Tools – Active Directory Users and Computers), check that you have the two global groups created, xxxxgeneralusers (where xxxx is the name of your domain).  Remember the users in this group will be given limited access.  Also check that you have one global group called xxxxtechnicalstaff.   Remember members of this group will have full control over the file.
· Go back to the workstation and log in as a member of firstly (i) the general users (limited access group), open up the file and see if you can make changes, attempt to save the file and you should be denied permissions.  Now logon as a member of the technicalstaff group, this time you should be able to have full control over the file.  Try opening it, making some changes and saving it.  These operations should be permitted.

Creating a shared folder on the domain and configuring share permissions.

· Go to the server and logon as Administrator (if you are not already logged in).
· Create a new folder, call it Dept Database.
· At this stage you will need to install the Microsoft Access Application on the domain controller (disk provided)
· Within the folder right click in the whitespace– choose New – Microsoft Access Database.
· Name the file xxxxdatabase (where xxxx is the name of your domain).
· In this scenario we are going to assume that General users group should see this database but that they should not be allowed to make changes to it, again this will be the responsibility of technical staff.  However we now have a problem, because domain user staff (with limited access) cannot log onto a domain controller (in fact only people who belong in the Domain Admins group can access the Domain controller) we need to publish this file or share it over the network so that users can access it from a different Server or Workstation.  
· There are obviously several ways we could access this shared folder (that has been created on our Domain Controller Server) ‘remotely’.  (i). Through searching for the computer and then seeing what shares are available (ii). Through directly mapping a drive at the client machine to the shared folder (iii). Through making the folder available in the Active Directory Service.
· We will use share permissions to publish the folder.  Right click on the folder and choose properties, click on the Sharing tab.  Notice that by default once the sharing is enabled, we have a default group of everyone that is allowed read access.  This can be a security concern so remove this group.  Now add the General group you created earlier and give this group read permissions, do the same with the technical staff group, but instead give this group full level permissions.  
· Share permissions are only configured for the folder we have shared, the contents of this folder still reside on the local disk of the server.  
· We need to also configure NTFS permissions on the folder so that members accessing the share have appropriate writes to view the content.
· Right click on the Dept Database folder, click on the Security tab and add the general users group to the access control list.  Give this group read permissions.  Give the Technical support group full control over the folder
· Set appropriate NTFS permissions on the file so that members of the general users group can read the file, but not change it and so that the technical support group can make changes to the database file (Full control).
· Now return to the workstation and logon as a member of the general users group.
· We now need to find the share within our Active Directory Domain.
· There are a number of ways to do this we could click Start – Search – Search for Computers and then type in the exact name of our Domain Controller, by clicking search we would find the computer listed.  By double clicking on the computer you should see its shares listed.
· Another way we could do this (for convenience) is to Map a Network drive to the server, this gives us the flexibility of not having to search for the computer every time we wish to access it.  
· To Map a Network Drive – Right click on My Computer – choose Map Network Drive – if you choose Browse you should see your domain controller listed, again clicking on it will reveal the share.  Click on this share and choose Ok and you should be taken straight into the shared folder.
· Within the shared folder attempt to (i) create new files or (ii) delete the existing database file as members of both of the groups you configured share permissions for.   What happens?  Record your observations. 
· Remember you will need to log off as a general user and log in as a higher privileged member of the technical staff group to test the different scenarios.


  





	Task 2: Controlling ‘domain resources’ using Organisational Units and Group Policy.

	We have seen that we use Organisational Units as a way of establishing a hierarchy for managing our network and its associated domain’s resources.  We use Organisational Units alongside Group Policy primarily to lower the total cost of ownership for managing a large pool of resources.


Task:  Delegating Administrative Authority.
a). Here we will configure our OUs so that the administrative users we have in each of our Parent and Child domains will be delegated authority to manage the appropriate OU and all the resources it contains.  Remember there are three components to this task (a).  Establishing a user or group of users who should be granted access to manage the OU itself and the resources it contains (b).  Establishing what objects it is that you want them to manage (c).  What specifically this user or group of users should be able to change in terms of the attributes and properties about this object (e.g. Should they be able to lock users out, should they be able to delete and create new computer objects?).  

Create an OU called xxxxgeneralstaff      (Remember this OU will contain lower level users/privileges)
Drag the xxxxgeneralstaff group into this OU.

Create an OU called xxxxtechnicalstaff   (Remember this OU contains higher level users/privileges)
Drag the xxxxtechnicalstaff group into this OU. 

As always document your completion of the tasks along with appropriate written observations.

Task:  Configure Group Policy.

b).  Group policy objects provide us with a vast range of control over a vast amount of attributes associated with the objects/resources in our domain.  We saw previously that there are mainly two ways to implement Group policy within our domain and OUs.   Group Policy Object editor is the default tool installed on domain controllers for managing group policy objects.  A more powerful and informative utility is the Group Policy Management Console tool that gives us far more control and information about our active directory domains policy objects.

· To install this tool.
· Click Start – My Computer – Choose Tools Map Network Drive
· In the folder field type: \\its.smu.com\
· Click the Browse button, select GPMCSoftware folder, now run the executable file you see there.
· Accept all defaults to install the Group Policy Management Console.

We can now begin configuring a number of suitable ‘group policy objects’ that link to both the   xxxxgeneralstaff and xxxxtechnicalstaff group.  

(i)  Ensure that you create a number of suitable Computer configuration policy objects.
(ii)  Ensure that you create a number of suitable User Configuration policy objects.








	Task 3:  Observational Tasks

	Observational Tasks:

a). Discuss the two different types of permissions in use within windows network environments.  
b). Evaluate the benefits of the NTFS File system in comparison with other network operating system’s 
      file systems
c).  Identify the main benefits of using groups in an Active Directory domain.
d). Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s 
      resources.  
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