Critically examine the challenges associated with investigating the different types of cyber-crime and police responses designed to combat these challenges

Introduction
Since the Coronavirus pandemic, rates of financial crime rose to 32% in the year until June 2021, particularly targeting elderly people through cyber spaces and ended up reaching record levels (Treasury Committee, 2021). Fraud is like the nasty virus - continuing to grow; globally, financial crime is an issue for all police forces due to steady advancements created and implemented by criminals and this is observed by Skidmore, Goldstraw-White and Gill (2021). The offenders who commit this crime depend on internet services and false information to trick, deprive and cause a loss to the victims. This is proven in the Fraud Act Sections 1, 2, 3 & 4 by the National Crime Agency (National Crime Agency, no date). Section 2: fraud by false representation, is a cyber enabled type of crime where the offenders can cause misdemeanours in person but in the modern world, is more favourable to cause illegal acts through online access, using perhaps fake accounts and twisted strategies to manipulate others into believing something untrue as to fact in law or absolute (College of Policing, 2022). This highlights that cyber enabled crime occurs online to make it easier to commit the offence, confusing the elderly and having them believe untrue information/stories for another person/criminal groups advantage. Advances in technology and security elements of safety being hacked and exploited provide these routes of making it easier for criminals and applies for section 3 where information is not given in full or honestly and within section 4 when a person or persons abuse their positions of trust and power.
None of the sections of the Fraud Act (2006) demonstrate that they are cyber dependent crimes. A cyber-dependent area of fraud would be framed to have gain, usually monetary over another person, unlawfully and dishonestly, but only through the digital world. Cyber-dependent and cyber enabled crimes, however, are not treated as explicit issues. Tackling cybercrime relating to financial offences, especially in cases involving elderly people, will only become harder without more effective resources across the national chain and reduced criminal accessibility to internet. This study will show this through gathering intel of police responses to financial online crimes, their challenges and positive methods.

Main body
Responses
Police responses to online fraud have developed across national, regional and local levels to try and keep up with offenders who take advantage of new technology and vulnerable victims. The National Crime Agency (National Crime Agency, no date, b) works at a national level to collect intelligence and disrupt organised fraud networks, often with INTERPOL when crimes also involve other countries. This follows an intelligence led approach under the National Intelligence Model (College of Policing, no date), where information is collected and used to target the most serious and prolific offenders. Regionally, Regional Organised Crime Units (Regional Organised Crime Units, 2025) offer specialist support for cybercrime investigations. At a local level, frontline officers are responsible for speaking to victims, gathering evidence early and speaking to the victims. While this structure is designed to be effective and efficient, it can cause problems when police forces and their officers do not have enough training or experience (His Majesty’s Inspectorate of Constabulary and Fire & Rescue Services, 2021) in fraud investigations. This is a significant issue when dealing with elderly victims because they may not have even realised that they are a victim of a fraud crime at the earlier stage.
In response to these limitations, there has been more focus on training officers across all departments (Home Office, 2023) to better understand fraud and its impacts. The example of an elderly victims losing £30,000 on a driveway highlights how important it is for frontline officers to recognise fraud early, as it may not be obvious or clear at all without proper knowledge to the subject. This also shows the honesty and integrity of officers, as well as their willingness and resilience to improve through further training. Moreover, systems like Action Fraud (2019, a) are used to collect the reports in one place and depict out clear signs and patterns within fraud offenders, helping to target organised crime groups more efficiently. These systems allow information to be shared more easily between police and other public sectors, strengthening communication and multi-agency collaboration. However, these responses are majorly reactive and so they still rely on victims choosing to come forward after the crime of fraud has been committed against them. Criminals who commit fraud then can continue to adapt and move along quickly to their next target thanks to ever-changing new technology advancements, which makes it very hard for police to keep up with. This can imply that even with training improvements and cooperation, police forces’ efforts can still face operational challenges, showing the need for more resources and specialist skills/ departments.

Challenges
A challenge that faces the police forces across England and Wales, when it comes to financial crime (fraud) is a limited number of resources available to pay attention to those cases, as much as other crimes such as theft or drug misuse. Ken Farrow (2004) specifies that fraud alarmingly does not feature on a set list of policing priorities, issued by the government within overcoming the problems of organised financial crime compared to other criminal activities and groups. Within examining the government's decision to not include fraudulent offences, it can be interpreted as an overall loss of knowledge across the 43 forces of England and Wales. It limits the training offered to police staff who consequently are also victims of fraud, reaping the ramifications of the low effort to overcome fraud. Elderly people who are targeted by fraud are pointed to other organisations for advice such as Action Fraud (2019, b), which is an internal partner of the police. Unfortunately for Action Fraud, although they provide their full services and expertise into fraud cases of the elderly, it is hard to have victims wrap their head around not contacting the police themselves. To an elderly victim of fraud, it can easily feel dismissive to their experiences and cause health issues, for example, stress and anxiety – which can become physical like heart attacks and migraines. A vulnerable elderly person could even believe that the police is not being honest and furthering their chances of being a further victim of deceit and fraud. The confusions between organisations and being perhaps a complicated process for an individual leads to low levels of public trust and confidence in forces across England and Wales. An example by Kassem and Turksen (2025, pp.1-16) enforces that working on fraudulent offence cases is challenging due to many victims being hesitant, very little public attention consequently from little media coverage on the matter and being classed as uninspiring work; 24 officers from different ranks, roles and levels of experience were interviewed and deemed fraud overall as a low-priority crime compared to violent crimes such as grievous bodily harm and sexual assaults. This demonstrates the credibility of how much an increase of resources is needed efficiently, due to Farrow, Kassem and Turksen having very strongly complimentary views.
Another crucial challenge that impacts the effectiveness and efficiency of police and multi-agencies in overcoming barriers of financial crime in England and Wales is the battle to keep up with criminals who exploit and work alongside advancing technology. This opposition to any potential development between partnerships such as 101, INTERPOL, Action Fraud and the National Cyber Security Centre is disputed through roles and responsibilities between organisations and therefore, individual job contracts. Regarding the partnership between the National Cyber Security Centre and police forces, they are both government establishments. Both organisations have responsibility to enforce laws and regulations of cyber security to protect elderly people from fraud and financial crime. However, tensions and conflicts can arise from the unknown of which sector (police or the National Cyber Security Centre) should prevent financial attacks on the elderly, who should provide support for victims, who should drive the importance of enforcing laws and who should respond to cases.
Action Fraud have reported an attack on the elderly through eight men who were pretending to be private investigators gathering information or through acting as a police officer to be given cash from victims. The victims, once trusting the gang were told to hand over sums of cash to someone acting as a ’courier.’ It impacted a substantial number of people, especially vulnerable people and the elderly. For example, £135,000 was handed over by elderly 76-year-old woman from Poole. Many others were also defrauded but a lack of public trust and knowledge of how to act caused embarrassment and what is believed to be a low level of reporting from that case (Action Fraud, 2016).

Conclusion
[bookmark: _Int_K0xlU5Fw]To conclude overall this assignment, there are many challenges associated with cyber-crime, particularly online fraud targeting elderly people. Significant challenges posed include the advancing technology updates and difficulty with policing upkeep in terms of finding new ways to tackle structures and frameworks created by organised crime groups, such as the group who hacked into the NHS systems, WannaCry (2017). This is an increasing worry for police forces and other organisations who are continuously and relentlessly working to overcome fraud because when it concerns elderly victims, the embarrassment after the crime can stop reports, leading to inaccurate measures of success and unsuccessful data. This highlights that in order to overcome these operational challenges, there must be far greater and stronger frameworks and resources implemented into society for the elderly. For example, a recommendation for police forces to adapt to is awareness programmes which can be a great community engagement activity too. It could encourage reporting of suspected fraud and help with understanding how to keep themselves content and safe online. In the future, this recommendation being used could make the policing effectiveness far stronger due to a build-up in confidence and trust in policing.
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