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[bookmark: _Toc196577140]1.0	Introduction: Fault Trees and Fault Tree Analysis
1.1	Fault tree analysis (FTA) is a top-down deductive failure analysis process which focusses on the development of a single undesired outcome. The individual, underlying constituent causes branch out underneath the undesired top event. It can be visualised as analogous to the roots of a tree leading up to its trunk. It is a deductive method of analysis as it focusses on a specified failure, with the underlying component behaviours which generate this failure, revealed in a logical fashion. 

1.2	A fault tree is developed by ascertaining the conditions required for the top event to occur and then successively ascertaining the underlying level of events. This is continued until the most primary events are ascertained. The components can fail either singularly or in a combination and are linked together by a series of binary logic gates: AND, OR gates. If these failures are independent, where the occurrence or non-occurrence of one event has no bearing on the occurrence of another, the basic laws of probability are applied.

For an OR gate, P (A  B  ….N)[footnoteRef:1], the reliability, or in this instance, the availability is calculated (if the events are independent) thus:  [1:  The symbol  (union) and  (intersection) are used in set theory and describe OR and AND operations.] 


· Availability = 1 -  ). Where  is the reliability of the individual component and (t) is a function of time. However, for the purposes of this exercise, these elements have been largely omitted. 

For an AND gate: P (A  B  …. N) = P(A) x P(B), again, if the events A and B are independent, the availability is determined thus:

· Availability = x … x  (t)
[image: A diagram of a fire safety system
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[bookmark: _Ref193912915]Figure 1 - Features of a basic fault tree [1]
1.3	Some of the basic operators and their respective symbols are given in Figure 1, and detailed further in Table 1. 



	Primary Event Symbols

	Symbol
	Description

	
	Basic event – an initiating fault which requires no further development. 

	
	Conditioning event – specified restrictions or conditions that are applied to a logic gate.

	
	Undeveloped event – an event which fails to progress any further. This may be due to its inconsequential nature or the ability to determine its progression. 

	
	External event – an event which is expected to occur during a system’s operation. 

	Intermediate Event Symbol

	
	
Intermediate event – an event which is caused by other events and will, in turn, cause other event/s. 

	Gate Symbols

	
	AND – If all the input faults occur, the succeeding fault will occur. 

	
	OR – If at least a single fault occurs, the proceeding fault will occur. 

	
	Exclusive OR – output fault occurs if precisely one of the input faults occur. 

	
	Priority AND – output fault occurs if all the input faults occur in a specified order. 

	
	Inhibit – output fault occurs if the single input fault occurs in the presence of an enabling condition. 

	Transfer Symbols

	
	Transfer IN – indicates the tree is developed further at another point. 

	
	Transfer OUT – indicates that this portion of the tree must be attached at the corresponding Transfer IN. 


[bookmark: _Ref194661604]Table 1 - Fault Tree Symbols
1.4	FTA is an analysis tool which has found significant use in safety critical industries, having it[footnoteRef:2]s origins in the Minuteman intercontinental ballistic missile programme [1].  [2: ] 


1.5	The quantitative value of the probability of failure needs to be demonstrated as part of the safety case for e.g. a complex weapon system. The FTA forms an essential part of this evidence, which is visually intuitive, as demonstrated in Figure 1. 

1.6	Its greatest attribute is its ability to not only visually demonstrate the provenance of an unwanted event, but to address it at the earliest stages of a system’s development. This permits the opportunity to eliminate the initiating events through design; or if this isn’t possible or practicable, then control or mitigate against them to a demonstrably acceptable probability of occurrence and/or severity.  










	Advantages
	Disadvantages

	Visually intuitive to the user, providing a structured representation of the failure logic. 
	A methodology which requires a relatively high level of proficiency to be effective, especially when applied to complex systems. 

	Can be used qualitatively and quantitatively.
	Focusses on only one top event and thus requires multiple FTAs even when common causes exist between different top events. 

	A well-established technique used across different engineering disciplines. 
	Time consuming and requires specialised software for complex systems. 

	Can establish initiating events for elimination at an early stage in a system’s design. 
	Common cause failures can be overlooked. 

	Human error can be included in the analysis and not exclusively functional aspects. 
	Detailed knowledge of the system in question is required, otherwise failure modes or causes etc may be omitted.


Table 2 - Advantages and disadvantages of FTA [2]
1.7	Further mathematical analysis of FTAs can be carried out to ascertain the minimal number of events to create a top event, known as minimal cut sets. This requires the application of Boolean Algebra, where the fault tree is transposed to its equivalent Boolean equations by the application of Boolean laws. 

	Rule 
	Mathematical Form

	Commutative Rule 
	A   B = B   A
A + B = B + A

	Associative Rule 
	A  (B  C) = (A   B)  C
A + (B + C) = (A + B) + C

	Distributive Rule 
	A  (B + C) = A  B + A  C
A + (B   C) = (A + B)   (A + C)

	Idempotent Rule 
	A   A = A 
A + A = A 

	Rule of Absorption 
	A   (A + B) = A
A + A   B = A 


Table 3 - Reduced set of mathematical Boolean rules





[bookmark: _Toc196577141]2.0	Calculation of Probabilities
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[bookmark: _Ref196587553]Figure 2 - Hot Drink Event Tree








 




	Event
	Probability
	Fault Tree

	Tea availability
	0.8
	i. 

	Coffee availability
	0.9
	j. 

	Chance of water supply failure
	0.1
	a. = 1 – 0.1 = 0.9

	Chance of leaky kettle
	0.01
	b. = 1 – 0.01 = 0.99

	Kettle reliability
	0.99
	f. 

	Plug in operation reliability
	0.7
	c.

	Switch on reliability
	0.7
	d.

	Mains supply failure chance
	0.01
	e. = 1 – 0.01 = 0.99

	Cup availability
	1
	h.

	Cup reliability
	0.7
	g.

	Milk availability
	0.9
	m. 

	Milk freshness
	0.8
	n.

	Sugar availability
	0.6
	k.

	Sweetener Availability
	0.9
	l. 


[bookmark: _Ref196574248]Table 5 - Event Table
2.1	The fault tree in Figure 2 represents the success of making a hot drink as opposed to representing the sequence of events leading to failure. Therefore, it was necessary to calculate the compliment of the failure probabilities as part of the analysis. The reliability of the components in Table 5, can be treated the same as availability where reliability can be defined as:
2.3	‘….the probability of a component, or system, functioning correctly over a given period of time under a given set of operating conditions’. 
2.4	The following calculation was made following the logic of the fault tree:
A = B  C  F
A = (D  E)  C  (G  H  I)
A = [(a. b.)  (c. d. e.  f.)]  (g. h.)  1-(1-i)(1-j)1-(1-k)(1-l) (mn)
A = [(0.9  0.99)  (0.70.70.990.99)]  (0.71.0)  1-(1-0.8)(1-0.9)1-(1-0.6)(1-0.9) (0.80.9)
[bookmark: _Hlk196561312]A = (0.891  0.480)  0.7  (0.980.960.72)
A = 0.428  0.7  0.677
A = 0.203 to 3 d.p. or a 20.3% chance of making a hot drink with milk and sugar.
	Event due to fatigue
	Probability
	Fault Tree

	Cup availability reduced to 90% of the original value.
	0.9 x 0.7 = 0.63
	C, which is a product of g.h.

	Power to the element reduced to 75% of the original value. 
	(0.70.70.750.990.99)
	E which is the product of  (c. d. e.  f.)


Table 6 - Events due to Fatigue
A = B  C  F
A = (D  E)  C  (G  H  I)
A = [(a. b.)  (c. d. e.  f.)]  (g. h.)  1-(1-i)(1-j)1-(1-k)(1-l) (mn)
A = [(0.9  0.99)  (0.70.70.750.990.99)]  (0.71.00.9)  1-(1-0.8)(1-0.9)1-(1-0.6)(1-0.9) (0.80.9)
A = (0.891  0.360)  0.63  (0.980.960.72)
A= 0.321  0.63  0.677
A= 0.137 to 3 d.p. or 13.7%
[bookmark: _Toc196577147]3.0	Application of Human Factors and Conclusions
3.1	It can be seen from the above calculations and referring to the Event Tree, that the intermediate event B had the greatest chance of failure. Therefore, focus on reducing the failure in this part of the operation should be the focus for further study. 
3.2	Human factors considers the ergonomics, i.e. the interaction of a component or system, and humans but also considers broader elements such as procedures or even a company’s culture.  
3.3	Fatigue can be seen to have a significant impact on the successful outcome of an event. To mitigate or control the impact of fatigue, procedural or system changes could be introduced. For example, a procedural change could be a limitation on when the hot drink is made or implementing a hot drink preparation routine so that the amount of work needed to prepare the drink is minimised during hours of peak fatigue. Automation could be used to prepare the hot drink, therefore, limiting fatigue or other relevant human elements. 
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