Unix/Linux Commands

This handout discusses
· conducting a simple dialogue with a UNIX machine;
· getting help via the command man;
· simple use of the text editor Vi;
· input and output redirection and pipes.
This handout describes how you start (and finish) a session on a UNIX computer, together with some of the basic commands which you can use. We assume that you are now using a UNIX or Linux system which has a system administrator. If you are using a stand-alone Linux system, then you are the system administrator. From now on, any reference to UNIX should be interpreted as 'UNIX or Linux', since the two operating systems appear virtually identical to the user.
Using UNIX
Usernames
In order to use your UNIX system you will need a username and a password. The username is a code which will allow you to access the system, and to distinguish you from any other users. We shall assume you have been given the username pxxxxxx. The password verifies that you are in fact the person allowed to use that username, and is similar to the PIN (4-digit code) of an ATM (cash machine), but longer and more secure. You should already have been told what arrangements have been made for allocating you a username. If not, you must ask your system administrator.
Logging in
Once you have found a terminal, or you have set up your own Linux machine, you are in a position to use the system 
For our laboratory, you can access the LINUX server as follows:

· Double click on the ssh putty program;

· Connect to the bob.sihe.ac.uk linux server

If your computer has a graphics terminal with windows, use the mouse to ensure that the cursor is within the window containing the 
Login:

Now type in your username followed by Return. The computer will then print on the screen the message
Password: 
and you should then type in your password. What you type in as the password will not appear on the screen, for obvious security reasons. 
Be careful when you type that you distinguish between upper-case and lower-case letters - linux treats them as different. If your username is
pxxxxx linux will not recognise Pxxxxx.

Logging out
When you wish to finish using UNIX — known as logging out — there are two things you need to do. Firstly, in each command window you should type exit on a line by itself

Commands
Typing in commands
After you have logged in, and a command window is available, the system will prompt you to type in a command.
The prompt  is usually $ (dollar), though many systems are able to change this, and you yourself are able to alter it.
Beware, however, if you get a prompt that terminates in %, (percent) — this is usually an indication that the shell you will talk to is either the C shell or a derivative of it, and not a POSIX shell. 
Try now typing date (remembering to press the Return key at the end). You should see on the screen something like:
$ date
Tue Oct 10 20:10:39 GMT 2006
$ 
By typing date you have instructed the machine to obey the command called date; it has executed the command and has printed on your screen a message (as instructed by the command date). When that command completes, you are then given another prompt. Try now typing nonsense
e.g. $ qwerty
 you should get something like
qwerty:   command not found    
telling you that it doesn't understand what you've typed in.
The command date is the name of a program — it's written in machine code, and you don't need to know the details of how it works, just what it does. To describe a program such as date being obeyed, we use the words running or executing.
You will have been notified of the command you must type for changing your password; this is usually passwd, although some system administrators prefer to install their own command. On some systems passwd can work very slowly, and your new password may not take effect until a few minutes after you have entered it, especially if your UNIX system is a network of machines rather than a single computer.
Commands and options
UNIX commands take the form of a name (such as date), possibly followed by options, and other arguments as required. An option is denoted by a hyphen (-) followed by a single character (itself possibly followed by arguments). For example, the command date can take only one possible option, namely -u. Without this option, the date and time are printed for the local timezone; with option -u the time is converted to UTC thus
$  date   -u
Tue Oct 10 20:10:39 UTC 2006
LINUX COMMAND HELP 

Linux command help is achieved by using the manual pages or man command. Use the command man date to find out how to display the date, in various formats, on which your linux system is running.

Information about exactly what machine and operating system version are being used can be found by typing uname (UNIX name). This command will either give a brief (one word) description (typically the name of the operating system), or more detailed information, uname allows several options, including -a (all) to display all information about the system. For instance,
$ uname
Linux 
$  uname   -a
Linux box 2.4.10-4GB #1  Fri  Sep 28  17:19:49 GMT 2005  ±686
unknown
The output from uname indicates that the operating system is Linux, its (kernel) release is 2.4.10, version #1 Fri Sep 28 17:19:49 GMT 2005,

and the name of the machine you are using is box. The hardware being used (i.e. the type of physical machine, as opposed to the operating system, which is software), is an 1686.
Options -m (machine), -n (nodename), -r (release), -s (system name) or -v (version) can be used to print out part of the information that -a (all) supplies. With no argument, -s is assumed by default. You can combine options, for instance to print out the release and version of your system, and can do so in one of four ways:
$  uname   -r   -v
2.4.10-4GB #1 Fri Sep 28 17:19:49 GMT 2005
$ uname -v -r
2.4.10-4GB #1 Fri Sep 28 17:19:49 GMT 2005
$ uname -rv
2.4.10-4GB #1 Fri Sep 28 17:19:49 GMT 2005
$ uname -vr
2.4.10-4GB #1 Fri Sep 28 17:19:49 GMT 2005
Try entering uname with the various options.
You will be communicating with the machine from a terminal. The command tty displays the name of the terminal you are currently using. If you are using a windowed display, UNIX treats each window as a separate terminal with its own name.
What is the name of the terminal or window you are using? " Solution: Use tty:                                                                                              
$   tty 
pts/1 
and the name is pts/1 (or whatever is printed on the screen by tty). Note that some systems, including Sun's Solaris, have more complex names, such as /dev/pts/1
Another command you can try now is who:
$ who
pxxxxx pts/1 Dec 3  14:23   (console)
pyyyyy ttyp2 Dec 3 08:38   (console)                                          :  "
pzzzzz pts/4 Dec 3  13:58   (console)                                 '           '
This command lists those people currently logged in to the system by user-name, together with the terminals they are using and the dates and times they last logged in. In the above example pxxxxx logged in at 2.23pm on Dec 3 to a terminal known as pts/1. This command allows several options, including -u (unused); try typing the command who -u. The output you will get is similar to that for who on its own, except that an extra column of information is given, perhaps:

$ who -u
pxxxxx pts/1      Dec 3 14:23       .       (console)
pyyyyy ttyp2      Dec 3 08:38 01:03   (console)
pzzzzz pts/4      Dec 3  13:58 00:02   (console)
The extra column indicates idle time — the amount of time since a user has touched the keyboard. So, pxxxxx is active at the present moment (a dot is used in place of a time if the user has actually used the system in the previous few seconds). However, pyyyyy has been idle for 1 hour and 3 minutes (perhaps pyyyyy has forgotten to logout?), and pzzzzz has been idle for only two minutes (perhaps thinking about what to do next).

Try typing:

$ who am i  

what do you see?

Files
In UNIX, you are able to create, delete and edit files, but before attempting to perform such operations on your files, you may need to check which files you have at the moment. The command to do this is ls  (list).
If you have only just started to use the UNIX system, you should not have created any files. If you type ls on its own, this should be confirmed when nothing is printed in response, so:
$   ls
$ 
You will need to create and update files containing text (for example, programs written in Java, Pascal or C, or word-processed reports). There are many simple to use editors available, and Windows users will probably be familiar with Microsoft Word and with Notepad. These are fine for modifying small amounts of text, but are cumbersome if large files are involved, or if repeated changes have to be made. We look in this section at editors which are available under UNIX, and which are suitable for heavy use. In particular, we introduce the standard UNIX editor vi, which may at first sight seem relatively tricky to use. Fear not! The skills you will gain in later chapters will feed back into use of vi, and allow you to make complex changes to a file quickly and easily. We also discuss the other options available to you if you prefer at this stage to use an editor which is more straightforward for simpler use.
The editor vi
vi is the 'standard' screen editor on UNIX. Whilst being the editor of choice for many systems programmers, it has a reputation, arguably undeserved, for being difficult to use. There is a tradeoff here — if you use a simple, graphical editor, then you will be able to create files quickly, and easily make simple changes to them. However, complex editing cannot often be done quickly with simple editors. There is a learning curve for using vi, but once mastered the benefits later on are substantial. Furthermore, the skills needed to use vi overlap substantially with those needed for UNIX shell programming. The command vi invokes the vi screen editor, which has facilities to enter text into a file and to change text already there. In this subsection we discuss only a small proportion of vi's facilities, enough to allow you to create and edit files for the rest of this book. To edit the file myfile (say), type vi followed by the name of the file:
$ vi myfile
Your screen (or window) will be cleared, and the cursor will appear in the top-left corner of the screen. Along the left-hand side of the screen will be a column of “, indicating that those lines on the screen are not (yet) being used by Vi. Additionally, a message may appear on the bottom line of the screen.
Now, type the letter a (append text) and type in several lines of text — the Return key will terminate each line — followed by ESC. 
You won't be allowed to move the cursor to any location that does not contain text. Position the cursor near the centre of your text and press a again. Type in more text — it will appear after the cursor position. As before, ESC will terminate the input. If you're not sure whether or not you have typed ESC, then type it again — if you type too many, the extra ones will be ignored and will do no harm. Move the cursor to the centre again, type i (insert text), and repeat what you did for a — you will see that text is inserted, but this time before the cursor position.
To delete text, you can remove one character at a time by placing the cursor on it and typing x. To remove a whole line, place the cursor on the line and type dd. To remove part of the line from the cursor to the end of the line, type D. Try these commands now.
When you have finished making all the changes you desire, type ZZ and the contents of the file will be stored on disk and you will be returned to the shell.
There are three modes that vi may be in. There is command mode, during which you can move the cursor around the screen, and generally move from one part of the file to another, deleting and altering text at the point of your cursor. When you enter Vi, you always start in command-mode. Secondly, there is colon-mode. This is necessary when you wish to perform more complicated operations on your file that cannot (easily) be done with simple keystrokes. Third, there is input mode during which you can enter text.
To enter colon-mode, you must be in command-mode, so make sure you are not entering text (type ESC if necessary). Then type a colon (:) (not followed by Return). The cursor will immediately move to the bottom line of your screen and will be preceded by a colon. At this stage, there are a few colon-mode commands that you must know. If you make a mistake while typing, then the command u (undo), either in colon-mode or in command-mode, will correct it. If you accidentally type a colon, you can return to command-mode by just pressing Return. In the following discussion we assume that you are in command-mode unless otherwise stated. Try using Vi to create in file myfile just two lines:

hello

there
After you have done this, and left Vi by typing ZZ, use the command ls to check which files you now have. You should find:
$  ls
myfile
Now edit the file myfile again and remove the two lines by typing dd twice to delete each one in turn. Choose another document, such as a book or a newspaper, and copy a couple of paragraphs into the file. Make sure that you enter them correctly, using the Vi commands we have just discussed to make any corrections. If the file fills more than one screen you can 'scroll' backwards and forwards through the file by typing ctrl-U and ctrl-D respectively.
If you know that there is a word, or sequence of characters, in the file that you wish to find, then Vi will search for that string:
 typing / followed by the string you are looking for, followed by Return, will look forwards in the file for the string, and
 typing ?, rather than /, searches for a previous occurrence of a string. So, in order to search for the next occurrence of hello, you should type
/hello
followed by Return. If a line is too long, you can split it into two by positioning the cursor where you wish it to be split, and using i or a to insert a Newline character. If you have two lines you wish to join to a single one, place the cursor on the first one and type J (join). There are also colon-mode commands for moving about the file. For each colon-mode command you must press Return at the end of the command:
: 0 moves the cursor to the start of the file,
: $ moves the cursor to the beginning of the last line of the file,
: n moves the cursor to the beginning of line n.
You will have to create many files, and it is worthwhile getting used to the editor at this stage. Some sites will support a command called vilearn, which is a user-friendly program that teaches you how to use Vi, and if it is available you may find it very helpful.

Summary of vi commands

vi is  popular file editor used by Unix/Linux users, either on the server itself or via ssh. vi operates in 2 modes. 

Upon entry to vi it is in command mode where the user can delete characters, delete lines, save the file or quit without saving etc.

The 2nd mode is the insert mode, obviously this is used when actually inserting (adding) new characters.

To use vi we type

vi filename

The commands are summarised below:

Command Mode 
ESC

always puts the user in command mode

:set nu

sets up the line numbers, useful when correcting an error on a given line

:x

save the file and exits vi

:w name
write (save) the file under a given name and does not exit vi

:q!

quits without saving, in command mode 

x

delete a character in command mode

dd

delete a line in command mode

i

to insert characters before the cursor

a

to insert characters after the cursor

ZZ

write (save) the file and quit vi

Note – pressing ESC key ends insert mode and always puts you in command mode

FILE COMMANDS.
cat filename -lists the contents of a file 
pg filename  - lists the contents of a file a page at a time

cp filel file2 - copies one file to another 
rm filename - deletes a file 
mv filel file2 - renames a file
lpr filename - sends file to printer [note: this command may vary for different systems] 
PIPES.
A valuable feature of Unix is that it allows the output of one command to be sent directly to another, this facility is known as a "pipeline" or "pipe" and is represented by listing a sequence of commands separated by a "|". Pipe commands are also called "filters".
Input    ->   process!  ->    process! ->    Output E.g.
cat filel | file2 | fileS  | lpr
Useful pipe commands or filters are:
sort file - sorts the lines of a file into alphabetic order
uniq file - deletes lines that are identical to the previous one
grep string file - searches file for a given string and outputs lines containing this string
egrep - searches for patterns which are full of metacharacters
Example. Suppose a file contains the following lines:
asdf 

asdf                           
asdf                           
ghik
qwer 

asdf                            
ghjk                             hjkl
tyui 
a sort   ghjk                uniq     hjkl                 grep h    xcvh
hjkl 
will      hjkl                 will      iopl                  now
wen 
give     iopl                 yield    qwer               gives
xcvh 

qwer                           
tyui
asdf 

tyui                            
wert
ghjk 

tyui                             
xcvh
iopl 

wen
tyui 

xcvh
The full command line is     sort filel | uniq | grep h 
REDIRECTION OF I/O.
< can be used to specify an input file > can be used to specify an output file
So for the above example, to save the results of multiple pipe operations we can use:

sort filel | uniq | grep h > file2

What does the following do?
e.g.   grep abc filel > file2
Exercises
1. Which command prints out your user name?
2. Linux command help is achieved by using the manual pages or man command. Use the command man uname to find out how to display the hardware type on which your linux system is running.

3. What argument would you give to date so that it would produce output in the format:

11:20:35 AM on Tuesday 10 October 2006

Hint use the man date command for help

4. Use vi to create file1 containing:
asdf 


qwer 


tyui 

wen 

xcvh 


asdf 


ghjk 


iopl 


tyui
and perform the pipe and redirection feature sort filel | uniq | grep h > file2 to confirm the results of the above theoretical example.
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