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Task 1: Footprinting & Reconnaissance - Collecting Information about a Target by Tracing
Emails

Footprinting refers to collecting as much information as possible regarding a target network from
publicly accessible sources.

Tracing emails involves analyzing the email header to discover details about the sender.

Lab Scenario

An attacker may send malicious emails to a victim (employee) in order to carry out an attack on a
target organization. As a professional ethical hacker, you should be able to trace out information
about such malicious email. It involves analyzing the email headers or suspicious email to extract
information such as the date that an email was receives or opened, geographical information, etc.

Lab Objectives
The objective of this lab is to demonstrate email tracing using eMailTrackerPro.

Pre- Activity exercise

To carry out the lab, you need:

1. Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by
your tutor.

2. The eMailTrackerPro is also on the Shared OneDrive, https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell uwtsd ac uk/EvI2SquS-
JXOkvHYQJGUXdUB5ZbwgVWk3IHGXxI2znd Ttww?e=EWEBQ7

3. You can also download the latest version of eMailTrackerPro from this link from
http://www.emailtrackerpro.com/download.html

4. The latest emailtrackerpro may be a trial version and in some instance may have a hame

change.

Note the screenshot in this lab might differ slightly.

Administrative privileges required.

7. A valid email account (Hotmail, Gmail, yahoo, etc.). We suggest you to signup with any of
these services to obtain a new email account for this lab. Do not use your real email
account and password in this exercise.

oo
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Overview of Email Tracing/Tracking

E-mail tracking is a method to monitor or spy on email delivered to the intended recipient. It
reveals information such as:

e When an email message was received and read

e If destructive email was sent

e The GPS coordinates and map location of the recipient

e The time spent reading the email

e Whether or not the recipient visited any links sent in the email
e PDFs and other types of attachments

e |If messages were set to expire after a specified time.

Activity:

1. Logon to the virtual machine

2. Navigate to the shared OneDrive folder to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell uwtsd ac uk/EvI2SquS-
JXOkvHYQJGUXdUB5ZbwqVWk3IHGxI2zndTtww?e=EWEBQ7 for eMailTrackerPro and
double click emt.exe

If the Open File — Security Policy pop-up appears, click Run

Follow the wizard steps (be selecting default options) to install eMailTrackerPro.

In the last step of installation, unchecked Show Readme option and click finishe. If the
application does not launce automatically, then Launch the eMailTrackerPro from the start
menu.

ok ow
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6. The main window of eMailTrackerPro appears along with the Edition
Selection pop-up. Click OK.

Advanced Edition

=Trace emails and email
addresses

=Find the location of the
email sender

=| ocate the Sender's ISP
to report abuse

=Qluickly identify
misdirected emails

=Helps identify
fraud/phishing emails

=|dentify spammers

=Report abuse

FIGURE 6.1: eMailTrackerPro edition Selection pop-up window
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screenshort:

Huilp
'S =y . .‘@| @ < f Everylhing
~ g =¥ .
My Trace B eeive Chan wihicekst Blackist
Reparits Mal - | ET Ackdress Audi s
WiEnas Chack Kal

Rules & Fiters

St to keep
Craate

Search
Filear = Sel to delete

B Shaw =

Wiawrs & Search
elcame ta eMailTrackerPro wersion 10.0b [build 4116) Mo mai to shew | 5
[elel Rule Subject Diate  From

The eMailTrackerPro main window appears as shown in the following

Hules & Filters
Location Sende

Axdd Rule

il Fiker
White

Black

Fillers

Russian Languaga

Japanese Language
Chinesa Languaga
< Mo email accounts have been set up ) ORS EBlacklisted

FIGURE 6.2: eMail TrackerPro main window
8. Click My Trace Reports.

File | Help

T Export Rules

Email
Accounts

. _"”1 Trial Edtion
Sefttings
Headers Address
MNews Emal Trace

Configure

$ * Previous Traces

HTML Report €
Subject

~ Trace Information

Salect an emal from the lisk on the right to view summary information.

FIGURE 6.3 The eMal TrackerPro Main window
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9., (Click Trace Headers to start the trace.

10. Select Trace an email | have received. Copy the email header from the
email vou wish to trace and paste it in the Email headers field under
Enter Details.

File = Help

) i) Expron R
] Q A @ G
- - Trial Edlicm
ey Py Trace Trace Frace Emad Cattings
Repoits

Dbz Headeis Address BLCOUTES
Hew Emall Trace Configore

eMailTrackerPro by Visualware

I Want Ta:

| = Trace an email | have received |

A raceeid aimad mEsaane oRen Containe inlormmalion 1t can Deabe Ths compuler whens hi seEEacn was
compased, the company e and sender's ISP (T ).

' Look up network responsible for an email address

A arread sdrecs Kokup oell 10 inior melion skoed 1he relvwork resporsils 1o mal 22nd ron el address, Bl
oot gl any informsirtion aloud the sencker of mal from an eddress bud can 51l produce ussTul indormation.

¥ race itormation Enter Details
To procesd, paste the small heers i Lhe box beime (o do | iind i handers 7).

hobe: H o are Lesing Microsnrt Cutiook, you can frace an emal message drectly Trom Oubiook by using the
ekimilrackerPro shorlcut on ths bookesr.

Email headars:

FIGURE t.4: The eMail Tracker Pro entering details window
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I1. Log in to an email account and open the message }'DU'd like to view
headers for.

12. Click the down arrow next to Reply, at the top of the message pane.
13. Select Show Original from the drop-down list.
Note: [n Outlook, find the email header by following the steps below:

* Double-click the email to open it in a new window.

* (Click the small arrow in the lower right corner of the Tags toolbar
box to open Message Options information box.

* [Under Internet headers, vou will find the Email header.

= € | & hitpsy/mail.google.com,mail u/0/Tshva= 1#inbox 1

Google

Gmail - a ! ] [ ] - W -

By Srarwood Hotels - Stay 3 nights, Pay for 2. - Enjoy the thind night free when you pay with your MasterCandd

How Is your Eval golng? nbex x
Stamed ¥ geing

Impertant Jmmes Cutrer <james Dec 14 (2 days ago)
Sent Kail B e (=
Drasfes (5]

= Circles

4=, Reply
How did averything go with your download and install? = Forward
: Ve Lake price in our pre-sales supgan and 1 will do svendh R ak  Filbker messages liks this
Frisnds Ve Lake FAICE I Our pre-Saled Suppan an Ll O EVEIFLNING IN MYy power 12 mal
) and that it is proparty configured for wour ervaonment. Flease shoot me an email ¢ Prirt
Family £an da to help or support your project

A .
Accuaintances Add James Cubrer to Contacts list

Chears, i -
Folowing Delate this message
. James Cutrer Hepait spam
::"'k E-mail Eil.e:: Manager, Australia iiﬁlfac”n; | SolariWinds - ted Simg Rsport phishing
ora - gt o DO T -
Office: +51 2 9006 1580 Shevw ariginal

Mezsags text garbled?

) ) Translate massage
This email was sent to; nnimathewsiEgmail com

Update your subsenption prefsences
nibsx froem this hst
SolarWWinds. 3711 5. Mopsc Expressway. Building Two, Austin, T TAT46, LISA

Mark as unread

FIGURE 6.5 Finding Email Header in Outlook 2010

Dr Carlene Campbell Page 7 of 18



14. The header appears in a new tab as shown in the following screenshot:

R VUL [ R D

G| i gt '

o4 S ETWE CAMSAT ENE LEY BN 4T 1, SO SRS FRASEE T & pATEITTER

mr=nizpa-drom e

L IEE T T T ER BPEP LS

FIGURE 6.6: header appearing tab in browser

15. Copy the entire text and paste it in the Email headers ficld, and click
Trace.

Confianxe | Helo | Ahost

eMailTrackerPro by Visualware

I V¥Want Toc

| ® Trace an email | have received |
& received emad message often contains information that can locate the computer where the message was

) Look up network responsible for an email address

2n emall address lookup will Tind Informsation about the netvwork responsibie for mail sent from that address. 1 will not
get any information about the sendsr of mail from an address but can still produce usetul informsation.,

Enter Details

Maote: If you are using Microsoft Outlook, you can trace an emsil message directly from Outlook by using the
ekadTrackerPro shortcut on the toolbar.

Email headers:
elivered-To: rini Egmail.com
eceived: by 10 72 with SMIP id orB8csp20607wcbh.
Fri, 13 Dec 2013 20:00:12 -—-0800 (PS5T)
-Received: by 10 38 with SMTP id mlOmr49899S876vha.55.13B6993612
Fri, 13 Dec 2013 20:00:12 -0B00 (PST)
eturn—Path: <v-cjlmgmo_iboiadne] nbnokcf nbnehig_
eceived: from mail ~.com (mail
By mx.google.com with ESMIP id uéSsiélSlﬂ?éyhc.203.2013.12.13.2iv
[ >

| ~

|Trace ” Cancel

FIGURE 6.7: Email headers and Tracing emails
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16. The My Trace Reports window opens.

17. The email location is traced in a GUI world map. The location and IP
addresses may vary. You can also view the summary by selecting Email
Summary on the right side of the window.

18. The Table section right below the Map shows the entire hop in the
route, with the IP and suspected locations for each hop.

File = Halp

L ok - Cxpart foul
ﬂ , 3 -_'f?.‘! }Jj i -:-_(:ﬂ_'f X =

il Trial Ecfbon
My | My Trace Trae Trace Erriad Sabticgs

Iniso Feports Headers Addrass Accoirks
WiEw ey Email Trace Configure

ome | Sumject How 15 yourE.. % |

The trace is comglete, the informeation found ks displayed on the right I Emall Summary

From: james s ds. com
Too ol s @email.com
Date: 5at, 14 Dec 2003 04:00:0% +0000 [GHT)
Subject: How is your Eval going?
Location: Atlanta, Georgia, LISA

Misdirected: Mo

Abuse Address: abuse defiver. Siverpop.com
Abuse Reporting: To automatically generate an email
abuze report click here

From IP=7 _—E

System Information:

& There s no SMTP serwer running on this system
[the port is closed).
& There is no HTTP senver running on this system [the
port is closed).
| & There is ne HTTPS sarver running on this system
Hep Rame Location [the port is closad).
' f ® There |5 ne FTP servar running on this system {the
L port is closed).
i
A(France)
L2 Metvrark Whois
ALondon, LIK |

FIGURE .8 eMail TrackerPro — Ernail Trace Repore
19. Click View Report to view the complete trace report.

File | Halp

™ 1 o) Export Fulss
i Q A @ G

| it e Trial Eciion
Hy | My Trade Tiasta Trade Ernad Saltiregs
Inbow Reports Headers  Address Accoirts

Wiew Hew Email Trace Configae

ome | Swbject How is yourE... = |

The trace is complete, the information found & displayed on the right | MewTraze || wewReport | | Email SUmmary

FIGURE 0.9 The eMailTrackerPro - My Trace Reports rsh

20. The complete report appears in the default browser.
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21. Expand each section to view derailed informartion.

How Bo Feport Emal abuss  pHalTracks®roe Manual  FAD Wisaabwacs Moms  sMaiTrackecPic Wehsity

]

Purchass sMalTrackeifig

Fd entification Report for ‘How is your Eval going?

Wou wre o 1o L2-duy il zariod. Tha brinl paricd sliow pou bo #Track rithask b
ﬁ_ﬁmﬁﬂlhﬂm.mﬂn-ﬂh .'rw. Ly fro= tha e bt
or methorived razalier

Comgailsr T4 000 B0 88 hag Beer feond. [ & almost cemairly located in Atlanta, Geargia, LS ag @ his an
asact match in the eMalTrackerPro databasa.

HMelwark Cantact tnfarmaticn: The Taloming Bemain Contact Informatian: The follewng
databs rafar to tha narwork that thea sysism ik on. chitak ralar to @ name regstered for this addracs.

L s Systems Inc, B cre admin

Cl abussaes  cam o “usam
L —— S0 = o-ve 5

IE 200 Gallania Py Ste 750 Atlinta GA 30339 I

@ glligk here to hide the in-depth infermation on this email (mere ofe)

® Tha clkaast tracabbs 1P for thi mal wad taker ros e il faeesr that 1k sandar sl ¢ommoses atad
wWith, Tha actual sandar 1P was nol added by that sareer
Thi clesast tracabke [P to the sender was - 7 &

+ The sender of this smald appaarad bo have the sddress jamas cutrarsdlarends com. This rdomation i
asmly faknd =0 should not b traated as conchsioe

B2 Clhick hare 10 hide Tha roule mag (o o)
ITha Talowing map shaws the route between you and the entity o which you traced. & solid ine represants a
hoo ko 2 maown kecation, and a dotted kne represents 3 hop to 3 guessed lcakion.

FIGURE 6.10: eMail Tracke rPro — demiled informartion Repore

Lab Analysis

Document all the live emails discovered during the lab with all additional

informartion.
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Task 2: Scanning Networks - Anonymous Browsing using CyberGhost

Scanning a network refers to a set of procedures for identifying hosts, ports, and services running
in a network.

CyberGhost allows you to surf anonymously and access blocked or censored content.

Lab Scenario

As an expert hacker or penetration tester, you should have sound knowledge of different techniques
used for anonymous browsing. In this lab, you will learn another way to maintain your Internet
anonymity.

Lab Objectives
This lab will help you understand how to use CyberGhost for anonymous browsing.

Pre- Activity exercise

To carry out the lab, you need:

1. Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by
your tutor.

2. The CyberGhost, located is also on the Shared OneDrive, https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell _uwtsd ac uk/EuNt8HZyAe9MspBMim
Lvvi4BkzMzB|MCvr1RHRS55ETdTw?e=Xkoeik

3. You can also download the latest version of CyberGhost from this link from

https://www.cyberghostvpn.com/en_US/download/windows

The latest cyberghost may be a trial version and in some instance may have a name change.

Note the screenshot in this lab might differ slightly.

6. Administrative privileges required.

ok

Overview of Email Tracing/Tracking

CyberGhost is a fast simple, and efficient way to protect your online privacy, surf anonymously,
and access blocked or censored content. It officers top-notch security and anonymity without
being complicated to use or slowing down your Internet connection.

e Whether or not the recipient visited any links sent in the email
e PDFs and other types of attachments
e |If messages were set to expire after a specified time.
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Activity:

1. Logon to the virtual machine

2. Navigate to the shared OneDrive folder https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/EuNt8HZyAe9MspBMim
Lvvj4BkzMzB|MCvr1RHRS55ETdTw?e=Xkoeik for CyberGhost and double click
CG_5.0.13.17.exe

3. If the Open File — Security Policy pop-up appears, click Run, then Follow the installation
steps to install it on the host machine.

4. Once the installation is complete, the CyberGhost GUI displays the real location of your
server, along with its IP address.

Note: An upgrade now Windows opens with the GUI. Close this window. The Real location
traced by CyberGhost may differ in you're the lab environment.

5. Now, click Surf Anonymously button in the CyberGhost applicaton
window.

gc‘yberchoﬂ 4 My Account Login Support Settings

e

Unblock Streaming Protect Network

Torrent Anonymously Unblock Basic Websites Choose My Server
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6. Surf Anonymously section appears displaying Automatic in the Choose
country list by default.

ﬁ- My Account Login Support  Settings

Launch o

Launch

A My Account Login Support Settings

Start Anonymous Surfing
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8. 'The Choese country changes to Germany, as shown in the following
screenshot:

A MyAccount Login Support Settings

Block \
e
Bloc

Bloc

Start Anonymous Surfing
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10. CyberGhost attempts to establish a connection to the proxy server located in
Germany, as shown in the following screenshot:

Connecting

11. On successfully establishing a connection, the simulated location changes to
Germany, and the IP address changes to that of the server in Frankfurt, as
shown in the following screenshot:

Note: The server may differ in your lab environment.

jcyberchoj’t * My Account Login Support Settings

You are currently protected
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12. Launch the Mozilla Firefox web browser, tpe the URL
http://whatismyipaddress.com/location-feedback in the address bar,
and press Enter.

13. Scroll down to the Geographical Details section. Observe that the server IP
address and location has changed to 77.243.183.88 and Germany:

Map dets 92017 celBRAHER

Geolocation Details for 77.243.183.88

¥ wic ¥ Provider A ¥ Provider C
Lattude 553141 £0.1109 S0.1167 50.0831
Longiude -3.4360 88821 86833 86285
|Accuracy (m) 1175516
Country germany germany germany
State/Region hessen hesse heszen
City frankfurt am main franidurt am main niederrad
Postal Cods 80311 08228 60528
cyberghost-franidurt- m247 Itd frankfurt cyberghost frankfurt

zervers infrastruciure zarvers

Organzation
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14. Open a new tab in a web browser, and surf anonymously using this proxy.

a @& Update Your Geolocation % " Certfied Hacker
- C @ certifiedhacker.com

certifiedhacker.com

vccy Boy

(@ hotel hooking

French Riviera
204 ——
i -

Cannes - Monle Carlo - Nice

15. Once you are done browsing, click the Stop Anonymous Surfing button
again to disconnect the proxy. CyberGhost now displavs your real location,
as shown in the following screenshot:

M MyAccount Login Support Settings

You are currently protected

v HiddenIP ¥ 77 02 + Milit
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Lab Analysis

Document all the [P address of live (SSL) proxy servers and the connectvity vou
discovered during this lab.
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