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Task 1: Footprinting & Reconnaissance -  Collecting Information about a Target by Tracing 
Emails 
 
Footprinting refers to collecting as much information as possible regarding a target network from 
publicly accessible sources. 
 
Tracing emails involves analyzing the email header to discover details about the sender. 
 
Lab Scenario 
An attacker may send malicious emails to a victim (employee) in order to carry out an attack on a 
target organization. As a professional ethical hacker, you should be able to trace out information 
about such malicious email.  It involves analyzing the email headers or suspicious email to extract 
information such as the date that an email was receives or opened, geographical information, etc. 
 
Lab Objectives 
The objective of this lab is to demonstrate email tracing using eMailTrackerPro. 
 
Pre- Activity exercise 
 
To carry out the lab, you need: 

1. Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by 
your tutor. 

2. The eMailTrackerPro is also on the Shared OneDrive, https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-
JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7   

3. You can also download the latest version of eMailTrackerPro from this link from 
http://www.emailtrackerpro.com/download.html 

4. The latest emailtrackerpro may be a trial version and in some instance may have a name 
change. 

5. Note the screenshot in this lab might differ slightly. 
6. Administrative privileges required. 
7. A valid email account (Hotmail, Gmail, yahoo, etc.). We suggest you to signup with any of 

these services to obtain a new email account for this lab.  Do not use your real email 
account and password in this exercise. 
 

 
 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7
http://www.emailtrackerpro.com/
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Overview of Email Tracing/Tracking 
 
E-mail tracking is a method to monitor or spy on email delivered to the intended recipient.  It 
reveals information such as: 

• When an email message was received and read 
• If destructive email was sent 
• The GPS coordinates and map location of the recipient 
• The time spent reading the email 
• Whether or not the recipient visited any links sent in the email 
• PDFs and other types of attachments 
• If messages were set to expire after a specified time. 

 
Activity: 

1. Logon to the virtual machine 
2. Navigate to the shared OneDrive folder to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-
JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7 for eMailTrackerPro and 
double click emt.exe 

3. If the Open File – Security Policy pop-up appears, click Run 
4. Follow the wizard steps (be selecting default options) to install eMailTrackerPro. 
5. In the last step of installation, unchecked Show Readme option and click finishe. If the 

application does not launce automatically, then Launch the eMailTrackerPro from the start 
menu. 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvI2SguS-JxOkvHyQJGUXdUB5ZbwqVWk3lHGxI2zndTtww?e=EwEBQ7
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Task 2: Scanning Networks - Anonymous Browsing using CyberGhost 
Scanning a network refers to a set of procedures for identifying hosts, ports, and services running 
in a network. 
 
CyberGhost allows you to surf anonymously and access blocked or censored content. 
 
Lab Scenario 
As an expert hacker or penetration tester, you should have sound knowledge of different techniques 
used for anonymous browsing.  In this lab, you will learn another way to maintain your Internet 
anonymity. 
 
Lab Objectives 
This lab will help you understand how to use CyberGhost for anonymous browsing. 
 
Pre- Activity exercise 
 
To carry out the lab, you need: 

1. Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by 
your tutor. 

2. The CyberGhost, located is also on the Shared OneDrive, https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMim
Lvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik   

3. You can also download the latest version of CyberGhost from this link from 
https://www.cyberghostvpn.com/en_US/download/windows 

4. The latest cyberghost may be a trial version and in some instance may have a name change. 
5. Note the screenshot in this lab might differ slightly. 
6. Administrative privileges required. 

 

 
 
Overview of Email Tracing/Tracking 
CyberGhost is a fast simple, and efficient way to protect your online privacy, surf anonymously, 
and access blocked or censored content.  It officers top-notch security and anonymity without 
being complicated to use or slowing down your Internet connection. 

• Whether or not the recipient visited any links sent in the email 
• PDFs and other types of attachments 
• If messages were set to expire after a specified time. 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMimLvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMimLvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMimLvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik
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Activity: 

1. Logon to the virtual machine 
2. Navigate to the shared OneDrive folder https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMim
Lvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik for CyberGhost and double click 
CG_5.0.13.17.exe 

3. If the Open File – Security Policy pop-up appears, click Run, then Follow the installation 
steps to install it on the host machine. 

4. Once the installation is complete, the CyberGhost GUI displays the real location of your 
server, along with its IP address. 
 
Note: An upgrade now Windows opens with the GUI. Close this window.  The Real location 
traced by CyberGhost may differ in you’re the lab environment. 
 
 

 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMimLvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMimLvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EuNt8HZyAe9MspBMimLvvj4BkzMzBjMCvr1RHRS55ETdTw?e=Xkoeik
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