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Task: Peering Through the Keyhole

You have recently joined PoweRanger Inc. as a Junior Penetration Tester and are currently assisting with the company's quarterly System Hardening Project. As part of this initiative, your task is to assess the internal server network for potential security exposures. Your work will help the security team prioritize remediation efforts and improve the organization's security posture.
Your specific assignment is to scan the server subnet 192.168.56.0/24, identify active hosts, and analyse them for open ports and running services. Once discovered, you are expected to perform detailed enumeration and information gathering to uncover service versions, operating systems, and possible misconfigurations or known vulnerabilities.
You are required to submit a comprehensive report that includes the following information for each identified server:
· A list of all open ports and their associated services
· The exact version numbers of services and operating system details
· Any discovered vulnerabilities or misconfigurations
· A clear explanation of the tools and commands used during the process, including the purpose of each
Instructions for the Lab Exercise
1. Download from the shared folder the VMs (LAB04-01.ova & LAB04-02.ova), import them to your VirtualBox, and start the VMs. It might take 3 to 4 minutes for the VMs to get completely initialized.
2. Start scanning the given network range and run your tests on the VMs using a scanning tool of your choice.
a. State the tools used
b. List any target servers discovered and their IP addresses
c. Identify any active hosts from various scans such as port discovery, service version detection, banner grabbing, OS enumeration, etc.
d. Note: tools and commands use can be found in lecture 5-6.
e. For additional information and report writing, use lecture 7-8 to aid with this.
3. Once done with the testing, report all the information about the vulnerabilities that you were able to identify.
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