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[bookmark: _Toc131249831]Introduction
This report will cover the key functions of an operating system, what they are and how they are used. It will also cover the windows (batch and PowerShell) and Linux (bash) CLI commands, by going over a variety of commands and describing what it does and how it works, with an example image. It will also go over bash and batch programming for Linux and windows displaying various functionality.
[bookmark: _Toc131249832]Key functions of an operating system
An operating system (OS) is a set of programs that manages hardware and software while providing the allocation of resources and services. The OS also has additional programs such as a traffic controller, a scheduler, memory management module and a file system all which help manage the allocation of resources to hardware and software. The following are some of the key functions of general operating systems:
Memory management: The OS manages the computer's primary memory or main memory, including the allocation of physical memory to running applications and the management of virtual memory. It can allocate and deallocate memory to a process when it requests it or when the process has been completed or terminated.
Device management: The OS manages device communication with drives that correlate to a specific device. It can manage various hardware devices connected to the computer, including input and output devices and each device has a dedicated program assigned to it called an input/output controller. It also decides which process gets allocated or deallocated to what device, while doing this in an effective and efficient way.
File management: it provides management services like, creation, deletion, and organization of files. Within a file system it is organized into directories or folders for easy and effective navigation, these directories may also contain other sub-directories within them. It can also carry out these following activities, keeping track of where information is stored and file permission and security.
Resource management: the operating system can manage the resources of the computing, which includes the central processing unit, memory, storage, and any connected device. It then can allocate resources to these applications and ensures that they are used efficiently and effectively.
Process management: the operating systems manages the execution of process by creating and scheduling them, decides the order of operations for which the applications have access to the processor and for how long, and managing their resources. That way it ensures that all processes can run smoothly without any interference with each other.
Security: the operating system provides security features to protect the user and its resources from unauthorized access and threats. It does this by including a user authentication, password protection, an access control, encryption, and malware protection.
Network support: the OS can provide network support, allowing the computer to communicate with other computers and devices on a network. This enables support for various types of networking protocols such as TCP/IP, as well as the management of the network resources and services. [1]

[bookmark: _Toc131249833]Use of windows OS CLI commands
[bookmark: _Toc131249834]Tree
Displays all the folders and sub-folders in your current directory. Can be run in any folder and doesn’t need administrator permission. 
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Description automatically generated] 
[bookmark: _Toc131249835]System file checker (SFC)
To run this command, you will need administrator rights. Running the command on its own will only display a list of options the user may choose from. For SFC/SCANNOW it will scan all protected and required system files and replace any corrupted ones with their backup counterpart. [2] [image: Text

Description automatically generated]
[bookmark: _Toc131249836]Color
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Description automatically generated][image: Text

Description automatically generated]Changes the colour of the background and the text to whatever you choose, only applies for that terminal, unless set as default when right clicking the header. The colour is chosen from hexadecimal and formatted as <bf> with b being background and f being foreground or text. Typing just <color> will reset the colours back to the default values. [3]

[bookmark: _Toc131249837]Trace route (Tracert)
Traces the route of the packets that are sent to the given website or server. Provides the user with number of hops, time taken and the name and IP of the hop. [image: Text

Description automatically generated]
[bookmark: _Toc131249838]Hostname
Displays the name of the current device, also found within settings on the device. [image: Text
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[bookmark: _Toc131249839]Set-location-path
Is an alternative to ‘cd’ commands and can be used to navigate the file directory. [image: A screenshot of a computer

Description automatically generated with medium confidence]
[bookmark: _Toc131249840]Get-childitem
Displays the content of the current folder, with information about each item for example, the mode of the file/folder, the last time it was written to, the size or length of a file and name of it. [image: Text

Description automatically generated]
[bookmark: _Toc131249841]Get-content
Gets the content of the given file and displays it. Doesn’t work with all file types as not everything can be converted to text.
 [image: Graphical user interface, text

Description automatically generated with medium confidence]
[bookmark: _Toc131249842]Get-command
Gets a list of commands available to use and sorts them alphabetically. As well as some information about the command like, the type of command it is, the version and the source of the command.
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[bookmark: _Toc131249843]Export-csv
Exports the output of a given command and stores it in a comma separated variable file, with the name given, so you can look at it later or so that the output looks more organized. The file will be saved in the same directory that the command was used in. [image: Graphical user interface, application, table, Excel
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[bookmark: _Toc131249844]Use of Linux OS CLI commands
[bookmark: _Toc131249845]LS
The LS or list command is used to list all the files and folders within the current directory or folder. Using the option -a will include any hidden files in the directory. Using the option -l will display more information about each file.
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[bookmark: _Toc131249846]Mkdir
Used to make new directories within the current directory. [image: Text

Description automatically generated with medium confidence]
[bookmark: _Toc131249847]Cat
Can be used to display the contents of a file. A useful option being -n can be used to display line numbers for the file.
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[bookmark: _Toc131249848]Grep
The grep or global regular expression command is used to search within a file for a specific pattern. Some useful options can be -v which will search the file for lines that don’t match the pattern. The option -i will consider the case sensitive of the pattern. [image: Text
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[bookmark: _Toc131249849]Which
Used to identify the location of the given executable. [image: A screenshot of a computer

Description automatically generated with low confidence]
[bookmark: _Toc131249850]Chmod
This command can be used to change file permission. The permission can be set with either alphabetical character which can be used to assigned permission level with w, r, x alternatively you can use octal numbers to determine the permission level. [image: Calendar

Description automatically generated with medium confidence]


[bookmark: _Toc131249851]Cal
Displays a calendar with the current date, month, and year, as well as what day of the week each day lays on.
 [image: A screenshot of a computer

Description automatically generated with low confidence]
[bookmark: _Toc131249852]Gzip
This command can compress and decompress files to reduce the size of a file. [image: Text

Description automatically generated]
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Will give you a list of previously used commands. [image: Text
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[bookmark: _Toc131249854]File
Command is used to determine the file type of the given file. [image: Text

Description automatically generated]


[bookmark: _Toc131249855]Use of Windows OS script
On the users end it will ask the users to enter two numbers then an operation, whatever operation is chosen it will perform that operation then display the results. After it finishes the initial tasks, it will ask the user if they want to do it again with different numbers and an operator. Otherwise, it displays a summary of all the expression the user inputted then finishes.
[image: Timeline

Description automatically generated with low confidence]Behind the scenes it starts of by creating a variable for iterations that the summary will later use. First it asks the user to enter two numbers and stores them in two variables, then ask for the operator. It will then go through some if statements checking if the inputted operator is equal to a valid operator, then jumps to that given operations otherwise it will say that it is an invalid operator and ask the user to enter the operator in again. Once it has jumped to the given operation it will perform the operation then store the display in another variable to then pass to the summary functions. Inside the summary function it adds one to the iteration, display the value passed then add that value to an array it then jumps back and continues. It then jumps to the end and ask if the user want to go again, if the answer is yes, it jumps back to the start otherwise it displays everything in the array, then finishes.
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[bookmark: _Toc131249856]Use of Linux OS script
On the users end it will display a menu screen for options. Login, create an account, or exit. Upon giving a valid response it will continue. When you login in if you type a username and or password that is not valid or recognised it will display incorrect and ask to answer it again. When a valid username and password is given, it will log the user in, then they can enter a command or exit. It will then take them back to the menu screen for which they can continue.
[image: A black screen with white text

Description automatically generated with low confidence][image: Text

Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated]If the users wish to create an account it will ask for a name, then check if that name is available then continue, otherwise it will ask again. Once the user enters a valid name and a password, they will be logged in. for which they can either enter a command or exit. When they exit, they can choose to login with the details they used to create an account.


[bookmark: _Toc131249857]Conclusion
Some findings about operating systems, were the key functions on how they operate including memory, file and device management. They also share the same the idea that the files and folders are in a hierarchy, but the Linux has a different file structure to windows. Both windows and Linux use similar CLI commands that can be used to navigate and perform tasks on the device. With both using commands that do near identical stuff with a different name. They also use similar OS scripting for bat or bash, for which uses the same features just in a different format.
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[bookmark: _Toc131249859]Appendices
[bookmark: _Toc131249860]Types of OS
The batch operating system does not directly interact with the computer, instead it groups similar jobs together and executes each task by first come first served. 
The Distributed operating system is connected to various other computers via a communication channel, this allows the load on the main systems to be reduced.
The multitasking operating systems shares the time of each task equally. 
The network operating system runs on a server and manages network function and devices, as well as sharing of various software and hardware.
Real time operating systems operate in real-time when events occur in short time.
The mobile operating system is made for smartphones, tablets, and PDA’s, it can allow application to be run on mobile devices although it can give poor battery life for users.
[bookmark: _Toc131249861]Online Certified course
The online course from linkedIn learning was Learning PowerShell
[image: Text
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Command Prompt

Microsoft Windows [Version 16..19045.2604]
(c) Microsoft Corporation. All rights reserved.

:\Users\farle>TRACERT google.com

Tracing route to google.com [142.250.179.238]
over a maximum of 36 hops:

1 1ms  1ms  1ms gu.customer.askd.lan [16.172.128.1]
2 7ms  6ms  7ms gu-vlands.e2.thn.askd.net [213.143.6.129]

3 7ms  7ms  7ms core2-e2.thn.ask.net [81.23.63.158]

4 6ms  6ms  6ms bri-corel.thn.askd.net [81.23.63.211]

5 8ms 93ms  8ms 72.14.197.250

6 8ms Sims  7ms 209.85.255.77

7 6ms  6ms  6ms 142.251.54.27

8 7ms  6ms  6ms 1hr25s31-in-f14.1€106.net [142.256.179.238]

Trace complete.

C:\Users\farle>
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Command Prompt
Microsoft Windows [Version 16..19045.2604]
(c) Microsoft Corporation. All rights reserved.

:\Users\farle>hostname
LAPTOP-JGOEKILO

Users\farle>
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Windows PowerShell
Copyrignt (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscores

PS C:\Users\farle> set-location -Path "C:\Users\farle\OneDrive - University of Wales Trinity Saint David\Documents\work
PS C:\Users\farle\OneDrive - University of Wales Trinity Saint David\Documents\work>
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B Windows PowerShell
PS C:\Users\farle\OneDrive - University of Wales Trinity Saint David\Documents\work> get-childitem

Directory: C:\Users\farle\OneDrive - University of Wales Trinity Saint David\Documents\work

LastiriteTime Length Name

27/62/2623

1 computer architecture and operating systems
1 22/11/2622 data analysis and visulisation

1 17/11/2622 learning in the digital era

1 01/12/2022 network and cybersecurity essentials

1 23/62/2623 other

1 24/62/2623 software development

1 17/62/2623 web and database concepts

1 25/62/2623 4899034 exampleFile.pptx

Users\farle\OneDrive - University of Wales Trinity Saint David\Documents\work>
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in rShell
#\Users\farle\OneDrive\Docunents> get-content example.txt

this is an example File content

Users\farle\OneDrive\Documents>
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B Windows PowerShell
Windows PowerShell
Copyrignt (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscores
PS C:\Users\farle> Get-Command
CommandType  Name Version

Alias Add-AppPackage

2.0.1.0
Alias Add-AppPackageVolune 2.0.1.0
Alias Add-AppProvisionedPackage e
Alias Add-ProvisionedappPackage e
Alias Add-ProvisionedappxPackage e
Alias Add-ProvisioningPackage e
Alias Add-TrustedProvisioningCertificate e
Alias Apply-WindowsUnattend e
Alias Disable-PhysicalbiskIndication 2.0.0.0
Alias Disable-StoragebiagnosticLog 2.6.6.0
Alias Dismount -AppPackageVolune 2.0.1.0
Alias Enable-PhysicalbiskIndication 2.0.0.0
Alias Enable-StorageDiagnosticlog 2.6.6.0
Alias Flush-Volume 2.0.0.0
Alias Get-AppPackage 2.0.1.0
Alias Get-AppPackageDeaultVolune 2.0.1.0
Alias Get-AppPackageLasterror 2.0.1.0
Alias Get-AppPackageLog 2.6.1.0
Alias Get-AppPackageManifest 2.0.1.0
Alias Get-AppPackageVolune 2.0.1.0
Alias Get-AppProvisionedPackage e
Alias Get-DiskSNV 2.0.0.0
Alias Get-Language 1o
Alias Get-PhysicalDisksiV 2.0.0.0
Alias Get-PreferredLanguage 1o
Alias Get-ProvisionedAppPackage e
Alias Get-ProvisionedappxPackage e
Alias Get-StorageEnclosuresiv 2.0.0.0
Alias Get-SystenLanguage 1o
Alias Initialize-Volume 2.0.0.0
Alias Hount -AppPackageVolune 2.0.1.0
Alias Move-AppPackage 2.0.1.0
Alias Move-SmbClient. 2.0.0.0
Alias Optimize-AppProvisionedPackages e
Alias Optimize-ProvisionedAppPackages e
Alias Optimize-ProvisionedAppxPackages e
Alias Remove-AppPackage 2.0.1.0
Alias Remove-AppPackageVolune 2.0.1.0
Alias Remove-AppProvisionedPackage e
Alias Remove-EtuTraceSession le.0.0
Alias Remove-ProvisionedappPackage e
Alias Remove-ProvisionedappxPackage e
Alias Remove-ProvisioningPackage e
Alias Remove-TrustedProvisioningCertificate e
Alias Set-AppPackageDefaultVolune 2.0.1.0
Alias Set-AppPackageProvisionedDataFile e
Alias Set-AutologgerConfig 1.6.0.0
Alias Set-EtuTracesession le.e.e
Alias Set-PreferredLanguage 1o
Alias Set-ProvisionedAppPackageDataFile e
Alias Set-ProvisionedappXDataFile e
Alias Set-SystenLanguage 1o
Alias Write-FilesystenCache 2.0.0.0
Function A

Function Add-BitLockerKeyProtector 1.0.0.0
Function Add-DnsClientNrptRule le.e.0
Function Add-DtcClusterTHiapping 1.6.6.0
Function Add-EtwTraceProvider le.e.0
Function Add-InitiatorIdToMaskingSet 2.0.0.0
Function Add-HpPreference 1o
Function Add-NetEventNetworkAdapter le.0.0
Function Add-NetEventPacketCaptureProvider le.e.0
Function Add-NetEventProvider le.e.0
Function Add-NetEventVFPProvider le.e.0
Function Add-NetEventVaNetworkAdapter le.e.0
Function Add-NetEventvmSwitch 1.0.0.0

Source

Appx
Appx
Dism
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Provisioning
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Storage

Storage
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Storage

Storage

Storage

Appx

Appx

Appx

Appx

Appx

Appx

Dism

Storage
LanguagePackianagement
Storage
LanguagePackiianagement
Dism

Dism

Storage
LanguagePackianagement
Storage

Appx

Appx

Smbiitness

Dism

Dism

Dism

Appx

Appx

Dism
EventTracinghanagement
Dism

Dism

Provisioning
Provisioning

Appx

Dism
EventTracinghanagement
EventTracinghanagement
LanguagePackianagement
Dism

Dism
LanguagePackiianagement
Storage

BitLocker
DnsClient

MsDEC
EventTracinghanagement
Storage

Defender
NetEventPacketCapture
NetEventPacketCapture
NetEventPacketCapture
NetEventPacketCapture
NetEventPacketCapture
NetEventPacketCapture




image11.png
mmand | export-csv

commands ¥ & =
File  Home Insert |Page |Formt Data Reviel View Auton Help ¥ &
A1 - £ || vee v
A 8 c ) 3 F G [
1 [rvee syslem.management. automation.Aliasinfo
2 [HelpUri  Resolved(DisplayNaReference Resolved( Definitior Options  Descr]
3 Add-AppPackage None
4 Add-AppPackageVolume None
5 Add-AppProvisionedPackage None
6 Add-ProvisionedAppPackage None
7 Add-ProvisionedAppxPackage None
8 Add-ProvisioningPackage None
9 Add-TrustedprovisioningCertificate  None
10 Apply-WindowsUnattend None
n Disable-PhysicalDiskindication None

12 Disable-StorageDiagnosticLog None
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bench.py  hello.c  hello.js  readme.txt

. i .ash_history .cache .mozilla -wine bench.py hello.c hello.js
localhost:~# 1s -1

114 Jul 5 2020 bench.py
76 Jul 3 2020 hello.c
22 Jun 26 2020 hello.js
151 Jul 5 2020 readme.txt

EEEE

root 237 Jan 9 .
root 261 Mar 1 -

1root  root 76 Mar 1 .ash_history

3 root  root 61 Jul 5 .cache

5 root  root 124 Jul 5 .mozilla

4 root  root 202 Jul 6 .wine

1root  root 114 Jul 5 2020 bench.py
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readme. txt




image13.png
localhost:~# 1s

readme. txt

newDir readme. txt
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hello.c hello.js  newDir readme. txt
:~# cat -n readme.txt

3 - Compile hello.c with gcc (or tcc):
a

5  gec hello.c -o hello

6 ./hello

7

8 - Run Quicks:

9

10 gjs hello.js

12 - Run python:
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hello.c  hello.js  readme.txt
localhost:~# grep hello readme.txt
- Compile hello.c with gcc (or tcc):
gec hello.c -o hello
-/hello
ajs hello.js
localhost:~#
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localhost:~# which python3

/usr/bin/python3
localhost :ndf
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ot 1s
hello.c hello.js readne. txt.gz
~# sum readme.txt.gz
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hello.c hello.js  readme.txt
localhost:~# file hello.c

hello.c: C source, ASCII text

~# file hello.js

hello.js: ASCII text

localhost :~d
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set /p numl-Enter first number:
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echo (add), (sub), (div), (mul)
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Enter first number: 1
Enter second number: 1
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Press any key to continue .
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Select Command Prompt

C:\Users\farle\OneDrive\Documents\Hy Tableau Repositorystree
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Select Administrator: Command Prompt

Microsoft Windows [Version 16..19045.2604]
(c) Microsoft Corporation. All rights reserved.

Windous\systen32>SFC

Microsoft (R) Windows (R) Resource Checker Version 6.6
Copyright (C) Microsoft Corporation. ALl rights reserved.

Scans the integrity of all protected system files and replaces incorrect versions with
correct Microsoft versions.

SFC [/SCANNOW] [/VERIFYONLY] [/SCANFILE=<file>] [/VERIFYFILE=<file>]
[/OFFWINDIR=<offline windows directory> /OFFBOOTDIR=<offline boot directorys [/OFFLOGFILE=<log file path>]]

/SCANNOW Scans integrity of all protected system files and repairs files with
problems when possible.

/VERIFYONLY ~ Scans integrity of all protected system files. No repair operation is
performed.

/SCANFTLE Scans integrity of the referenced file, repairs file if problems are
identified. Specify full path <file>

/VERIFYFILE  Verifies the integrity of the file with full path <file>. No repair
operation is performed.

/OFFBOOTDIR  For offline repair, specify the location of the offline boot directory

/OFFWINDIR For offline repair, specify the location of the offline windows directory

/OFFLOGFILE  For offline repair, optionally enable logging by specifying a log file path

e.g.

sFC /SCANNOW

sfc /VERIFYFILE=C:\windows\system32\kernel32.d11

sfc /SCANFILE=d: \windous\system32\kerne132.d11 /OFFBOOTDIR- \windous

sfc /SCANFILE=d:\windous\system32\kerne132.d11 /OFFBOOTDIR=d:\ /OFFWINDIR=d:\windows /OFFLOGFILE=c:\log.txt
sfc /VERTFYONLY

C: \Windows\system32>SFC/SCANNOH
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 100% complete.

windows Resource Protection found corrupt files and successfully repaired them.
For online repairs, details are included in the CBS log file located at
windir\Logs\CBS\CBS.log. For example C:\Windows\Logs\CBS\CBS.log. For offline
repairs, details are included in the log file provided by the /OFFLOGFILE flag.
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Microsoft Windows [Version 16.6.19645.2604]
(c) Microsoft Corporation. All rights reserved

Users\farle>color @4

C:\Users\farle>




image4.png
[Version 10.6.19045.2664]
(c) Microsoft Corporation. All rights reserved

C:\Users\farle>color @4
C:\Users\farle>color 40

C:\Users\farle>




