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Introduction (Ruben Bhatia & Sam Lamprey)

The theme of this report is a group project in which an electronic circuit needed to be developed and created. The circuit that the group has decided to create is a security system which uses an infra-red sensor to detect motion, and then sets off an alarm and light if there is still motion 30 seconds after the system has first been triggered. There is also going to be a fingerprint sensor which would be used to reset the system once the alarm has started going off. The group also decided that the project budget should be £30 as a security system shouldn't have to be very expensive. “Budgeting is vital to completing objectives and reaching goals. It also helps prioritize goals and steps needed to finish a project.” [1] It is also important that everybody in the group is able to contribute to the final goal and that everyone is able to work together to achieve what has been set out at the start of the project because “teamwork helps everyone learn from each other's strengths and helps improve the efficiency of the project” [2]

The group also have several objectives which must be accomplished to fully achieve the creation of their design. These objectives include a plan of work, multiple charts and diagrams, the conduction of preliminary research, a full schematic design using appropriate software with code alongside and a full physical prototype of the device (on a breadboard and PCB) which will lead to the findings and final discussion of the project. The plan of work will include how the project will be carried out from start to finish. The charts and diagrams will include various depictions of how the group will spend its time developing the project and how the device itself will function. The preliminary research will provide further knowledge of the system to be designed and allow for the group to understand what is required to achieve this. The schematic design and accompanying code will show a fully functioning simulated circuit and should provide the group with a base knowledge of how the physical prototype should be built. In addition to this, the simulated circuit will also demonstrate what outcome the physical prototype is expected to produce. The physical prototype of the system will include a functioning device which is exactly alike or similar to the properties listed above. Using the prototype, findings will be listed and explained as to why they are so. These objectives will lead to a final discussion of the project which delves into how the project went and how the group worked together, thus summing up the project’s findings.
In the report there are multiple sections each of which cover different topics of the project. These sections are:
· Introduction
· Background research and literature review
· System design and implementation
· Hardware and software testing
· Results and analysis
· Evaluation
· Conclusion
· Reflection
· Reference list
All sections listed will talk more in depth about all aspects of the project. It will also show how the group was able to work together in order to achieve the desired aims and objectives that were set before the project began. The report also covers the research that was done by group that was needed to create a functioning simulated and physical circuit.
Background Research & Literature Review (Nathan Evans & Sam Lamprey)

System Component research 
Due to the increased demand for home safety and protection in today's world, developing a security system has become increasingly important. [3] Statista provides thorough statistics and information on the increased demand for security systems. The project investigates current security technologies and procedures, with an emphasis on how to integrate an infrared (IR) sensor, external flood light, photosensor, and internal fingerprint scanner. The aim is to provide a comprehensive system that identifies and discourages any intruders. [4] Police uk provide alternative ideas on deterring intruders.
There are several types of security systems on the market today that use different technology including motion sensors, cameras, and alarms. Typically, the goal of these systems is to identify unwanted access and notify security services or homeowners. While these systems offer security, the group project offers an added layer of security in the form of fingerprint scanning. This segregates the project from the majority of existing security systems. [5] Okta provides a insightful webpage about the benefits of incorporating fingerprint scanning into a security system.
Since IR sensors can identify motion in low light, they are frequently utilised in security systems. [6] Discusses IR sensors with thorough analysis. Prior studies demonstrate how well IR sensors work to minimise false alarms while offering accurate detection. [7] Provides information of the general accuracy of IR sensors. The purpose of this project's IR sensor is to improve its capabilities by using intelligent technology.  By turning on lights in certain areas when motion is detected, outdoor flood lights act as a deterrent. Research indicates that well-lit areas can deter trespassers and enhance overall safety. [8] West Yorkshire police specifically discuss the importance of having a well-lit area for security purposes. Photosensors are commonly used in flood lights as they are able to detect the light level which means that they can be used to only allow a circuit to function when a certain light level is reached. According to research, ambient light levels that are automatically controlled can decrease false activations and increase energy efficiency. The system's integration of a photosensor is consistent with previous research on the value of adaptive lighting systems in security-related contexts.
Fingerprint recognition is a well-established authentication method known for its accuracy and reliability. [9] discusses multiple benefits of using fingerprint recognition in a security-based system. The integration of a fingerprint scanner in this project aims to allow the user to have complete control of who can deactivate the alarm.
The budget for the project had also been assessed. A budget of £30 was applied to the relevant components needed, including the fingerprint sensor, the PIC18F4520, resistors, LED and sound buzzer.






Challenges & Conclusion 
Research shows several issues with home security systems, such as false alarms, poor usability, and weaknesses in authentication procedures. The group concluded that understanding these obstacles is essential to develop a system that takes care of potential problems and guarantees a flawless user experience.
As stated in the background research and literature review, the group concluded that they have laid the foundation to begin development. The project seeks to support the ongoing efforts to develop reliable and user-friendly security solutions by utilising current knowledge and technologies. [10] NCSC continues to discuss the importance of security systems being user friendly.

Research Methodology
The research methodology for the development of the home security system aims to provide a structured approach to the project. The key components of the system include an IR sensor, outdoor flood light, photosensor, and fingerprint scanner. The group decided that the research will be conducted in several phases. The phases will cover: 
· system design 
· Implementation
· testing 
· evaluation

System Design & Implementation (Nathan Evans)
Throughout the design phase the students concluded that a well organised plan would need to be created if the project was going to be a success. [11] Introduces the importance of planning within project management. Along with planning hardware such as circuit components and virtual software, time keeping was at the forefront of the list, this ensures that the group can coordinate tasks efficiently, leaving no member confused about what phase the project was at. [12]Harvard discusses the importance of time keeping and also offers tips. After background research, the most suitable time keeping method was a Gannt chart. Gannt charts allowed the group to fulfil the need of making sure every member is up to date with the project while also allowing each member to communicate in a visual form. 
Designing the circuit was mapped out verbally through a face-to-face discussion. After thorough discussion, it was decided that a security-based system was what the group wanted to approach. The opportunity's that security-based systems offered were deemed endless, while also providing a suitable standard project for the budget. This area of design also allows for effective testing, as there are multiple sections that can be tested individually, meaning one section may not necessarily be dependent on the other, this also allows the group to effectively fault find if anything was to malfunction within the circuit. 
Once the idea for the project was decided on, a first design was created using the proteus software which was used to simulate the circuit. This design was a simple version of the final idea which allowed the students to get an understanding of how the system would work and if any changes would have to be made in order to achieve the original idea for the project. 


Circuit Hardware & System Logic (Nathan Evans)
Understanding the circuit architecture is an essential part of gathering information on the operation of the design. The architecture is as follows: 
· Infrared Sensor 
· Photo Sensor 
· Microcontroller 
· Buzzer (Simulating an alarm)
· LED light (Simulating a flood light) 
· Fingerprint sensor
· Resistors 
 
System Logic:
The system is operated by the ‘brains’ of the design, which is without question, the PIC microcontroller. This microchip allowed the group to preform multiple tasks simultaneously while having full control over how the chip is communicating with each section of the circuit, this is done through programming each individual pin to perform its own specific function which allows for maximum functionality for the circuit.
The Infrared sensor is also a key piece of the puzzle within this design as this allows other parts of the circuit to operate as the students intend. This is done by coding the sensor to instantly activate the flood light once it detects any motion within its detection range, this also allows for the buzzer to act as an alarm and then sound after 30 seconds. Once this alarm sounds, it will run indefinitely until the person with the master fingerprint scans their print on the fingerprint scanner which will be situated inside of the building. Upon activation, the fingerprint scanner will then reset the entire system, sending it back to its original state. 
It is important to note that the IR sensor will be connected to a photo sensor which will allow the sensor to only activate at a specific, pre-determined light level. Once the light reaches the pre-determined level, the photo sensor will then send power to the IR sensor allowing it to operate as stated in the previous paragraph. 
Resistors are put in place to limit current flow to the circuit components, each component needs its own set level of resistance to operate in the intended manor. For example, the master clear pin of the pic microcontroller will need a fairly large resistor connected to it to prevent mishaps such as, overheating of the microcontroller, this is deemed very high priority because too much current going into a microcontroller can lead to catastrophic consequences such as burnouts and sequential damage to other components within the circuit.   




System Software and implementation 
The implementation of software within this design will allow for a competent circuit, which can run as intended, meaning that each component will have its own function determined by the code distributing set instructions. This section will focus on the programming of the PIC microcontroller and how the implementation of code ensures the integration of functionality within the circuit. 
The group immediately decided that the adaptation of C language called ‘Embedded C’ was the best language to use as the hardware design itself is essentially an embedded system and because the engineers shared common ground in terms of background knowledge and skillset with the embedded systems adaptation of C. 
[image: ]The figure above shows the complete C language code for the Security system 

The versatility of this language allowed the students to program the circuit with multiple avenues to approaching things. The code includes a list of variables followed by a list of functions which individually hold their own importance and interiority towards the functionality of the circuit. Every character is essential to the final product of the circuit. Writing concise and coherent code, the group take the first step into producing the driving force behind an intuitive and fully functioning security-based system, which provides a reliable and user-friendly experience for anybody who wishes to incorporate the design into their security needs. The group also decided to mark each line of code with a hashed comment. This was implemented to ensure that everybody working on the code was able to effectively work on the code while working from remote locations such as their homes etc, as the comments make it easy to understand what each line is doing. 

Hardware & Software Testing (Greg Dickson)
Hardware testing 
Hardware testing is an essential part of ensuring the functionality and the integration of the circuit's components, especially when the project in hand is being designed for security purposes, this leaves no room for error. A few steps were taken for each individual piece of hardware to ensure that they were fully functional as originally intended. The following lists states each component and the steps taken to test them. 

IR Sensor 
The chosen test was done by verifying its detection range, by testing its response to real life movement at a range of different distances and angles. The sensor used had a labelled range of 180 degrees, so all tests were conducted to match that number. 

LED (Acting as a flood light)
The group decided to test the LED by ensuring that there is light as soon as the IR sensor has detected motion. The light was also tested with a multimeter to ensure it was receiving the correct amount of current/voltage. 

Photosensor
Testing a photosensors internal integrity was achieved by validating its accuracy in dim-lit environments, such as under a box, once placed under the box, the students would then slowly lift the edge to simulate sun light gradually triggering the sensor.

Fingerprint Sensor
Testing the fingerprint sensor would involve reading the specification sheet to figure out how fingerprints would be stored and how they would be communicated from the sensor to a microcontroller. 

PIC Microcontroller
Testing if the microcontroller was operational was simple. The group decided to program a simple blink LED program onto the microcontroller to test whether it could perform at the most basic levels, before programming a more complex program with multiple operations onto its memory. 

Software Testing
Much like hardware testing, software testing is equally important to verify the functionality and reliability of the systems design. The software was tested in multiple ways, which allowed the engineers to fully understand the capabilities of the program. The first test was building a circuit using the PIC with an LED to blink every second. This was done with the sole intention of verifying whether the group could program a PIC successfully. The first attempt was successful. The next test was circuit isolation testing. Each part of the circuit was individually isolated for testing purposes to allow the group to see how each part functions individually and then how the circuit performed once every section was joined together. For example, the light and buzzer were tested together as they run off the same section of the code.   
Results & Analysis (Ruben Bhatia & Sam Lamprey)

Over the course of the project, lots of testing was conducted to get the project to a place where the group was happy with the circuit that was created. The result was a system which functioned as intended but was missing components intended for use. Less development of the project was achieved than anticipated but the skills used and the collaborative effort from the group offset this. In relation to the literature review, although features initially intended to be included in the system are no longer present, the system still functions as a security system. The light and alarm still function and intended by alerting the system owner of intruders and serves as a crime deterrent.
Whilst the testing was being completed the group found multiple issues that would need to be solved to get to a point where the circuit would work as intended. The first issue that would need to be overcome was to create a working program for the circuit which would then allow the circuit to be tested. This would be done by using a simulation to find any other issues that the circuit might have. Once the program was working correctly, the circuit was created using proteus which allowed further testing of the circuit to be done before creating it in person. One issue that was found when creating the simulation was that the proteus software didn't contain all the components that were necessary to be able to create the exact circuit that the group wanted. However, there was a way to get the components that would be needed which was to download them externally from a third-party source. This then allowed the infra-red sensor to be added to proteus, but the first infra-red sensor that was downloaded would not work with the version of proteus that was being used so a different design had to be found. The second design for the infra-red sensor worked on the version of proteus that the group was using but it did have some glitches which were caused by the design being made by a third party. The issue with the Infra-red sensor was that sometimes it would randomly output a voltage without there being any input into the sensor. This would then cause the rest of the circuit to work which meant that it also wasn't able to be used to test the circuit, so instead a simple button was used to simulate the sensor. This then allowed the circuit to be fully tested after which no more issues were found with the simulation. Similarly, another component with intended use on the physical circuit was not available on Proteus, this being the fingerprint sensor. Its intended purpose was to deactivate the system if triggered and reset it. However, unlike the infra-red sensor, no third-party extension for a fingerprint sensor was found online. This meant that a button was used on the simulated circuit instead. Also, any code required for the physical circuit’s fingerprint sensor to function was not written.
Then the circuit was created in a physical format using a breadboard. When creating the circuit on the breadboard there were lots more things that needed to be tested because unlike the simulation not every condition was perfect. The first task that needed to be completed to test the circuit was to program the PIC microcontroller. This caused a few issues because the program that was used to test using the simulation didn’t work on the physical PIC because there was something missing from the code that was not needed in order to run the PIC on the simulation, in particular there were some things missing from the Main.H file of the program such as specific fuses. As well as this, multiple programming devices were used to determine best method of programming the PIC. This was important as it would need to be used often because testing the circuit led to various changes to the code. The second issue encountered was the breadboard the circuit was going to be built on itself. Early in the circuit build, it was discovered that the breadboard being used was broken. This was due to the breadboard having broken pieces of copper wire within some of its terminals as it was used prior to the group. Because of this, the circuit was removed and implemented on a new and fully functional breadboard. Another issue that arose whilst testing the circuit was the PIC. More specifically, during a test on a prototype build of the circuit, the PIC used was rendered useless. This was due to the connection of an input voltage into the ground pins on the PIC and the ground connections being connected to the input voltage pins on the PIC. This burnt the insides of the PIC and removed any functionality it once had. “When connections are made in reverse, reverse polarity is caused and can potentially cause damage to sensitive equipment.”[13] All group members noted hearing a pop and smelling smoke. All other components remained functional, and a new PIC was acquired. Due to this, the replacement PIC had to be programmed and implemented onto the breadboard. When testing the PIC, it was also found that another reason that the program wasn't running was because the chip was trying to initialize the LCD but one hadn't been connected which caused the program to wait at that line of code before doing anything else. So, that line of code was removed from the program which then allowed the program to run correctly and the circuit to work as intended. When the program was being edited it was also discovered that the clock speed of the PIC was set to 16MHz which it should have been set to 8MHz as is stated in the data sheet for the PIC as shown in [14].As mentioned previously, the fingerprint sensor module was not able to be implemented or tested on the physical circuit either, meaning that it was not used. This didn’t affect the design as similarly to the simulated circuit, a button could be used instead to give an input into one of the pins on the PIC which would still work. Although this was one of the systems defining features, the implementation of the fingerprint sensor would have cost the project dearly. This is because the time spent adding to the code for the fingerprint sensor to function as well as implementing and testing it would have most likely prevented any finalized prototype of the system from being made. It is important to note that the fingerprint sensor module was a large portion of the total cost of the system.


Evaluation (Greg Dickson & Nathan Evans)

From the results gathered during the testing of the project, there are many things which work within the proteus simulation but do not work in a real-life scenario. This was found throughout the bread board testing within the group.
The proteus simulation created by the group worked well with the components used for the motion detection security system, with the infra-red motion detector working to communicate to the integrated circuit. The motion detector was also working depending on if the photosensor had a lack of light being emitted onto it. With the input components working the output components also followed suit in correctly performing the instructions which have been programmed into the integrated circuit.
From the simulation data, the program is working correctly with the simulated circuit, the motion detector, the light and buzzer all working together at the correct timings which have been programmed. The LCD was also performing correctly, showing the information text when a certain operation is conducted.
When looking at the physical format circuit, the program did not correctly operate as intended. There would seem to be an issue with the LCD connecting to the integrated circuit, on top of the light turning on and off when it should continually stay on. Another error occurred after a few unexpected flashes of the light where it stays on continuously as it should have and activated the buzzer but then would turn itself off which should not have happened. The fingerprint sensor was also unable to be implemented correctly and in place a button was used. It can be seen from the observations of the physical circuit working that it does not correctly operate as intended.
The data from the project does backup the research somewhat. The data obtained from the project can correspond into what has been researched with the correct components being selected to work with the intended use of the circuit operation and code during the simulated testing. There can be a disagreement with the research obtained and used with the physical circuit, and with the components not correctly operating with the code. This is shown by the various unforeseen circumstances encountered by the group when building the physical circuit, with it not correctly operating as the simulation within proteus has.
The aim of creating a security system was not met. The initial concept of creating the security system did work as intended but in practicality the circuit did not want to operate as intended, this could be down to a hardware confliction or an error within the code which has caused this.
The objectives of the project were met up to a point. The initial research of the project was met by ensuring that the correct components were used to reach a realistic outcome on how the circuit will work in a correct fashion. The production of the code was achieved through the correct outcome within the simulation. While the physical circuit had not worked as intended, there are some outputs from the circuit showing that it is somewhat functioning. It can be believed that the objectives were mostly met by the group during this project.
Overall, the results which were gained from the project are not what was expected comparing the simulation to the physical circuit. This is shown by the simulation working as intended through the code but not correctly working when used within the physical circuit, this is down to a confliction within the setup of the code and microcontroller compared to what the simulation software is able to work around and essentially ignore.
If the project were to be taken out again, more research would need to be done in the code aspect along with the set-up of the microcontroller.

Conclusion (Sam Lamprey & Greg Dickson)

Overall, the group feels like they were able to achieve what they wanted when they first came up with idea for the project. Throughout the whole process of designing and creating the project each member of the group gave input and put effort into each individual part which helped ensure that everyone was happy with the final outcome. Everyone putting effort into the project also meant that it was completed on time and to a high standard.  Although everyone in the group was happy with what they achieved there were a couple of things that could have been improved. These included creating a PCB design and having a PCB made instead of using a breadboard for the circuit as this was originally planned but due to the time constraints wasn't possible and also would have put the project over budget. There were also some features such as the fingerprint sensor that weren't able to be incorporated into the project as there wasn't enough time. This was because more research would have needed to be done in order for the group to understand how the fingerprint sensor module would have worked within the code and how it would have needed to be implemented into the full circuit. Another reason that there was no time left to include the fingerprint sensor module into the circuit was because it wasn't necessary for the circuit to function so was left until last, at which point there wasn't any time left to be able to incorporate it.

Reflection (Ruben Bhatia & Greg Dickson)
Upon reflection, the group is content and dissatisfied with several aspects of the project. 
The group has worked efficiently as a team and communicated all aspects of the project well. The changes made to the simulated circuit, code and physical circuit were all communicated between group members. This was important as time restrictions meant not all members could work together simultaneously, so making everyone aware of the changes made was a vital part in the project’s success. 
Time coordination was also done well. As previously mentioned, not all members could always work together simultaneously. To do so, time coordination between members was an important aspect of the project. Working together meant more work on the code and circuits was achieved and less time was spent communicating any changes made, making the group more efficient.
Another part of the project the group is content with is the work allocated between group members. All members feel as if the roles allocated to individuals within the group were correct. Members at every point throughout the project had work to do and understood what this work was. As the project transitioned between its phases (simulation, coding, building and testing), roles changed as did the workload between the members. Throughout this, everyone knew what they had to do and how to accomplish what was set out to be achieved. 
A part of the project the group is content with is the way problems and issues were handled throughout. As mentioned previously in the Results & Analysis section of the report, multiple issues arose. The group found solutions to fix these problems. For example, when issues arose about LCD-related code, thorough testing by trial and error was conducted, as well as research online. Once the group understood why the program on the PIC did not allow the physical circuit to function correctly and what was required to fix this, the code was temporarily removed allowing for testing to be done. This proves that through teamwork and problem solving, issues were found, researched, understood and fixed. This led to an increased knowledge of the circuit for the group and allowed for further completion of the project.

The group is also dissatisfied multiple parts of the project. Upon further reflection, the group feels that parts of the project should have been changed, removed or added. In addition to this, the group feel as if time spent testing and fixing should have been anticipated. As this was not the case, advancing aspects of the project slowed or stopped altogether and the attention of the members was diverted. 
An example of the group wanting to add a part is the addition of a fingerprint sensor to the circuit. As the project is a security system, it was decided early in its conception that a fingerprint sensor should be added to allow for access to the system for only a set number of individuals. The simulated circuit, code and physical circuit were made to add fingerprint sensor functionality further along in its development. This could not be achieved due to the time constraints and issue fixing that arose. As most issues within the project were unforeseen, time was spent on remediation and testing rather than advancement of the project, which prevented the group from adding a fingerprint sensor. 
Another development the group wished to achieve during the project’s lifespan was the design and implementation of a PCB. This also could not be achieved due to time constraints. Not only would it have taken time to design the PCB, waiting for the PCB to be delivered as well, it would most likely have taken weeks to achieve. The group did not have this time to spare. Therefore, the final design of a physical circuit remained on a breadboard, even though it was intended to be used solely for testing purposes. 
The group also believes certain measures should have been taken to ensure continuation of the project’s completion. Although most physical components used in the project had excess copies (which served as back up components) in case they broke or were needed during the testing phase, some components were not in excess.  An example of this is mentioned in the report's Results and Analysis section. During testing of the physical circuit, one of the PIC18F4520 microcontrollers used was rendered unusable and destroyed due to the connections of ground and voltage to the PIC’s pins being reversed. This most likely happened due to the groups overall inexperience in building physical circuits. Not only should the circuit have been looked over to ensure all connections are correct, multiple PIC18F4520 microcontrollers should have been in place as a replacement was needed. Although one replacement was available, it was also broken due to its use in unrelated circuits before its use in the project. This halted further progress of the project until a new replacement was found. Although another functional replacement was found a short while afterwards, this situation justifies the need of excess backup components. If a functioning replacement was not found, the work done on the project would have slowed even further and attention of the group members would have been diverted to lower priority tasks. This did occur temporarily. 
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Simulated Circuit with Third-Part IR Sensor
[image: ]













Full Circuit System
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s output_high(PINDL); //turn on Light

s 3

45 $¥((count>a9) 88 (countstop<2)) //if count is >49 and count stop is Lower than 2
=l

48 countstart-1; //set count start to 1

49 count=0; //reset count to 0

so output_Low(PIN_D1); //turn off the Light

51 printf(lcd_pute,"\"); //clear the screen

s2 ¥

53 b

sa SF(input(PINAL)) //if finger print sensor is correct

556

s6 output_Low(PIN_D1); //turn off the Light

57 output_Low(PIND8); //turn off the buzzer

E countstart=0; //set count start to 0

59 count=a; //reset the count to 0

countstop=0; //set countstop to 0
printf(lcd_putc,”\7"); //clear the screen
1ed gotoxy(1,1); //move Led to 1,1

printf(led_putc,"systen reset  ); //print system reset on Led
delay_ms(1500); //1.55 delay
printf(lcd_putc,"\7"); //clear the screen

¥
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