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Abstract
This report evaluates the problems associated with the information security governance in AeroLink Logistics (ALL), a multinational logistics company, because the firm is increasingly becoming exposed to cyber-attacks owing to cloud computing, artificial intelligence, Internet of Things (IoT), and outsourcing. The report evaluates some of the most prevalent information security models such as NIST CSF 2.0, ISO/IEC 27001:2022, COBIT 2019, and ITIL 4, and examines how these models can help resolve the security problems in the organisation. The proposed governance model will create value for the security of the organisation through improving its governance, risk management, regulatory compliance, incident response management, business continuity, and vendor security management. The proposed governance model that integrates the use of COBIT 2019, ISO/IEC 27001:2022, NIST Cybersecurity Framework (CSF) 2.0, and ITIL 4 provides an effective model that will help improve the resilience, regulatory compliance, service delivery, and threat response of ALL.
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[bookmark: _gu41mujeabwn][bookmark: _Toc236741062]1.1 Background
Organisations have been transformed by digital transformation due to the use of cloud computing, AI, IoT, and outsourcing of digital services, thereby improving efficiency, scalability, and decision-making processes in organisations. Consequently, cybersecurity has become an important consideration for organisations due to the fact that the above-mentioned digital technologies expand the attack surfaces in organisations, thus leaving them prone to advanced cyber-attacks [1]. Over 72% of firms in the world experienced the impacts of ransomware attacks in 2023, a record [2]. Furthermore, cloud computing and AI have created issues of governance because organisations have embraced new technologies faster than it is possible to create governance mechanisms [3]. Thus, the growing use of external providers of IT services has added new risks which need to be governed continuously during the entire service lifecycle.
[bookmark: _7zpyozc8u6rz][bookmark: _Toc236741063]1.2 Case Study Overview
AeroLink Logistics (ALL) is an international logistics company that delivers complete logistics solutions with a global reach, reliability, and customer satisfaction [4]. It heavily depends on the use of cloud infrastructure, Internet of Things (IoT)-based tracking systems, advanced analytics using AI, and outsourced Infrastructure-as-a-Service (IaaS) and Software-as-a-Service (SaaS). Nevertheless, the company has been experiencing several data breaches due to the unauthorized access of confidential and personal information regarding its customers by unknown individuals, indicating poor cybersecurity practices in the company. 

Figure 1: Current Security Challenges of AeroLink Logistics

[bookmark: _v7do6us3kkxj][bookmark: _Toc236741064]1.3 Aim
This report analyses the top information security governance frameworks and constructs a framework for information security governance and compliance that fits the unique operational and regulatory needs of AeroLink Logistics.
[bookmark: _lnvaokrsfq75][bookmark: _Toc236741065]1.4 Objectives
· To critically evaluate leading information security frameworks and standards.
· To compare security governance models to determine their suitability for addressing security.
· To determine the risks relating to cybersecurity, governance, and regulatory compliance associated with AeroLink Logistics from the case study.
· To propose an information security governance framework for improving governance, risk management, and compliance.
[bookmark: _Toc236741066]2. Assumptions
First, AeroLink Logistics (ALL) is expected to be a multinational logistics company working in the UK, EU, and Asia, dealing with high amounts of sensitive data that should not be disclosed. Second, it is supposed to have a budget for cybersecurity that would allow it to introduce governance, security technologies, and compliance gradually [5]. The third assumption is that ALL is perceived as an organisation that has a low maturity level of information security governance due to the absence of a security framework, the risk management process, and a compliance program. Moreover, ALL is perceived as an organisation that uses a hybrid cloud computing model involving Microsoft Azure and AWS, while using a lot of external IaaS and SaaS providers [6]. Lastly, it can be assumed that ALL is subject to the UK GDPR, the Data Protection Act 2018, and ISO/IEC 27001 requirements. 
	Assumption Area
	Assumption

	Organisation Size
	Large multinational logistics company

	Cybersecurity Budget
	Moderate budget for security improvements

	Security Maturity
	Low maturity in governance and security

	Technology
	Cloud Hybrid (Azure & AWS), AI, IoT, IaaS/SaaS

	Regulatory Scope
	GDPR UK and EU, ISO/IEC 27001

	Risk Appetite
	Low risk tolerance for cyber and compliance

	Business Operations
	Global logistics and shipment tracking in real time


Table 1: Key Assumptions



Figure 2: Security Investment

[bookmark: _Toc236741067]3. Literature Review: Information Security Frameworks
[bookmark: _Toc236741068]3.1 Information Security Governance
Information security governance enables control and accountability to ensure that the organisation’s objectives are aligned with cybersecurity [7].
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Figure 3: Information Security Frameworks

With the inclusion of ISO/IEC 27014, the information security governance consists of objective-setting, objective steering, responsibility assignment, performance evaluation, and continuous improvement [8]. Information security governance implies accountability and assurance that the cybersecurity strategies are aligned with other organisational goals. 
Similar to this, the CSF 2.0 framework incorporation emphasizes cybersecurity governance as a governance activity of an organisation rather than an IT activity [9]. It should be noted that governance contributes to decision-making in terms of risks and security policy formulation.
COBIT 2019 provides for improved governance of the organisation through differentiation of governance and management [10]. In essence, governance involves identifying the needs of the stakeholders, providing direction, and monitoring the performance of the organisation, whereas management involves planning, implementing, and operating security processes [11].
AeroLink Logistics (ALL) faces issues related to having no governance structure, risk management, and clearly defined security obligations. Hence, implementation of the governance concepts according to the standards of ISO 27014, NIST CSF 2.0, and COBIT 2019 will ensure better accountability of the executives, risk management skills, and a security-based culture.
[bookmark: _Toc236741069]3.2 NIST Cybersecurity Framework (CSF) 2.0 
The NIST Cybersecurity Framework (CSF) 2.0 is a voluntary and risk-based framework that assists organisations of all sizes and sectors in managing their cybersecurity risks [9]. As opposed to previous versions of the CSF, the CSF 2.0 covers not only the critical infrastructure but also has a new component named Govern [12]. The structure of the framework is based on six major functions such as Govern, Identify, Protect, Detect, Respond, and Recover. These six major functions make it possible to create a cycle of cyber risk management within the organisation. The framework can be incorporated into other internationally accepted standards such as ISO/IEC 27001. However, there are numerous disadvantages related to the use of this framework [13]. First, it is a governance framework that does not include any specific technical measures and certifications.
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Figure 4: NIST Framework

In the case of AeroLink Logistics, CSF 2.0 presents a great framework that would assist in enhancing governance and cyber risk assessment for cloud computing, artificial intelligence, Internet of Things devices, and vendors. However, CSF 2.0 is not sufficient to cover all the aspects of compliance and information security management for ALL, and thus CSF 2.0 should be integrated with ISO/IEC 27001, COBIT 2019, and ITIL 4.
[bookmark: _Toc236741070]3.3 ISO/IEC 27001:2022
ISO/IEC 27001:2022 is the internationally accepted standard that outlines the requirements for the establishment, implementation, maintenance, and continuous improvement of an ISMS. It uses a risk management approach whereby information security risks can be identified and controlled and where there is continuous improvement through the PDCA process [14]. The standard is also supported by Annex A, which includes organisational, physical, and technical controls for information management purposes.
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Figure 5: PDCA Model of ISO/IEC 27001 Mapping

ISO/IEC 27001 one of its most important advantages is related to the process of certification, which ensures that the security will be certified independently by clients, governments, and any other stakeholders [15]. However, ISO/IEC 27001 might be expensive because of the documentation and audit that will be required [16]. In the case of AeroLink Logistics Company, ISO/IEC 27001 will ensure ISMS implementation, GDPR compliance, and risk management.
[bookmark: _Toc236741071]3.4 COBIT 2019 
The COBIT 2019 framework is designed to be used as a means of linking IT processes within an enterprise with the goals of the enterprise, and at the same time making sure that there is proper governance, risk management, and creation of value [10]. It emphasises governance principles, enterprise objectives, performance measures, and decision-making responsibilities based on technical security standards.
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Figure 6: COBIT 2019 Governance Objectives

COBIT has the following strength in that cybersecurity becomes an issue of strategic importance due to its strong business orientation. Nonetheless, COBIT lacks guidance on technical implementations, which means that COBIT needs other frameworks like ISO/IEC 27001 and NIST CSF [17]. In relation to ALL, COBIT will add value in terms of executive oversight and strategic decision-making.
[bookmark: _Toc236741072]3.5 ITIL 4 
The best practices offered by ITIL 4 framework in IT service management come as a result of the implementation of the process of services delivery and organisation value creation by making use of the Service Value System [18]. Information security is obtained by management of incidents, change enablement, problem management and ITIL continuous improvement. It also builds resilience by managing security incidents effectively.
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Figure 7: The ITIL Value System

As per [19], though ITIL provides for increased efficiency and high-quality services, it does not form an integrated framework for cybersecurity governance and needs to be complemented with cybersecurity standards such as ISO/IEC 27001 and NIST CSF. In the case of AeroLink Logistics, ITIL will improve incident management, change management, and service continuity along with secure IT operations.
[bookmark: _Toc236741073]3.6 Comparative Analysis
	Criteria
	NIST CSF 2.0
	ISO/IEC 27001:2022
	COBIT 2019
	ITIL 4

	Governance
	High
	High
	Very High
	Moderate

	Risk Management
	Excellent
	Excellent
	High
	Moderate

	Regulatory Compliance
	Moderate
	Excellent
	High
	Low

	Certification
	No
	Yes
	No
	No

	Incident Response
	Excellent
	Moderate
	Moderate
	High

	Cloud Security
	High
	High
	Moderate
	Moderate

	Business Alignment
	High
	High
	Excellent
	High

	Best Use
	Cybersecurity Risk Management
	ISMS & Compliance
	Enterprise Governance
	IT Service Management


Table 2: Comparison of Information Security Frameworks

From the comparative study of the frameworks, it highlights that no single framework covers all aspects such as governance, risk management, compliance, technical security, and IT service management together. The NIST CSF 2.0 has been found to have a good lifecycle for risk management in cybersecurity, while ISO/IEC 27001 has a standard for ISMS and security controls. Also, COBIT 2019 has strengths in terms of enterprise governance and strategic alignment, whereas ITIL 4 has strengths in terms of operational service management. Therefore, the most suitable framework for AeroLink Logistics will be one where all these frameworks work together.
[bookmark: _Toc236741074]4. Security Gap Analysis 
AeroLink Logistics (ALL) has high exposure to cyber threats as a result of bad information security and governance. This organisation has a lack of risk management and incident response, and also has no comprehensive security governance, which implies lower maturity levels.
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Figure 8: Root Causes of Security Failures (Fishbone Diagram)

In terms of governance, the lack of security roles and governance means that it would be impossible to guarantee accountability and link cybersecurity to organisational goals. This problem is solved by the COBIT 2019 framework of governance, which defines roles of the stakeholders, thus making sure that the decision-making process becomes strategic [20]. The lack of a risk management framework makes it difficult to identify and address cybersecurity-related risks. ISO/IEC 27005 offers a framework for security risk assessment and treatment. However, NIST Cybersecurity Framework 2.0 enhances organisational resilience through the Detect, Respond, and Recover capabilities [9]. Weak vendor management and a lack of compliance audits are some other factors that create vulnerability in the organisation, leading to possible violations of GDPR [21]. 
Thus, developing an integrated framework that will incorporate COBIT 2019, NIST CSF 2.0, ISO/IEC 27001, ISO/IEC 27005, ISO/IEC 27036, and ITIL 4 will help solve the organisational problems related to governance, risk management, compliance, and security.
	Current Problem
	Business Impact
	Recommended Framework/Standard

	No unified security governance
	Poor accountability and weak strategic oversight
	COBIT 2019

	Poor risk management
	Increased likelihood of data breaches
	ISO/IEC 27005

	No formal incident response
	Operational disruption and delayed recovery
	NIST CSF 2.0

	Poor third-party/vendor management
	Supply chain vulnerabilities
	ISO/IEC 27036

	Lack of GDPR and ISO compliance
	Regulatory penalties and reputational damage
	ISO/IEC 27001:2022

	No business continuity planning
	Extended service interruption
	ITIL 4 and ISO 22301


Table 3: Security Gap Analysis

[bookmark: _Toc236741075]5. Proposed Integrated Security Governance Framework
[bookmark: _Toc236741076]5. Proposed Integrated Security Governance Framework
[bookmark: _Toc236741077]5.1 Framework Overview
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Figure 9: Governance Framework

The integrated governance framework in figure 3 shows that the Board of Directors is the oversight for the Security Governance Committee, which is directing CISO under it. The CISO manages security, risk, compliance, IT, third party, and continuous security functions [22]. The layered structure merges COBIT 2019 for governance, ISO/IEC 27001:2022 for Information Security Management Systems (ISMS), the NIST Cybersecurity Framework (CSF) 2.0 for operational cybersecurity, and ITIL 4 for secure service management [23]. Corporate strategies of Microsoft and HSBC towards integrated governance to align cybersecurity with business goals is an effective adoption of pandemic response as well as crisis and resilience management.
[bookmark: _Toc236741078]5.2 Governance Structure
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Figure 10: Cybersecurity Governance Structure for AeroLink Logistics (ALL)

A RACI matrix that defines cybersecurity responsibilities among organisational stakeholders [Refer to Appendix A]. For the execution of cybersecurity policies, the CISO is responsible and for the oversight of cybersecurity strategies, the Board of Directors is responsible [24]. The Risk Committee evaluates enterprise risks. The IT teams deploy technical control such as firewalls, access rights. Security awareness and insider risks are managed by the HR department [25]. The suppliers must satisfy their contractual security obligations.  The governance model incorporates the governance principles of COBIT 2019, which is an accountability across business functions [26]. Similar governance structures are used by large organisations in the UK such as the NHS and large banking institutions to achieve better decision-making, strengthen ownership and reduce other security gaps within the organisation.
[bookmark: _Toc236741079]5.3 Risk Management
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Figure 11: Enterprise Risk Management Cycle for AeroLink Logistics (ALL)

As shown in Figure 4, a continuous risk management cycle has risk identification, risk analysis, risk treatment, risk monitoring and review, and risk management and support. ISO/IEC 27005 risk management guidelines with NIST Risk Management Framework (RMF) help to broaden the enterprise-wide security process [27].  The risks of cloud outsourcing, IoT devices, remote working and third-party vendors should be prioritised for the business assessments.
[bookmark: _Toc236741080]5.4 Security Policies
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Figure 12: Security Policy Framework

The core security policies needed to ensure effective governance at ALL are listed [Refer to Appendix B]. The essential policies include acceptable use policy, password management, remote working, data classification, access control, bring your own device (BYOD), responsible AI, cloud security, IoT security, encryption standards, and incident reporting [28]. The above policies, as required by law, shall include controls from ISO/ IEC 27001:2022 Annex A [29]. Moreover, they shall be reviewed on an annual basis in order to cover any emerging risk. Firms like BP and Shell have policies in place that streamline employee behaviour, enhance regulatory conformity, and lower operational risk in widely located settings.
[bookmark: _Toc236741081]5.5 Identity and Access Management
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Figure 13: Zero Trust Identity and Access Management (IAM) Architecture for AeroLink Logistics (ALL)

Essentially, a Zero Trust Architecture is a system whereby a user, device, or application must constantly be verified before access is granted to an organisation’s resources. Figure 5 is an illustration of this architecture. AeroLink Logistics (ALL) should implement Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC), Privileged Access Management (PAM) along with conditional access policies and the principle of least privilege for securing remote operations and unmanaged devices [30]. This approach reduces risks of unauthorized access related to stolen logins. To help in remote working and cloud digital transformation, companies such as through the BeyondCorp model of Google highlights the improvements in security of Zero Trust architecture [31].
[bookmark: _Toc236741082]5.6 Protection Mechanisms
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Figure 14: Defence-in-Depth Protection Mechanisms for AeroLink Logistics (ALL)

To secure assets, Defence-in-Depth involves multiple layers for organisational defence.  There is a need for AES 256 encryption of stored data, TLS 1.3 for data-in-transit, next-gen firewall through constant security monitoring to secure email gateway, cloud security monitoring, automated backup [32]. Microsoft Azure and Amazon Web Services promote similar defence-in-depth strategies to secure enterprise cloud environments against evolving cyber threats [33].
[bookmark: _Toc236741083]5.7 Vendor and SLA Management
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Figure 15. Vendor Governance and SLA Management Framework

The Vendor Risk Matrix is shown which helps score the vendors on the basis of security maturity, compliance status [refer to Appendix-C]. Vendor governance is critical since nearly 88% of AeroLink Logistics' infrastructure is outsourced [34]. ISO/IEC27001 certification and independent security audit, Service Level Agreements (SLAs), incident reporting obligations, Key Performance Indicators (KPIs) and continuous security monitoring should be included in the security contracts [35]. IBM and Unilever are among the organizations that have adopted similar programs of supplier assurance, where third-parties’ risks are continually assessed to limit vulnerabilities in the supply chain and enhance regulatory compliance across the vendor ecosystem [36].
[bookmark: _Toc236741084]5.8 Incident Response
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Figure 16: NIST Incident Response Lifecycle for AeroLink Logistics (ALL)

The NIST Incident Response Lifecycle is depicted in figure 7 starting with preparation and continuing with detection, containment, eradication, recovery and lessons learned. A CSIRT must be formally established for AeroLink Logistics (ALL) alongside documentation. Security monitoring, forensic investigations and simulation exercises will support the CSIRT [37]. By employing coordinated communication and rapid containment, it can reduce operational disruption and regulatory fallout after cyber incidents.  The main incident response activity that Maersk and other organisations strengthened post-NotPetya ransomware attack was incident response planning for recovery purposes through repeatable activity and improving upon it [38]. So, it’s important to have a structure.
[bookmark: _Toc236741085]5.9 Business Continuity

Figure 17: Business Continuity Framework for AeroLink Logistics (ALL)

The diagram in figure 8 shows that a business impact analysis (BIA) is the first phase of the business continuity framework. It is followed by disaster recovery planning, cloud backup, set recovery time objective (RTO) and recovery point objective (RPO), and tests regularly [39]. AeroLink Logistics (ALL) needs to maintain essential operation of logistics systems during cyber incidents or infrastructural failure. Through business continuity planning, FedEx and DHL want to ensure that there is no interruption in services [40]. Whether there is a cyberattack or natural disaster, the logistics operations would be unaffected. Moreover, it applies to their global operations and not only the local ones.
[bookmark: _Toc236741086]5.10 Compliance Strategy
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Figure 18: Compliance Strategy Lifecycle

The compliance lifecycle involves governance, implementation, audit, monitor and improvement as illustrated in figure 9. AeroLink Logistics (ALL) should align its security programme with the UK GDPR, Data Protection Act 2018, ISO/IEC 27001:2022, Network and Information Systems (NIS) Regulations 2018, Cyber Essentials Plus certification [41]. The audits help to keep the compliance ongoing. The verification is done by internal audit on a regular basis. 
[bookmark: _Toc236741087]6. Critical Discussion: Importance of Continuous Updates to Regulations and Standards
Marinating good practice may lead to highlight the evolving cyber threat landscape which ensure emerging threats such as ransomware, AI-powered attacks, phishing. Also, different rules and regulations including UK GDPR, NIS Regulations, ISO/IEC 27001:2022, and NIST CSF 2.0 helps to strength the organisation to maintain their regular review as improving their security system. 
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Figure 19: Continuous Improvement Cycle for Cybersecurity Governance

The Continuous Improvement Cycle illustrated in Figure 10 monitors threats and reviews security performance, promotes updates of policies, controls and audits and implements improvements which is followed by repetition. Cybersecurity governance will not be static but rather dynamic, evolving through a cycle of governance.
The automated cyberattacks help in data poisoning through the new artificial intelligence (AI) systems model [42]. To adopt more IoT devices, Cloud Services increased the number of interconnected supply chains, and the organisational attack surfaces became stretched [43]. Managing risk by strengthening governance led to highlighting the Framework of CSF 2.0 of NIST Cybersecurity which can increase the ability of supply-chain security which has helped ISO/IEC 27001:2022. The National Cyber Security Centre (NCSC) in the UK highlighted the threat advisories which needed continuous updates to highlight the confirmation system [44]. 
[bookmark: _Toc236741088]7. Conclusion and Recommendations
The report analyzed the information security challenges being faced by AeroLink Logistics (ALL). It further assessed various leading security frameworks such as COBIT 2019, ISO/IEC 27001:2022, NIST Cybersecurity Framework (CSF) 2.0, and ITIL 4. It was found that ALL’s incident of no harmonized governance structure, the absence of formal risk management, regulatory compliance, and vendor oversight has raised its vulnerability towards cyber threats, data breaches, and operational disruptions. To bridge these issues, it designed an integrated security governance framework on strategic governance, risk-based security management, operational controls and continual service improvement.
The framework helps businesses achieve significant benefits through increased governance accountability and regulatory compliance, enhanced access controls, strengthened security capabilities for cloud and IoT, and improved incident response and business continuity.
In order to sustain these enhancements, ALL must make efforts towards obtaining ISO/IEC 27001 certification, set up a Security Governance Committee headed by a Chief Information Security Officer (CISO), implement continuous risk assessments and security audits, strengthen third-party vendor governance through robust Service Level Agreements (SLAs), and invest in employee cybersecurity awareness programmes. 
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