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[bookmark: _Toc237018967]1. Introduction 
[bookmark: _Toc237018968]1.1 Background
Cloud computing has changed the face of contemporary information technology. This refers to the provision of scalable computing resources over the Internet, as opposed to the traditional on-premises infrastructure. The hardware virtualization function allows two or more virtual machines to run on a single computer’s hard disk. Similarly, containerization so, the latest buzzword in application development.  Docker has emerged as the leading container platform that enables easy deployment of applications in the same manner in both the development and production environments [1]. Also, Docker has dramatically advanced DevOps capabilities via automation and continuous integration [2]. Scalability, resilience and flexibility are even better with cloud-native applications. Firms like Netflix, Amazon, Spotify, Uber, and others use the latest technology stack which includes Docker, Microservices and Cloud Native Architecture to provide highly available, scalable, reliable digital services.
[bookmark: _Toc237018969]1.2 Aim and Objectives 
The aim of this report is to investigate Docker technology in practical cloud implementation systems which lead to highlight cloud computing concepts across modern cloud architectures, supporting scalable application deployment.
· To investigate different AI technologies in implementing Docker principles.
· To demonstrate practical cloud examples which helps in Docker implementation.
· To analyse deployment concepts of key cloud computing technologies.
· To evaluate supporting scalability across modern cloud architecture systems which highlight the resilient applications.
[bookmark: _Toc237018970]1.3 Structure of the report 
The report begins with an introduction of Docker Technology through the principles of Virtualisation, Containerisation, Docker Image Creation, Docker hub Publish, Container Volumes and Networking, all supported with laboratory sessions practicals. It then assesses key cloud computing concepts including load balancing, scalability and application gateways with reference to cloud provider implementations. 
The report further studies the main reasons behind the adoption of cloud computing and compares server less computing with containerisation. The report presents a video demonstration of the practical work, followed by a conclusion summarising the key findings, practical outcomes and recommendations for modern cloud-native application deployment.
[bookmark: _Toc237018971]2. Cloud Technology (Docker) and Practical Examples 
[bookmark: _Toc237018972]2.1 Evolution of Virtualisation 
Virtualisation technology has been changing computing by enhancing hardware usage, lowering operational costs and improving agility. The organisation highlights the physical servers which lead to maintain by an operating system that may physically serve the application to maintain the server [3]. The Hypervisors changed model may allow to highlight the operating systems to keep isolated the hardware while the operational system may be operating several systems [4]. VMware ESXi, Microsoft Hyper-V and the open-source Kernel-based Virtual Machine (KVM) are popular enterprise hypervisors which allow secure allocation of resources, isolation of workloads and centralised management. 
As hypervisor technology developed further, Virtual Machines (VMs) have formed the basis for cloud computing, as firms could allocate servers on demand while remaining application isolated. virtualisation from public cloud providers highlight that the infrastructure as a Service (IaaS) is offered via the technology lead to formulate the result [5]. For instance, AWS offers to launch virtual servers across a Microsoft Azure Virtual Machines that can provide scalable compute resources across integrating monitoring and security [6]. As cloud-native technologies advanced, containers were produced that used the host OS kernel to ensure application isolation and were lightweight compared to VMs. The evolution demonstrates a continuous move to more efficient, scalable and operationally agile modern cloud environments.
[bookmark: _Toc237015613]Figure 1: Computing evaluation 
[image: ] 
Figure 1 shows the evolution of technology from physical servers to serverless systems. The use of resource utilization, deployment speed, and good scalability are improved in each of the stages. Further, the infrastructure management overhead is reduced. Modern cloud options combine virtual machines, containers, and serverless to support application deployment that is flexible, highly available, and cost-efficient.
[bookmark: _Toc237015649]Table 1: Comparison of Physical Server vs. VM vs. Container 
	Feature
	Physical Server
	Virtual Machine
	Container

	Hardware
	Dedicated
	Shared
	Shared

	Isolation
	Hardware
	Hypervisor
	OS Kernel

	Startup Time
	Minutes
	Minutes
	Seconds

	Resource Usage
	High
	Medium
	Low

	Performance
	High
	High
	Very High

	Portability
	Low
	Medium
	High

	Scalability
	Limited
	Good
	Excellent

	OS Instance
	One
	Multiple
	Shared Host OS

	Deployment Speed
	Slow
	Moderate
	Fast

	Typical Use
	Legacy Apps
	Enterprise Systems
	Cloud-native Apps



The comparison illustrates the evolution from heavy devices to light containers. Virtual machines utilise hardware virtualisation to make optimal use of the system resources whereas containers minimally impact overhead because they make use of the host OS. As a result, containers enable faster deployment, enhanced portability and superior scalability, making them the go-to solution for modern cloud-native applications.
[bookmark: _Toc237018973]2.2 Principles of Virtualisation 
[bookmark: _Toc237015614]Figure 2: Virtualisation Architecture
[image: ] 
The figure 2 highlights that Type 1 hypervisor focuses on physical hardware which may enable virtual machines to share computing. Virtualisation is the foundational technology that allows more than one independent computing environment to run on a single physical server using a hypervisor. 
[bookmark: _Toc237015615]Figure 3: VM installation / Docker installation
[image: ]
A hypervisor is an essential component of the virtual machine that abstracts the hardware of the host system. Type 1 hypervisors such as VMware ESXi, Microsoft Hyper-V and KVM run on the physical hardware of host machines. Thus, they offer improved performance, security and scalability for enterprise and cloud environments. Type 2 hypervisors are highlighting a VMware Workstation which also known as hosted hypervisors including Oracle VirtualBox [7]. These hypervisors run on top of the host operating system. Moreover, they are used for development, testing and educational activities.
The HAL allows guest operating systems to manage virtual hardware instead of the physical machines so that workloads are isolated and compatible. This architecture allows good sharing of resources but keeps virtual machines secure and separate [8]. Notably, the leading cloud providers, such as AWS EC2, Microsoft Azure Virtual Machines, Google Compute Engine, etc, depend on hypervisor-based virtualisation to offer IaaS with on-demand provisioning, HA and elastic scalability. 
[bookmark: _Toc237015616]Figure 4: Cloud Deployment Technologies

The main benefits of virtualisation are better aggregation of hardware, lower operating costs, simplified disaster recovery and faster provisioning. Nonetheless, when considering the performance of a highly intensive workload, a best-in-class bare-metal infrastructure may perform better than virtualisation.
[bookmark: _Toc237018974]2.3 Principles and Benefits of Containerisation 
[bookmark: _Toc237015617]Figure 5: Docker Architecture
[image: ]
Containerisation involves packaging an application along with its libraries and dependencies to create a container that can run on any computer [9]. Docker is the most popular container platform which comprises Docker Client, Docker Engine, Docker Daemon, Docker Registry, Images, and Containers. The ‘Docker Engine’ manages the containers’ lifecycle, while the other ‘Container Runtime’ runs the managed containers with the help of containerd and RUNC. Docker works by using Linux Namespaces to isolate process trees, network stacks, user IDs, and file systems to make a containerized app work [10]. 
Control Groups (c-groups) efficiently allocate CPUs, memory and storage to various containers to prevent a single container from using a lot of system resources. Moreover, as UnionFS is used to make layered images, this ensures quicker image creation, lesser storage, and sharing of common files between containers.
[bookmark: _Toc237015618]Figure 6: Docker installation and setup screenshots 
[image: ]
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Containers are capable of starting in seconds, using less hardware and providing the same result from dev to test to prod versus traditional virtual machines. The light design helps in speedy deployment, horizontal scaling and easier updates to applications, making them ideal for cloud-native and microservices-based applications. The practical implementation, namely the installation of Docker, verification of the configuration, and setting up of the environment, is demonstrated in Figures 6, which show the configuring of the Docker platform for creating the images and deploying the container.
[bookmark: _Toc237018975]2.4 Practical Example 1 - Dockerfile 
[bookmark: _Toc237018976]Demonstrate the Docker file 
A Dockerfile is textual in nature that consists of the instructions to build a docker image automatically. In this hands-on exercise, a Nginx web server image was created using the nginx:alpine image, a custom HTML file was copied into the default web directory, port 80 was exposed, and the container was launched using Docker [11]. 
[bookmark: _Toc237018977]Dockerfile Commands
In the docker file, the COPY command is a custom index.html file which highlight form “FROM” instruction specifies the image (nginx:alpine) as it built from the local directory across the Nginx web root (/usr/share/nginx/html). In the end, CMD starts the Nginx web server at the foreground using nginx -g “daemon off;” to keep the container active and serve web content. When combined, these commands automate the deployment of the application.
[bookmark: _Toc237018978]Dockerfile Code
# Base Image
FROM nginx:alpine
# Copy website files
COPY index.html /usr/share/nginx/html/
# Expose HTTP Port
EXPOSE 80
# Start Nginx
CMD ["nginx", "-g", "daemon off;"]
[bookmark: _Toc237018979]Docker Image Build and Deployment Process
[bookmark: _Toc237015619]Figure 7: Build Process Screen-shorts 
[image: ]
[bookmark: _Toc237015620]Figure 8: Image building and developing process Flow Chart
[image: ] 
Figure 8 shows the complete docker deployment workflow used for this practical implementation. We start with a docker file that sets the environment and configuration for the application. The command builds a Docker image that corresponds to the instructions and stores it locally. The image is then started using docker run to produce a running container for a Nginx web server. Using a web browser, users access the application via a mapped host port. By choice, the image can be uploaded on Docker Hub for distribution and fetched with docker pull later making application portable and collaborative software development.
[bookmark: _Toc237018980]Dockerfile Commands
[bookmark: _Toc237015650]Table 2: Commands and Purpose
	Command
	Purpose

	FROM
	Select Base Image

	COPY
	Copy Application Files

	EXPOSE
	Declare Container Port

	CMD
	Start Main Application

	docker build
	Build Docker Image

	docker images
	View Images

	docker run
	Launch Container

	docker ps
	View Running Containers



Table 2 highlights the instructions related to dockerfile and docker commands that were used to build an image and run a container. The commands in the Dockerfile define the application environment by taking a base image, copying application files, exposing network ports and starting the process [12]. The Docker CLI commands can verify the container launch as it has a ready Dockerfile which may build it previously to maintain the launch. 
[bookmark: _Toc237018981]2.5 Practical Example 2 - Docker Images and DockerHub 
[bookmark: _Toc237018982]Explain 
As an example, the layered architecture in a Dockerfile may highlight the instruction of separate layer to maintain the storage efficiency [13]. A repository containing the images, the tags identify the versions of the image such as v1 or latest. Thus, enabling versioning and rollback. You can publish images to public registries like Docker Hub or private registries maintained by organizations to distribute containerized applications securely across many environments.
[bookmark: _Toc237018983]Demonstration 
[bookmark: _Toc237015621]Figure 9: Showing the entire publishing process.
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After creating a Docker image successfully, it was tagged with a repository name using docker tag command and pushed to Docker Hub with docker push command. Other users are able to download the published image (srita005/acca7027-demo:v1) using the docker pull command. Similar image management services include GHCR, AWS ECR and ACR that offer secured image storage to develop cloud-native applications with proper image control and enterprise-level access management. 
[bookmark: _Toc237018984]Diagram of Lifecycle
[bookmark: _Toc237015622]Figure 10: Docker Image Lifecycle
[image: ] 
The entire life cycle of a Docker image built from a Docker file and pushed to a later download to run containers on any other compatible system is shown in Figure 10.
[bookmark: _Toc237018985]2.6 Practical Example 3 - Docker Volumes 
[bookmark: _Toc237018986]Docker Volumes
Docker volumes give storage services by hiding the application data from the container. Data stored in volumes is not tied to the container lifecycle; it remains accessible even if containers are stopped or removed or recreated. Docker offers three types of storage mechanisms such as Bind Mounts, Named Volumes, and Volume Drivers. Volumes that are called named volumes are managed entirely by Docker [14]. These volumes are best suited for production deployments. While volume drivers allow interaction with other storage solutions including but not limited to NAS, cloud storage and distributed file systems.
[bookmark: _Toc237018987]Demonstration
[bookmark: _Toc237015623]Figure 11: Illustrating the complete process.
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[bookmark: _Toc237018988]Docker Volume Architecture
[bookmark: _Toc237015624]Figure 12: Architecture
[image: ] 
Docker Create Volume to keep app data out of container footprint. The host directory, through a Docker volume, connects to the container to allow files to be shared continuously with the operating system that is running the container. As soon as we change the HTML file on the host machine, it reflects inside the container and shows up in the Nginx web server without rebuilding the Docker Image [15]. As the data is stored outside the container, it is recovered even after deletion or creation of the container. Which provides persistence and flexibility and efficient DevOps solution.
[bookmark: _Toc237018989]Docker Volume Types
[bookmark: _Toc237015651]Table 3: Volume Types by location, manage, and use
	Volume Type
	Storage Location
	Managed By
	Persistence
	Typical Use

	Bind Mount
	Host Directory
	User
	Yes
	Development

	Named Volume
	Docker Storage
	Docker
	Yes
	Production

	tmpfs
	System Memory (RAM)
	Docker
	No
	Temporary Data



The comparison of three major types of docker volumes is shown by table 3. Bind Mounts deliver direct access to host files. This makes them useful for software development and testing [15]. Giving the best input/output performance when using tmpfs lead to highlight that all information is lost when the container stops in RAM [16]. Choosing the right volume type will depend on the application requirements and trade-offs in persistence, performance, security and manageability in the container‌های environment.
[bookmark: _Toc237018990]2.7 Practical Example 4 - Docker Networking 
[bookmark: _Toc237018991]Networking Information 
Docker’s networking enables communication between containers while keeping them isolated and flexible. The pre-configured Bridge Network permits containers on the same host to communicate with each other via a virtual bridge [17]. This can achieve higher performance at the cost of reduced isolation. The Overlay Network links containers that are operating on multiple Docker hosts, often used with a Docker Swarm or Kubernetes cluster [18]. An internal Container DNS is also included by Docker through which containers are able to communicate with each other with the help of their container names and not IP addresses.
[bookmark: _Toc237018992]Demonstration
[bookmark: _Toc237015625]Figure 13: Creating a custom Docker bridge network (acca7027-net).
[image: ]
[bookmark: _Toc237015626]Figure 14: Running the Nginx container (web1) on the custom network
[image: ]
[bookmark: _Toc237015627]Figure 15: Launching
[image: ]
[bookmark: _Toc237018993]
Networking Architecture
[bookmark: _Toc237015629]Figure 17: Architecture for Networking 
[image: ]
The communication of different containers through the bridge docker network is shown in figure 17. Docker's Internal DNS will resolve all your Container names to their internal IPs. This enables reliably, securely and scalably connecting the containerized services on the same Docker host.
Modern organizations such as Netflix, Uber, and Spotify use Docker networking to link hundreds of containerized microservices. The use of an internal DNS allows our services to dynamically discover each other. The bridge and overlay networks will allow the services to communicate securely over the hosts. We provide networks that are capable of supporting cloud-native applications which are scalable, fault-tolerant and highly available.
[bookmark: _Toc237018994]2.8 Integrated Practical Demonstration 
[bookmark: _Toc237015630]Figure 18: complete implementation process - Creating, Building, Running, Verifying, Tagging, Publishing, and Demonstrating PHP updates to develop custom Docker bridge network
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The practical implementation encompassed all Docker concepts into a complete cloud-native deployment workflow. To begin with, a Dockerfile was created that used lightweight nginx:alpine as a base image and a custom HTML page was copied over. The host application can maintain the web browser by using docker container mapping the port 8080 which lead to build the image [19]. 
An internal DNS of Docker resolved highlight the curl command which verified that the container led to effect on their workflow [20]. This comprehensive workflow shows how Docker makes applications easier to package, deploy, port and scale. He says Docker works in everything from images to containers to volumes to networking, to give a consistent environment throughout development, testing and production [21].
[bookmark: _Toc237018995]Docker Deployment Workflow
[bookmark: _Toc237015631]Figure 19: Deployment Workflow
[image: ]
Figure 19 shows the complete deployment workflow of Docker used in the practical. The process starts with the creation of a Dockerfile , then a building and tagging of a Docker image, after which it is published to Docker Hub. The image is then retrieved to a Docker host and executed as an Nginx container [22]. Docker volumes create a persistent data storage which requires synchronisation of files between host and container, a custom bridge network internally created. Through that a single access point for further networking is created through docker DNS. When combined, these elements form a deployment pipeline that can be repeated, scaled, and executed on-the-go that powers their cloud-native apps and continuous delivery of software.
[bookmark: _Toc237018996]3. Cloud Computing Concepts 
[bookmark: _Toc237018997]3.1 Load Balancing 
[bookmark: _Toc237015632]Figure 20: Creating the AWS Target Group for EC2 instances.
[image: ]
[bookmark: _Toc237015633]Figure 21: Configuring health check settings.
[image: ]
[bookmark: _Toc237015634]Figure 22: Launching the Application Load Balancer (ALB).
[image: ]
[bookmark: _Toc237015635]Figure 23: Configuring ALB listeners and routing rules.
[image: ]
[bookmark: _Toc237015636]Figure 24: Registering EC2 instances with the target group.
[image: ]
[bookmark: _Toc237015637]Figure 25: Initial target health status.
[image: ]
[bookmark: _Toc237015638]Figure 26: Updating Availability Zone configuration.
[image: ]
[bookmark: _Toc237015639]Figure 27: Healthy target status after correction.
[image: ]
[bookmark: _Toc237015640]Figure 28: Traffic distributed across backend instances.
[image: ]
[bookmark: _Toc237015641]Figure 29: Successful browser access through the ALB DNS endpoint.
[image: ]
[bookmark: _Toc237018998]Explain 
Load balancing refers to distributing incoming client requests across multiple servers as a cloud computing technology to enhance application performance, availability and reliability. becoming overloaded by intelligently routing traffic to healthy backend instances  may stops any individual server from load balancing [23]. the TCP and UDP protocols highlight the IP addresses that can be maintain by port numbers across a Layer 4 (Transport) load balancer makes its routing decisions. Constant health checks on backend servers direct traffic away from failed servers ensuring the availability of the services.
To enable scalable and fault-tolerant applications, cloud providers deliver sophisticated load balancing services. The AWS Application Load Balancer (ALB) operates at layer 7 and deploys HTTP/HTTPS requests to your Amazon EC2 instances [24]. Further, It also performs automatic health checks and intelligently routes requests to your corresponding targets. During a practical implementation, an ALB was configured with a target group containing three EC2 instances and, after fixing the AZ configuration, traffic was sent to healthy instances. Google Cloud Load Balancer automatically directs users to the nearest healthy backend using a globally distributed Layer 7 and Layer 4 load balancing service which reduces latency as well. 
[bookmark: _Toc237018999]AWS Load Balancer Architecture
[bookmark: _Toc237015642]Figure 30: Load Balancer Architecture
[image: ]
As shown in Figure 30, an AWS Application Load Balancer distributes requests to multiple healthy EC2 instances. Health checks run continuously to ensure the server is available and the failed instances do not receive any traffic. This system promotes performance and fault tolerance while enhancing availability and supporting cloud-native scalability.
[bookmark: _Toc237015643]Figure 31: Request Distribution

The allocation of requests is balanced across the three EC2 instances. Each server is processing almost the same number of client requests so that no single one is overloaded. Using the resources efficiently improves performance, increases fault tolerance and allows for constant service availability even during peak loads.
[bookmark: _Toc237019000]3.2 Scalability 
[bookmark: _Toc237019001]Scalability in Cloud Computing
The ability of the cloud system to increase or decrease computing resources for different workloads to ensure the performance of the applications is Scalability. Vertical scaling, also known as scale-up, enhances resources like CPU, RAM or storage in an already present server; whereas, horizontal scaling or scale-out adds extra server instances to share and distribute the costs of the workload [25]. Horizontal scaling is especially useful for cloud-native applications because it minimizes concerns with individual machines and enhances availability and fault tolerance.
Auto Scaling Groups, referred to as ASGs, efficiently automate the addition or removal of instances according to workload metrics or policies. Elasticity builds on this concept by having resources dynamically match demand, so that organisations don’t pay for underutilised capacity.
[bookmark: _Toc237015644]Figure 32: EC2 instance configuration Process
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In the practical use case, three EC2 instances hosted the containerized application and this was registered to an AWS target group thus establishing the basis for horizontal scaling and distributed workloads in Figures.
Platforms like Amazon in the real world require a scalable infrastructure due to variations of customer activity especially during shopping events. Netflix employs elasticity within cloud infrastructure and distributed services to meet varying streaming demand. As a result, scalability optimises resource utilization, increases availability, performance, cost efficiency and helps in responding to variable cloud services.
[bookmark: _Toc237015645]Figure 33: Horizontal Scaling and Elastic Cloud Architecture
[image: ] 
Figure 33 illustrates the horizontal scaling, adding EC2 instances as demand for the application increases. The scaling policy uses metrics to increase or decrease available capacity, whereas the load balancer distributes requests appropriately across healthy instances. This design improves elasticity, availability, fault tolerance and resource efficiency for varying workloads.
[bookmark: _Toc237019002]3.3 Gateway 
An Application Gateway helps to load balance traffic based on specific applications in a specific business network. The Application Gateway works on the application layer. It intelligently routes traffic based on URL, host header, and other request attributes, unlike your standard network load balancer that only routes traffic [26].  One of its main features is SSL Termination, which means that encrypted HTTPS traffic is decrypted at the gateway, thereby reducing the processing burden on backend servers, and this also centralises certificate management. New-age application gateways also include a WAF which can protect web apps from popular cyber threats like SQL injection, XSS and DDoS (distributed denial-of-service) attacks using pre-defined security rules.
A critical capability is URL Routing meaning directing requests to various back-end services based on their URL paths or hostnames. For example, a request to /api can be sent to the API service and a request to /images to a content server. It supports microservices architecture and improves application scalability [27]. Layer 7 Routing allows us to use HTTP headers, cookies, and request methods to better manage traffic. Microsoft Azure Application Gateway and AWS ALB can provide this functionality which boosts the security, performance and availability of modern cloud-native applications.
[bookmark: _Toc237015646]Figure 34: Application Gateway Architecture
[image: ]
As shown in Figure 34, the Application Gateway terminates incoming HTTPS requests to send requests to the backend. SSL termination involves decrypting encrypted network traffic at the gateway [28]. Hence, it reduces the computation burden on application servers. You can also manage your certificates easily. The routing, whether URL or host based, forwards client requests to any backend servers including static content, web or API servers. Microservices and cloud-native deployments are supported by this secure architecture that improves performance, scalability and availability. Thus, Application Gateways are Essential for Cloud Infrastructure in Enterprises.
[bookmark: _Toc237019003]3.4 Why Load Balancing and Scaling Complement Each Other 
[bookmark: _Toc237015647]Figure 35: Relationship Between Load Balancing and Auto Scaling
[image: ]
Load balancing and scaling are cloud technologies that can work best together since they cumulatively enhance the P’s like availability, elasticity, performance as well as fault tolerance. Load balancing technology or method that makes sure to spread the requests equally across various servers. Meanwhile, auto-scaling adjusts an application’s resource allocation to meet changing workloads by adding instances [29]. When traffic spikes, new resources are automatically added but during low demand periods they are removed. This way, resource utilisation is cost effective. 
[bookmark: _Toc237019004]3.5 Benefits of Combining All Three Technologies 
Auto Scaling automatically resizes the number of running instances in line with demand. That is, it is able to scale instance capacity up during peak traffic while also reducing costs during off-peak times.
The integrated architecture provides several business benefits of high reliability, better application performance, continuous availability and enhanced security. As soon as one server is off-line, traffic is routed to healthy instances immediately. At the same time, Auto Scaling automatically provisions replacement instances. Consequently, users are provided with uninterrupted services with minimum latency.
Implementations in the real world prove its effectiveness. Amazon uses these technologies to keep its e-commerce services responsive on major shopping days such as Prime Day. 
[bookmark: _Toc237015652]Table 4: Benefits of Combining Cloud Technologies
	Technology
	Purpose
	Business Benefit

	Application Gateway
	Layer 7 Routing
	Secure Traffic Management

	Web Application Firewall (WAF)
	Threat Protection
	Improved Security

	Load Balancer
	Traffic Distribution
	High Availability

	Auto Scaling
	Dynamic Resource Allocation
	Elastic Scalability

	Health Checks
	Monitor Server Status
	Fault Tolerance

	SSL Termination
	HTTPS Processing
	Better Performance

	Target Groups
	Backend Management
	Reliable Service Delivery



[bookmark: _Toc237019005]4. Driving Forces & Serverless vs Containerisation 
[bookmark: _Toc237019006]4.1 Drivers 
The fast growth of cloud computing has been driven by various technological and business factors which allow organisations to enhance their operational efficiency and stay competitive in today’s digital economy. One of the primary drivers of reducing cost is the ability of a cloud platform to diminish capital spending on servers by charging universally on a pay-as-you-go basis. While implementing practically provisioned EC2 instances, ALB and Docker containers showed how the cloud resources are provisioned only when required resulting in reduced infrastructure cost.
Docker highlight the deployment across multiple environments which offer a crucial solution with their flexible compatibility, assuring successful execution anywhere [30]. Cloud computing scalability refers to the ability of the cloud resources to increase or decrease automatically depending on the workload through the utilization of an auto-scaling group and load balancer [31]. Since every location is remote, developers and consumers can access cloud services securely. Thus, supporting hybrid and distributed working. Also, quick launch through Docker images and container registries reduces time to market through automated software packaging and deploying.
Cloud providers also offer worldwide availability using data centres based in multiple countries that keep applications available with low latency in various regions. Cloud computing indeed supports green computing in the digital transformation by optimising hardware deployment.
[bookmark: _Toc237019007]4.2 Serverless Computing 
[bookmark: _Toc237015648]Figure 36: Computing Architecture
[image: ] 
Serverless computing is a cloud execution model where developers can deploy the application code without managing the servers and/or OS [32]. The cloud service provides infrastructure, scales resources, and charges by execution time, not by the contract. This allows organisations to concentrate on application development instead of infrastructure management. The development of event-driven applications highlight the Event Grid Azure Storage system which lead to highlight the Working system [33]. HTTP triggers, whereas Google Cloud Functions automatically runs code in response to Cloud Storage Events, Pub/Sub messages, and HTTP requests.
This greatly enhances resource utilization as no compute resources remain up during idle times. At the same time, the system has a cold-start limitation, whereby, after some time of inactivity of a function, it will undergo additional latency during startup of the system. This happens particularly for a larger or less frequented application. Even so, serverless computing automatically scales to meet demand and executes cost-efficiently for variable workloads with less infrastructure management. 
[bookmark: _Toc237019008]4.3 Serverless vs Containerisation 
Scaling maintenance by Cloud providers will automatically handle infrastructure provisioning in this factor [34]. Thereby, giving users more control over the run-time environment across the Containerisation takes applications packages across their dependencies to develop lightweight containers process of deployment [35].
AWS Lambda scale automatically across response to events that trigger their executions for execution with intermittent across unpredictable demand. The Docker and orchestration platforms provide consistent environments by using Kubernetes technology which may help to develop predictable performance [36]. You need to manage infrastructure for containers but they offer more freedom, portability, and less vendor lock-in because they can be deployed across clouds and on-prem.
Frequently companies take a hybrid approach. As an illustration, docker containers based on Amazon ECS or EKS are often implemented with AWS Lambda functions, catering to microservice and event-driven workloads. The same way, Microsoft’s Azure Container Apps, AKS and Azure Functions integration offers businesses to pick suitable application hosting models according to ability to carry out functions, scale and manage.
[bookmark: _Toc237015653]Table 5: Serverless vs. Containerisation
	Feature
	Serverless
	Containerisation

	Deployment
	Functions
	Containers

	Scaling
	Automatic
	Manual / Orchestrated

	Cost Model
	Pay per Execution
	Pay for Running Resources

	Performance
	Cold Start Possible
	Consistent Performance

	Flexibility
	Moderate
	High

	Infrastructure Control
	Low
	High

	Startup Time
	Milliseconds (Cold Start Possible)
	Seconds

	Security Responsibility
	Mostly Cloud Provider
	Shared Responsibility

	Vendor Lock-in
	Higher
	Lower

	Typical Use Cases
	APIs, Automation, Events
	Microservices, Web Apps, Enterprise Systems
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[bookmark: _Toc237019010]6. Critical Discussion 
Containerized applications will dominate cloud-native development going forward because of their portability, scalability and efficient resource usage. Organizations building microservices across hybrid cloud architectures which will highlight the orchestration platforms to maintain the integrate system by using Container technologies with automation security system [25]. Allowing faster software delivery which also can highlight the operational flexibility across the cloud environments.
The industry standard for container orchestration highlight the Kubernetes automates deployment which highlight the scaling process that networking lifecycle management. Kubernetes is uncomplicated to its self-healing capabilities so, management of large-scale applications highlight the rolling updates across automatic load balancing system [34]. 
Cloud computing is one type of AI predictive scaling which being revolutionized across the automated infrastructure management lead to maintain also the resource optimization [2]. AI monitoring helps in detecting anomalies that improves the security while reducing operation overhead which highlight the application behaviour to analysis continuous development [11]. 
Enabling fast application deployment in lightweight containers resource usage is extremely low which can also highlight the lowers latency [23]. Developing threats in modern cloud environments principles of zero trust highlight that the automated policies for security enforcement can shield containerized workloads from new [3]. 
Cost-effective application deployment is use to grow businesses easier so, the infrastructure management can enhance cold-start efficiency. However, event-driven design will drive wider usage across multi-cloud support which highlight that the solution maintains the revisionary effect. Harnessing the capabilities of AI Kubernetes across the Cloud solutions will become more cloud-native, resulting in it is super flexible with serverless platforms.
While reducing wastage the Virtualization, containerization, and serverless computing boost hardware utilization. These technologies enable eco-friendly, cost-effective and sustainable digital transformation when coupled with renewable-energy powered data centres.
[bookmark: _Toc237019011]7. Conclusion 
This report looks into the world of cloud computing technologies with emphasis on virtualisation, Docker containerisation and modern cloud-native architecture. The technology that formed the basis of cloud computing is virtualisation.  By using hypervisors and virtual machines, resources get shared efficiently. Extending from this foundation, Docker showed the role of containerisation in making applications portable, consistent, scalable and easy to deploy by implementing Docker files; images; Docker Hub; volumes; and container networking.
Moreover, the discussion showed that serverless computing complements containerisation through event-driven execution, automatic scaling and cost-efficient utilisation of resources. The panel discussion highlighted that cutting-edge technology, including Kubernetes, Artificial Intelligence, Edge Computing and Green Cloud Computing, will spearhead cloud infrastructure and digital transformation in the future.  
To make apps better in terms of portability, scalability, and continuous deployment Kubernets orchestrated docker containers should be adopted by organisations. Most existing applications and services are likely deployed in a public cloud or on-prem. As such, organizations must adopt a hybrid cloud architecture that combines containers with serverless services, most particularly AWS Lambda or Azure Functions. 
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[bookmark: _Toc237019013]Appendix A: LOAD BALANCING (CONCEPT OF TARGET GROUP)
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The only difference for instance 1 is we gave it a different container name (web-80 instead of web)  because instance 1 already has a container running (the original one on port 8080), and Docker won't let two containers share the same name on one host. That's the only reason it looks different from the instance 2/3 commands not the one-line structure itself.
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FOR LOAD BALANCING
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THE LOCAL LINK: https://www.awesomescreenshot.com/video/55605627?key=aea6aba85de2f6bcbc1a7855ffa799a5 
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[inst3 $ ssh -i acca7027-key.pem ubuntu@107.22.158.75

The authenticity of host '107.22.158.75 (107.22.158.75)' can't be established.
ED25519 key fingerprint is: SHA256:m4EtkéeAECCcVQiHhjpH2XmZINZXwMI4cQrzgWBiR8NQ
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '107.22.158.75' (ED25519) to the list of known hosts.
Welcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.17.0-1017-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Thu Aug 6 23:52:48 UTC 2026

System load: 0.0 Temperature: -273.1 C
Usage of /: 26.6% of 6.716GB  Processes: 109

Memory usage: 25% Users logged in: ]

Swap usage: 0% IPv4 address for ensb5: 172.31.29.55

Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.
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ubuntu@ip-172-31-29-55:~$ sudo apt update
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8
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Get:27 http://security.ubuntu.com/ubuntu noble-security/universe amdé4 c—n-f Metadata [24.2 kB]

Get:28 http://security.ubuntu.com/ubuntu noble-security/restricted amdé4 Packages [1320 kB]

Get:29 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/universe amdé4 c-n-f Metadata [34.9 kB]
Get:30 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/restricted amdé4 Packages [1414 kB]
Get:31 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/restricted Translation-en [320 kB]
Get:32 http://security.ubuntu.com/ubuntu noble-security/restricted Translation-en [302 kB]

Get:33 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/multiverse amdé4 Packages [45.4 kB]
Get:34 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/multiverse Translation-en [12.3 kB]
Get:35 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/multiverse amdé4 Components [940 B]
Get:36 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/multiverse amdé4 c-n—f Metadata [656 Bl
Get:37 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/main amdé4 Packages [40.6 kB]
Get:38 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/main Translation-en [9172 B]

Get:39 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/main amdé4 Components [5744 Bl
Get:40 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/main amdé4 c-n-f Metadata [368 B]
Get:41 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/universe amdé4 Packages [31.0 kB]
Get:42 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/universe Translation-en [18.6 kB]
Get:43 http://security.ubuntu.com/ubuntu noble-security/multiverse amdé4 Packages [40.3 kB]

Get:44 http://security.ubuntu.com/ubuntu noble-security/multiverse Translation-en [10.6 kB]

Get:45 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/universe amdé4 Components [12.6 kB]
Get:46 http://security.ubuntu.com/ubuntu noble-security/multiverse amdé4 Components [208 B]

Get:47 http://security.ubuntu.com/ubuntu noble-security/multiverse amdé4 c-n—f Metadata [468 B]

Get:48 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/universe amdé4 c-n-f Metadata [1588 B]
Get:49 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/restricted amdé4 Components [212 B]
Get:50 http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/restricted amdé4 c-n—f Metadata [116 B]
Get:51 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble-backports/multiverse amdé4 Packages [748 B]
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ubuntu@ip-172-31-29-55:~$ mkdir ~/acca7027-demo && cd ~/acca7027-demo
[nano index.html
ubuntu@ip-172-31-29-55:~/acca7027-demo$ ||
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GNU nano 7.2
DOCTYPE html>
<html>
<head><tit1e>ACCA7627 Docker Demo</title></head>
<body>
<h1>Hello from my Dockerised Nginx server!</hi>
<p>Served by Instance 3</p>

html

</body>
</html>
[ Read 9 lines ]
E Help write Out R where Is % Cut B Execute Location Undo T set Mark To Bracket Previous & Back Prev Word & Home
¥ Exit Read File & Replace Paste B Justify & 6o To Line Redo I=Y Copy ¢ Where was  [JRY Next i Forward & Next Word End
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[ubuntu@ip-172-31-29-55: ~/acca7027—dem0$ nano Dockerflle
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GNU _nano 7 Dockerfile x
FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index.html

EXPOSE 8ol
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ubuntu@ip-172-31-29-55:~/acca7627-demo$ docker build -t acca7@27-demo-instance3 .
[docker run -d ——name web —p 80:80 acca7027-demo-instance3
[+] Building 2.7s (7/7) FINISHED
=> [internal] load build definition from Dockerfile
=> => transferring dockerfile: 114B
=> [internal] load metadata for docker.io/library/nginx:alpine
=> [internall] load .dockerignore
=> => transferring context: 2B
=> [internal] load build context
=> => transferring context: 215B
=> [1/2] FROM docker.io/library/nginx:alpine@sha256:4a73073bd557c65b759505da@37898b61f1lbebcbec3c2c3aeac22d2a470c1752
=> => resolve docker.io/library/nginx:alpine@sha256:4a73073bd557c65b759505da@37898b61f1lbebécbec3c2c3aeac22d2a470c1752
=> => sha256:390dc935348d8070e695Fbaae2a4bbl14Th9e69c591628e7576036ee9d5244c9 1.40kB / 1.40kB
=> => sha256:d0008c891db48b51526d914bce9e8d889fela9d1f08291ae03fe97f87172638 1.21kB / 1.21kB
=> => sha256:46T977ee45214399c208714ata034868d6056864F8a0cT3c643abl43dd802c80 404B / 404B
=> => sha256:62bec68d7c31c4c8a19d812d84da5T7748e54690c037979945b6c5b6c924b142 957B / 957B
=> => sha256:46519e7231d2eb5604df229beb44d59719a489eaa7aca52982535a010b07a%ed 20.31MB / 20.31MB
=> => sha256:1223f016b4e4sa2c21f7c49d4837fbfd47a9dab436b511690cale582fc2810d59 627B / 627B
=> => sha256:3cd534fe98c64d68alf4flc83abb8d5cha7ectd7be88e592389929d12e6253da 1.89MB / 1.89MB
=> => sha256:55afalecc21d2bb5e5045f32dafee56272ffd89860bac26f6c32123439af26a4 3.85MB / 3.85MB
=> => extracting sha256:55afalecc21d2bb5e5045f32dafee56272ffd8986@bac26T6c32123439af26a4
=> => extracting sha256:3cd534fe98c64d68alfsflc83abb8d5cha7ectd7be88e592389929d12e6253da
=> => extracting sha256:1223f0@16b4esta2c21f7c49d4837Fbfd47a9dab4t36b511690cale582Fc2810d59
=> => extracting sha256:62bec68d7c31c4c8a19d812d84da5f7748e54690c037979945b6c5b6Cc924b142
=> => extracting sha256:467977ee452f4399c208714aTa034868d6056864T8a0cT3c643ab143dd802c80
=> => extracting sha256:d0008c891db48b5f526d914bce9e8d889fela9d1f08291ae@3fe971871726138
=> => extracting sha256:390dc935348d8070e695fbaae2a4tbb114fb9e69c591628e7576036ee9d5244c9
=> => extracting sha256:46519e7231d2eb5604df229beb44d59719a489eaa7acab2982535a010b07a%ed
=> [2/2] COPY index.html /usr/share/nginx/html/index.html
=> exporting to image
=> => exporting layers
=> => exporting manifest sha256:e22bdb2b223b4f57927e180e838ed2469cf9531ffdd9@ceastb511f3d@bcl1917f
=> => exporting config sha256:3c445844dd363f6c7c3f1845a67bfdd7b4449c96534b93chb8331776502eT6049
=> => exporting attestation manifest sha256:ef46ef2fb8e350255d898eab481213812bad73594eecab2dcd1488dabe6580ab
=> => exporting manifest list sha256:3baé7e73f6a686al0ecd2a55af51922d6266dbd2a779c72ec31721bffbc862ab
=> => naming to docker.io/library/acca7027-demo-instance3:latest
=> => unpacking to docker.io/library/acca7027-demo-instance3:latest
798773f03acc4b43cdf3ealb15d680a628c65aab0aef97810796216e20b1c215
ubuntu@ip-172-31-29-55: ~/acca7627-demo$ [I
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EC2 > Targetgroups > Create target group s G

Create target group

Step 1
@ Create target group Create target group

Atarget group can be made up of one or more targets. Your load balancer routes requests to the targets in a target group and performs health checks on the targets.

Step 2 - recommended
Register targets

Settings - immutable

Step 3
Choose a target type and the load balancer and listener will route traffic to your target. These settings can't be modified after target group creation.”,

Review and create

Target type
Indicate what resource type you want to target. Only the selected resource type can be registered to this target group.

© Instances () IP addresses
Supports load balancing to instances in a VPC. Integrate with Supports load balancing to VPC and on-premises resources,
Auto Scaling Groups or ECS services for automatic management. Facilitates routing to IP addresses and network interfaces on the
same instance. Supports IPV6 targets.

suitable for: [ALB'| [ NLB | | GWLB.

Suitable for: (ALB| | NLB | | GWLB

() Lambda function () Application Load Balancer
Supports load balancing to a single Lambda function. ALB Allows use of static IP addresses and PrivateLink with an
required as traffic source. Application Load Balancer. NLB required as traffic source.
Suitable for: (ALY Suitable for: [ NLB,
Target group name
Name must be unique per Region per AWS account.
~
( acca7027-td
7

Accepts: a-z, A-Z, 0-9, and hyphen (-). Can't begin or end with hyphen. 1-32 total characters; Count: 11/32

Protocol Port
Protocol for communication between the load balancer and targets. Port number where targets receive traffic. Can be overridden for
( individual targets during registration.
HTTP v p .
80 <
1-65535
IP address type
Only targets with the indicated IP address type can be registered to this target group.
O IPva

Each instance has a default network interface (eth0) that is assigned the primary private IPv4 address. Th
the one that will be applied to the tar

stance's primary private IPv4 address is

Cloudshell [ Agent Toolkit for AWS ~ Feedback [ Console Mobile App Amazon Web Services, Inc. or its affi Privacy Terms  Cookie preferences
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Connection reset by peer

:~/acca7027-demo$ Read from remote host 52.55.101.12:
Connection to 52.55.101.12 closed.

client_loop: send disconnect: Broken pipe

[cldlab:\w$ docker run —d —name web-80 -p 80:80 srita@@5/acca7027-demo:vil
zsh: command not found: docker

[cldlab:\w$ ssh -i acca7027-key.pem ubuntu@52.55.101.12

Welcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.17.0-1017-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Fri Aug 7 00:03:43 UTC 2026

System load: 0.0 Temperature: -273.1 C
Usage of /: 46.0% of 6.71GB  Processes: 137

Memory usage: 40% Users logged in: 1

Swap usage: 0% IPv4 address for ensb5: 172.31.24.140

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

sk System restart required ¥k

Last login: Thu Aug 6 22:49:55 2026 from 49.37.113.171

[ubuntu@ip-172-31-24-140:~$ docker run —d —name web-80 -p 80:80 srita@@5/acca7027-demo:vil
2bb082eea7b4088a232b28d64a81099c42244cdf79cbe9a73af2c301cca8e8a7
ubuntu@ip-172-31-24-140:~$ [I
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= EC2 > Targetgroups > Create target group

Step 1

@ Create target group Register targets - recommended

This is an optional step to create a target group. However, to ensure that your load balancer routes traffic to this target group you must register your targets.
Step 2 - recommended

(® Register targets

Available instances (3)

Step3
Revi d creaty ( \
eviewand create | @ Fitter instances 1 ]
0O Instance ID v | Name v State v | Security groups v Zone v| P
O i-09d7340fcbb914728 acca7027-web-3 @ Running launch-wizard-1 us-east-1c 1
O i-040c63cfae0e3e30c acca7027-web-2 @ Running launch-wizard-1 us-east-1c 1
O i-0f1¢31d19462e5300 acca7027-docker-demo @ Running launch-wizard-1 us-east-1c 1
0 selected
Ports for the selected instances
Ports for routing traffic to the selected instances.
80
1-65535 (separate multiple ports with commas)
Include as pending below
3 selections are now pending below. Include more or register targets when ready.
Review targets
Targets (3) Remove all pending
| Q Fitter targets | O show only pending 1 [}

026, Amazon Web Service: Privacy Terms  Cookie preferences
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Review targets

Targets (3)

L Q Filter targets
Instance ID v
i-09d7340fcbb914728 |2
i-040c63cfae0e3e30c 17

i-0f1¢31d19462e5300 12

3 pending

Name v

Create target group

acca7027-web-3
acca7027-web-2

acca7027-docker-demo

Port ¥

80

80

80

State v
@ Running
® Running

@ Running

‘ (@ Show only pending

Security groups Vv
launch-wizard-1
launch-wizard-1

launch-wizard-1

Zone v

us-east-1c

us-east-1c

us-east-1c

Private IPv4 address

172.31.29.55

172.31.21.221

172.31.24.140

Remove all pending

1 @
Subnet ID v
subnet-050ac1aecaab179d4
subnet-050ac1aecaab179d4

subnet-050ac1aecaab179d4

Cookie preferences

Feedback E Console Mobile App
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e EC2 > Targetgroups > acca7027-tg w5
vewdin

Fents I arn:awselasticloadbalancing:us-east-1:069176179640:targetgroup/acca7027-tg/be6d1b52d54f0f9e
v Instances
Instances Target type Protocol : Port Protocol version VPC
Instance Types Instance HTTP: 80 HTTP1 Vpc-0a2c66981d041ec6e 12
Launch Templates 1P address type Load balancer
Spot Requests IPva @ None associate

Savings Plans
Reserved Instances

Dedicated Hosts 3 @0 ®o0 3 0 0
Capacity Reservations Total targets Healthy Unhealthy Unused Initial Draining
Capacity Manager New 0 Anomalous
¥ Images
. Target group detai
AMIs bution of targets by Aval
AMI Catalog Select values in this table to see corresponding filters applied to the Registered targets table below.

v Elastic Block Store

Volumes

Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (3) e ® Anomaly mitigation: Not applicable @ Deregister

Security Groups
Elastic IPs

Target groups route requests to individual registered targets using the protocol and port number specified. Health checks are performed on all registered targets according to the target group's health check

settings. Anomaly detection is automatically applied to HTTP/HTTPS target groups with at least 3 healthy targets.
Placement Groups

Key Pairs | Q Fitter targets | 1 @
Network Interfaces

} ) Instance ID v Name v | Port v | Zzone v Healthstatus Vv | Health status details | Admini... ¥ Overri... ¥ Laun
¥ Load Balancing
Load Balancers ) i-09d7340fcbb914728 acca7027-web-3 80 us-east-1c (use... @ Unused Target group is not co... - - Augu
Target Groups
Trust Stores i-040c63cfaeOe3e30c acca7027-web-2 80 us-east-1c (use... © Unused Target group is not co... - - Augu
v Auto Scaling i-0f1c31d19462e5300 acca7027-dock... 80 us-east-1c (use... ® Unused Target group is not co... - - Augu

Auto Scaling Groups

Settings

preferences

[ cloudshell [ Agent Toolkit for AWS ~ Feedback  [¥ Console Mobile App © 2026, Amazon Web Ser nc. or its affiliates. Privacy
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L AL ueed s > Compare and select load balancer type

Compare and select load balancer type

A complete feature-by-feature comparison along with detailed highlights is also available. Learn more 12

Load balancer types

Application Load Balancer info

Choose an Application Load Balancer when
you need a flexible feature set for your
applications with HTTP and HTTPS traffic.
Operating at the request level, Application
Load Balancers provide advanced routing and
visibility features targeted at application
architectures, including microservices and
containers.

[ Cloudshell [ Agent Toolkit for AWS  Feedback

Network Load Balancer info

=~ Lo TINVPC

Choose a Network Load Balancer when you
need ultra-high performance, TLS offloading
at scale, centralized certificate deployment,
support for UDP, and static IP addresses for
your applications. Operating at the
connection level, Network Load Balancers are
capable of handling millions of requests per
second securely while maintaining ultra-low
latencies.

[¥ console Mobile App

Gateway Load Balancer info

Choose a Gateway Load Balancer when you
need to deploy and manage a fleet of third-

party virtual appliances that support GENEVE.

These appliances enable you to improve
security, compliance, and policy controls.

© 2026, Amazon Web Ser

nc. or its affiliates.

Privacy
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EC2 > Load balancers > Create Application Load Balancer © & 6

Create Application Load Balancer i

The Application Load Balancer distributes incoming HTTP and HTTPS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based on request attributes. When the load balancer receives a connection request, it
evaluates the listener rules in priority order to determine which rule to apply, and if applicable, it selects a target from the target group for the rule action.

» How Application Load Balancers work

Basic configuration

Load balancer name
Name must be unique within your AWS account and can't be changed after the load balancer is created.

acca7027-alb

Amaximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.
Create application load balancer

Scheme | Info
Scheme can't be changed after the load balancer is created.

© Internet-facing ‘ (

Internal

« Serves internal traffic.

« Has private IP addresses.

« DNS name resolves to private IPs.

« Compatible with the IPv4 and Dualstack IP address types.

« Serves internet-facing traffic.
« Has public IP addresses.

« DNS name resolves to public IPs.
« Requires a public subnet.

Load balancer IP address type | info
Select the front-end IP address type to assign to the load balancer. The VPC and subnets mapped to this load balancer must include the selected IP address types. Public IPv4 addresses have an additional cost.

O 1Pva

Includes only IPv4 addresses.

) Dualstack
Includes IPv4 and IPv6 addresses.

Dualstack without public IPv4
Includes a public IPv6 address, and private IPv4 and IPv6 addresses. Compatible with internet-facing load balancers only.

Network mapping info
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC | info

CloudShell [ Agent Toolkit for AWS ~ Feedback [ Console Mobile App Inc. or its affiliate Privacy Terms  Cookie preferences
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ers > Create Application Load Balancer 0w B
Create application load balancer -

Network mapping info
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC  Info

‘The load balancer will exist and scale within the selected VPC. The selected VPC is also where the load balancer targets must be hosted unless routing to Lambda or on-premises targets, or

if using VPC peering. To confirm the VPC for your targets, view target groups 12

vpc-0a2¢66981d041ec6e (default) o @ Create VPC 2
172.31.00/16

IP pools | Info
You can optionally choose to configure an IPAM pool s the preferred source for your load balancers IP addresses. Create or view Pools in the Amazon VPC IP Address Manager console (2.

] Use IPAM pool for public IPv4 addresses
‘The IPAM pool you choose will be the preferred source of public IPv4 addresses. If the pool is depleted IPv4 addresses will be assigned by AWS.

Availability Zones and subnets | Info
Select at least two Availability Zones and a subnet for each zone. A load balancer node will be placed in each selected zone and will automatically scale in response to traffic. The load balancer routes traffic to targets in the selected Availability Zones only.

us-east-1a (use1-az1)
Subnet

Only CIDR blocks corresponding to the load balancer IP address type are used. At least 8 available IP addresses are required for your load balancer to scale efficiently. Selected subnets must have Network ACL inbound and outbound ALLOW rules, and internet gateway (IGW)
routes configured to allow traffic.

subnet-0a97993391ee4d647
172.31.0.0/20 v

Network ACL ALLOW rules: Inbound (1) Outbound (1) |  Route table: IGW (V)
L J

us-east-1b (use1-az2)

Subnet
Only CIDR blocks corresponding to the load balancer IP address type are used. At least 8 available IP addresses are required for your load balancer to scale efficiently. Selected subnets must have Network ACL inbound and outbound ALLOW rules, and internet gateway (IGW)
routes configured to allow traffic.

subnet-0528c9bf7b7f971b7
172.31.80.0/20 v
Network ACL ALLOW rules: Inbound (1) Outbound (1) | Route table: IGW (¥)

(] us-east-1c (use1-az4)
() us-east-1d (use1-az6)
() us-east-1e (use1-az3)

() us-east-1f (use1-az5)

CloudShell [ Agent Toolkit for AWS ~ Feedback [ Console Mobile App Privacy Terms  Cookie preferences
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= EC2 > Loadbalancers > Create Application Load Balancer

Security groups info
A security group is a set of firewall rules that control the traffic to your load balancer. Listed security groups are in the same VPC as you selected above. Selected security groups must include at least 1 inbound rule and 1 outbound rule to allow

traffic to your load balancer.

Create application load balancer
v @ Create security group 12

Select up to 5 security groups

launch-wizard-1 (sg-07fd9d597c87ed6e1) X
Inbound rule (3)  Outbound rule (1)

Listeners and routing info
Alistener is a process that checks for connection requests using the port and protocol you configure. The rules that you define for a listener determine how the load balancer routes requests to its registered targets.

V¥ Listener HTTP:80 Remove

Port

Protocol

| wrTP v 80 S
1-65535

Default action | info

The default action is used if no other rules apply. Choose the default action for traffic on this listener.

Routing action

| © Forward to target groups ] Redirect to URL ‘ ‘ () Return fixed response

Forward to target group | Info
Choose a target group and specify routing weight or create target group (.

Target group Weight Percent
acca7027-tg HTTP @ 1 s 100%
Target type: Instance, IPv4 | Target stickiness: Off ‘D 999

+ Add target group
You can add up to 4 more target groups.

Amazon Web nc. or its affilia Privacy Terms  Coc
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© =2 > Losdbalancers > accazoz7-alb s 6

v Instances
Instances @ Successfully created load balancer: acca7027-alb

Instance Types It might take a few minutes for your load balancer to fully set up and route traffic. Targets will also take a few minutes to complete the registration process and pass initial health checks.

Launch Templates

Spot Requests

(@ Introducing configurable log deliveries for ALB
Savings Plans Send Application Load Balancer logs to multiple destinations — CloudWatch, S3, or Kinesis Firehose — giving you greater flexibility in how you store, analyze, and manage logs. Visit Logging in
Reserved Instances the Integrations tab.

Dedicated Hosts

Capacity Reservations acca7027-alb @

Capacity Manager New

¥ Images

AMIs v Details

AMI Catalog Load balancer type Status vPC Load balancer IP address type
v Elastic Block Store Application @ Provisioning Vpc-0a2c66981d041ec6e 12 1Pva

Volumes

S hat Scheme Hosted zone Availability Zones Date created

napsnots Internet-facing Z35SXDOTRQ7X7K subnet-0528c9bf7b7971b7 L7 us-east-1b August 7, 2026, 05:46 (UTC+05:30)

Lifecycle Manager (use1-az2)
v Network & Security subnet-0a97993391ee4d647 17 us-east-1a

Security Groups (use1-az1)

Elastic IPs

Placement Groups Load balancer ARN DNS name Info

Key Pairs [0 arn:aws:elasticloadbalancing:us-east-1:069176179640:loadbalancer/app/acca7027-alb/0026ab [0 acca7027-alb-85702930.us-east-1.elb.amazonaws.com (A Record)

7fc7e962c5

Network Interfaces
¥ Load Balancing

Load Balancers Listeners and rules Network mapping Resource map Security Monitoring Integrations Attributes Capacity Tags

Target Groups

Trust Stores

¥ Auto Scaling Listeners and rules (1) info @ Manage rules v Manage listener ¥

Auto Scaling Groups Alistener checks for connection requests on its configured protocol and port. Incoming requests are evaluated against rules in priority order; the first matching rule determines routing. If no rule matches,
the default action is applied.

i
Settings LQ Filter listeners J 1 °

CloudShell [ Agent Toolkit for AWS  Feedback [ Console Mobile App affiliates.  Privacy  Terms  Cookie preferences
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Registered targets (3) info : @ Deregister

Target groups route requests to individual registered targets using the protocol and port number specified. Health checks are performed on all registered targets according to the target group's health check
settings. Anomaly detection is automatically applied to HTTP/HTTPS target groups with at least 3 healthy targets.
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@ docker.desktop  persona Q search

&  Gordon in] Images  Give feedback @

@  Containers

Local My Hub

&3 Images

L

B togs 1.65GB/ 2.26 GBin use 7 images Last refresh: 52 minutes ago )

6 Volumes

@ Kubernetes Q search — [m

£ Builds

® Models (] Name Tag Image ID Created Size Actions

©®  Docker Hub 0 e htmkapp latest e68af20cade2 2monthsago  237.7 MB D> w

> MCP Toolkit CEDY -
O ®  dharmik3110/python-app latest d817c48a9860 2 months ago 1.59 GB [ o

&  Extensions O ®  python-app latest d817¢c48a9860 2 months ago 1.59 GB [ W
O ® nginx latest ecded8b5299e 2months ago  240.55 MB [ W

Terminal + v X
PS C:\Users\admin> docker --version Q Windo. «

Docker version 29.5.3, build dic@éef
Ps C:\Users\admin> |

[E]]

& Engine running (I RAM 1.65GB CPU 0.00% Disk: 3.59 GB used (limit 1006.85 GB) > Terminal v v4.77.0
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®  Docker Hub

2 MCP Toolkit

€  Extensions
Engine running

Images Give feedback @

Local My Hub

1.65GB/2.26 GBin use 7 images

Q search

]
8

m Name Taa Imaae ID
Terminal

PS C:\Users\admin> docker run hello-world

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(and64)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https: //hub.docker . con/

For more examples and ideas, visit:
https: //docs. docker . con/get-started/

RAM 1.69 GB CPU0.12% Disk: 3.59 GB used (limit 1006.85 GB)

Last refresh: 55 minutes ago )

Created Size Actions

jo]

Windo... X

[E]]

>_ Terminal v v4.77.0
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1.65GB/2.26 GBin use 7 images Last refresh: 55 minutes ago )

Q search

]
8

m Name Taa Imaae ID Created Size Actions
Terminal

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

jo)

Share images, automate workflows, and more with a free Docker ID:
https: //hub.docker . con/

[E]]

For more examples and ideas, visit:
https: //docs. docker . con/get-started/

PS C:\Users\admin> mkdir cloud-assignment-1

Directory:

:\Users\admin

LasthriteTime Length Name

17-08-2026 00:28 cloud-assignment-1

PS C:\Users\admin> cd cloud-assignment-1
PS C:\Users\admin\cloud-assignment-1> || N2

RAM 1.66 GB CPU 0.00% Disk: 3.59 GB used (limit 1006.85 GB)

Windo...

>_ Terminal

v VAT1.0
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Q search

@  Gordon

Q@

Containers

Images
Logs
Volumes
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@ ® YO0 Do

Docker Hub

%

MCP Toolkit

[

Extensions

& Engine running

Images Give feedback @

Local My Hub

1.65GB/2.26 GBin use 7 images

Q search = 0O
m Name
Terminal
Mode LasthiriteTime Length
17-08-2026 00:41 160
17-08-2026 00:33 181
17-08-2026 00:42 ]

PS C:\Users\admin\cloud-assignment-1> Rename-Item
PS C:\Users\admin\cloud-assignment-1> dir

Directory: C:\Users\admin\cloud-assignment-1

LasthriteTime Length
17-08-2026 00:41 160
17-08-2026 00:33 181
17-08-2026 00:42 ]

PS C:\Users\admin\cloud-assignment-1> |

Taa

Dockerfile.txt
index. htnl
index.php

"Dockerfile.txt" "Dockerfile"

Dockerfile
index. htnl
index.php

RAM 0.87 GB CPU0.12% Disk: 3.59 GB used (limit 1006.85 GB)

Imaae ID

Last refresh: 55 minutes ago )

Created Size Actions

jo)

Windo... X

[E]]

>_ Terminal v v4.77.0
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docker.desktop  persona Q search

@ Gordon Images  Give feedback @
@ Containers
. Local My Hub
&3 Images
® Logs .
1.65GB/2.26 GBinuse /images
6  Volumes
@ Kubernetes Q search = [m
£ Builds
@ Models m Name Taa Image ID Created Size
®  Docker Hub Tl
2 MCP Toolkit
I Info —To login with a different account, run 'docker logout' followed by 'docker login'
€  Extensions
Login Succeeded
PS C:\Users\admin\cloud-assignment-1> docker build -t dharmiki23/my-php-app:latest .
fi+] Building 8.6s (5/9) docker :desktop-linux
=> => transferring context: 28 0.0s
=> [1/4] FROM docker.io/library/php:8.2-apache@sha256:7e06895d44c29647db123c1b6410dbd7765ccbdd36054b941325ce59a486397b 6.9s
=> resolve docker.io/library/php:8.2-apache@sha256: 7e06895d44c29647db123c1b6410dbd7765ccbdd36054b941325ce592486397b 0.0s
sha256: 57e2ef95913b073232ece8a491649eeda3da78b3c2d90a922b3F9a5443910cf9 12.33MB / 12.33MB 5.0s
sha256:f9129bda8c17b72994F404128d68723001de3080487¢939779525F21e300213 8908 / 8908 0.2s
sha256: Ff2c69a8f89bb2487d09d49aedace31925459cbde5b2179aa08b4d742b52708 2.46kB / 2.46kB 0.3s
sha256:£34433e0706c3bb332d10e71d3024f0b06C3b1b600bad 1af173F786b93254941 2468 / 2468 0.3s
sha256:b1760316823965506c43b3fda8fdc596c8414a00e034d4675382cc767029121 2528 / 2528 0.2s
sha256: 68ddacaabbdef1fd8f31995473107a99F5b46d374beca76fFd5149ddd8831e60 4878 / 4878 0.1s
sha256:d58ad2497e3fff83ddc5d2c0d19246ead574ach5F1b5c2cobece07357df6075d 7.34MB / 11.46MB 6.2s
sha256:06edbe7ff5f970c1a3a8cb433d7171bab30c0a422554588a1c4cf5464ae89¢26 4828 / 4828 0.2s
sha256:4f4fb700ef54461cfa02571ac0db9a0dc1e0cdb5577484a6d75e68dc38e8acc 328 / 328 0.2s
=> => sha256:fb065642bacdd9c9a674a912396880707054F21846ed71787d3d475FefF55276 4318 / 4318 0.2s
sha256: abbb31aga77328c162adc731a9aa0abfb22cd8ca1874b16cf6862a9b771c5def 4.24MB / 4.24MB 4.0s
pgrace p => => sha256:d7d7fdd4eb6e9a925¢01fob8cd794a5coc8696e0861e097c8cF1e0df57de062b 2238 / 2238 0.5s

& Engine running (I RAM 0.99 GB CPU 18.80% Disk: 3.59 GB used (limit 1006.85 GB)

Last refresh: 1 hour ago )

Actions

Q Windo... X

>_ Terminal v v4.77.0
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@ docker.desktop  persona Q search

@ Gordon Images  Give feedback @
@ Containers
- Local My Hub
&3 Images
Logs
B Log 1,65 GB /2,26 GB in use & images Last refresh: 1 hour ago )
6 Volumes
©  Kubernetes Q search = @
4 Builds
@ Models N Name Taa Image ID Created Size Actions
@  Docker Hub Terminal Y *
X MCP Toolkit
=> [3/4] COPY . /var /www/html/ 01 Q Wind
=> [4/4] RUN chown -R www-data:ww-data /var /uaw/html 1.7s indo- *
&  Extensions => exporting to image 0.9s ey

=> exporting layers 0.4s
exporting manifest sha256:bc3fca035327a11fdb6cbc17cOf6d91a24c68331908a672c00b29825b7215d 0.0s
exporting config sha256:a90ad44ds8fclf6ofc5c558687adfF32849334257e5a535¢310a4a2bd857ce2f 0.0s
exporting attestation manifest sha256:b5c6d4dc084b97435Fbbob73799041dadb73aaf273d14037b21ebf64blac7esf 0.1s
exporting manifest list sha256:163a8bf7d55d94d2b0d2d96806e69ba78e5263a2620326dc0533016c05efc143 0.0s
naming to docker.io/dharmik123/my-php-app: latest 0.0s
unpacking to docker.io/dharmik123/my-php-app: latest 0.2s
PS C:\Users\admin\cloud-assignment-1> docker images

[E]]

f 1nfo — [0l 1In Use

TMAGE ™ DISK USAGE ~ CONTENT SIZE EXTRA
dharmik123/my-php-app: latest 16328bf7d55d 707MB 176MB
dharmik3110/python-app:latest  d817c48a9860 1.6GB aue 8
docker /welcome-to-docker:latest  cddS6c24dadf 22.218 6.031B
hello-world:latest 96498Ffd522¢ 25.9kB 9.49kB
html-app:latest e68af20cade2 238MB 63.1B
nginx:latest ecdedsb5299e 2418 66118
python-app:latest d817¢4829860 1.6GB 41118

ubuntu:latest 53958ec7b67c 166MB 45.3MB
UEiapts PS C:\Users\adnin\cloud-assignment-1> N2

& Engine running I RAM 1.81 GB CPU0.00% Disk: 4.25 GB used (limit 1006.85 GB) >_ Terminal v v4.77.0
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docker.desktop  persona Q search

@ Gordon Images  Give feedback @
@ Containers
Local My Hub
& Images
Logs
9 2.18 GB/2.26 GBin use 8 images Last refresh: 1 hour ago )
6  Volumes
@  Kubernetes Q search = (ID
£ Builds
@ Models (ml Name Taa Imace ID Created Size Actions
®  Docker Hub Tl i x
> MCP Toolkit CEDY
=> unpacking to docker.1io/dharmik123/my-php-app: latest e Q Wind
PS C:\Users\adnin\cloud-assignment-1> docker images indo- x
€  Extensions fnfo — 0l In Use ey
IMAGE » DISK USAGE ~ CONTENT SIZE EXTRA [myg
dharmik123/my-php-app: latest 163a8bf7d55d 707MB 176MB -
dharmik3116/python-app: latest d817¢48a9860 1.6GB aume [0l \0)
docker /welcome-to-docker: latest ~ c4dS6c24dadf 22.218 6.031B
hello-world:latest 96498Ffd522e 25.9kB 9.49kB
html-app:latest e68af20cade2 238MB 63.1B
nginx:latest ecdedsb5299e 2418 66118
python-app:latest d817c4829860 1.6GB 41118
ubuntu: latest 53958ec7b67c 166MB 45.318

PS C:\Users\admin\cloud-assignment-1> docker run -d --name my-php-container -p 8680:80 dharmik123/my-php-app:latest
24305d36F2544df1d6cb63af 1e7b9a7dfcb747469879Fed78Fa7dbdb297aa3c

What's next:

Debug this container error with Gordon —docker ai "help me fix this container error”
docker: Error response from daemon: ports are not available: exposing port TCP 0.0.0.0:8080 -» 127.0.0.1:0: listen tcp 0.0.0.0:8080: bind: Only
one usage of each socket address (protocol/network address/port) is normally permitted.

Run 'docker run --help’ for more information
Gl P PS C:\Users\admin\cloud-assignment-1> 4,

& Engine running 1 RAM 1.79 GB CPU7.29% Disk: 4.25 GB used (limit 1006.85 GB) >_ Terminal v v4.77.0
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= X
£ Builds
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®  Docker Hub Tl + v x
X MCP Toolkit . .
PS C:\Users\adnin\cloud-assignment-1> docker ps Q ing
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS indo-- x
€  Extensions NAMES 53

91ff0019ec49  dharmik123/my-php-app:latest  "docker-php-entrypoi.” 3 minutes ago Up 3 minutes 0.0.0.0:8081->80/tcp, [
my-php-container
PS C:\Users\admin\cloud-assignment-1> |

[E]]

Upgrade plan N

@ Engine running [N RAM 1.19 GB CPU0.25% Disk: 4.25 GB used (limit 1006.85 GB) >_ Terminal v v477.0
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docker.desktop  persona Q search

Gordon Images  Give feedback @
® Containers
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&3 Images
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8 Lo 1.65GB/ 2.26 GBin use 7 images Last refresh: 1 hour ago )
6  Volumes
S = o
£ Builds
®  Models [l Name Taa Imace ID Created size Actions
®  Docker Hub Tl + v x
2 MCP Toolkit X X X
PS C:\Users\adnin\cloud-assignment-1> docker login Q Wind
Authenticating with existing credentials... [Username: dharmik3110] indo... x
€  Extensions 53

f Info —To login with a different account, run 'docker logout’ followed by 'docker login’

[E]]

Login Succeeded
PS C:\Users\admin\cloud-assignment-1> |

Upgrade plan N

@ Engine running [N RAM 0.88 GB CPU 4.88% Disk: 3.59 GB used (limit 1006.85 GB) >_ Terminal v v477.0
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@ docker.desktop  persona Q search

@ Gordon Images  Give feedback @
@ Containers
Local My Hub
& Images
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B 2.18GB/2.26 GBinuse 8images Last refresh: 2 hours ago )
6  Volumes
@  Kubernetes Q search = (ID
£ Builds
@ Models (ml Name Taa Imace ID Created Size Actions
®  Docker Hub Tl i x
X MCP Toolkit €
f Info — Bl In Use Q Wind
IMAGE » DISK USAGE ~ CONTENT SIZE EXTRA indo-- x
£ Extensions dharmik123/my-php-app: Latest 8f26eeddofct 707MB 176MB <
dharmik3110/my-php-app:latest  8f26eeddofct 707MB 176MB d
dharmik3110/python-app:latest  d817c48a9860 1.6GB 41118 -
docker /welcome-to-docker: latest ~ c4dS6c24dadf 22.218 6.031B \0)
hello-world:latest 96498Ffd522¢ 25.9kB 9.49kB
html-app:latest e68af20cade2 238MB 63.1B
nginx:latest ecdedsb5299e 2418 66118
python-app:latest d817¢4829860 1.6GB 41118
ubuntu: latest 53958ec7b67c 166MB 45.318

PS C:\Users\adnin\cloud-assignment-1> docker push dharmik3110/my-php-app: Latest

The push refers to repository [docker.io/dharmik3110/my-php-app]

B762a57abcfc: Pushing [=====m===m=m====me=e> ] 51.38MB/117.8MB
fbo65642bacd: Pushed

0c932d1f0c30: Pushed

06edbe7fF5F9: Pushed

57e2f95913b: Pushed

d7d7fddaebée: Pushed

26c307bSe35a: Pushed

W era 9129bda8c17: Pushed
pgrace p d58ad2497€3f: Pushed N2

& Engine running I RAM 1.31 GB CPU 18.17% Disk: 4.25 GB used (limit 1006.85 GB) >_ Terminal v/ v4.77.0
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[inst2 $ ssh —i acca7@27-key.pem ubuntu@10e.27.232.136
The authenticity of host '100.27.232.136 (100.27.232.136)' can't be established.

ED25519 key fingerprint is: SHA256:R/@F8XU/E6T37tBLUYCRhSTHSCHS1IGAPFA3ZATbQEM
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprintl)? yes
Warning: Permanently added '100.27.232.136' (ED25519) to the list of known hosts.
Welcome to Ubuntu 24.84.4 LTS (GNU/Linux 6.17.8-1017-aws xB6_64)

* Documentation: https://help.ubuntu.com
* Management : https://landscape.canonical.com
* Support: https://ubuntu. com/pro

System information as of Thu Aug 6 23:46:03 UTC 2026

System load: 0.06 Temperature: -273.1 C
Usage of /:  26.6% of 6.716B Processes: 109

Memory usage: 25% Users logged in: [

Swap usage:  ©% IPv4 address for enss: 172.31.21.221

Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.
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ubuntu@ip-172-31-21-221

$ sudo apt update

curl —fsSL https://get.docker.con —o get-docker.sh

sudo sh get-docker.sh
sudo usermod -aG docker ubuntu
[newgrp docker

Hit:1 http://us-east-1.ec2.archive.ubuntu.con/ubuntu noble InRelease

2 http://us-east-1.ec2.archive.ubuntu.con/ubuntu noble-updates InRelease [126 kB]
3 http://us-east-1.ec2.archive.ubuntu. con/ubuntu noble-backports InRelease [126 kB]
/security.ubuntu.con/ubuntu noble-security InRelease [126 kB]
/us-east-1.ec2.archive.ubuntu.con/ubuntu
6 http://us-east-1.ec2.archive.ubuntu. con/ubuntu
7 http://us-east-1.ec2.archive. ubuntu. con/ubuntu
8 http://us-east-1.ec2.archive.ubuntu. com/ubuntu
9 http://us-east-1.ec2.archive.ubuntu.con/ubuntu

noble/universe amdé4 Packages [15.0 MB]
noble/universe Translation-en [5982 k8]
noble/universe amds4 Components [3871 kB]
noble/universe amd64 c-n-f Metadata [301 kB]
noble/multiverse amdés Packages [269 kB]

10 http://us-east-1.ec2.archive.ubuntu.con/ubuntu
t:11 http://us-east-1.ec2.archive.ubuntu.con/ubuntu
ec2.archive. ubuntu. con/ubuntu
ec2.archive. ubuntu.con/ubuntu
//security.ubuntu.con/ubuntu noble-securi
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive.ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive.ubuntu.con/ubuntu
//us-east-1.ec2.archive.ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive.ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive.ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive.ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubuntu
//us-east-1.ec2.archive. ubuntu.con/ubunty

PRPRERPRPRP2R0RS

noble/multiverse Translation-en [118 kB]
noble/multiverse amdé4 Components [35.0 k8]
noble/multiverse amds4 c-n-f Metadata [8328 B]
noble-updates/main amdé Packages [1184 kB]

ty/main andé4 Packages [927 k]

noble-updates/main Translation-en [281 kB]
noble-updates/main amdé4 Components [180 kB]
noble-updates/main amdst c-n-f Metadata [17.7 kB]
noble-updates/universe amdé4 Packages [1682 k8]
noble-updates/universe Translation-en [335 kB]
noble-updates/universe amdé4 Components [388 kB]
noble-updates/universe amds c-n-f Metadata [34.9 kB
noble-updates/restricted amds Packages [1414 kB
noble-updates/restricted Translation-en [320 kB]
noble-updates/multiverse amdét Packages [45.4 kB
noble-updates/multiverse Translation-en [12.3 kB
noble-updates/multiverse amdé Components [940 B]
noble-updates/multiverse amdé4 c-n-f Metadata [656 B
noble-backports/main amds Packages [49.6 kB
noble-backports/main Translation-en [9172 B]
noble-backports/main andé Components [6744 B]
noble-backports/main amdé c-n-f Metadata [368 B
noble-backports/universe amdé Packages [31.0 kB
noble-backports/universe Translation-en [18.6 k8]
noble-backports/universe amdé4 Components [12.6 kB]
noble-backports/universe amdé c-n-f Metadata [1588 B]
noble-backports/restricted amdé4 Components [212 B]
noble-backports/restricted amdés c-n-f Metadata [116 B]
noble-backports/multiverse amds Packages [748 B]
noble-backports/multiverse Translation-en [340 B]
noble-backports/multiverse amdés Components [212 B]
noble-backports/multiverse amdés c-n-f Metadata [116 B]

//security.ubuntu.con/ubuntu
//security.ubuntu.con/ubuntu
//security.ubuntu. con/ubuntu
//security.ubuntu.con/ubuntu
//security.ubuntu. con/ubuntu
//security.ubuntu.con/ubuntu
//security.ubuntu. con/ubuntu
//security.ubuntu.con/ubuntu
//security.ubuntu. con/ubuntu
//security.ubuntu.con/ubuntu
//security.ubuntu.con/ubuntu
//security.ubuntu. con/ubuntu
Get:54 http://security.ubuntu.con/ubuntu
Fetched 36.4 MB in 65 (6695 kB/s)
Reading package lists... Done

Building dependency tree... Done

Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef
Gef

noble-security/main Translation-en [201 kB]
noble-security/main andé4 Components [46.4 kB]
noble-security/main amd c-n-f Metadata [11.9 k8
noble-security/universe andés Packages [1199 kBl
noble-security/universe Translation-en [239 kB
noble-security/universe amdé Components [76.3 k]
noble-security/universe amdé c-n-f Metadata [24.2 k8]
noble-security/restricted amds Packages [1320 k8]
noble-security/restricted Translation-en [362 k8]
noble-security/multiverse amds Packages [49.3 k8]
noble-security/multiverse Translation-en [10.6 k8]
noble-security/multiverse amds Components [208 B]
noble-security/multiverse amdé4 c-n-f Metadata [468 B
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ubuntu@ip-172-31-21-221:~$ mkdir ~/acca7@27-demo && cd ~/acca7@27-demo
[nano index.html
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[ubuntu@ip-172-31-21-221:~/acca7827-demo$ nano Dockerfile




image50.png




image51.png
ubuntu@ip-172-31-21-221:~/acca7627-demo$ docker build -t acca7027-demo-instance2 .
[+] Building 2.75 (7/7) FINISHED

Uinternal] load build definition fron Dockerfile
=> transferring dockerfile: 1148
[internal] load metadata for docker. io/library/nginx:alpine
Uinternal] load .dockerignore
=> transferring context: 28
Cinternal) load build context
=> transferring context: 2148
[1/2) FROM docker .i0/1ibrary/ngin:alpine@sha2s6:4a73073bd557ce5b7595060a03789Bb61 f1beschec3c2c3aeac22d2a470c1752
resolve docker.io/1ibrary/nginx:alpinesha2ss :4a73073bd557ce5b7595060a63789Bb61fbebchoc3c2c3aeac2d2a478c1752
$ha256:390c9353480807Be695Tbaae 2albb1161b9e69C59T628e7576036ee905244c9 1.40KB / 1.48KB
5ha256:d0608cBI10b48DS 5260914bce9e8AB89Te1a90118291a031e97 871726138 1.21KB / 1.21K8
Sha256:46977ee45214399c208714af a034B680605686418a0C [3c643ab143d0B02CB0 404B / 40LB
Sha256:62bec6Bd7c31c4c8a190812084da6T7748¢546900837979945b6Cb6CI2Ub142 978 / 9678
Sha256:12231616bke4a2c2117c49AE37 TbTd47a9a6436511696ca1e5621c2B16d59 6278 / 6278
Sha256:46619€723102eD5604d1229bebkud59719a489eaa7aca52982535a610007a9ed 20.318 / 20.318
sha256:3cd534Te9Bc64d68a1F4T1c83abbdSChaTec d7beBge59233992901266263da 1.8M8 / 1.89M8
sha256:55afalecc21d2bb5e504f32dafee562721 fd89B6Bbac266c32123439af 2634 3.85M8 / 3.85H8
extracting 5afaecc21026b5e5045 f32da 0562721 0BIB6ODAC26 632123439 260
extracting icd534fe9Bcbad6Ba1 4 1ca3abbBdSCba7ec d7beaBe592369929d12e6253da
extracting sha266:1223016bbe4a2c217c49d4837 fbfdk7a9dabu360511690ca1e5821c2616d59.
extracting sha2sé: 62bec68d7c31c4cBa190812084da57748e54690c037979945b6CEL6CH24b142
extracting sha2Sb:461977ee4S24399c2087 16 a03486BA6056864fBa0C f3c643ab163ddB02c80.
extracting sha256:d0008ca910b4BDS 5264914bce9eBABBIfe1a9d1 70829106037 e971671726138
extracting sha256:390dc93534808070e695 fbaae2adbb114fb9e69cE9 16286 7576036ee9d5244cH
extracting sha2sé: 46519e7231026b5604df229bebikdS9719a489ean7acas2982535a010b07a9ed
[2/2] COPY index.htal /ust/share/nginx/htm/index.htnl
exporting to inage

exporting layers
exporting manifest sha56:73f5ddf933866035009280a8247c95B46075627be b18214a5990e9bb2b34a1s
exporting config sha2s6: f3cce3f4ct170b216cBb199419838378ae170ae380670880ce62 b4 T 03943
exporting attestation manifest sha26é:17ef167a1485976daB5a855ac343813708753340930420792247ac262dbddec
exporting manifest 1ist sha26é:482d6e63fe225b67913c283a1430e136a402190087a21ebbBCA1d1 fe1b12b1
naming to docker. io/library/acca7027-deno-instance2:1atest
unpacking to docker. io/library/acca7027-deno-instance2: 1atest
Ubuntuip-172-31-21-221:~/acca7627-deno$ docker run —d —name web —p 80:80 acca?e27-demo-instance2
31ckcoeBfe2a8ch1617639983c7493db3bd6eTecce 8357 fe1532eebbIccec
Ubuntugip-172-31-21-221:~/acca7627-deno$ ||
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Hello from my Dockerised Nginx server!

Servd by asance 2
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PRACTICAL DEMONSTRATION « NGINX

Dockerfile - live web server

FROM nginx:alpine

COPY index.html /usr/share/nginx/html/

EXPOSE 80

CMD ["nginx","-g","daemon off;"]

$ docker build -t web:v1 .
$ docker run -p 8080:80 web:v1

[inst3 § ssh ~i acca7627-key.pem UbuNtuG107.22.168.75
The authenticity of host '187.22.158.76 (167.22.168.76) can't be established.
ED25519 key fingerprint is: SHA256:mAEtk6eAECCVQiHhPH2XRZINDXWI4cQrzWBIRENG
This key is not known by any other nam
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Pernanently added '167.22.158.75' (ED25619) to the List of known hosts.
Welcone to Ubuntu 24.84.4 LTS (GNU/Linux 6.17.0-1017-aws x86_64)

* Docunentation: https://help.ubuntu.con
* Managenent:  https://landscape.canonical..con
* Support: https: //ubuntu. con/pro

Systen information

of Thu Aug 6 23:62:48 UTC 2026

Systen load: 0.0 Temperature: 2731 ¢
Usage of /: 26.6% of 6.7108 Processes: 169
Memory 28 Users logged in: o

Swap usage: O

172.31.29.85
Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied imnediately.

Enable ESW Apps to receive additional future security updates.
See https://ubuntu.con/esm or Tun: sudo Pro status

The List of available updates is more than a week old.
To check for new updates run: sudo apt update

The prograns included with the Ubuntu systen are free software;
the exact distribution terms for each program are described in the
individual files in /ust/share/doc/+/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a comand as administrator (user "root"), u
See "man sudo_root" for details.

*sudo <command>* .

unueio-172-51-29-581-8 sudo gt up
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             PRACTICAL DEMONSTRATION • NGINX 06  Dockerfile - live web server  FROM nginx:alpine COPY index.html /usr/share/nginx/html/ EXPOSE 80 CMD ["nginx"," - g","daemon off;"] $ docker build - t web:v1 . $ docker run - p 8080:80 web:v1  DOCKERFILE   BUILD   IMAGE   CONTAINER      
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          MASTER'S LEVEL • CLOUD ARCHITECTURES 07  An image is a versioned supply chain Immutable layers move through registries into repeatable runtime instances.            BUILD layer cache TAG web:v1 PUSH authenticated REGISTRY Hub • ECR • ACR PULL versioned RUN container docker tag • docker push • docker pull Docker Images and Docker Hub Docker Image Lifecycle Dock erfile  Build  Image  Dock erHub  Pull  Conta iner    
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          MASTER'S LEVEL • CLOUD ARCHITECTURES 08  State persists. Services connect.   PERSISTENT STORAGE CONTAINER NETWORKING • Named volume — Docker - managed • Bind mount — host path mapped • Data survives container replacement • Live content modification • Bridge — single - host communication • Overlay — multi - host connectivity • Host — direct network stack • Embedded DNS — service discovery DEMO create volume → edit live → create network → ping → curl Docker Volumes and Networking   
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    END - TO - END • CONTINUOUS DELIVERY 09  One artefact, every environment Portable deployment becomes a repeatable operational system.               DOCKERFILE BUILD IMAGE REGISTRY HOST VOLUME NETWORK NGINX Complete Docker Workflow
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    MASTER'S LEVEL • CLOUD ARCHITECTURES 10  USERS  APPLICATION LOAD BALANCER  AUTO SCALING GROUP       HIGH AVAILABILITY  ELASTICITY  FAULT TOLERANCE Designing for variable demand Traffic management and elastic capacity turn failure into a managed condition. Cloud Computing Concepts   Elasticity  Horizontal Scaling (Scale Out/In)  Auto - Scaling and Load Balancing  Decoupled Components  Serverless Computing
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               AWS × AZURE • MANAGED IMPLEMENTATIONS 11  Same pattern, different vocabulary AWS AZURE Application Load Balancer → Target Groups → Health Checks → Auto Scaling Application Gateway → Backend Pools → Health Probes → VM Scale Sets SCALE CASES • Netflix streaming • Amazon Prime Day Real Cloud Provider Implementation      
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    MASTER'S LEVEL • CLOUD ARCHITECTURES 12  Why organisations move to cloud Adoption combines economic, operational and strategic value.       COST REDUCTION opex model ELASTIC SCALE on demand RAPID DEPLOYMENT minutes, not months GLOBAL REACH regions + edge REMOTE ACCESS distributed teams GREENER COMPUTE shared efficiency Cloud Computing Drivers
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    MASTER'S LEVEL • CLOUD ARCHITECTURES 13  Container or function? Follow the constraint.  Need full runtime control or long - running processes? YES NO Short event + bursty demand?   CONTAINERS SERVERLESS Portable • predictable • orchestrated Scale - to - zero • event - driven • managed   Serverless Computing vs Containerisation
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        FUTURE ECOSYSTEM • 2025+ 14  The cloud moves outward — and becomes intelligent Orchestration • AI operations • edge • security • sustainable infrastructure  KUBERNETES  AI OPS  EDGE  SECURITY  GREEN CLOUD  SERVERLESS Future Trends  Lower Latency  Local execution on edge devices and regional hubs cuts unpredictable network delays for real - time applications.  Enhanced Privacy  Keeping raw data and inference local minimizes exposure and data transit risks.  Cost Efficiency  Distributing workloads reduces the massive bandwidth and operational expenses tied to hyperscale cloud centers.
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                CONCLUSION • RECOMMENDATIONS 15  Portable by design. Elastic by default.   01 Adopt Docker + Kubernetes for controlled, scalable cloud - native delivery. 02 Combine containers and serverless to optimise performance, cost and control. VIRTUALISATION → CONTAINERS → CLOUD ARCHITECTURE → FUTURE ECOSYSTEM
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                Thank you. Any Questions ?


