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[bookmark: _Toc58427338][bookmark: _Toc58427580][bookmark: _Toc58525945]Introduction
This report will focus on the subject of “Bring Your Own Device” (BYOD). This is where employees and customers can use their personal devices to connect to a company’s network. The devices will be used to work for the company and purchase produce. Coffee Capulus is a company that sells sought-after coffee blends around the world. Coffee Capulus have hired an IT security consultant to recommend guidelines on IT security policy framework that covers all aspects of its enterprise network, including online and offline resources.
[bookmark: _Toc58427581][bookmark: _Toc58525946][bookmark: _Toc58427339]The Problem
The current problem is the demand for staff and customers to use their own devices to access the company’s network and resources. Implementing this will bring up new challenges as company software will have to be installed on people’s personal machines, access rights will have to be devised for the types of users on the network and new security measures will need to be implemented. This will stop people from seeing what they are not supposed to see, such as customers shouldn’t be able to view other people’s orders. A BYOD policy will need to be written that provides rules and covers all aspects of the enterprise network.
[bookmark: _Toc58427340][bookmark: _Toc58427582][bookmark: _Toc58525947]BYOD Advantages
BYOD will save Coffee Capulus money as devices and some software licenses will not have to be bought for their employees. Furthermore, people know their personal devices well meaning they will not have to be trained or take time to become familiar with a new device or operating system.
Employees will be happier using familiar technology which will further their productivity and raise satisfaction. Adding to employee happiness, many people like to get the latest devices to keep up to date, BYOD will allow them to that. Multiple devices can also be used. Employees can take their laptops if they need to work in the field, or, if they don’t want to carry a heavy laptop around, a tablet or smart phone may also suffice. [1]
There is added flexibility with BYOD. As employees and customers will be connecting to a cloud network, they can work anywhere with an internet connection and can work at times that suit them.
[bookmark: _Toc58427583][bookmark: _Toc58525948][bookmark: _Toc58427341]BYOD Disadvantages
BYOD will cause more work for Coffee Capulus as they will have to cater for a wider range of devices to support. 
[bookmark: _Toc58427342]Personal devices should have multifactor authentication, such as a fingerprint scanner and a password. These additional features increase the prices of devices possible putting people off.
Due to people using their personal devices, deliberate and accidental data loss has a higher potential as the device may be shared with friends and family. Along with this, there is a higher chance of malicious attacks as data can be leaked easier and devices may be exploited because of weak security [2].
Some people may not have a device capable of using for work, meaning they will have to buy a new device. A list of devices or a minimum hardware requirements list should be made to make employees and customers aware. A backup option for Coffee Capulus employees should be in place where a device is sent to them so they can work [3]. 
[bookmark: _Toc58427343][bookmark: _Toc58427584][bookmark: _Toc58525949]Challenges and Solutions
Spam, phishing, and other email attacks are a problem for every company. As all employees will likely have the same email format (e.g First.Last@coffee.com), once a bot matches this pattern, spambots can be made to send emails to the employees in an attempt to extract data, or install malicious software onto your machine [4]. Coffee Capulus will need to set up a spam filter to protect the business and keep employee and customer inbox’s clear to prevent frustration. The spam filter will filter the content and header of the email for commonly used words and known spam email addresses. Blocklist filters will also be needed to block the IP addresses of known spammers [5]. For those that do make it through the filters have a security team that you can forward the email to as an attachment so it can be properly analysed and destroyed. An email should be sent back to the sender to notify them that the suspicious email was malicious or not. This will allow security to blacklist another email so no employee or customer will receive an email from that address.
Spyware could infect customer and employee devices as they may download files and applications from unreliable sources, or open email attachments from unknown senders. Spyware can monitor your system and steal confidential data. To protect the Coffee Capulus network, a full scan of the device should be carried out before it is allowed onto the network along with frequent scans to follow. If spyware does leak confidential company information or customer information, the breach must be reported within 72 hours after the organisation is aware of it. This will lead to a loss in its reputation along with revenue [6].
Once the network is setup, it needs to be though roughly tested through means of penetration testing, vulnerability scans and packet sniffers. Packet sniffers can be used to monitor network traffic. These can be used to check data transfers are encrypted and no data can be extracted if seen in plain text [7]. Vulnerability scans should also be carried out on the Coffee Capulus network to discover weaknesses in the system. It will scan everything connected to the network. Some scanners can attempt to login to accounts using basic passwords. For a more specific system test, penetration testing should be used [8]. Penetration testing is where a cyber attack is simulated on a part of a device or network. It will attempt to bypass the current security measures. It will check for development errors and poor configuration to name a few. The aim of it is to increase the security of a system. A cyber security team should be employed at Coffee Capulus to carry out network security to maintain and improve the security of the network [9].
Social engineering is a big problem as employees can be tricked into divulging confidential information or gain access to property. Dumpster diving is also an issue, so keeping confidential information paperless, or if printed locked in a safe and destroyed when no longer needed. This must take prescience as confidential and personal information can be found by people who know what they are doing. Coffee Capulus will have offices and data centres around the world. These offices should have security guards at entrances that monitor traffic into and out of the building. These guards will be the frontline defenders of a social engineering attack where a person may try to gain access to the building by pretending to be an employee or cleaner [10].

To further help Coffee Capulus with physical security, security guards and CCTV should be in place at these buildings along with the doors to the office space and data centre always being locked. These doors should only be able to be opened by authorised personnel with the correct access rights. The best cost-effective solution for this would be Access Control Cards. The RFID chip inside will contain the employee’s details and only allow them to open doors they have access to. These cards will also have a photo of the employee on it along with their details to make it easy for security guards to identify them. A problem with this is that these cards can easily be lost and stolen which could aid someone attempting to gain unauthorised access fraudulently. To combat this, retina scanners could be installed to unlock door which will improve security but comes at a cost [11].
[bookmark: _Toc58427348]A firewall is an essential part of network security as it will filter data traffic inbound and outbound traffic according to the rules set. This will protect a network from malicious attacks [12].
[bookmark: _Toc58427349]A packet filtering firewall is quite a dated type of firewall. It creates checkpoints at routers or switches which filters packers based on its configured rules that are based on destination, source IP address and port number to name a few. When a packet is blocked by any of these rules it is discarded. This can be done silently, or a configuration can be set up to notify technicians that a packet has been discarded. Drawbacks of this firewall type include it not being very complex, so it can be bypassed, rules can conflict meaning that some packets will need someone to manually resolve it, or a higher priority filter can be introduced. Finally, this type of firewall does not investigate the contents of the packet when making the decision of rejecting it or allowing it. This could lead to useful data being discarded slowing down productivity and causing frustration [13]. Benefits of this firewall is that it is simple to set up and does not consume many resources. It provides a cost-efficient solution to protect devices within an internal network and is a means of isolating traffic internally between departments [14].
[bookmark: _Toc58427350]For Coffee Capulus a cloud firewall is recommended due to employees and customers working and accessing their network remotely from around the world. This type of firewall is considered a type of proxy firewall and will protect the network from application later traffic and other attacks. It is very advantageous as it provides centralised management that allows programmability. It is also very scalable meaning it will cope with Coffee Capulus’ extensive presence around the globe and allow it to grow even more. Furthermore, no hardware is required meaning it can be a cost efficient option [13] [14].
[bookmark: _Toc58427351][bookmark: _Toc58525950]Hardening
Switches, routers and other network devices part of the Coffee Capulus network must be configured with strong passwords. Ports that are not used should be blocked off. All network traffic should be encrypted by using a VPN via tunnelling. VPN tunnelling is a way to mask activity. It is an encrypted link between your device and an outside network. Employees and customers would use this to go about their daily tasks on the Coffee Capulus network. Because you are not connecting directly you are helping keep the business and your data safe. As FTP is not secure on its own, tunnelling will encrypt its data. Other secure file transfer protocols are also recommended for Coffee Capulus such as SFTP which uses SSH connections [15].
A degree of redundancy should be built into the Coffee Capulus network. Should a router or switch fail, the network will not go down which would lead to a loss of revenue. Instead the backup hardware will take its place and technicians can get to work fixing the issues [16].
Access Control Lists can be created to prevent unencrypted HTTP traffic from travelling through routers. This should be implemented across Coffee Capulus. HTTP websites are fine to browse and are ok for employees and customers to browse on their devices, but the problem occurs when sensitive information needs to be entered on the website. The organisation will need to encrypt its traffic with HTTPS for customers to make secure payments [17].

Server hardening is a term used to describe the measures in place to protect a server. It can range from physical security such as fencing, barricades, CCTV, security guards and access control doors to disaster prevention and dissipation through the means of backup generators incase of power loss, temperature control to prevent servers from overheating and powering down, fire suppression systems and the location. Data centers shouldn’t be built in areas likely to flood that and Coffee Capulus should integrate these measures into the data centers and offices for enhanced security and peace of mind.
[bookmark: _Toc58525951]Encryption
Data encryption is changing the data’s electronic information so that it is unreadable to people and devices unless they hold the decryption key. This will be used at Coffee Capulus to make sure the intended recipient can use the data while simultaneously protecting the data from cyber criminals. [18]
[bookmark: _Toc58427352]Employee devices must have their hard drives encrypted. BitLocker is a good choice as it will ask for a password when the device is turned on adding another layer of security. If the passcode is entered incorrectly, there will be a timeout on when it can be attempted again. Device encryption helps against the device being lost, either accidentally or stolen. If someone was to attempt to start the device or use the hard drive in another computer, they would have to know the BitLocker password to access any data.
[bookmark: _Toc58525952]Policy
Employees and customers must read and adhere to Coffee Capulus’ policy. This policy is a set of rules designed to keep the user and the company safe. Failure to abide by this policy can result in security breaches and data loss for the company and consequences will follow.
The policy will define how software and hardware are to be used and how it will be enforced. To add to, or make the policy more engaging, mandatory training can be put into place where employees participate in virtual or in person training sessions that inform and quiz them on a topic in the policy. [19]
For employees and customers to use their personal device to connect to Coffee Capulus’ network they must install MDM software, login, install the software packages that we say and are trusted, this software will stop the device from accessing company data if the employee leaves so their device won’t have to be wiped if they leave the company. Installing the mandatory MDM software will prevent users from accessing inappropriate websites and make the device in general more secure.
MDM software will aid in employees leaving the company. When HR is notified by their manager of their leaving date, when that date is reached their corporate access will be blocked by the MDM software. Coffee Capulus can agree on a length of time until that user is deleted from all groups. This will leave a time available for if the employee is rehired and all of their access can be reinstated as if they never left.
[bookmark: _Toc58427356][bookmark: _Toc58525953][bookmark: _Toc58427357]Device Security
Mobile Device Management software must be installed onto employees’ devices that they are going to use for work. This management software will allow IT admins to distribute the necessary software to abide by company policy. They can install anti-malware software, along with other corporate applications for employees and customers alike. These applications can also be updated, deleted, and certain software installations can be blocked if they are not digitally signed with the organisations private key. It will also enforce the standard of security via authentication and encryption. 
[bookmark: _Toc58427358]The device will be monitored 24/7 and can be managed remotely by admins. The admins can view logs from the machine to check it is being used properly and to check no one is attempting to bypass restrictions. The device can also be remotely locked and backed up. These cloud backups are useful as the machine could fail or be stolen. In extreme cases, such as the device being tampered with, it can be disconnected from the cloud network or applications can be disabled. If this does not work, the last resort would be to wipe the device. [20] [21]
[bookmark: _Toc58427359]This is where your employee credentials such as your digital signature will be installed so the network will know who you are and allow you access to it. This user authentication is chosen by the user when they enrol. The authentication takes place when a user logs onto their machine.
[bookmark: _Toc58427360][bookmark: _Toc58427585][bookmark: _Toc58525954]Conclusion
From the author of this document’s findings, they have found that it is a big challenge to create a secure global cloud network. The author would recommend proprietary devices be given to Coffee Capulus’ employees since these will be more secure as they can be preconfigured and employees just login. And there’ll be better supported as tech support will only need to be familiar with one device. It can help draw a clearer line in the work life balance. But, due to customers not getting these proprietary devices and there being a BYOD demand, a cloud network supporting BYOD can be made secure to protect the organisation and the user. BYOD really does benefit the employee which is what makes the company go around.
The author believes that to improve on their future findings a lot more research is needed into BYOD as they feel they have only scratched the surface.
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[bookmark: _Toc58525957]BYOD Disadvantages continued
Some people may not have a device capable of using for work, meaning they will have to buy a new device. Coffee Capulus should make a pool of supported devices and have minimum hardware requirements to guide customers and employees on which devices to purchase. A backup option for Coffee Capulus employees should be in place where a device is sent to them so they can work. 
[bookmark: _Toc58525958]Challenges and Solutions continued
Viruses can cause a lot of damage and are a big threat to organisations. The main vulnerability to the network is users unknowingly allowing them to infect their devices. The virus can self-replicate and cause erratic computer behaviour such as slow performance and crashes. It can also wipe hard drive and flood networks and can be difficult to deal with. Good antivirus and firewalls need to be setup to prevent damage to user devices and the network as a whole [22].
For employees working outside of their home or office, or customers accessing the network on the go, public Wi-Fi hotspots need to be prohibited. 4G dongles or phone hotspots should be used as these come with their own private network and is considered more secure than a public one [1].
The social media space in and around Coffee Capulus needs to be closely monitored as fraudulent behaviour could appear where people pretend to be from the company and may try and sell bogus products.

[bookmark: _Toc58525959]Hardening continued
[image: ]
Figure 1
[bookmark: _Toc58427363]Automatic backups will prevent accidental and malicious data loss. Microsoft’s OneDrive can be set up to sync files to the cloud.
Multifactor authentication is where a user must enter two types of information to get access to a device or room, such as using a biometric scanner and entering a keycode. It authenticates the user’s device.
For users accessing the network wirelessly from home or in offices, WPA2 needs to be set up on the router. Wi-Fi Protected Access 2 is a type of encryption used to securely connect a user wirelessly to a network. WPA2 allows each user to have their own unique credentials that allow access to the network. This is great for when a single user no longer needs access to the wireless network as they can be removed.
In the event of a disaster, data should be backed up from data centers and stored at other locations. This will prevent Coffee Capulus from the loss of important data that is worth more than the hardware it was stored on.
SSH should take precedence when remote accessing servers, routers, and other hardware. Secure Shell is a protocol that provides encrypted connection to a remote device, protecting the user from packet sniffers. [23]
[bookmark: _Toc58525960]Encryption continued
There are two types of encryption, asymmetric and symmetric. Symmetric is less secure than asymmetric as it uses the same key for encryption and decryption, therefore it is critical that there is a secure way to transfer the key. Asymmetrical uses a public key and a private key. The private key is kept secret and the public is shared amongst authorised recipients. Data encrypted with the public key can only be decrypted with the private key [24]. GDPR requires data encryption depending on the organisation’s activities. As Coffee Capulus is an ecommerce website, payment information must be kept secure. Coffee Capulus should invest in an asymmetric encryption algorithm.
[bookmark: _Toc58525961]Policy continued
Suggested policy guidelines:
· All passwords must different and be at 10 characters or more and contain capital letters, numbers, and a special character. These passwords must not be written down. An approved password management tool can be used.
· Although the device will automatically lock after a set period of time, anytime a customer or employee is away from their device, it should be locked to prevent theft of data and malicious attacks.
· Only HTTPS websites may be visited.
· [bookmark: _Toc58427365]Device refresh. Old devices may not be supported anymore meaning they will no longer get updates to address security vulnerabilities. [2]
· 
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