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[bookmark: _Toc38466039]Abstract
The internet of things (IOT) is a concept that more and more devices will become connected to the internet. The technology will not just present itself in the form of a computer with a browser, but within standard household appliances, wearable items, outdoor services and portable devices.
      This report will investigate different types of IOT that are currently available on the market and analyse the various technologies that have been implemented. Research will be conducted to establish similar products to that of the implemented concept featured in this report. Furthermore, gain an insight to which are the more popular devices used in the smart home and provide evidence using graphs to demonstrate this ongoing infatuation with automation of the home.
The analysis of security measures will be scrutinised to insure the protection of data and information. The report will also discover the pro’s and cons of the current IOT, which will be employed to the concept of the authors design. The culmination of all this information will present itself in a final concept that will be exhibited at the end of this report.
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[bookmark: _Toc38466040]1. Introduction
The internet of things is a collaboration of devices that can communicate via the internet and carry out a form of service or task that has been conveyed by the consumer. Some devices are automated to carry out a specific duty and a result. 
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Fig 1.1 The estimated amount of Connected devices used Worldwide [2]. 

The growth in popularity of the IOT on the consumer market will increase year on year and it is estimated to double by 2025 [fig 1.1] [2]. This can correlate to the technology becoming cheaper and more widely available. What makes the IOT so sort after can be condensed into 3 categories:
· Convenience – the little jobs that would have usually been undertaken by the member of a household can now be fulfilled by the IOT. As long as there is an internet connection, the house could be heated or cooled before the owner returns home.
· Ease of Use – Most of the devices that are connected, can easily be controlled by a single touch of a button. Most are app enabled which can give the most inept of users a chance to own this technology.
· Connectivity – due to advances in internet availability and speed, more and more people are now connected than ever before. With the vast amount of mobiles now smartphones, connecting to an IOT can be achieved anywhere in the world [3].
          This report will highlight the reasons why it is right to progress in the field of Internet of Things and deliver a unique concept that could possibly impact on the lifestyles of so many people.
[bookmark: _Toc38466041]Aims and Objectives
The aim of this assignment is to design and if possible, implement a smart home device that is unique amongst the many products already available on the market. The objectives to support this will be:
· Conduct research and investigate other smart home concepts;
· Analyse other technology on the market;
· Demonstrate the security measures that IOT adopt, and what more could be done;
· Design and implement a unique smart home device.
[bookmark: _Toc38466042]2. Background
[bookmark: _Toc38466043]2.1 Background History
Machines have been communicating with other machines since the early 1800’s, and the world has seen this technology evolve over the decades. The most significant advances were the introduction of the internet which in fact derived from a concept back in 1962 [4]. Kevin Ashton coined the phrase “The Internet of Things” (IOT) back in 1999,but other incarnations of the concept have been driven such as Cisco’s “Internet of Everything”(IOE) [5]. 2013-2014 is when the IOT universe evolved and started to employ multiple technologies, such as Wi-Fi, sensory components, GPS and microcontrollers [6].
 
[bookmark: _Toc38466044]2.2 Smart home concepts
The smart home concept embodies one crucial message and that is ‘learn’. Each device connected needs to be educated from the consumers using that particular technology, enabling the device to make the decisions that affects the home. Smart homes can be segregated in to two functionalities, a connected house, which allows the user to control lights and anything else that requires one or two simple commands. The other is the smart house, that can make judgements based on owner preferences and habits [7]. 
The Smart home can be adapted to many objects around the house, that will simplify their operation and in some cases be controlled away from the property. The following IOT are the most common devices automated in today’s homes.
· Music
· Heating
· Air Con
· Electric
· Locks
· Alarms
· Kitchen Utensils
· Lights / blinds

[bookmark: _Toc38466045]2.3 Analysis of technology  Currently on the market
Taking certain points from the above list of categories that have some connection to an IOT, a deeper analysis can be made to discover what devices are available in that field.
Music-  The most common IOT that is related to music services is Alexa from Amazon. This device can be controlled by the human voice to assist the user in several services and tasks. Through Alexa the options to play music, provide weather forecasts, answer questions and deliver the news are accessible. But the functionality of Alexa does not stop there, the owner can order food or purchase goods from the amazon website by just giving Alexa a shopping list. It can also connect other IOT around the home and control them from the built in hub, this includes lights, heating systems and televisions [8].
Heating – When it comes to smart home heating systems, the brand that stands above all others is Nest Labs. This is a home automation organisation that designs and creates Heating thermostats and other home safety features such as smoke detectors and security cameras. Nest produced their first IOT in 2011 with the Learning Thermostat and since then have produced other products. The philosophy behind the products is to make the controls simple and allow the consumer to control the products outside the home using a smartphone app [9] . 
Smart Kitchen – The kitchen is the heart of the home for most people, and that is where most time is spent. There are so many different types of IOT for the kitchen that for the benefit of this report , a few examples will be identified. 
1. GeniCan – A product that sits on the lid of a rubbish bin and scans the item that are being thrown away, so the consumer is ready to restock hem via online ordering [fig 1.2] [10].
2. Neo – This is the smart jar that not only holds dry food but also measures the amount in the jar. With the built in scales, it can tell the consumer exactly how much is left, it can also recommend recipes and can automatically re-order the contents if it has all gone [10].
3. TellSpec – A smart device that tells the user what exactly is in the food they are about to eat. Using infrared beams of light that bounce of molecules and atoms, known as spectroscopy, the information is then displayed back to the user. The TellSpec can analyse ingredients, calories and produce a warning of any ingredients that some users are allergic to [fig 1.2] [10].
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[Fig 1.2] The GeniCan (left) and the TellSpec.

Lights and Blinds – There are a plethora of organisations who have designed and created products that involve automated lights and blinds. But the most popular products are the Alexa controlled appliances, such as the Curtain Call Blinds which can be controlled via a programmable remote control or voice activated [11] and the Philips Hue lighting. 
Electricity and Power – Many homes around the world have adopted the solar panel as the main energy supply. Thanks to companies like Flex, the solar panel can now be controlled smartly and also think for itself. The functionality of the panels can include, automatically moving in the direction of the sun to maintain high intake of power. Combined with other devices in the home, instructions can be sent to the solar battery to only turn on a washing appliance if the weather is sunny or to activate a device if there is enough power stored in the battery rather than access the power grid [12].
This section of the report has simply covered a small sample of smart IOT devices that are currently available, out of the millions that are on the market.

[bookmark: _Toc38466046]2.3.1 Security
Consumer expectations of technology is for it to be accessible quickly and accessed from anywhere, but this can bring with it many security concerns. Most IOT devices collect data from the user such as names, location and age and more. Many households possess more than one IOT, which can give a potential hacker more ways to gain that personal data. Smartphones have a multipurpose functionality which can have highly confidential data on it like bank account details or Amazon Prime accounts. By storing this type of important information and using smart devices that are also connected to the smartphone will increase the vulnerability to a multitude of cyberattacks [13].
        There is no ‘one security measure fits all’ , so the safest option is to implement as many security measures as possible:
· Install internet security like Norton which will protect against malware and other emerging viruses.
· Use strong passwords that contains a mix of numbers and letters for devices and networks and do not rely on default set passwords.
· Check with apps and other programs of how personal data is to be collected and whom it is distributed to.
· Use a VPN which can help secure data transmitted over Wi-Fi.
· Always update the firmware that the device manufacturer supplies, as this can fight against new forms of cyberattacks.
· Digital certificates can help in the development of securing IOT products, by verifying the identity of the device and secure data exchanges.
· API (application performance indicator) protects the integrity of the data sent to the back-end systems of the IOT device. This allows only authorised devices to communicate with API’s.
· IOT devices need a unique identifier to understand what the device is, how to interact with other devices and to apply the right security measures.
· Strong encryption to secure communication between devices and all data should be secured using cryptographic algorithms.
· IOT network needs to be protected by disabling ports when not needed, using firewalls and intrusion detection system/intrusion prevention system. 
· Security gateways in-between the IOT and the network. Gateways have more memory and processing power than the device itself, so can provide the ability to employ a firewall to insure hackers cannot access the device they are trying to connect to. [14]
                               
All the key security measures listed above should already be embedded in the IOT device, but unfortunately it is not the case. Most IOT do not contain security resources to implement the measures needed to protect the users data. They very rarely have firmware updates to tackle any emerging viruses, and the two main reasons for this, is that security is very costly at the time of manufacturer and it may cause the device to function incorrectly. Like some of the new kitchen IOT that are on the market, most of these are “set it, forget it” machines, meaning that once a certain procedure is carried out, it is then wiped from the system. There are currently no security standards that every device has to comply with and until this happens major security is not a necessity [14].
  
[bookmark: _Toc38466047]3 Smart Home Device Concept
A smart home device has to be a product that integrates into the everyday running of the home and is classed as an essential appliance. With the help of technology and communication across the internet, the following concept can help in making the consumers life as easy as possible. 
    The NORM Scale is a smart scale that takes measurements of the amount of milk currently stored in the fridge. Every time the milk is used, a reading will be taken and once it gets down to a certain level, the NORM Scale (Notify, Order, Replace, Milk) will send a notification via the internet to a smartphone device. This message will indicate that the milk is low and that more will need to be bought. Furthermore, the smart device could automatically add milk to an online shopping site order or simply to a shopping list created by the user. This smart product would work on the same basis as the Neo jar.
This concept will be designed using Arduino components and programmed using C language. Although the idea is just in planning and design, all security and connectivity will be highlighted in the blueprint to show implementation. See appendix for breakdown of components and circuitry diagram.

[bookmark: _Toc38466048]4 Conclusion
Smart devices are becoming an integral part of most households around the world, with most homes now containing more than one device. Everyone is looking to make everyday chores easier as their lives gets increasingly busier, and there is no better way to accomplish this than to use a combination of technology and the internet. Smart derives from the idea that the devices can ultimately think for themselves and alter the living environment by utilising sensors and current user profiles. The Norm scale will fit into these categories easily and even have the ability to extend to other parts of the kitchen. A consumer is ‘down to the last can of beans’ or ‘sugar is running low’, this scale can be adapted and upgraded to suit any situation that revolves around quantity or measurement. To Secure connection between devices, the consumer must have all the relevant types of security such as firewalls, strong passwords, IPS and encryption to the data. Encryption will be especially important as apps accessed may involve payment details and the users personal details. 
      Smart home devices generally need gateways to send and collect data from the internet and other sensory technology. These gateways take on the form of a hub and most of the time each product needs its own hub to communicate. Some devices now have the hub built in, such as the Amazon Echo products. To handle fault tolerance, all devices could connect to every hub in the home, firstly connecting to hubs that are not in use. Therefore, if one hub goes down or link loss occurs, the device could use another hub in its place [15]. this will eradicate single point failure. To claim that a device can be totally fault tolerant would be a wild assumption to make, components could get damaged, devices could be dropped, internet goes down through the supplier. But if it is achievable to keep the smart device connected through every means possible, those steps will be taken.
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[bookmark: _Toc38466051]Components Required for Norm Scale

Scale Components 
1. Arduino UNO  has built in Wi-Fi
2. Hx711 A/D converter
3. Load cell
4. LCD Display (optional)
5. Battery Shield
6. Wires

[image: ]
[Fig 1.3] Connection of the Arduino scale Concept [16]

Using Arduino and other compatible components, it is possible to create the desired smart device. This is the main circuitry that will be required to produce the mainframe of the scales [fig 1.3], but other elements will be required, such as the shell of the scales and plates to hold the milk bottles. The Arduino Uno has the benefit of having Wi-Fi circuitry built into it, so no extra components or wiring will be needed. Once the device is put together and tested, it can then be programmed using the Arduino IDE software, which is written in C language. With research to gain knowledge on how Arduino operates, the potential to create such a device would be possible.








[bookmark: _Toc38466052]Appendix B
[bookmark: _Toc38466053]Smart Home Concept using Packet Tracer
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[Fig 1.4] Smart Home Concept [17] [18]
The above diagram [fig 1.4] is a smart home concept designed using packet Tracer. It features smartphone control within the home and can also connect to the internet to manipulate the devices when out and about. The smart home device concept, the NORM Scale, is highlighted in the kitchen, but as packet tracer did not have a scale icon, a coffee maker was used to portray it. 
         A Firewall was employed to protect the network from potential hacking, and a password was used on the wireless router. For examples of pre-setting a device to do a certain operation, the fan in the living room has been set to turn itself off and on if the thermostat in the room reaches a certain level. All the features on the devices can be controlled from the smartphone IOT monitor. More Smart devices can be included in this design to enhance the scale of possibilities, but for the purpose of documenting the concept cleanly and concisely the author proceeded with the above design.
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