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Desktop Computer Design for an Electrical Engineer
[bookmark: _Toc228857116]Introduction
This report presents the specification for a custom-built work-from-home desktop computer designed for an Electrical Engineer. The system is intended to efficiently support engineering applications such as SolidWorks Electrical, PSpice, and LabVIEW, alongside productivity software, video conferencing, and cybersecurity protection.
The report justifies the selection of key hardware and software components, including the processor, motherboard, memory, storage, graphics card, peripherals, and networking features, while comparing alternative options to demonstrate the suitability of the proposed system.
[bookmark: _Toc228857117]User Requirements 
To design an effective work-from-home computer system for an Electrical Engineer, it is important to first identify the functional and performance requirements needed to support both engineering and professional workloads. Engineering applications such as SolidWorks Electrical, PSpice, and LabVIEW require high processing performance to manage simulations, modelling, and multitasking efficiently. In addition, these applications benefit from dedicated graphics processing capabilities and sufficient system memory to ensure smooth operation when handling complex engineering tasks and large project files [1] [2] [3].
Furthermore, remote collaboration through video conferencing platforms requires reliable network connectivity alongside suitable audio and video hardware, including a webcam and microphone. Productivity applications used for report writing, spreadsheet analysis, and presentations also require responsive input devices such as a keyboard and mouse, as well as adequate storage capacity to support file management and collaborative work activities [4].
[bookmark: _Toc228857118]System Specification 
[bookmark: _Toc228857119]CPU
The central processing unit (CPU) controls computer operations and handles data processing tasks. Modern CPUs often feature multiple cores, allowing them to run several tasks simultaneously, which is essential for multi-threaded applications and demanding workloads. While multiprocessor systems can further increase performance, they also raise overall system cost [5] [6].
The AMD Ryzen 9 9900X was chosen for its 12 cores and 24 threads, offering strong performance for multitasking and simulation software such as SolidWorks Electrical, PSpice, and LabVIEW. These applications benefit from both high single-core speeds and efficient multi-core processing. Although more affordable options like the Intel Core i7 [7] and Ryzen 7 [8] exist, engineering software requires higher processing power to ensure smooth and efficient operation, making additional cores, threads, and sustained clock speeds advantageous.
To support this CPU, an air cooler was selected for its balance of effective cooling, low noise, reliability, and lower cost compared to AIO liquid cooling, while still adequately managing the processor’s thermal output.
[bookmark: _Toc228857120]Motherboard
The motherboard functions as the primary system board that a PC is built on. It serves as the central hub that interconnects all hardware components, and its specifications determine the types of processors, memory modules, storage devices, and expansion cards that the system can support [9]. 
The ASUS ProArt X870E Creator WiFi was selected for its suitability in professional, high-performance workstations. Its AM5 socket ensures compatibility with the chosen CPU, while DDR5 support provides futureproofing. The board includes advanced connectivity features such as Wi-Fi 7, Bluetooth, and 10 Gigabit Ethernet, enabling fast and reliable networking for remote work and cloud access. It also offers extensive Input/Output options, including multiple USB-A and USB-C ports, HDMI and DisplayPort outputs, several M.2 slots, and USB4 for high-speed data transfer [10].
Although more affordable options like the MSI MAG B850 TOMAHAWK MAX WIFI exist, they offer reduced connectivity, slower networking, and fewer ports, making them less suitable for a demanding engineering workstation.
[bookmark: _Toc228857121]RAM
RAM (Random Access Memory) is the component in a computer that temporarily stores the operating system, active applications, and data currently in use so the processor can access them quickly. It offers significantly faster read and write speeds than long‑term storage devices such as hard drives. However, RAM is only operational as long as it has power to it, meaning all contents are lost when the system is powered off [11] [12].
32GB of DDR5 RAM has been chosen as the perfect balance between performance and cost. A 16GB RAM would have been insufficient for the required engineering simulations though cheaper and a 64GB is much more expensive and would be suited to much larger scale simulations and workloads. DDR5 was chosen over DDR4 as it offers higher bandwidth and faster data processing which will be more suitable for the performance required and future-proof the workstation further as it is newer technology.
[bookmark: _Toc228857122]Storage
Storage refers to permanently stored data within a computer system; storage devices retain the data even when powered off. 
The selected storage device for this workstation is the Samsung 990 EVO Plus 2 TB M.2-2280 PCIe 5.0 X2 NVME Solid State Drive, it offers high performance reliability and sufficient storage capacity for professional engineering tasks. 
Compared to traditional Hard Disk Drives (HDDs), NVMe (non-volatile memory express) SSDs are significantly faster and more dependable because they do not contain moving mechanical parts instead utilising flash memory [13]. SATA SSDs were also considered; however, NVMe SSDs provide much higher data transfer speeds due to their PCIe interface, making them more suitable for demanding engineering workloads [14].
[bookmark: _Toc228857123]Graphics card 
A graphics card (GPU) processes visual data from the system and converts it into output that can be displayed on a monitor. It may be a standalone graphics card or integrated in the motherboard [9]. 
The Asus TUF GAMING OC Radeon RX 7600 XT 16 GB Video Card has been selected as it offers a strong balance of performance and value for CAD and engineering visualisation, a standalone GPU has been chosen as integrated GPU’s cannot efficiently handle 3D modelling or simulation workloads. The high resolution allows for detailed viewing of simulations and the 16GB VRAM provides ample memory and handling of larger models and multiple displays. 
While the RTX 4070 offers higher performance, its significantly greater cost makes it less suitable for this workstation. The RX 7600 XT provides sufficient capability for applications like SolidWorks and LabVIEW at a more practical price point.
[bookmark: _Toc228857124]Power Supply
The power supply is a critical component of any PC. It delivers stable and reliable power to all hardware while also contributing to system airflow and cooling. If the power supply is inadequate, the system may experience crashes, memory faults, or data corruption [9].
To allow for future upgrades to the workstation, an 850W PSU has been selected. This ensures that there is ample headroom above the above the 25% allowance as there is scope for upgrades to the GPU and CPU in the future. The 850W 80+ Gold PSU will deliver stable and efficient power delivery, it allows for energy savings and less electricity wastage through heat compared to White and Bronze units. 
[bookmark: _Toc228857125]Case
The case serves as the structural framework of the system, supporting all internal components while containing electromagnetic interference, reducing operational noise, and ensuring adequate airflow for effective cooling [9].
Fractal design north XL ATX full tower case has been designed with high-airflow mesh panels and a spacious interior, making for efficient cooling of the CPU and GPU, this is especially important as engineering software generate sustained heat. The appearance of this case provides a more professional office appearance giving an appealing aesthetic. The case offers a generous amount of routing channels and tie down points, allowing for a tidy internal layout which is crucial for airflow and ease with maintenance. The full tower size Supports any future upgrades that may be invested in, in comparison to a mid-size tower. 
[bookmark: _Toc228857126]Monitor
To maximise efficiency and productivity, dual monitors were selected to enable simultaneous use of simulation software and to improve the ease of video conferencing and remote collaboration. The chosen LG UltraGear 27” QHD displays offer high resolution, fast response times, and strong image quality, making them better suited to the precision required in engineering simulations than standard 1080p monitors. Lower‑resolution screens provide reduced workspace and less visual detail, which can make complex diagrams and simulations more difficult to view comfortably [15].
[bookmark: _Toc228857127]Webcam, Keyboard, Mouse and Headset
To create a complete and effective workstation, it was important to carefully consider the choice of peripherals. Each device was selected to support remote communication and promote ergonomic working conditions. The chosen equipment offers reliability and comfort for extended use. The mouse, while positioned at a higher price point, is widely recommended for CAD professionals due to its ergonomic design and high‑precision sensor.
[bookmark: _Toc228857128]Networking
A network adapter is required to connect a PC to the internet, either through a wired or wireless connection. Most modern motherboards include an integrated Ethernet interface for direct, reliable network access [9].
the Asus ProArt X870E-CREATOR WIFI ATX AM5 Motherboard offers integrated network options that are sufficient. 
[bookmark: _Toc228857129]Required Software
A subscription to Microsoft 365 is recommended for this workstation as it provides a comprehensive set of applications to support daily engineering and business tasks. Microsoft Word is used for report writing and technical documentation with advanced formatting and equation tools, while Microsoft Excel supports budgeting and calculations through its powerful functions. Microsoft PowerPoint enables professional presentations for stakeholders, and Microsoft Teams facilitates remote work through video conferencing, screen sharing, and real-time collaboration. Additionally, OneDrive provides secure cloud storage, enabling file sharing and regular data backups [16].
For cybersecurity, Bitdefender Total Security is recommended as it offers strong protection against viruses and malware, advanced threat detection, and a secure VPN for remote access. While Microsoft Defender is included with Windows 11, Bitdefender provides enhanced web protection and additional privacy features, making it a more robust option [17]. 
[bookmark: _Toc228857130]Operating System
Windows 11 has been selected because it provides a modern, stable, and secure operating environment optimised for current hardware and professional applications. It offers improved performance, enhanced memory and process management, and broad compatibility with engineering software. Windows 11 also includes updated security features, streamlined user interface elements, and better support for multitasking, making it well suited for productivity‑focused workstations.
[bookmark: _Toc228857131]Shopping List 
Each chosen component has been detailed in table 1 below. The components and prices listed were compiled through online research using PC Part Picker [15].
[bookmark: _Toc228857022]Table 1 - Component Shopping List
	Component
	Product
	Specification
	Price
	Image

	CPU
	AMD Ryzen 9 9900X 4.4 GHz 12-Core Processor
	12 core/24 thread, AM5, 4.4 GHz clock, 5.6 GHz boost clock
	£327.88
	[image: ]

	CPU Cooler
	
Thermalright Peerless Assassin 120 SE 66.17 CFM CPU Cooler

	1550 fan RPM, 25.6 dB noise level, CPU socket AM5
	£29.99
	[image: ]

	Motherboard
	Asus ProArt X870E-CREATOR WIFI ATX AM5 Motherboard
	AM5 socket, AMD X870E, Wi-Fi 7 Networking, 256 GB, DDR5
	£466
	[image: ]

	RAM
	Crucial Pro 32 GB (2 x 16 GB) DDR5-6400 CL38 Memory

	DDR5-6400, 2x 16GB.
	£359.99
	[image: ]

	Storage
	Samsung 990 EVO Plus 2 TB M.2-2280 PCIe 5.0 X2 NVME Solid State Drive

	2TB, SSD, 
	£250.47
	[image: ]

	GPU, Graphics card
	Asus TUF GAMING OC Radeon RX 7600 XT 16 GB Video Card
	GDDR6, 16GB, HDMI Port, 1720MHz Core clock
	£326.49
	[image: ]

	Power Supply
	Corsair RM850x SHIFT 850 W 80+ Gold Certified Fully Modular Side Interface ATX Power Supply
	80+ Gold, 850W, 
	139.99
	[image: ]

	Case
	Fractal Design North XL ATX Full Tower Case

	ATX Full tower, USB C + USB A ports
	£154.62
	[image: ]

	Monitor
	LG UltraGear G6 27G610A-B 27.0" 2560 x 1440 200 Hz Monitor (x2)

	27” screen, 2560 x 1440 resolution, 1ms response time
	£169.99
	[image: ]

	Webcam
	Logitech C270 Webcam
	720P resolution, Fixed
	£38.84
	[image: ]

	Keyboard & Mouse
	Logitech K120 Wired Standard Keyboard

Logitech MX MASTER 3S Wireless Optical Mouse

	Wired

Wireless
	£19.99


£118.76
	[image: ][image: ]

	Headset
	Logitech H110 Headset

	Wired, Microphone, Noise Cancelling headphones
	£13.94
	[image: ]

	Operating system
	Microsoft Windows 11 Home Retail - Download 64-bit

	64 bit
	£109.52
	[image: ]

	
TOTAL COST
	
£2696.46


[bookmark: _Toc228857132]Conclusion
The proposed desktop system offers a well-balanced combination of performance, reliability, scalability, and security for an electrical engineer working from home. The selected components ensure compatibility and sufficient processing power to handle demanding tasks such as simulations, technical modelling, and multitasking. With a multi-core processor, dedicated GPU, high-capacity memory, and fast storage, the system supports efficient day-to-day workflows. Additionally, appropriate peripherals and reliable network connectivity enable effective communication, collaboration, and secure remote operation. Overall, the design provides a futureproof and dependable workstation that enhances productivity while meeting both current and long-term professional needs.






Evaluating Cybersecurity Risks and Developing mitigation Strategies
[bookmark: _Toc228857133]Introduction 
This report analyses the cybersecurity risks faced by a manufacturing company producing industrial control systems for critical infrastructure. It evaluates vulnerabilities across networks, devices, supply chains, legacy systems, and employee practices, prioritises them based on impact and likelihood, and proposes a comprehensive security strategy. It also outlines an incident response plan and aligns recommendations with relevant cybersecurity standards and best practices.
[bookmark: _Toc228857134]Cybersecurity risks 
The manufacturing company faces several critical cybersecurity risks that could impact its operations, intellectual property, and business continuity, particularly given its role in supporting sectors such as energy, utilities, and transportation. These risks affect the confidentiality, integrity, and availability of its systems and data.
Key concerns include weak network segmentation and outdated firewall rules, which could allow attackers to access operational systems and disrupt production [18]. Vulnerabilities in embedded devices, such as outdated firmware and default passwords, increase the risk of unauthorised access and compromised equipment [19]. Supply chain weaknesses may introduce insecure components [20], while legacy operating systems expose the organisation to known exploits, malware, and data loss [21]. Additionally, limited employee cybersecurity awareness heightens the risk of phishing attacks and human error [22].
Given the potential operational, financial, and reputational consequences, these risks must be prioritised based on their likelihood and impact. Table 2 below provides a structured assessment to support effective decision-making and resource allocation.
[bookmark: _Toc228857023]Table 2 - Risk prioritisation
	RISK
	SEVERITY
	LIKELIHOOD
	PRIORITY
	JUSTIFICATION

	Network segmentation and outdated firewall
	Critical
	High
	1
		


Significant risk of lateral movement, potentially leading to operational disruption and compromise of industrial control systems [18].

	Outdated operating systems
	High
	High
	2
	Exposes systems to known vulnerabilities and exploits, increasing risk of intellectual property theft and malware infection [21].

	Embedded devices
	High
	Medium-High
	3
	Easy to exploit entry points into networks and risk compromising device integrity and functionality [19].

	Cybersecurity training
	Medium-high
	High
	4
	Increases likelihood of credential compromise and malware introduction into the network [22].

	Supply Chain Risks
	Critical
	Medium
	5
	Introduces potential hidden vulnerabilities or backdoors, posing long-term strategic risks to system security [20].



[bookmark: _Toc228857135]Holistic cybersecurity strategy
A holistic cybersecurity strategy is a comprehensive approach adopted by the entire organisation. Integrating people, processes, technology, and data. Treating cybersecurity as an interconnected system that works together to manage risk effectively [23]. It should adopt a defence-in-depth approach, combining technical controls, secure processes, and user awareness to protect both IT and operational technology systems [24]. Network segmentation and a Zero Trust Architecture [25] should be implemented to restrict access between corporate and industrial environments, reducing the risk of lateral movement and spread of malware. Updating firewall rules and deploying intrusion detection systems further strengthens network protection, in line with guidance from the National Institute of Standards and Technology [26]
System and device security must be improved through regular patching, removal of default credentials, and maintaining an accurate asset inventory [19]. Legacy systems should be upgraded or isolated to reduce exposure to known vulnerabilities, while embedded devices must receive firmware updates [21] [27]. These measures align with industrial cybersecurity practices outlined by the International Electrotechnical Commission following joint ISO/IEC standards [27].
In addition, supply chain security should be strengthened through supplier assessments and secure development requirements, reducing the risk of introducing compromised components [28]. Employee training programmes, like phising simulations, policy enforcement and clear reporting procedure are also essential to mitigate phishing and human error, by doing so implementing a stronger security culture within [29] aligning with ISO 27001 best practices. Finally, continuous monitoring using tools such as SIEM systems enables rapid threat detection and response, improving overall organisational resilience [30].
[bookmark: _Toc228857136]Incident response
An effective incident response plan is essential to minimise the impact of cybersecurity breaches and ensure rapid recovery. The organisation should follow a structured lifecycle as exampled in figure 1 [31]. 
[bookmark: _Toc228857003]Figure 1 - Incident Response lifecycle
[image: ]

This includes establishing a dedicated incident response team, deploying monitoring tools to detect threats early, and implementing procedures to isolate affected systems and remove malicious activity. Recovery processes should ensure systems are restored securely from trusted backups, while post-incident reviews help strengthen future defences [32] [33].
[bookmark: _Toc228857137]Conclusion
In conclusion, the company faces significant cybersecurity risks due to outdated systems, insecure devices, supply chain vulnerabilities, and limited employee awareness. By implementing a layered cybersecurity strategy supported by recognised frameworks such as ISO 27001, NIST cybersecurity framework, and IEC 62443, the organisation can reduce operational risk, protect intellectual property, and improve resilience against evolving cyber threats.
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