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The fast evolution of artificial intelligence (AI) in recent years has caused significant breakthroughs in deepfake generation, particularly in the production of very realistic fake photos. This has generated significant questions regarding ethical abuse, false information, and digital trust. Although many deepfake detection methods using convolutional neural networks (CNNs) and vision transformers (ViTs) have been suggested by academics, most of them emphasize enhancing detection accuracy. There is, meanwhile, little study on the energy efficiency and sustainability of these artificial intelligence models. This proposal intends to assess and contrast the performance and energy consumption of CNN-based and transformer-based models for deepfake image identification. The study will investigate which models provide a better balance between detection accuracy and computing cost by means of comparative analysis using current literature and model performance data. The study will be directed by the onion research framework and will use a deductive approach. The hoped-for result is to find an artificial intelligence architecture that maintains great accuracy in fraudulent picture identification while supporting sustainable development goals. This initiative addresses the increasing demand for responsible and energy-conscious artificial intelligence applications in digital media and cybersecurity.

This initiative helps to meet the increasing demand for ethical and energy-conscious artificial intelligence applications in digital media and cybersecurity. Beginning 

[bookmark: _Toc197082877]1.Introducation

Artificial intelligence (AI) is increasingly important in the generation and identification of synthetic material in the digital era. Deepfake images realistic-looking but artificially produced images usually used to distort or influence public perception are among the most hazardous and fast-growing kinds of synthetic media. Deepfake images are posing a major danger to digital integrity from political falsehoods to identity theft [1].

Researchers have created various AI-based detecting techniques to counter this. Two of the most often used models for spotting deepfakes [2], [3] are Convolutional Neural Networks (CNNs) and Vision Transformers (ViTs). Often trained on vast data sets, these models are assessed for accuracy and robustness [4]. Very few studies, meanwhile, address another important question: how much energy or computational power these models use [5].

Building precise deepfake detection systems is not enough; they must also be energy-efficient and scalable given growing worldwide knowledge of sustainability and responsible artificial intelligence [6]. Running and training big artificial intelligence models need major hardware resources, which causes high electrical use and carbon emissions [7]. This highlights the importance of sustainable artificial intelligence practices particularly in applications like deepfake detection, where high scalability and real-time deployment are required [8].

This study aims to assess the performance vs energy efficiency of well-known artificial intelligence algorithms employed in deepfake image identification. The work contrasts CNN-based designs with transformer-based models in terms of accuracy, energy consumption, and computing efficiency [3], [9]. The initiative intends to assist researchers and developers create more sustainable AI systems in the future by means of knowing the strengths and weaknesses of each [10].

[bookmark: _Toc197082878]2.Literature Review

The project intends to assist researchers and developers create more sustainable AI systems in the future by means of a strengths and weaknesses analysis of each. Review of Literature 

In recent years, deepfake image detection has advanced fast. Many investigations emphasize creating very accurate models to find altered or fabricated material. To increase the dependability of detection systems [1], [2], researchers have investigated many kinds of neural networks, including Convolutional Neural Networks (CNNs) and Vision Transformers (ViTs).

Because they can automatically extract spatial patterns and small pixel-level discrepancies from input data, CNNs have proved useful for detecting fraudulent photos. Wahab et al. [3] suggested an enhanced dense CNN model that runs well on benchmark datasets. When image quality is low or altered very gradually, CNNs can find it difficult to spot modified content.

Newer studies looking at Transformer-based models are being conducted to get around these restrictions. Originally developed for natural language processing, transformers are increasingly being employed for image-based applications because to their ability to capture long-range relationships. Nguyen et al. [4] investigated Vision Transformers in a self-supervised environment and discovered that, when trained properly, they could surpass CNNs on deepfake datasets. These models, nevertheless, are big and need more processing power and memory.

Most studies ignore sustainability or energy use even with increased accuracy. Sar et al. [5] underlined the need of creating real-time and efficient models capable of spotting deepfakes across several media types. Fraga-Lamas et al. [6] underlined how deepfakes fuel false information and recommended adopting blockchain-based technologies to assist material authenticity; yet, this falls beyond the purview of AI model performance evaluation.

Published systematic literature reviews address datasets and detecting techniques. Rana et al. [7] examined over 80 deepfake detection articles and shown how most investigations prioritized accuracy enhancement above the energy trade-off. Likewise, Devi and Sujitha [8] offered a comparative analysis of CNN and hybrid techniques but failed to address which model kind is more sustainable.

Sudarsan et al. [9] has presented a comprehensive study of deepfake detecting techniques employed on social media. Though artificial intelligence models are growing more sophisticated, they found that the absence of energy-efficient, scalable solutions is still a major constraint. Our study aims to close this literature gap by assessing both performance and energy consumption of CNN and Transformer models in false image detection.
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Advanced AI-based generating methods are making deepfake photos more and more lifelike. Misinformation campaigns, fraud, cyberbullying, and false news all make use of them. Researchers have created several detection models employing Convolutional Neural Networks (CNNs) and Vision Transformers (ViTs) [1], [2] to offset this. When identifying altered information on benchmark datasets, these methods frequently claim excellent accuracy. But, in actual implementation, sustainability becomes another crucial consideration.

Many of the energy consumed by most AI-based detection systems comes from training and inference [3]. This is particularly problematic for real-time or large-scale applications given restricted computing resources or environmental effect concerns. At the moment, the artificial intelligence community stresses accuracy but seldom discusses model size, deployment cost, or power use.

Sustainability is a worldwide issue, hence it is imperative to assess how efficient and environmentally beneficial present deepfake detection systems actually are. Building realistic AI systems that are not just accurate but also sustainable is challenging without knowledge of the energy-performance trade-off.

[bookmark: _Toc197082881]3.2 Research Gap

In recent years, deepfake image detection has attracted much interest. Most studies focus on increasing detection accuracy by means of sophisticated or mixed artificial intelligence models. For instance, by learning fine-grained visual characteristics, CNNs and Vision Transformers are being trained to identify even the most realistic false photos [5]. Although this is crucial, these research mostly emphasize how effectively a model can identify deepfakes not how quickly it can do so.

Examining the most recent research reveals that very few studies have contrasted energy consumption, computational cost, and processing time between CNN and Transformer models [6]. This is a significant gap since, in the real world, these models have to run on devices with limited power like mobile phones, surveillance systems, or live broadcasting settings. A model cannot be used in actual settings if it consumes too much power or processing time.

Furthermore, in fields like news verification, social media content control, and fraud detection, real-time deepfake identification is growing absolutely necessary. Most studies, however, do not investigate models designed for speed and energy efficiency [7]. Though they may perform effectively in controlled laboratory environments, high power requirements or sluggish processing could cause them to fail in actual situations.

Therefore, there is obviously a research gap:

Although deepfake detection systems are becoming more accurate, little study has been done to compare these models with regard to sustainability particularly energy efficiency, deployment viability, and long-term scalability.

[bookmark: _Toc197082882]4. Research Aim and Objectives

[bookmark: _Toc197082883]4.1 Research Aim

To assess and contrast the performance and energy efficiency of AI models specifically CNN and Transformer-based architectures in detecting deepfake images.
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The study will seek to do this by means of the following goals:

1. To examine and contrast the detection accuracy of CNN and Transformer models on deep fake picture datasets.

2. To assess the computational cost and energy use of these models during training and inference phases.

3. To select the most appropriate model for sustained deep fake picture identification depending on performance vs power trade-off.

[bookmark: _Toc197082885]5. Research Questions

The following research questions have been designed depending on the goal and goals of this study:

1. In terms of accuracy and dependability, how do Transformer and CNN models fare in spotting deepfake photos?

2. During training and inference, how do CNN and Transformer models differ in energy use and computational expense?

3. Could a hybrid or lightweight artificial intelligence model offer a better balance between energy efficiency and detection accuracy?

4. Which artificial intelligence approach is most appropriate for real-time deepfake picture detection and sustainability?

These queries will steer the course of the literature study, model comparison, and analysis phases all through the project.


· Onion research Framework
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6. Research Methodology 

This part describes how the study's aim and goals will guide the research execution. Based on the Research Onion concept by Saunders et al. (2007), it is organized to enable the researcher navigate several layers of decision-making from philosophical viewpoint to actual data collecting and analysis techniques.

The subject of this study Sustainable AI: Assessing Performance in Detecting Fake Images involves technical evaluation of several AI models, therefore the research methodology emphasizes objectivity, measurable results, and systematic comparisons.

[bookmark: _Toc197082887]6.1 Research Philosophy: Positivism

Emphasizing objective reality, observable facts, and quantifiable data, this paper uses the positivist research approach. Positivism holds that the researcher is separate from the subject being investigated and uses measurable techniques to grasp events. This fits nicely with the objectives of this initiative comparing AI models using criteria including processing time, energy consumption, and detection accuracy.

This study intends to produce dependable findings using current datasets, model performance reports, and evaluation frameworks by means of a positivist perspective. Empirical evidence will drive the whole study; there is no space for prejudice or personal views. Commonly applied in computer science and engineering-based research involving experiments and performance evaluation, this philosophy.

[bookmark: _Toc197082888]6.2 Research Approach: Deductive

The selected research method is deductive, which means the investigation begins with a basic theory or assumption and then tests it using evidence. The study starts with a hypothesis in this situation, such as:

For deepfake image identification, "CNN-based models are more energy-efficient than Transformer-based models,"

The study will gather data from scholarly papers, benchmark datasets, and experimental logs to evaluate this. Through logical reasoning and systematic analysis, the deductive approach lets the researcher assess current knowledge and confirm or reject preconceptions. Time-bound studies like this MSc project, where gathering primary data or training new models from scratch is impractical, are well served by this approach.

[bookmark: _Toc197082889]6.3 Research Strategy: Comparative Analysis

This project's primary approach is comparative study. It emphasizes contrasting several kinds of artificial intelligence algorithms often used to identify phony photos. Amongst these are Models based on CNN include DenseNet, Xception, ResNet. Models based on transformers include ViT (Vision Transformer), Swin Transformer, and DeiT.

Hybrid or lightweight models if relevant such as CoAtNet, MobileViT, or models improved by pruning or quantization. The comparison will be on numerous performance indicators including:

· Detection accuracy: how well the model can tell actual from false photos

· Energy use: how much power the model consumes during training or inference (measured in GPU/CPU use or predicted via FLOPs)

· Training and inference time: how fast the model handles data

· Scalability: how readily the model can be implemented in real-time situations like media servers, online services, or mobile apps

This approach lets the researcher assess trade-offs between several kinds of models to determine which one strikes the optimum balance between performance and sustainability.

[bookmark: _Toc197082890]6.4 Research Choice: Quantitative 

This paper adopts a quantitative mono-method approach, which means it draws its conclusions just from quantitative data. The issue is technical and doesn't involve human behavior or subjective opinions, thus no interviews, focus groups, or surveys are conducted.

· The information gathered will be in numerical format, including:

· Scores of accuracy in numeric form include precision, recall, F1-score.

· Time spent processing in seconds or milliseconds

· Model complexity e.g., amount of parameters, memory consumption

· Energy consumption measured directly if available or calculated by computational cost like FLOPs.

This decision guarantees consistency and fits nicely with the positivist worldview. The outcomes will be compared visually and statistically using charts, graphs, and tables to find the most appropriate model for sustainable deployment.

[bookmark: _Toc197082891]6.5 Time Horizon: Cross-sectional

The investigation is run over a short, set period from February 25 to August 31, 2025 using a cross-sectional time horizon. Academic projects with defined submission dates benefit most from this approach rather than tracking models across time, this study will examine current models and datasets at one point in time. This ensures that the study is feasible and efficient given the MSc project deadline.
A cross-sectional strategy lets the study emphasize thorough and precise analysis instead of long-term trends or future projections.
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Data gathering for this project will consist of compiling publically accessible data from the following sources:

· Benchmark datasets: FaceForensics++, Celeb-DF, and DFDC (Deepfake Detection Challenge dataset). These datasets have both genuine and phony photographs that could be used to evaluate or contrast model performance.

· Published model findings: from IEEE research papers, conference papers, and GitHub repositories. These will help to draw statistics including energy utilization and accuracy.

· Energy consumption statistics will come from reported FLOP values, available GPU usage logs, or model evaluation energy estimation tools.

Data Analysis will include:

· Statistical comparison of models employing performance tables, line graphs, or bar charts

· Ranking models according to power use against accuracy

· Emphasizing trade-offs between sustainability and complexity

· Designing a Performance vs Power Scorecard will enable one to see the best-performing models from a sustainability perspective.

Data will be standardized to guarantee equitable comparisons if it is accessible. Proxy indicators such as model size and FLOPs will be utilized to estimate energy use if direct energy data is lacking.

[bookmark: _Toc197082893]7. Ethical Considerations

The ethical concerns are few in this study since it does not include human subjects, personal data, or sensitive information. A few ethical issues still have to be handled, though, given the subject includes artificial media and AI-generated content.



Key Considerations:

1. The study will exclusively employ publicly available datasets e.g., FaceForensics++, Celeb-DF for academic and non-commercial usage.

2. Preventing Misuse of Artificial Intelligence Models: The emphasis is on identifying deepfakes rather than creating them. The study won't produce or distribute false photos that might be exploited.

3. All techniques, models, and results shall be explicitly recorded and cited to foster confidence and prevent deceptive readings.

4. Efforts shall be taken to guarantee that datasets and assessment measures are not biased toward any particular class, gender, or ethnic background.

5. By investigating energy-efficient AI models, the initiative supports green computing, hence helping to the ethical use of computer resources.
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From February 25 to August 31, 2025, this MSc research project will be conducted throughout six months. The timeline below guarantees sufficient time for literature review, model analysis, writing, and final proofing by showing how the work will be distributed among phases.
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	Phase
	Timeline
	Description

	1. Background Reading & Literature Review
	Feb 25 – Aug 25
	Ongoing study and review of deepfake detection models, sustainability, gaps

	
	
	

	2. Methodology Planning
	Mar 15 – Apr 15
	Selecting research approach, onion model, dataset scope

	3. Model Comparison & Analysis
	Apr 15 – Jun 30
	Accuracy vs energy trade-off analysis using secondary data sources

	4. Drafting Proposal Sections
	Jun 1 – Aug 10
	Writing all core chapters: Introduction, Literature Review, Methodology, etc.

	5. Proofreading & Submission
	Aug 15 – Aug 30
	Final edits, citations, formatting, Turnitin check, submission















· Gantt chart :
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[bookmark: _Toc197082897]9.1 Expected Outcomes

This study is anticipated to yield the following results:

1. A thorough comparison of CNN and Transformer models in identifying deepfake photos revealing accuracy and generalization variances.

2. A study of energy use and computational cost for every model type, hence clarifying their sustainability for actual deployment.

3. Finding the most efficient model that uses less energy but keeps strong detection performance.

4. Practical ideas on how AI models could be tuned for responsible energy use as well as detection quality.

5. A graph illustrating performance vs power trade-off ranking models according to resource utilization and accuracy.
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This project intends to contribute academically and practically as follows:

· Addressing the underexplored subject of sustainability in deepfake image recognition models [1], [2] helps to fill a literature vacuum.

· Comparing actual performance and energy statistics of artificial intelligence models [3] helps to guide sustainable AI development.

· Offering advice for developers and academics wishing to use deepfake detection algorithms in real-time or resource-constrained settings.

· Combining ethical issues with performance targets helps to promote responsible use of artificial intelligence in security, media, and digital trust environments.
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· Create hybrid artificial intelligence models that combine CNN and Transformer capabilities.

· Run more datasets through energy-efficient models.

· Reduce energy expenses by means of quantization and trimming.

· Suggest criteria for sustainable artificial intelligence.
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