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Compliance in a Fragmented World: Navigating GDPR, (General Data Protection Regulations) alongside new regulations like DORA (Digital Operational Resilience Act) and NIS2 (Network and Information Systems Directive 2) for critical infrastructure.

Task 1

Abstract— To find out about protecting systems and networks from cyber-attacks, it is crucial to understand Just the rule and regulation and prove a clear standard, responsibilities, and the consequences for digital conduct. Through regulations of General Data Protection Regulations (GDPR, came into force on May 25, 2018) and the (Computer Fraud and abuse Act came into force on October 12,1984) governments define how data must be protected. The legal frameworks help the organization implement stronger cybersecurity solutions, risk management practices, and compliance programs to protect sensitive information.
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I. INTRODUCTION
Digital technologies have become foundational to modern organizational operations, enabling new business models, global connectivity, and data-driven decision-making. At the same time, increased reliance on interconnected systems has amplified exposure to cyber incidents, including data breaches, ransomware attacks, and service disruptions. Such incidents increasingly carry legal and regulatory consequences, extending beyond technical failure to affect organizational reputation, financial stability, and public trust.
In response, governments and regulatory authorities have introduced comprehensive legal frameworks to protect personal data, ensure service continuity, and strengthen cybersecurity resilience. Within the European Union, the General Data Protection Regulation (GDPR) has become the cornerstone of data protection law, imposing strict obligations on organizations that process personal data [1]. More recently, the Digital Operational Resilience Act (DORA) and the Network and Information Systems Directive 2 (NIS2) have been introduced to address systemic cyber risks affecting financial institutions and operators of essential services [2], [3].
Although each regulation targets distinct aims, their overlapping requirements have created a fragmented compliance environment. Organizations working across regulated sectors must often follow all three frameworks simultaneously. This paper examines how organizations can navigate this complexity by integrating regulatory compliance with proactive cybersecurity practices that predict, protect against, detect, and respond to threats.
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Figure 1 Comparative Table: GDPR vs DORA vs NIS2 (Integrated Architecture View) [1].
II. REGULATORY LANDSCAPE OVERVIEW
A. General Data Protection Regulation (GDPR)
The General Data Protection Regulation (GDPR), which came into force in May 2018, stands for one of the most comprehensive and influential data protection frameworks globally. Its primary purpose is to safeguard the personal data of individuals within the European Union and to give data subjects greater control over how their information is collected, processed, and shared [1]. A defining characteristic of the GDPR is its extraterritorial reach, meaning that it applies not only to organizations physically found within the EU but also to any entity worldwide that processes the personal data of EU residents. This broad applicability has positioned the GDPR as a global standard for privacy regulation, influencing legislative developments in many authorities.
At the core of the GDPR are several foundational principles that govern lawful data processing. These include lawfulness, fairness, and transparency, which require organizations to process data in a manner that is both legally justified and clearly communicated to individuals. The principles of purpose limitation and data minimization mandate that personal data be collected only for specific, explicit purposes and that only the minimum necessary data be processed. Additionally, the GDPR emphasizes accuracy, storage limitation, and integrity and confidentiality, ensuring that data is kept up to date, kept only as long as necessary, and protected through proper security measures. The overarching principle of accountability requires organizations to prove compliance through documented policies, governance structures, and ongoing risk assessments.
To operationalize these principles, organizations must implement a range of technical and organizational measures, such as encryption, access controls, data protection impact assessments (DPIAs), and staff training programs. In certain circumstances, organizations must also appoint a Data Protection Officer (DPO) to oversee compliance activities and act as a point of contact for supervisory authorities.
One of the most stringent and operationally significant requirements of the GDPR is the obligation to notify supervisory authorities of personal data breaches within 72 hours of becoming aware of the incident [1].
This requirement underscores the regulation’s emphasis on transparency and rapid response. Organizations must assess the nature of the breach, determine the potential risks to individuals, and document the incident thoroughly, when cases breach and pose a very high risk to individuals and their rights as well as one’s freedoms, which would affect one’s data the subjects must also be informed without undue delay. (“The Cybersecurity Risks Marketing Agencies Overlook - Lyon Tech”). 
Failure to follow GDPR obligations—including breach notification, data subject rights, or lawful processing requirements—can result in severe administrative penalties. The regulation authorizes fines of up to €20 million or 4% of an organization’s global annual turnover, whichever is higher [4]. These substantial penalties reflect the EU’s commitment to enforcing data protection standards and have led to high profile‑ enforcement actions across various industries.
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Figure 2 shows the GDPR things you need to know to follow the principals of data protection [2]
Overall, the GDPR has reshaped global expectations around privacy, security, and accountability. Its influence continues to grow as organizations worldwide adopt GDPR aligned practices to meet regulatory expectations and support‑ trust with consumers.
B. Digital Operational Resilience Act (DORA)
The Digital Operational Resilience Act (DORA) stands for a major regulatory milestone in the European Union’s effort to strengthen the stability and security of the financial sector. Unlike data protection‑ focused regulations such as the GDPR, DORA is specifically designed to ensure that financial entities can withstand, respond to, and recover from a wide range of information and communication technology (ICT) disruptions. Its scope covers banks, insurance companies, investment firms, credit institutions, payment service providers, and critical ‑third-party‑ ICT service providers, making it one of the most comprehensive operational resilience frameworks in the financial domain [2].
DORA mandates that financial entities prove robust ICT risk management frameworks that integrate governance, risk identification, protection measures, detection capabilities, and recovery planning. These frameworks must be embedded into the organization’s overall risk management strategy and overseen by senior management, who are explicitly accountable for ICT resilience. This governance emphasis reflects the EU’s recognition that operational disruptions—whether caused by cyberattacks, system failures, or third-party‑ outages—pose systemic risks to financial stability.
The UK GDPR mirrors the EU GDPR but applies post-Brexit domestically; both protect personal data, though UK can diverge over time.
A vital part of DORA is its requirement for continuous resilience testing. Financial institutions must conduct regular assessments, including vulnerability analyses, scenario based testing, and advanced ‑threat led penetration testing (TLPT) for entities believed critical. These tests ensure that organizations can name weaknesses proactively and confirm their ability to support essential services during severe operational stress. The regulation also encourages ‑cross border‑ coordination and information sharing to strengthen collective resilience across the EU financial ecosystem.
Another defining feature of DORA is its standardized incident reporting framework. Financial entities must classify Corelated incidents based on severity and report major incidents to competent authorities within prescribed timelines. This harmonized reporting structure aims to improve supervisory oversight, enable faster regulatory response, and enhance the EU’s ability to check‑ systemic risks. The standardization also reduces fragmentation across member states, addressing long‑standing inconsistencies in how financial institutions report cyber and operational incidents.
Perhaps the most distinctive aspect of DORA is its strong focus on third party ICT risk, particularly in relation to cloud service providers and other external technology partners. The regulation recognizes that financial institutions increasingly rely on outsourced ICT services, which can create concentration risks and single points of failure. Under DORA, organizations must ensure that outsourcing arrangements do not compromise operational resilience and must keep detailed inventories of ‑third-party dependencies [2]. Contracts with ICT providers must include clear provisions on service availability, data access, audit rights, incident reporting, and termination procedures. Additionally, critical ‑third-party‑ ICT service providers will be subject to direct oversight by EU supervisory authorities, marking a significant shift in regulatory expectations for the technology sector.
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Figure: 3 shows the DORA regulations [3]
Under the Digital Operational Resilience Act:
1. ICT Risk Management and Governance
ICT Risk Management and Governance under the Digital Operational Resilience Act requires firms to name, manage, and mitigate ICT risks, with clear governance, accountability, and continuous monitoring for resilience.
2. Management Liability
Management Liability holds senior executives responsible for ensuring compliance with the Digital Operational Resilience Act, requiring oversight, risk awareness, and accountability for failures in ICT resilience, governance, and regulatory obligations.
3. ICT-Related Incident Response and Reporting
ICT-Related Incident Response and Reporting mandates detection, classification, and reporting of ICT incidents, ensuring organizations respond effectively, limit impact, and notify regulators with standardized procedures to enhance transparency and resilience.
4. Digital Operational Resilience Testing
Digital Operational Resilience Testing requires testing of systems, including advanced threat-led penetration testing, to evaluate preparedness, uncover vulnerabilities, and ensure financial entities can withstand, respond to, and recover from disruptions.
5. Third-Party Risk Management
Third-Party Risk Management obliges firms to assess, check, and manage risks from ICT providers, ensuring contractual safeguards, due diligence, and oversight to prevent vulnerabilities arising from outsourcing critical digital services.
6. Information-Sharing Agreements
Information-Sharing Agreements encourage organizations to share cyber threat intelligence and vulnerabilities with trusted parties, improving collective awareness, strengthening defences, and supporting coordinated responses to ICT risks across the financial sector.
Overall, DORA sets up a unified and stringent framework that elevates operational resilience to a regulatory priority on par with financial solvency and data protection. By addressing ICT risks holistically—across governance, testing, incident management, and third-party‑ oversight—DORA aims to safeguard the continuity, reliability, and integrity of digital services that underpin the EU’s financial system.
C. Network and Information Systems Directive 2 (NIS2)
The Network and Information Systems Directive 2 (NIS2) represent a major overhaul of the EU’s cybersecurity regulatory framework, replacing the original NIS Directive and significantly expanding both its scope and its obligations. While the first NIS Directive focused on a narrower set of essential service providers, NIS2 broadens coverage to include a much wider range of essential and important entities, such as those working in energy, healthcare, transport, public administration, digital infrastructure, waste management, and manufacturing of critical products [3]. This expansion reflects the EU’s recognition that modern economies rely on interconnected digital systems across many sectors, and that disruptions in any of these areas can have cascading effects on public safety, economic stability, and national security.
NIS2 introduces more stringent cybersecurity risk management requirements, mandating that organizations adopt comprehensive measures to prevent, detect, and respond to cyber threats. These measures include policies for risk analysis, incident handling, business continuity, supply chain security, encryption, and secure authentication. The directive emphasizes a comprehensive approach to cybersecurity, requiring organizations to integrate technical, operational, and organizational safeguards into their core governance structures. This shift aligns with the EU’s broader strategy to elevate cybersecurity from a technical function to a strategic priority.
A key enhancement under NIS2 is its focus on supply chain and third-party risk management. Organizations must assess and mitigate cybersecurity risks associated with their suppliers and service providers, particularly those offering critical ICT services. This requirement acknowledges that many cyber incidents originate from vulnerabilities in ‑third party systems, making supply chain oversight essential for overall resilience. NIS2 encourages organizations to adopt contractual safeguards, conduct due diligence, and keep‑ visibility into the cybersecurity posture of their partners.
NIS2 also strengthens incident reporting obligations, requiring entities to notify authorities of significant cybersecurity incidents within tight timelines. In many cases, organizations must send an early warning within 24 hours of detecting an incident, followed by a more detailed report within 72 hours. This accelerated reporting structure is designed to improve situational awareness across the EU, enabling faster regulatory response and better coordination during large‑scale cyber events.
One of the most transformative aspects of NIS2 is its introduction of executive accountability. Senior management is now explicitly responsible for approving cybersecurity risk management measures and overseeing their implementation [6]. Leaders may face personal liability for noncompliance, underscoring the directive’s intent to embed cybersecurity into ‑high level ‑decision making‑. This requirement aims to ensure that cybersecurity receives adequate resources, attention, and strategic alignment across organizations.
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Figure 4 shows NIS2 protocols [4].
Examples of when and why we would implement this 
The NIS2 Directive is implemented in critical sectors like energy and healthcare to strengthen cybersecurity and resilience; for example, hospitals and power grids protecting essential services from cyber threats.
NIS2 also enhances supervisory and enforcement mechanisms, granting authorities greater powers to conduct audits, issue binding instructions, and impose significant penalties for non‑compliance. These enforcement tools are designed to create a consistent cybersecurity baseline across the EU and reduce fragmentation among member states.
Overall, NIS2 stands for a substantial strengthening of the EU’s cybersecurity posture. By expanding sectoral coverage, tightening risk management expectations, accelerating incident reporting, and elevating executive responsibility, the directive aims to create a more resilient and secure digital ecosystem across Europe. As organizations prepare for compliance, many are reassessing their governance structures, supply chain dependencies, and operational resilience strategies to meet the directive’s heightened expectations.
III. CHALLENGES IN A FRAGMENTED REGULATORY ENVIRONMENT
A central challenge in achieving multi-regulatory compliance lies in the misalignment of scope, terminology, and enforcement mechanisms across GDPR, DORA, and NIS2. While GDPR prioritizes the protection of personal data and individual rights, DORA and NIS2 focus on supporting the resilience and continuity of essential digital services [2], [3] 
Incident reporting obligations further illustrate this fragmentation. GDPR mandates breach notification within 72 hours, NIS2 often requires initial notification within 24 hours, and DORA applies impact-based thresholds [1]– [3]. Without harmonized internal processes, organizations risk missing regulatory deadlines or duplicating reporting efforts.
Resource constraints worsen these challenges, particularly for small and medium-sized enterprises that may lack dedicated legal and cybersecurity ability [7].
IV. COMPLIANCE AS CYBERSECURITY ENABLEMENT
Although regulatory compliance is often viewed as burdensome, frameworks like General Data Protection Regulation, NIS2 Directive, and Digital Operational Resilience Act closely reflect cybersecurity best practices [5]. Controls such as encryption, access management, continuous monitoring, and incident response are grounded in proven risk mitigation strategies. A risk-based approach enables organizations to align enterprise risk assessments with regulatory obligations, supporting GDPR Data Protection Impact Assessments, NIS2 risk management duties, and DORA ICT governance within a unified framework [5]. This reduces duplication, perfects resources, and strengthens resilience.
V. COMPLIANCE ARCHITECTURE FOR PROTECTION
Effective compliance requires strong governance structures that ensure consistent policy implementation across organizational units. Centralized compliance oversight improves accountability and enables systematic monitoring of regulatory developments. Cross-functional collaboration between legal, IT, security, and executive leadership further enhances governance effectiveness [6]
Technical protection controls are critical components of compliance architecture. Encryption and pseudonymization reduce the impact of personal data breaches under GDPR while also supporting integrity and availability requirements under NIS2 and DORA [1], [3]. Identity and access management systems enforce least-privilege access, reducing attack surfaces and limiting the impact of compromised credentials [8].

VI. DETECTION REAL-TIME VISIBILITY
Continuous monitoring is essential for prompt threat detection and regulatory compliance. Security Information and Event Management (SIEM) systems provide centralized visibility by aggregating and analysing logs from across organizational systems [7]. These capabilities enable early identification of anomalous behaviour and support forensic investigations.
The integration of threat intelligence enhances detection capabilities by correlating internal security events with external threat indicators. This approach reduces dwell time and improves the organization’s ability to meet regulatory detection and reporting obligations [9].
VII. RESPONSE AND RECOVERY AUTOMATION
Automated response capabilities significantly improve an organization’s ability to follow regulatory requirements. Incident response playbooks aligned with GDPR, DORA, and NIS2 ensure consistent handling of incidents and clarify roles, responsibilities, and notification timelines [1]– [3].
Security Orchestration, Automation, and Response (SOAR) platforms enable rapid containment, evidence collection, and regulatory notification. Automation reduces human error, accelerates response times, and strengthens recovery capabilities, supporting both compliance and operational resilience [9].
VIII. HARMONISING COMPLIANCE ACROSS REGULATIONS
Organizations can reduce regulatory fragmentation by mapping compliance requirements to unified control frameworks such as ISO/IEC 27001 and the NIST Cybersecurity Framework [5], [7]. Control mapping matrices help show overlapping requirements and enable organizations to prioritize controls that satisfy multiple regulations simultaneously.
Training and awareness programs further strengthen compliance by embedding cybersecurity responsibilities into organizational culture, particularly at executive level under NIS2 accountability provisions [6].

IX. DISCUSSION
While regulatory fragmentation continues to present challenges, integrated compliance strategies significantly reduce complexity and enhance cybersecurity outcomes. However, variations in national implementation of NIS2 and evolving regulatory guidance remain sources of uncertainty. Standardization and automation therefore represent the most effective long-term mitigation strategies.
X. CONCLUSION
Meeting the combined expectations of GDPR, DORA, and NIS2 requires organizations to adopt a unified, forward-looking‑ approach to cybersecurity and regulatory compliance. Each regulation targets a different dimension of digital risk—GDPR focuses on personal data protection, DORA on operational resilience in the financial sector, and NIS2 on strengthening cybersecurity across essential and important sectors. When viewed together, they form a comprehensive framework that pushes organizations to mature their governance, strengthen their technical capabilities, and embed resilience into everyday operations rather than treating compliance as a checklist exercise.
A central theme across all three regulations is the shift from reactive, incident driven responses to proactive risk management. Organizations are expected to predict threats, understand their digital dependencies, and implement controls that reduce the likelihood and impact of disruptions. This includes proving‑ clear governance structures, conducting regular risk assessments, and ensuring that senior leadership is directly accountable for cybersecurity and resilience outcomes. By elevating responsibility to the executive level, these regulations reinforce that digital risk is not merely an IT issue but a strategic business concern.
Another shared requirement is the need for integrated technical and organizational controls. GDPR demands strong data protection measures, DORA requires robust ICT risk management and resilience testing, and NIS2 mandates comprehensive cybersecurity safeguards and supply chain oversight. When combined, these expectations encourage organizations to build layered defences that protect data, support service continuity, and ensure the integrity of critical systems. Automation plays a key role here—automated monitoring, threat detection, incident response, and reporting capabilities help organizations meet strict regulatory timelines while reducing human error and improving response speed.
Incident reporting obligations across the three regulations also highlight the importance of rapid detection and coordinated response. Whether it is GDPR’s 72‑hour breach notification, DORA’s standardized reporting for ICT incidents, or NIS2’s 24hour early warning requirement, organizations must be able to find incidents quickly, assess their severity, and communicate effectively with regulators. This causes mature incident response plans, ‑cross functional‑ coordination, and continuous testing to ensure readiness.
Ultimately, embedding compliance within a broader cybersecurity and resilience strategy transforms regulatory obligations into long term‑ organizational strengths. Rather than viewing GDPR, DORA, and NIS2 as isolated requirements, organizations that integrate their principles can build environments that are more secure, more resilient, and more trusted by customers, partners, and regulators. This integrated approach not only reduces regulatory risk but also enhances operational stability and strengthens the organization’s ability to adapt to an evolving threat landscape.
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Task 2

Designing a Zero Trust–Aligned Security Programme for MediTrust Analytics Ltd
1. Introduction
MediTrust Analytics Ltd is a rapidly growing HealthTech organisation that develops AI-powered clinical decision support systems and cloud-based platforms used by hospitals and private healthcare providers. These platforms process extremely sensitive data, including electronic health records, diagnostic imaging, and real-time data from Internet of Things (IoT) patient monitoring devices. As the company expands into the European Union (EU), it must follow stringent regulatory frameworks such as the General Data Protection Regulation (GDPR) [1] and the Digital Operational Resilience Act (DORA) [2], as well as the Network and Information Security Directive 2 (NIS2) [9].
The expansion introduces a range of cybersecurity challenges. MediTrust operates a hybrid workforce model, involving remote developers, clinical analysts, and third-party research collaborators. Additionally, its reliance on multi-cloud infrastructure increases exposure to risks such as misconfigurations, identity compromise, and insecure data flows. With particular concern and threats to the AI training data’s integrity, unauthorised access to patient data, and vulnerabilities within the software supply chain. These risks are amplified by the organisation’s rapid growth and reliance on distributed systems.
To address these issues, this report proposes a Zero Trust aligned security programme that is strategic, scalable, and compliant with EU regulations. The programme integrates governance, policies, risk management, and modern security technologies to ensure robust protection of sensitive assets and long-term operational resilience.

2. Zero Trust Strategic Approach
The Zero Trust security model is based on the principle that no entity, whether internal or external to the organisation, should be trusted by default [3]. Instead, all access requests must be continuously verified based on identity, device posture, and contextual risk factors [4]. This stands for a shift away from traditional perimeter-based security models, which are no longer sufficient in modern cloud-based and distributed environments.
This approach is particularly suitable for MediTrust due to its distributed hybrid workforce, its reliance on multi-cloud infrastructure, the sensitivity of healthcare and AI data it processes, and its integration with third-party vendors and research partners. These characteristics significantly increase the attack surface and require a more adaptive and dynamic security model.
In practice, Zero Trust implementation involves continuous authentication and authorisation of users and devices, ensuring that only verified entities can access resources [3]. It also enforces least privilege access, meaning that users are granted only the minimum level of access needed to perform their roles. Furthermore, micro-segmentation is used to divide networks and systems into smaller, isolated segments, thereby limiting the potential spread of attacks [4]. The model also assumes that breaches are inevitable, encouraging proactive detection and response strategies supported by real-time monitoring and analytics.
To illustrate how this approach functions operationally, the following workflow shows how access requests are evaluated within MediTrust’s Zero Trust an evaluated within MediTrust’s Zero Trust environment.

Image of flowchart 
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This workflow shows that access is not a one-time decision but a continuous process. Each stage ensures that identity, device security, and contextual risk are evaluated before granting access, and that behaviour is continuously checked to detect anomalies.

3. Organisational Structure
A well-defined organisational structure is essential to support the implementation of a Zero Trust architecture within MediTrust. Effective governance frameworks emphasise the importance of clearly defined roles and responsibilities in managing cybersecurity risks and aligning security with business goals [5]. At the strategic level, the Chief Information Security Officer (CISO) handles leading cybersecurity strategy, ensuring regulatory compliance, and reporting risks to senior management. This role provides oversight and ensures that security initiatives align with organisational goals.
Supporting this, the Cloud Security Architect handles designing secure multi-cloud environments and implementing Zero Trust principles such as identity-based access control and network segmentation. The DevSecOps Lead plays a critical role in embedding security into the software development lifecycle, ensuring that applications and AI systems are developed securely from the outset [6]. This includes integrating security testing tools and managing software supply chain risks.
In addition, the Security Operations team handles continuous monitoring, threat detection, and incident response, while the Governance, Risk, and Compliance (GRC) team ensures adherence to regulatory requirements. The Data Protection Officer (DPO) oversees GDPR compliance, and the Third-Party Risk Manager manages vendor-related risks. Together, this structure ensures accountability, improves communication, and supports a proactive and resilient cybersecurity posture.








4. Policies and Procedures
Policies and procedures are fundamental to translating security strategy into consistent operational practices across MediTrust. International standards provide guidance on proving effective information security controls and ensuring that policies are aligned with organisational goals [7]. In this context, MediTrust must implement policies that address key risk areas, including AI usage, cloud services, and hybrid working environments.
The AI Usage Policy ensures that artificial intelligence systems are developed and deployed securely. This includes validating training datasets, keeping data provenance, and enforcing strict access controls to prevent unauthorised use. Secure storage and encryption of AI models are also needed to protect sensitive information. Additionally, restrictions on the use of external AI tools help prevent data leakage and ensure compliance with data protection regulations.
The Secure SaaS Configuration Policy focuses on reducing risks associated with cloud-based applications. It requires the use of strong authentication mechanisms, role-based access controls, and continuous monitoring to detect misconfigurations. Vendor security assessments are also essential before adopting new services. The BYOD Policy addresses risks associated with remote work by enforcing device compliance, conditional access, and data protection measures. These policies collectively ensure consistent security practices and reduce the likelihood of security breaches [8].

5. Compliance with DORA and NIS2
Compliance with DORA and NIS2 is critical for MediTrust’s expansion into the European Union, as both frameworks impose strict cybersecurity and operational resilience requirements. The Digital Operational Resilience Act focuses on strengthening organisations’ ability to withstand ICT-related disruptions by requiring comprehensive risk management, incident reporting, and resilience testing [2]. MediTrust can meet these requirements by implementing continuous monitoring systems, conducting regular penetration testing, and developing structured incident response procedures that enable rapid detection and containment of threats.
In addition to DORA, the NIS2 Directive introduces broader obligations, particularly in relation to incident reporting, supply chain security, and business continuity planning. Organisations must report significant incidents within strict periods, typically within 24 to 72 hours, which requires efficient detection and escalation mechanisms [9]. To achieve this, MediTrust should implement automated threat detection systems, support detailed logs for forensic analysis, and prove clear reporting workflows.
Furthermore, strengthening supply chain security through vendor risk assessments and continuous monitoring is essential to reduce exposure to third-party risks. These measures not only ensure regulatory compliance but also enhance MediTrust’s ability to respond effectively to cybersecurity incidents and support operational stability in a highly regulated environment [10].

6. Governance and Strategy
The proposed security programme aligns with the NIST Cybersecurity Framework, which provides a comprehensive and flexible approach to managing cybersecurity risks within modern organisations [11]. This framework is particularly suitable for MediTrust as it supports both regulatory compliance and strategic business growth. It is structured around six core functions: Govern, Show, Protect, Detect, Respond, and Recover, each contributing to a holistic security posture.
The Govern function proves policies, roles, and oversight mechanisms, ensuring that cybersecurity is embedded within organisational strategy and decision-making processes. The Identify function focuses on understanding assets, systems, and associated risks, particularly those related to sensitive healthcare data and AI-driven systems. The Protect function involves implementing safeguards such as access controls, encryption, and secure configurations to prevent unauthorised access.
The Detect function enables continuous monitoring through advanced analytics and threat intelligence, allowing early identification of potential security incidents. The Respond function defines structured procedures for incident management, ensuring prompt and effective mitigation [12]. Finally, the Recover function ensures that systems and services can be restored efficiently following disruptions. By adopting this framework, MediTrust can align its cybersecurity strategy with business aims, including regulatory compliance, operational resilience, and keeping trust among stakeholders.

7. Risk Management
MediTrust faces several critical cybersecurity risks, including software supply chain vulnerabilities, AI-related threats, and cloud misconfigurations. Industry reports highlight the growing prevalence of supply chain attacks and their impact on organisations [13], [14].
To better understand these risks and their impact, Table 2 provides a structured overview of key threats and their potential consequences.

Table 2: Key Cybersecurity Risks and Impacts
	Risk Category
	Description
	Potential Impact

	Software Supply Chain
	Vulnerable or malicious third-party components
	System compromise, data breaches

	AI Security Risks
	Data poisoning, model manipulation
	Incorrect clinical decisions, loss of trust

	Cloud Misconfiguration
	Public exposure of storage or services
	Data leakage, compliance violations

	Identity & Access Risks
	Weak authentication or excessive permissions
	Unauthorised access, lateral movement

	Third-Party Risks
	Compromised vendors or partners
	Indirect system compromise


Following the identification of these risks, MediTrust should implement Software Composition Analysis (SCA) tools to show and manage vulnerabilities within software dependencies, ensuring that only trusted and verified components are used. Secure coding practices, combined with code signing and integrity verification, can further strengthen software security. Cloud Security Posture Management (CSPM) tools should be deployed to continuously watch cloud environments, detect misconfigurations, and enforce compliance with security policies. Additionally, the enforcement of least privilege access controls across all systems ensures that users and services have only the minimum permissions needed, thereby reducing the potential impact of compromised accounts and limiting lateral movement within the network.






8. Contingency Planning: Ransomware Scenario
Ransomware attacks stand for a major threat to organisations, particularly those handling critical and sensitive data, as they can lead to operational disruption, monetary loss, and reputational damage [15]. In the context of MediTrust, where AI training datasets and clinical systems are essential for service delivery, such an attack could significantly affect patient care and business continuity. In such a scenario, immediate containment actions are needed, including isolating affected systems through network segmentation, revoking compromised credentials, and activating incident response procedures to prevent further spread of the attack [16]. Rapid identification of the attack source is also necessary to minimise damage and support recovery efforts.
Recovery efforts should focus on restoring data from secure, immutable backups that are stored offline to prevent compromise. Before systems are restored to operational use, thorough integrity checks must be conducted to ensure that no malicious code is still. Cloud failover mechanisms should be utilised to support service availability during recovery, allowing critical operations to continue with minimal disruption. Following the incident, a detailed post-incident analysis should be performed to show root causes and improve future response strategies. Additionally, MediTrust must fulfil regulatory reporting obligations under relevant frameworks, ensuring transparency while strengthening resilience against future ransomware attacks.

9. Protection Mechanisms
Modern security technologies are essential for effectively implementing a Zero Trust architecture within MediTrust’s environment. Identity security should be strengthened through the adoption of phishing-resistant multi-factor authentication, such as FIDO2-based solutions, combined with identity federation to enable secure and seamless access across multiple cloud platforms [17]. These controls significantly reduce the risk of credential compromise, which is still one of the most common attack vectors in cyber incidents.
Endpoint protection should be enhanced through the deployment of Endpoint Detection and Response (EDR) or Extended Detection and Response (XDR) solutions, which provide real-time threat detection, behavioural analysis, and automated response capabilities [18]. These tools are particularly important in a hybrid working environment, where devices may use outside traditional network boundaries.
In addition, cloud environments should be secured using Cloud Security Posture Management (CSPM) tools to show misconfigurations and enforce compliance with security policies. Security Information and Event Management (SIEM) systems should be implemented to provide centralised monitoring, log analysis, and threat detection. DevSecOps practices should incorporate security testing tools throughout the development lifecycle, ensuring that vulnerabilities are shown early. Furthermore, data protection must be reinforced through strong encryption and Data Loss Prevention (DLP) mechanisms, ensuring that sensitive healthcare data always is still secure.

10. Integrated Security Programme Summary
The proposed security programme aligns with industry best practices for cloud and enterprise security [19], [20]. It integrates key elements of Zero Trust architecture, regulatory compliance, risk management, and modern security technologies into a unified and scalable framework. By combining governance structures, clearly defined policies, and advanced protection mechanisms, MediTrust can ensure consistent security across its multi-cloud environment and hybrid workforce. The programme also emphasises continuous monitoring, proactive threat detection, and rapid incident response, which are essential for supporting operational resilience. Ultimately, this integrated approach enhances data protection, supports regulatory obligations, and strengthens trust with healthcare partners and patients.
Table 1: Summary of Zero Trust Security Programme
	Area
	Implementation
	Technologies Used
	Security Benefit

	Organisation Structure
	Defined roles (CISO, Architect, DevSecOps)
	Governance model
	Clear accountability

	AI Security
	Data validation, model testing
	Secure AI pipelines
	Prevents poisoning attacks

	SaaS Security
	SSO, MFA, RBAC
	SSPM tools
	Reduces misconfiguration risks

	BYOD Security
	Device compliance, remote wipe
	MDM, EDR
	Secures hybrid workforce

	DORA Compliance
	Resilience testing, monitoring
	SIEM, testing tools
	Ensures operational resilience

	NIS2 Compliance
	Incident reporting, supply chain controls
	IR frameworks
	Meets legal obligations

	Governance
	Risk-based framework
	CSF 2.0
	Aligns with business goals

	Risk Management
	Supply chain and cloud monitoring
	SCA, CSPM
	Reduces attack surface

	Disaster Recovery
	Backup and failover systems
	Immutable backups
	Ensures business continuity

	Protection Controls
	MFA, SIEM, EDR, encryption
	XDR, UEBA
	Provides layered defence




11. Conclusion
In conclusion, MediTrust Analytics Ltd must adopt a comprehensive and forward-looking security strategy to address the challenges associated with its expansion into the EU. The proposed Zero Trust–aligned security programme provides a robust framework that integrates governance, compliance, risk management, and advanced security technologies. This approach ensures that security is embedded across all layers of the organisation, rather than treated as a standalone function.
By implementing this programme, MediTrust can protect sensitive healthcare data, follow regulatory requirements, and ensure operational resilience. The integration of structured processes, as illustrated in Figure 1, and the merged overview in Table 1, proves a strategic and practical approach to cybersecurity. Furthermore, the adoption of continuous monitoring, identity-based access controls, and proactive risk management enables the organisation to respond effectively to evolving cyber threats.
Aligning security initiatives with recognised frameworks and regulatory requirements enhances organisational accountability and supports long-term sustainability. As cyber threats continue to grow in complexity, MediTrust must remain adaptable and continuously improve its security posture. Ultimately, this approach strengthens trust among patients, healthcare providers, and regulators, positioning MediTrust for sustainable growth and innovation in the highly regulated and competitive EU healthcare market.
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