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Key Functions of General Operating Systems 

“Operating Systems are the software that provides access to the various hardware resources (e.g., CPU, memory and devices) that comprise a computer system.” [1] 
These systems have been vital to the growth and development of technology. The first known Operating System was created in the 1950’s to “strategically leverage” [2] 
the time it took for simple tasks to be completed as they were using punch cards at the time. Operating Systems were created and are used to manage “a computers resources” [3] and to ensure that the hardware is being controlled and used in the way it was meant to be programmed.
There are many types of OS (Operating Systems) that are created for a specific purpose, although, the basic concept of what the OS is used for tends to stay the same. Also, the key functions also tend to be very similar. Some examples of the key functions within an Operating System include System Security, Network Management and Device Management. 
For one example, System Security is vital within an OS no matter what it is used for. “A secure Operating System provides security mechanisms that ensure that the system’s security goals are enforced despite the threats faced by the system.” [4] Essentially, an operating system is nothing without security. There are a multitude of ways that security can be implemented through the system including Authentication Methods, Encryption and added anti-virus systems like a ‘Firewall’. 

















PowerShell Commands

To effectively navigate through an OS, we can use several types of commands. In this section, I will firstly be focusing on a Command Line Interface named PowerShell. PowerShell is incredibly useful to any user attempting to navigate through Windows as it ‘can be used to automate almost any area of the Windows Ecosystem’ [5] and this is through a multitude of commands. To list all items within the directory of the system, the simple code of ‘Get-ChildItem’ will complete this. Find the output of that command displayed below. 
[image: ]
As you can see, it clearly displays access times, date and file names. This cmdlet is useful for having an overview of files stored within the system. 
To see specific information about the currently available IP address within your system, input the code ‘Get-NetIPAddress’ [6] and PowerShell will display the below output. 
[image: ]
The ‘Process’ commands can be used for a multitude of things within PowerShell. It can be used to view, start and restart a system process. For example, below I have opened the Task Manager application within my system using a single ‘Start-Process’ command in PowerShell. 
[image: ] Once the above was inputted, the below appeared on my screen. 
[image: ]
Being able to access the Task Manager within Windows, which contributes to ‘improving computing performance’ [7], is very helpful for being able to see an overview of specific usage by different applications and files within your system. dd

[image: ]
The above cmdlet is used mainly for reporting purposes. Essentially, it will export the PowerShell output into a CSV/Excel document depending on which is requested. 
Another 3 commands that are very useful when using PowerShell are Get-History, Invoke-History and Clear-History. ‘Get-History’ is used to display all the commands that have recently been used. These can be copied to be reused if needed. ‘Invoke-History’ is useful especially if a lot of commands have been used within PowerShell. Once the history is displayed with the first cmdlet, inputting ‘Invoke-History’ along with the number allocated to the command will make the command re-run. Finally, ‘Clear-History’ will clear the records of previous commands. 
Please find below a list of the previous commands. 
[image: ][image: ]
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Bash Commands

Bash is another type of command language that is used within Unix/Linux rather than Windows, although they serve very similar purposes to both systems. Which type to use is completely dependent on the environment that the administrator wishes to navigate.
The command ‘ls’ is used to display the content that is currently within the open directory. You can use this command to see a brief overview of the directory contents within Linux. 
[image: ]
Another simple command that can be used within Bash is to use the ‘echo’ command for the script to display the requested text. This command is very frequently used by any administrator while using Bash commands. Below is a very basic example of the command in action. 
[image: ] 
The below ‘history’ command is a very powerful command and can be very helpful to an administrator wanting to recall their commands. Using this command within Bash displays all previously entered commands. It is commonly used when a user has made a mistake further down the system and would like to recall their previous entries. [8] 
Below is an example of what that output may look like. 
[image: ]
Another very useful Bash command for the administrator is the ‘help’ command followed by another function that the user wishes to know more information about. 
[image: ]
Next, we have the command of ‘uname’. This command may not be used very frequently, but it is used to display the name of the Operating System that is currently being worked within. As I am using Bash commands, it displays that I am currently working within Linux. 
[image: ]
Administrators may want to know more about their systems usage, and they can also use Bash for this. As previously mentioned, Bash commands are incredibly versatile. The command ‘df’ displays the system disk usage which is something that system administrators may need to view if they are having any issues within their system. 
[image: ]
Finally, the command ‘exit’ will completely exit the currently open script/shell. 
[image: ]

PowerShell Scripting

Windows PowerShell Scripting is useful to system administrators with navigating and managing the system within Windows. There are many key aspects within the scripting language used within PowerShell.
Firstly, variables. Variables are flexible with the data they can hold and store that data to be used in later operations. In the example below, the variable $varl1 can be used further within the scripting and will still hold the same information. The below example is simply just ‘echoing’ as text what the variable holds. 
[image: ]
Although Variables store data, they can be used within key aspect of scripting call an Array. Arrays are used when there is a bulk of data that needs to be displayed or if any operations need to be completed on it. Rather than storing multiple items of data separately, they can all be stored within a single array. [9]

[image: ]An ’If statement’ is used within PowerShell purely based on a certain circumstance. If the condition input is ’true’ or ’false’, then it will execute specific actions. 
[image: ]
Below is an example of a Switch Statement. This scripting aspect is used to test a value against case values that are already stored. If the input value matches within the set of case values, then the code will run. If not, no code will run. Below is an example where the code runs correctly as requested. 
[image: ]
Functions perform specific operations as requested. “Seeing the functions in the same file can help to understand the relationships between the code.” [10]

[image: ]
Finally, User Input is vital within PowerShell Scripting. This is because the scripts can cater to the users' needs and makes the whole scripting more user based and interactive. Integrating a User Input aspect into the system, it means that the administrator can use the scripting language for administrative and management tasks. My example below uses a ‘Secure String’ as my example is based on a password which would be classed as sensitive data. It is vital that security is implemented when sensitive data is inputted to safeguard the data from hacking and data leakage. 
[image: ]
Bash Scripting

Bash is a command script language and stands for Bourne Again SHell. It is mainly used for monitoring and management purposes but can also be used just for fun and creative purposes.  This language completes very similar requests that PowerShell does, just within a different type of system. 
The same as within PowerShell, variables store data that can be located and repeated throughout the scripting language. Below is an example of our scripting outputting the data that we have stored within the variables ‘$VarString’, ‘$VarName’ and ‘$VarAge’.
[image: ]
[image: ]
Below is an example of what the scripting would look like for User Input within Bash. This simple scripting shows the user inputting any text, and Bash will output the requested text. 
[image: ]
[image: ]
An ‘If Statement’ being used within Bash is the same as within PowerShell. Below I have listed an example where the correct value was inputted and then the incorrect value was inputted. As shown, the scripting will display two different pieces of text depending on if the circumstance I have requested is correctly inputted by the user. 
[image: ]
[image: ]
“The “for” loop is a useful tool for iterating over a list of values and performing tasks on each iteration.” [11] In the example I have used, the scripting will echo everything that I have listed within ‘Shopping List’ in my scripting. 

[image: ]
[image: ]
Finally, below I have an example of an Array within Bash. Arrays store collected data which can be displayed and manipulated if needed. Being able to access and manage large collections of data from one location is vital for an Administrator to be able to navigate the stored data efficiently and quickly. 
[image: ]
[image: ]

Conclusion

In conclusion, Bash and PowerShell are incredible environments to navigate through a system and to be able to access data stored within their respective systems. As I have never used either script before, I did find it quite tricky to learn about and to navigate initially. Testing and using the scripting environments has helped me learn more about what they are useful for and to be able to use these tools to my advantage. 
There is very obviously always more to learn when using these tools as there are a plethora of different areas of the system that you can access and a myriad of commands that can be used to an administrator's advantage. 
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#1 /bin/bash
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do

echo -e "\e[1;33n $Shopping \e[on"
done
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victoria@victoria-VirtualBox:~5 bash names.sh
Hello, my name is Victoria and I_am 20 years old!
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bin/bash

echo "What would you like to be called?"
read Ideal_name
echo "Hello, $Ideal_name"
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Windows PowersShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\victo> Start-Process TaskMgr.exe
PS C:\Users\victo>
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PS C:\Users\victo> function UserlLogin {

>> echo "$([char]27) [UmSystem Login:$([char]27)[2u4m"
>> $UserName = Read-Host "Enter Username"

>> Write-Output "User: ${UserName}"

>> Write—Output "Log-in Success."

>> }

PS C:\Users\victo> UserLogin
System Login:

Enter Username: Victoria
User: Victoria

Log-in Success.

PS C:\Users\victo>
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#1/bin/bash

="Hiya, ny nane is"

$Varstring $VarName and I am $VarAge years old.
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@! /bin/bashll

declare Array1=("Array" "of" "sunshine")
echo ${Array1[2]}
echo ${Array1[el}

declare -a Array2=(
Sunny
Raining"

echo ${Array2[11}
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\victo> Get-ChildItem

Directory: C:\Users\victo

Mode LastWriteTime Length Name

=== 19/62/2024 16:47 Contacts
26/02/2024 17:42 Desktop
14/04/2024 18:28 Documents
15/64/2024 10:12 Downloads
19/02/2024 16:47 Favorites
19/02/2024 16:47 Links
19/02/2024 16:47 Music
15/64/2024 09:01 OneDrive
26/02/2024 15:27 Pictures
26/02/2024 16:08 PycharmProjects
19/02/2024 16:47 Saved Games
19/02/2024 17:05 Searches
02/03/2024 17:24 Videos

PS C:\Users\victo>
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victoria@victoria-virtualBox:~$ exit
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victoria@victoria-virtualBox:
sunshine

Array of sunshine

Sunny

$ bash arrays.sh
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victoria@victoria-virtualBox: 5 bash userinput.sh
what would you like to be called?

summer

Hello, summer
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PS C:\Users\victo> Read-Host "Please enter a password" -AsSecureString
Please enter a password: *#kxkkx*

System.Security.SecureString

PS C:\Users\victo>
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Consider This
Every part of the command is normally case-sensitive, so is incorrect and will fail,

but 1s is correct and will execute.

:~§ 1S
-bash: /usr/games/LS: Permission denied

Most commands follow a simple pattern of syntax:

In other words, you type a command, followed by any options and/or arguments before
pressing the Enter key. Typically options alter the behavior of the command and arguments
are items or values for the command to act upon. Although there are some commands in
Linux that aren’t entirely consistent with this syntax, most commands use this syntax or
something similar.

In the example above, the 1s command was executed without any options or arguments.
When this is the case, it's default behavior is to return a list of files contained within the
current directory.

~§ 1s

Desktop Documents Downloads Music Pictures Public Templates Video:

>_ Ubuntu PC

* Starting domain name service... bind9
Welcome to Ubuntu 14.04 LTS (GNU/Linux 4.4.0-101-generic x86_64)

* Documentation: https://help.ubuntu.com/
The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

This lab has two user accounts (username :: password )

: netlabl23
netlab123

Press the key to begin. ..

%

-
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Because Linux is open source, there are some interesting secrets that have been added by
developers. For example, the command is a package management tool available
on some Linux distributions. This command will accept moo as an argument:

There is more to this trick than meets the eye, keep reading!

I\

The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.
Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

This lab has two user accounts (username :: password

:: netlabl23
:: netlabl23

Press the key to begin
:~$ aptitude moo

There are no Easter Eggs in this program.

$
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echo
read
if [
then
echo
else
echo

fi

bin/bash

"Guess the magic number!"

number

Snumber == 22 1;

"Congratulations! You guessed the magic number!"

"Number $number is not the magic number :("
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PS C:\Users\victo> $varl = "Hello"
PS C:\Users\victo> echo $varl
Hello

PS C:\Users\victo>
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PS C:\Users\victo> clear-history
PS C:\Users\victo> get-history

Id CommandLine

4 clear-history





image15.png
victoriagvictoria-vVirtualBox:~5 dr
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victoria@victoria-virtualBox: 5 bash ifstatement.sh
Guess the magic number!

22

Congratulations! You guessed the magic number!
victoria@victoria-VirtualBox:~$ bash ifstatement.sh
Guess the magic number!

7

Number 7 is not the magic number :(
victoria@victoria-virtualBox:~$ ||
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PS C:\Users\victo> Write-Host "User Menu"

User Menu

PS C:\Users\victo> Write-Host "---———-—— 2

PS C:\Users\victo> Write-Host "1: List Users"
1: List Users

PS C:\Users\victo> Write-Host "2: Add User"

2: Add User

PS C:\Users\victo> Write-Host "3: Remove User"
3: Remove User

PS C:\Users\victo> $num = Read-Host "Please enter a number?"
Please enter a number?: 3

PS C:\Users\victo> Switch ($num)

>> {

>> 1 {'Run Action code 1'}
>> 2 {'Run Action code 2'}
>> 3 {'Run Action code 3'}
>> default {'No Action'}
>> }

Run Action code 3
PS C:\Users\victo>
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victoria@victoria-virtualBox: 5 help dir
dirs: dirs [-clpv] [+N] [-N]
Display directory stack.

Display the list of currently remembered directories. Directories
find their way onto the Llist with the "pushd’ command; you can get
back up through the list with the ‘popd’ command.

options:

-c clear the directory stack by deleting all of the elements

-1 do not print tilde-prefixed versions of directories relative
to your home directory

-p print the directory stack with one entry per line

v print the directory stack with one entry per line prefixed
with its position in the stack

Arguments:

N Displays the Nth entry counting from the left of the list
shown by dirs when invoked without options, starting with
zero.

-N Displays the Nth entry counting from the right of the list
shown by dirs when invoked without options, starting with
zero.

Exit Status:

Returns success unless an invalid option is supplied or an error occurs.

e
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\victo> Get-Process | Export-CSV GProcess.csv
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PS C:\Users\victo) get-history

Id CommandLine

1 Start-Process TaskMgr.exe
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victoria@victoria-VirtualBox:~5 bash Loop.sh

*Dr

Pepper

*Tiger

Bread

*Tangfastics

*Costa

Coffee
victoria@victoria-VirtualBo:
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victoria@victoria-virtualBox: 5 echo Hello World!
Hello World!
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PS
>>
>>
If
PS

C:\Users\victo> if ($x -gt 20){
Write-Host("If this is true, print this text)")
}

this is true, print this text)
C:\Users\victo>
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PS> Ci\Users\victo> 35inglelineArray = @1, 2, 5, )
PS C:\Users\victo> $MultilineArray = @(

>> "Jan.: 658",
>> "Feb.: 792",
>> "Mar.: 898"

>> )
PS C:\Users\victo> Write-host -ForegroundColor Red -BackgroundColor White "Array 1:"

PS C:\Users\victo> $SinglelineArray

1

2

3

4

PS C:\Users\victo> Write-host -ForegroundColor Red -BackgroundColor White "Sales:"

PS C:\Users\victo> $MultilineArray

Jan.: 658
Feb.: 792
Mar.: 898

PS C:\Users\victo> Write-host -ForegroundColor Red -BackgroundColor Yellow "Sales Array count:"

PS C:\Users\victo>
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victoria@victoria-VirtualBox:~$ history
1 pud

2 is

3 cd testdir
4 echo 'Hi'

5 history

6 cd <

7 cd/

8 /root

9/

0 /home

1 1s

12 python

13 python3

14 python

15 python3

16 /testi.sh
17 /.testl.sh
18 /.testl.ss
19 /.testl.sh
20 echo "Hi Mar
21 test.sh

22 nano test.sh
23 1s
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array.sh  Documents loop.sh  Pictures Templates  userinput.sh
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ooiiop ifstatement.sh names.sh <non test.sh

victoria@victoria-virtualBox:~$ [l
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PS C:\Users\victo> invoke-history
get-history

Id CommandLine
1 Start-Process TaskMgr.exe
2 get-history
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\victo> Get-NetIPAddress

IPAddress : fe80::b638:1a88:d088:dafu%3
InterfaceIndex 3 8

InterfaceAlias : Local Area Connection* 2
AddressFamily : IPv6

Type : Unicast

PrefixLength : 64

PrefixOrigin : WellKnown

SuffixOrigin : Link

AddressState : Deprecated

ValidLifetime

PreferredLifetime :

SkipAsSource : False

PolicyStore : ActiveStore

IPAddress : fe80::b6U:d270:e971:d5b3%11
InterfaceIndex 11

InterfaceAlias : Local Area Connection* 1
AddressFamily : IPv6

Type : Unicast

PrefixLength : 64

PrefixOrigin : WellKnown

SuffixOrigin : Link
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sysadmin@localhost:~$

sysadmin@localhost:~$

sysadmin@localhost:~$ 1s

Desktop Documents Downloads Music Pictures Public Templates Videos

Listing Files sysadninglocalhost: -5

i " . p sysadmin@localhost:~$
The 1= command is used to list the contents of a directory. You've already seen it used a

" i © sysadmin@localhost:~$
few times before in examples, but this page will help ensure you are comfortable with its use.

sysadmin@localhost:~$
sysadmin@localhost:~$

1s [OPTIONS]

sysadmin@localhost:~$

sysadmin@localhost:~$




