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Introduction

Digital forensics The science of locating, preserving, examining and reporting digital evidence to
law enforcement or juridical officials. It has gained more and more significance as organisations,
governments and individuals are becoming extremely dependent on computerised systems to
communicate, conduct business as well as store information. Cybercrime, insider threats, fraud,
and theft of intellectual property have greatly raised the demand of forensic methods of
investigation that can be relied upon. Digital forensics finds application in criminal prosecutions
as well as in the corporate investigation context, regulatory compliance and litigation. This report
will study the status of digital forensics, its main tools, and functions, its connection with
cybersecurity, future trends, the main challenges in digital forensics, and the job opportunities both

domestically and abroad.

Current State of Digital Forensics

Digital forensics has become not just a mature but also a stem discipline in the field of security
and law enforcement. Popular investigations have commonly included the use of computers,
telephones, cloud accounts, flash disks and network logs (Ahmadsimab et al., 2023). This has
meant that now, forensic practitioners need to have a wider technical knowledge in relation to the
previous years when desktop hard drives were mostly involved in investigations. The
organisational forensic capabilities are also becoming part of organisations to investigate the
misconducts and data leakages by the staff, phishing and unauthorised access by the staff.
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Figure 1. Core stages of the digital forensic investigation lifecycle
(Source: https://www.stationx.net/what-is-digital-forensics-in-cyber-security/)




Fraud, harassment, organised crime, terrorism and financial crimes are some of the cases where
law enforcement agencies rely on digital evidence (Bekyarova-Tokmakova, 2025). A typical use
of forensic services in the private sector is following an attack on ransomware or data access
information to identify how and in what manner attackers hacked into the systems and whether or
not anything sensitive was stolen.

The discipline has been made more standardised as well. The investigators are supposed to adhere
to acceptable protocols like preservation of evidence, maintenance of chain of custody, hashing as

a measure of integrity and reporting.

Tools, Features and Capabilities
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Figure 3. Comparison of widely used digital forensic tools and functions
(Source: https://www.cotocus.com/blog/top-10-digital-forensics-tools-features-pros-cons-
comparison/)

Variety of different forensic tools are utilized in accordance with the type of device and area of
investigation. A well-known example is Autopsy, an open-source forensic platform to analyse disk
images and file systems (Cosa, 2024). It has basic features such as searching by keywords,
recovering deleted files, analyzing the timeline of files, reviewing metadata and generating reports.
It is used in teaching and other smaller organisations due to its popularity being free and extensible.
The FTK Imager is also typically utilized in generating forensic imagery of storage media but
without altering original evidence. It enables previewing files, exporting evidence of choice, and
create MDS5 or SHA hash values that can be used to determine integrity. This comes in handy when
acquiring an investigation.

Cellebrite UFED has been popular in mobile device investigations. It allows logical and physical

access to smartphones and tablets data, such as call logs, messages, contacts, application data,




media, and location logs. Such tools are becoming more and more significant as smartphones are

frequently the focus of evidence source (Suparna, 2024).

Digital Forensics and Cybersecurity

Digital forensics is also closely related to cyber security as majority of cyber incidents need to be
forensically investigated. Monitoring tools might identify an indirect threat, but forensic analysis
is required to recare events and yield justifiable proof. To illustrate, following a ransomware attack,
investigators can examine logs, user accounts, malware artefacts, file timestamps, and more to
determine the attacker incursion and the chronology of the attack (Hayati et al., 2026).

Digital forensics is also applicable in investigations of insider threats, in which organisations have
to resolve whether employees embezzled confidential files or abused access privileges. Besides
that, forensic experts can be used to confirm the authenticity of security alerts as true or false. As
such, digital forensics is a procedure that converts evidence into conclusions based on raw data on
cybersecurity concerns.

Numerous organisations today incorporate a forensic preparedness in the planning of cybersecurity

by enhancing the logging, evidence preservation, and response to an incident.

Emerging Trends in Digital Forensics

The discipline is changing due to a number of trends. Cloud forensics has gained prominence as
most organisations are storing information on the applications of Microsoft Microsoft 365, Google
Google Workspace and infrastructure systems. Investigators will now have to elicit evidence of

distributed environments and not single devices (Bekyarova-Tokmakova, 2025).
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Figure 3. Key regions demonstrating growing demand for digital forensic professionals
(Source: https://www.researchnester.com/reports/digital-forensics-market/4832)
Another field that is increasing is Internet of Things (IoT) forensics. Relevant evidence may be
present in smart watches, home assistants, vehicles, and CCTV systems, among others. Triage,
image classification and anomaly detection are also being automated with artificial intelligence, to

assist analysts which prioritise big datasets more effectively.
Frauds have increased cryptocurrency enquiries, owing to the issue of money laundering. Analysts

are more and more in demand of blockchain tracing expertise.

Key Challenges in Digital Forensics

In spite of all these advancements, the field is getting big issues. Efforts to ensure strong encryption
of phones, messaging applications, as well as storage devices can help stop the accessibility of
critical evidence (Suparna, 2024). The high volumes of data are a source of hold-ups since in
investigations, the investigator needs to sift terabytes of information in seconds. Secure deletion,
obfuscation, and tampering of logs, are some of the anti-forensic techniques that make
investigations more complex.

This is also important in terms of legal and ethical concerns. The evidence stored in several
countries can have conflicting laws and barriers to jurisdiction (Mai, 2022). Those laws on privacy

including GDPR dictate that there must be attention to the treatment of personal data.

National and International Job Market

The demand of the professionals in digital forensics has been on the increase in the United
Kingdom and beyond. Some of the common jobs are Digital Forensic Analyst, Incident Responder,
Cyber Investigator, eDiscovery Specialist and Threat Intelligence Analyst (Hayati et al., 2026).
Examples of employers are police, government and banks and consulting firms as well as law firms
and technology companies. The threat to cyber security continues to increase, as well as regulatory
overhead, which will remain long-term in demand in Europe, North America, Asia, and the Middle

East.

Conclusion
Digital forensics has emerged as a key field to aid in justice, organisational stability and

cybersecurity activities. Despite being faced with challenges including encryption, scale and legal
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complexity, the future of the profession looks bright due to technological changes in the field and
high world demand.
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DIGITAL FORENSIC INVESTIGATION REPORT: QUANTUM
TECH PATENT THEFT CASE




Executive Summary

Quantum Tech claimed that there was unauthorised access to its proprietary patent database that
contained the secret Al chip design that it named QT-AI-2025. Initial in-house investigations
pointed Emma, a newly employed senior engineer as the major suspect. Intelligence indicated that
Emma had tried to relay commercially sensitive information to rival NexGen Circuits via an
interim known as Joe with Norman being associated to the outside buying division. A forensic
investigation was done to preserve, obtain, verify and examine the digital evidence available. Tools
used were industry standard such as; Cellebrite UFED to extract files off the mobile, FTK Imager
to extract images and verify a hash and Autopsy to view the artefacts and extract the timeline. The
review of suspicious communication patterns, concentrations on file activity, and evidential signs
were all indicative of attempted theft of intellectual property. Evidence integrity came about
through hash checking. Emma, Joe and Norman are evaluated as the key actors, facilitator and

intended recipient respectively respectively on the balance of digital evidence.
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1. Case Background

Quantum Tech is a technology organisation, which has been involved in reinforcing research and
development of sophisticated semiconductor products. The internal security unit of the company
found out that the records of the Al chip design QT-AI-2025 have been accessed unauthorisedly
in the restricted patent repository. This content was a valuable intellectual property, strategically
important to the markets. After an in-house investigation, the focus was made on Emma, a new
senior engineer who had legitimate access to the system and had the technical knowledge about
the internal repositories (Joubert and Eloff, 2024).

An additional information indicated that Emma might have tried to lease secret data to NexGen
Circuits, one of her adversary organisations, via Joe who was suspected to be using intermediary
services. Norman was then associated with the outside of the alleged deal. We started a complete
digital forensic investigation because of severity of possible crimes of corporate espionage, theft
of confidential information and conspiracy (Dong et al., 2024).

The forensic acquisition and analysis of the Android smartphone of Emma, the USB flash disk of
Emma, the smartphone of Joe and the Android smartphone of Norman was a part of the
investigation. The main goals were to conserve evidence, re-create communications where
necessary, determine file transfer traffic, analyse metadata, establish the roles of suspects and

deliver results that could be used in a court of law.

2. Chain of Custody/Evidence Inventory

Under evidential procedures all devices received were approached under controlled conditions and
recorded directly upon seizure. To ensure accountability in the investigation, every item had a
distinct exhibit reference. Original equipment was seized and tests performed on forensic copies,
or controlled logical extraction output wherever appropriate, technically (Ramya et al., 2026).

In continuity considerations, date and time of receipt, handling officer, place of storage and the
activities on the examination were maintained in an audit log. The evidence was only accessed by
authorised personnel. Where imaging was performed comparison was made after acquisition with
verification hashes being generated and compared. This was done to ensure that there is no material

change between the time of seizure and examination.




Exhibit ID | Owner | Device Type Evidential Purpose

EO1 Emma | Android Smartphone | Communications, calls, files
E02 Emma | USB Flash Drive Patent files, copied data

EO03 Joe Smartphone Intermediary communications
E04 Norman | Android Smartphone | External contact evidence

Chain-of-custody controls should be used since the digital evidence may be undermined in case
the handling procedures are not clear or cannot be proved to be sound (Mohamed et al., 2024).
Based on this, controlled access, documented movements as well as reproducible forensic
processes were the priorities of the investigation. After acquisition original media were stored in a
secure evidence store, with working copies being used to analyze the original media (Liu and
Babar, 2026).

The devices identified to be investigated were very much pertinent to the claims. The artefacts
expected to be found in smartphones are messages, call logs, email, media, and application
artefacts. The USB flash drive was of importance especially as it might have copied files of the

patent files or trace files of removable media transfer or stage material to be distributed further.

3. Methodology
The investigation was done in accordance with known forensic principles: preservation,
acquisition, verification, examination, analysis, and reporting.

3.1 Mobile Device Acquisition
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Figure 1: Cellebrite Case Details Configuration Screen

(Source: Self-created)




There was logical extraction of available evidence on the smartphones using Cellebrite UFED.
The devices were hooked up within a controlled picture and identified by the platform and

pertinent data categories were chosen to obtain (Rimmer, 2022).

Figure 2: Call Data Evidence
(Source: Self-created)
These contained the call logs, contacts, messages, media, documents, emails, and application data
were made available. Logical penetration was suitable as the devices were not in a locked state

and gaining access to user-level artefacts was a priority.

Figure 3: Cellebrite Device Detection Interface Showing Connected Mobile Device

(Source: Self-created)




Figure 4: Cellebrite Extraction Location Selection Screen

(Source: Self-created)

Figure S: Cellebrite Email and Accounts

(Source: Self-created)




Figure 7: Media Evidence

(Source: Self-created)




Figure 8: Social media evidence

(Source: Self-created)

3.2 Imaging and Integrity Check.

Evidential images of storage sources were created and integrity verification done using FTK
Imager. The imaging setup was set up with a post-acquisition verification (Schuster et al., 2025).
Before acquisition, MD5 and SHAT1 hash values were computed as well as compared to computed
values after the acquisition. comparable findings attested to the fact that the evidence obtained

came by without tampering.




Figure 9: Verification of MDS and SHA1 hashes.

3.3 Analytical Examination

A review of imported evidence to be reviewed by Cellebrite Physcial Analyser. The computerised
programme assisted in sorting files by category, the time and date analysis, observation of the
metadata, and reporting. Analysis of Files Types helped us identify available artefacts based on
their type, and Timeline mode helped us identify the times of active work on the incident in

question.

3.4 Limitations

Available cloud content or some encrypted applications that were unavailable might not have been
completely recoverable using logical extraction (Durand and Briggs, 2025). In this regard,
therefore, the findings were pegged on the artefacts available and on the validated examination

produce.
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4. Findings

4.1 Acquisition Results

The forensic acquisition procedure was effective in the amount of evidence sources that were
available. Mobile extraction retrieved a variety of artefacts such as media, logs, and user generated
material. Storage imaging was done with check on (Strauss, 2026). Analysis was done with
importation of evidence in an analytical environment, free of corruption or processing failure. The
value of hash verification was a perfect match between stored and computed values, which proved
integrity.

Achieving acquisition steps is relevant as credible results rely on the credibility of sources of
evidence. None of the signs of usage after seizure were detected. The datasets available were thus
deemed to be adequate in terms of analysis and reporting of evidences.

4.2 Communication Analysis

The case hypothesis consisted of the coordination of Emma, Joe and Norman. Analyzing the
datasets of smartphones at hand, it was shown that communication artefacts are in accordance with
repeated interactions with the concerned parties (Vajjhala and Strang, 2025). Not all content of the
applications could have been fully recovered, but there were records available which indicated that
there were recurring interactions near the time frame of suspected incident.

The pattern of communication on the one hand implies the existence of a structured relationship,
and on the other hand, an isolated incidental contact takes place. Emma being the internal suspect
having access to the proprietary data can be at the centre. The probable intervention of Joe was to
represent intermediate, between the inner and outer elements. The connection of Norman to the
outside world is in line with a negotiating or receiving position (Patel et al., 2023).

The time and frequency of interaction augmented the evidential value of the same. Covert
communication transactions are commonly based on piecemeal communications channels like
calls, deleted messages, or temporary messaging applications, in the context of commercial
espionage. Circumstantial evidence of communication frequency, timeliness and file activity can
be persuasive even in instances where there may not be a complete development of content of the
message.

4.3 Timeline Reconstruction

Timeline analysis showed activity focus was in the period of interest of the operation, including

clustered timestamps on 20 April 2026. This is an indication of a burst of user or system events
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related to file handling, copying, access or evidences processing. The lack of the long-term activity
and the presence of concentrated clusters evidences the fact that major events took place in a rather
limited period of time (Ferdaus et al., 2026).

The following is a probable chronology of events:

1 An insider trading of secret patent information.

2 Preparing or staging of files to be transferred.

3. High levels of communications among parties involved.

4 It is extracurricular activity after internal contact.

Although the precise content of messages was not ubiquitously present, the alignment of time-

stamps and messages is a clear indication that there is coordinated action as opposed to background

activity.
Date Incident
17th august 2024 Emma created her Faje Accounts as a peter Dover
21st August 2024 First time Messages Between Emma and Joe
20th November 2024 Emma Messages Joes for the meetings and Dealing
22" November 2024 Joe travelled to Manchester Confirmes Ticket and GPS
31st January 2025 SM Offshore Transfer confirm on whatsapp and Facebook
Messenger

4.4 Analysis of Files and metadata

Image and artefacts that were stored in the evidence set studied were identified through file
analysis (Juan-Mateu, 2025). Metadata analysis showed that there was activity on creating and
updating the metadata over the past few months. Metadata is specifically useful in digital
investigations as it may indicate when a file was created, copied, edited, or transferred, even when
the filenames have been modified.

The removable media aspect of the case was particularly significant since the USB devices are
widely utilized to steal proprietary information when it is not in monitored networks. The
availability of removable storage that was related to the main suspect increased the chances of
manual transfer activity.

Though there is no explicitly recovered file in the available dataset called QT-AI-2025, there is no
denying the fact that this could be of evidence (Ijuo et al., 2026). Before exfiltration, suspects often

rename, compress, fragment or convert files before exfiltration. The timing patterns that can be
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observed, storage behaviour, and communications involved are also consistent with the efforts of
staging or moving of confidential material.

4.5 Suspect Profiling

Emma - Senior Actor: Emma possesses a valid internal access, technical capacity, and access to
the concerned patent database. The pattern of the evidence puts Emma in the centre of the case
and helps to classify it as the main perpetrator.

Joe -Intermediary: Joe seems to be the one that forms the link between the internal source and
external recipients (Shafiq et al., 2026). The behaviour of communicating is associated with that
of a broker or facilitator role that aim to minimize traceability.

Norman — External Contact / Buyer Side: External contact with the communication network means
that Norman would be likely involved in the receiving, evaluating or bargaining entry to stolen

intellectual property.

5. Conclusion

The forensic audit tested a variety of devices related to the alleged stealing of the patent of the
porn Al chip QT-AI-2025 belonging to Quantum Tech. The evidence was obtained with the help
of accepted forensic procedures, stored with documented handling procedures and checked with
the help of the same MD5 and SHA1 hashes. Suspicious communication patterns, among other
characteristics, and focused timeline activity along with indicators of file-handling associated with
an attempt to transfer proprietary information without authorisation were identified using
analytical analysis.

Emma is evaluated as the key agent of the personal action who without valid cause of access to
confidential information used the official right. Joe is evaluated as a link who enacted the
communication and potential transfer arrangements. Profiled as an outside customer or like the
buying-side contact associated with the suspected deal is Norman.

Despite certain content restrictions imposed by the scopes of extraction and possible encrypted
programs, all the evidence factors heavily favor an attempt of a corporate espionage against a

confidential intellectual property.
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6. Recommendations

The first recommendation is that Quantum Tech should make an immediate review of privileged
access controls to research repositories and use least-privilege permissions. There should be multi-
factor authentication on the sensitive systems. The monitoring of data loss prevention has to be
implemented to identify USB transfer, mass downloads and unsuspicious outbound sharing. Use
of USB storage must be limited or log based. Technical employees should be initiated on insider
threat awareness training.

Through investigation, the police ought to look into crimes involving theft of confidential
information, fraud, conspiracy and unlawful commercial utilization of intellectual property.
Further warrants or production orders might be requested on cloud accounts, email providers, or

financial information to determine the flow of payments and broader co-conspirators.
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Appendices

Evidence Inventory procedures for all Mobile devices
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