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1	Introduction
This report examines crucial aspects of engineering practice, focusing on core responsibilities related to safety, security, ethics, and professional conduct. The primary aims of this report are to: 1) explore the Health & Safety (H&S) legislation relevant to practical engineering work. 2)  Demonstrate hazard identification and reduction in both H&S and security contexts using risk assessment techniques. 3)  Outline the ethical and societal responsibilities of a chartered engineer, as defined by professional bodies. 4)  Demonstrate effective problem-solving methodologies and team structures common in the industry.



[bookmark: _Toc216031648]2	Health & Safety with Risk Assessments 
[bookmark: _Toc216031649]2.2	Health and Safety legislation of operating a metal lathe
When undertaking practical activities like working on the lathe, health and safety laws must be followed. These aim to reduce the number of preventable injuries and deaths.

[bookmark: _Toc216031650]2.2.1	The Health and Safety at Work Act1974
The Health and Safety at Work Act obligates employers to ensure the health, safety and welfare of workers and others; including providing safe equipment and environment, along with the necessary training (Health and safety Executive, 2024.)

[bookmark: _Toc216031651]2.2.2 	The Management of Health and Safety at work Regulations 1999
These regulations are the application of the Health and Safety at Work act. They impose the legal duty to undertake a suitable risk assessment to be able to eliminate risks. It also requires an emergency procedure and health surveillance to be put in place (HSE, 2024.)

[bookmark: _Toc216031652]2.2.3	The Provision and Use of Work Equipment Regulations 1998
This regulation focuses on the safety of any Work equipment provided for use. It puts the duty on those who are in control of the equipment to ensure it is suitable for the intended use, and that it is maintained in a good working order. It also requires there to be appropriate safety in place, e.g. emergency stop (HSE, 2024.)

[bookmark: _Toc216031653]2.2.4	The personal Protective Equipment at Work Regulations 1992
These regulations mandate that suitable personal protective equipment (PPE) should be provided and used where the risk cannot be controlled by any other means. The PPE provided must be properly maintained and be compatible with other pieces that are worn, and the users must be provided with instructions of how to correctly use it (Health and Safety Executive, 2022.)

[bookmark: _Toc216031654]2.3	Risk assessment of lathe use
Table 2-1 - Risk assessment of lathe use
	Hazard
	Risk/ Harm
	L
	S
	R
	Control Measures Required

	Rotating chuck/ Workpiece
	Entanglement of loose clothing, hair or jewellery, can lead to being pulled into the machine which may lead to crushing injuries.
	4
	5
	20
	All jewellery must be removed, hair secured and out the way. Loose clothing should be removed or tucked in. When going near the part wait for it to fully stop moving.

	Flying swarf
	Serious eye injuries, cuts on face or body, and foreign bodies getting embedded in the skin.
	4
	4
	16
	A mandatory use of safety glasses. Also ensure that the chuck guard is used and correctly positioned.

	Hot swarf/ workpiece
	Burns on hands, arms or body due to contact with hot metal swarf.
	3
	3
	9
	Use a brush to remove hot swarf after the machine has stopped. Allow the part to cool, before removing it from the machine.

	Tool failure
	Flying fragments can lead to cuts, puncture or eye wounds.
	2
	4
	8
	Tool should be inspected for damage and secured tightly into the machine.

	Loose chuck
	An impact injury can be caused, if the work piece is thrown from the machine. 
	1
	5
	5
	Ensure that the workpiece is clamped securely using the correct chuck and use of the chuck key.

	Lack of training for use of the machine.
	Can cause damage to the machine and the risk of serious injury.
	3
	4
	12
	Controlled access and training. Only trained persons should be permitted to use machinery.

	Slip/ trip hazard
	Falls due to fluids from the machine or swarf on the floor .
	3
	2
	6
	Keep work area clean, clean up spills, use nonslip rubber mats to help keep the floor clear.



[bookmark: _Toc216031655]2.3.1	Risk Level Key
L: Likelihood (1=Rare, 2=Unlikely, 3=Possible, 4=Likely, 5=Almost Certain)
S: Severity (1=Insignificant, 2=Minor, 3=Major, 4=Serious, 5=Catastrophic)
R: Risk Level (LxS) (1–5: Low, 6–12: Medium, 15–25: High/Very High)

[bookmark: _Toc216031656]2.3.1	PPE Requirements
Based on the risk assessment, some PPE would be mandatory. Eye protection (safety glasses.) Foot protection (steel toe shoes, with a non-slip sole.) 

[bookmark: _Toc216031657]3	Security Risk Matrix 
[bookmark: _Toc216031658]3.1	Security Threats to the automotive industry
Modern Vehicles are becoming more autonomous; and thus, more susceptible to security threats.

[bookmark: _Toc216031659]3.1.1	Electronic Control Unit Compromise and takeover
Autonomous vehicles contain many interconnected electronic control units (ECUs) to manage and control necessary functions, including braking, steering, and safety features, so a compromise of one can permit access to all, allowing attackers to control critical safety features. (Ic3.gov, 2016.)

[bookmark: _Toc216031660]3.1.2	Keyless entry and theft
Keyless systems are vulnerable to attacks where key fob signals are amplified and used to get into and start the vehicle without the need for the key in the vehicle (Anon, 2017.)

[bookmark: _Toc216031661]3.1.3 	Supply Chain software and Hardware attacks
Vehicles depend on thousands of software components from global suppliers; this creates a significant supply chain risk. Malicious code or compromised hardware can spread across multiple vehicle models. (Klaudia Zaika, 2024) These attacks are especially dangerous because they are difficult to detect and can affect entire fleets simultaneously.

[bookmark: _Toc216031662]3.1.4 	Physical access 
Modern vehicle OBD‑II (On‑Board Diagnostics) ports are a risk, as attackers with brief physical access can connect a device, and use it to read security data, reprogram keys, or disable the immobiliser, enabling theft without the original key (Infiniti Tracking and Clelland, 2023.)

[bookmark: _Toc216031663][image: A chart of different colors

AI-generated content may be incorrect.]3.2	Risk matrix
A 3x3 Risk matrix is the simplest tool used to assess threats; it is based on the likelihood and the severity each would have. Each threat is placed in one category (low, medium, high) based on likelihood and severity. It is used to prioritize the risks that need the most attention; this makes it quick for allocating resources.Figure 3-1 – 3x3 Risk Matrix (Risk Assessment, 2010)

Table 3-1 - Risk Matrix Evaluation
	Threat
	Likelihood
	Impact
	Overall risk

	ECU Compromise and Takeover
	2
	3
	High

	Keyless Entry and Theft
	2
	2
	Medium

	Supply Chain Software and Hardware Attacks
	1
	3
	Medium

	Physical Access via OBD II Port
	2
	2
	Medium


Table 3-1 shows the four Security threats identified for more autonomous vehicles and indicates how each threat ranks in overall risk. This shows that the highest risk is ECU compromise and Takeover.

[bookmark: _Toc216031664]3.3	Response to Highest risk
The highest risk is compromise and takeover of vehicle ECUs. To address this, vehicles should use a secure ECU design. Including physical security measures to make tampering harder and software controls that restrict access to critical functions. For example, systems that prevent remote access to braking or steering while the vehicle is in motion. Additionally, encryptions and regular security updates help reduce the risk of attacks spreading. This focuses on protecting safety-critical systems while maintaining overall vehicle functionality.



[bookmark: _Toc216031665]4	Engineers Role in Society
[bookmark: _Toc216031666]4.1	Code of Conduct for Engineers
[bookmark: _Toc216031667]4.1.1	The Institution of Mechanical Engineers
Chartered engineers are held to high standards, guided by professional codes of conduct emphasizing competence, integrity, and responsibility toward society and the environment. The Institution of Mechanical Engineers (IMechE) publishes a detailed Code of Conduct requiring its members to consider environmental and societal impacts, and to comply with health, safety, and environmental regulations; also balancing the needs of present and future generations (Institution of Mechanical Engineers, 2023.)

[bookmark: _Toc216031668]4.1.2	The Engineering Council
The Engineering Council (EngC), along with the Royal Academy of Engineering, sets out the ethical framework and sustainability guidance for all chartered engineers. Their principles focus on honesty, respecting the environment, and considering the public good (Engc.org.uk, 2017.) EngC ensures that all engineers, whatever their field, take responsibility for the environmental and societal impact of their work.

[bookmark: _Toc216031669]4.2	An Engineers responsibility relating to Motorsport
In motorsport, engineers have a big responsibility beyond just making cars go faster. The codes of conduct mean they need to think about the environmental impact of everything they do, from choosing materials and manufacturing parts to energy use and how components are disposed of at end of life. They must also balance performance with sustainability, making decisions that aim to reduce waste and emissions without compromising safety or competitiveness. Engineers are expected to encourage teams and suppliers to adopt better practices, like using recyclable materials or low-carbon technologies. A chartered engineer means combining technical skill with ethical responsibility, ensuring that every decision takes long-term effects into account.


[bookmark: _Toc216031670]5	Problem Solving 
When in industry, engineers are expected to problem solve. There are several methods that could be used to solve problems during development, each having advantages for different types of problems and groups of engineers.

[bookmark: _Toc216031671]5.1	Root cause Analysis and Corrective Action
[image: A diagram of a problem

AI-generated content may be incorrect.]Root cause analysis is a process used for solving a problem by identifying the fundamental reason for the problem. Root cause analysis then follows a corrective action process, which should solve the problem. If the problem is not solved; then the process is repeated.
Figure 5-1 is an example of a fishbone diagram categorizing potential root causes of the problem. When the root cause has been found, the team then puts a preventative action in place, preventing the issue from happening again (Anderson, 2022.)Figure 5-1 – Fishbone diagram (Anderson, 2022) 


[bookmark: _Toc216031672][image: 8d problem solving process]5.2	The 8 Disciplines Problem solving
The 8 disciplines method is a rigorous problem-solving technique; commonly used in the automotive industry. The method is used to find, solve and remove the problem during development (Asq.org, 2021.)
Figure 5-2 is an example of the 8 disciplines problem solving method. Step 1 would be to have the best team with the correct skills. Step 2 would be for the team to get an understanding of what the problem is. Step 3 would be to have a short-term solution, while the root cause of the problem is found in step 4. Step 5 is to put a corrective action in place once the issue has been found. Step 6 is the vital step of ensuring that the problem has been solved. Following this, step 7 is to ensure that the problem doesn’t recur. Finally, step 8 is to ensure that the team get the recognition, which is important for motivating them in the future (Bio, 2022.)Figure 5-2 – The Eight Disciplines Problem solving (Bio,2022)

[bookmark: _Toc216031673]6	Team Structure
[bookmark: _Toc216031674]6.1	Personal review of Group work
During my final project for Btec, I worked in a large group of 15 people to design and produce different sections of a race car. To manage the work, we operated in smaller teams of 3 people, it was crucial to work with the rest of the large group to make sure that everything we designed fitted together. My sub-team oversaw producing a cooling system for a motor to go in the vehicle while other small groups worked on different areas. It was essential for me to work well with not only my smaller group, but the whole large group. If we didn't communicate well, we could produce parts in our smaller team that wouldn't work together as a whole. As we needed to collaborate closely, regular meetings and clear communication were essential to manage all the different sections. This was a challenging, yet highly rewarding experience that I felt mirrored real life engineering projects where large systems are broken down into smaller manageable sub-tasks.

[bookmark: _Toc216031675][image: A diagram of a structure

AI-generated content may be incorrect.]6.2	Team structure in group work
[bookmark: _Toc216031676]6.2.1	Hierarchical Structure
A hierarchical structure is the traditional team model, where authority and power flow top-down through multiple levels. Helping to establish a clear command structure, while defining roles and responsibilities for all team members (Team Asana, 2021.)Figure 6-1 (Team Asana, 2021)

Our groups had a hierarchical structure, with leaders within each small group.
[image: A diagram of a company structure

AI-generated content may be incorrect.]
[bookmark: _Toc216031677]6.3	Team Structure alternative
Matrix structure uses a dual reporting system, where team members answer to both a functional manager and a project manager, leaving specialised expertise across multiple projects. While this improves communication and resource sharing, it can lead to confusion and conflict within the group (CFI team, 2022.)Figure 6-2 (CFI team, 2022)

[bookmark: _Toc216031678]7	Conclusion
This report successfully addresses the key aims by examining the interwoven topics of Health & Safety, security risk management, professional ethics, and engineering methodologies.
The analysis of practical Health and Safety compliance highlights the mandatory nature of legislation such as the Health and Safety at Work Act. The detailed risk assessment provides a framework for implementing specific control measures when working on a lathe, from the mandatory use of safety glasses, to mitigate high-risk hazards like entanglement.
Moving to modern vehicles, the Risk Matrix demonstrates that Electronic Control Unit Compromise poses the highest security threat, and rely on robust countermeasures like physical security and restricted access to critical functions.
Furthermore, the report emphasizes the ethical duties of a chartered engineer, governed by the codes of conduct from the IMechE and EngC, ensuring: competence, integrity, and a proactive responsibility towards sustainability. Finally, the systematic approaches to problem-solving and effective team structures underscores that successful engineering requires technical skill, adherence to legal obligations, and strong professional ethics.
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