Literature review Draft 
Introduction
Cybercrime has become a significant part of modern-day policing, criminals are using the internet to extort, blackmail and demand victims to pay and provide details of their lives through the evergrowing internet. This literature review will look into already existing research in the area of frontline officers dealing with cybercrime by analysing what is cybercrime, looking at the effectiveness of frontline officers dealing with cybercrime,  the challenges and shortfalls of frontline officers face. 
 The review will analyse the key findings and identify gaps, trends and areas of further research which this paper plans to identify and address.
This will be achieved by examining and analysing literature obtained from the UWTSD online library as well as verified academic work found through Google Scholar and Government publications. The primary search phrases used were ‘Frontline’, ‘Cybercrime’, and ‘Policing’. The research that has been reviewed has been obtained mainly from UK-based papers or countries of similar UK law and policing such as  Australia and Canada. 
What is Cybercrime? 
Defining cybercrime has become more difficult with the overall technological advancements, with the advancements members of the public and police themselves have struggled to define exactly what is cyber crime (Hadlington et al., 2018) 
There is little knowledge of what front-line officers views and opinions on what is cyber crime and the perceptions they have but that front-line officers believe that they should not be dealing with cybercrime-related offences at the first instance, but also that officers do not have a set defined definition of cybercrime to follow (Bossler and Holt, 2012). 
The National Cyber Security Strategy 2016-2021 has defined cybercrime into two parts. Cyber-dependant and Cyber-enabled crimes (National security and intelligence et al., 2016)
Cyber-dependant crimes are defined as crimes that are committed only through the use of ICT devices where they are the tool for committing the crime and the target of the crime. (Crown Prosecution Service, 2019)
Cyber-enabled crimes are defined as crimes that would be ‘Traditional crimes’ that can be increased in scale by the use of computers. An example of this would be Fraud (Crown Prosecution Service, 2019)

Effectiveness of Frontline Officers Dealing with Cybercrime
In a paper published about cyberstalking during the 2020 Covid pandemic, victims reported that they felt failed by the police. Police had identified that the effectiveness of policing was lower due to the lack of knowledge around cyberstalking due to it not fitting into traditional stalking that they normally deal with (Martellozzo et al., 2022). 
It is apparent that cybercrime is becoming more prevalent, however, budgetary and resources are not being allocated to the right departments to take on cyber-enabled crimes. An example of this is that the workload on the cybercrime team within the Australian police doubled, with this, there were no additional resources or budgetary increases to assist with the increasing prevalence of cybercrime (Harkin, Whelan and Chang, 2018)
Frontline officers often are the first to respond to a cyber-enabled crime, they often unsure on how to handle digital devices for evidential preservation. These officers can't effectively and quickly deal with a crime due to not having the knowledge and training on how to find simple information such as IP addresses, email addresses and basic identification information. This is due to front-line officers believing that these crimes should be handled by specialised departments which leads to the inability to effectively deal with technology-enabled crime (Harkin and Whelan, 2021).  

Challenges and shortfalls faced by Frontline officers 
Due to the fast-changing world of Cybercrime and technology, training is a key part to ensure frontline officers are able to attend and achieve best evidence, this also applies to specialised units. It appears to be seen that specialised officers are being employed in positions of dealing with cybercrime but are not given specialised training into dealing with Cybercrime but are expected to learn as they go along (Harkin and Whelan, 2021).  
When looking back at cyberstalking during the covid pandemic, officers found themselves being 3 steps back when dealing with the sophistication of criminals using ICT to spy on their victims and that officers are always on the catch up (Martellozzo et al., 2022).
Challenges working within Cybercrime units have become unsustainable due to the loss of qualified officers moving to better-paying jobs within the field, pressures on the quantity of work have swamped officers (Harkin, Whelan and Chang, 2018). This has lead to police having to pass work back to frontline officers to deal with but due to the high quantity of work obtaining the necessary advice from specialised departments has become difficult. 
It continues to appear that frontline officers do not how to properly identify and deal with Cybercrime incidents, officers are struggling to first identify the offence and do the necessary investigatory work for that specific offence. This has become difficult for these officers due to the same offence could be trivial or complex depending on the circumstances of how the offence has taken place (Harkin and Whelan, 2021). 

Conclusion
When looking back at the journals reviewed and the comparisions they show including the differences it is able to be concluded that there is a vast gap between Cyberpolicing and the impact it has on frontline officers. 
There is different definitions for what Cybercrime is and that the set definition set in the The National Cyber Security Strategy 2016-2021 of the two technologie enabled crimes. This being the Cyber-enabled and Cyber-dependant. However, there is no officer defined definition where by what frontline officers believe is cybercrime and what they think they should be dealing with. 
When looking into the effectiveness of frontline officers dealing with cybercrime there is a lot of information on cybercrime teams. 
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