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[bookmark: _Toc206494602]Introduction
This assignment is divided into two parts, each addressing different but complementary aspects of project and organisational management within a technology context. The first section considers a scenario involving the management of a security-focused project in an industry setting. This is based on the findings of a penetration test conducted by an independent contractor, which highlighted potential weaknesses in the organisation’s security posture. Of particular concern was a vulnerability in the Virtual Private Network (VPN) that could allow unauthorised access to critical infrastructure. In response, the project examines a number of mitigations, such as restricting access, validating business justification for connectivity, and strengthening monitoring processes.

The second section shifts focus to the wider business environment, asking two central questions: what factors affect a business, and what considerations should be addressed before and during the start-up of a new firm? To explore these, two established analytical frameworks are applied: SWOT and PESTLE. A SWOT analysis evaluates an organisation’s Strengths and Weaknesses (internal characteristics) alongside its Opportunities and Threats (external influences). This provides a snapshot of the organisation’s current position. In contrast, a PESTLE analysis focuses solely on the external macro-environment, examining Political, Economic, Social, Technological, Legal, and Environmental factors. Together, these frameworks help identify both the internal capabilities of a business and the broader contextual challenges it faces. By combining project-level considerations with structured strategic analysis, the assignment aims to provide a comprehensive overview of the issues shaping decision-making within the technology sector.
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[bookmark: _Toc206494604]Project Brief
[bookmark: _Toc206494605]Overview
The Project is to address a finding from a recent Vulnerability Assessment by a 3rd party contractor perfomed in Q1 2025. It was identified that any authenticated user was able to access much of the critical infrastructure, rather than being restricted to users who had legitimate access requirements for configuration purposes. 
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Project Approach
· Adherence to Security Standards: The project will align with the established security standard, specifically focusing on the principle of least privilege access to protect critical infrastructure.
· Usage Data Collection: Comprehensive data will be gathered to understand user access and usage requirements, informing the design of more appropriate access profiles.
· Access Group Template Design: Templates for access groups will be developed to reflect the varying requirements of different user categories.
· Proof of Concept Implementation: These templates will be tested and implemented with a selected group of users, using the existing technology infrastructure as a proof of concept.
· Phased Managed Change: The project will execute a phased transition, moving from a single, broad access profile to multiple profiles tailored to specific access needs, ensuring a smooth and secure rollout.

Out-of-Scope Items
· This project will not involve replacing any existing technology.
· VPN access for users will remain unchanged and will not be removed as part of this initiative.

Project Boundaries and Constraints
This project cannot impact business workflows due to ensuring business as usual from the primary business of the sales and admin teams being able to make and renew contract sales. 
It is assumed that the project PoC will be tested against a representative sample of users. Direct Support will be drawn from both Service Desk and the Networks Infrastructure team with additional knowledge and assessment from Security Engineering in an advisory capacity with a full managed change being rolled out once all testing is completed to a satisfactory level. 

Project Criteria
Success will show as a reduction of user access from all users (currently approx. 2000 across the entire company) to approximately 250-350 essential users within the Group Technology departments. 

Risks and Dependencies
The risks presented by the project:
· Supplier queries on Security posture would include our current vulnerability as part of the RFI (Request For Information) process. (Legal/Reputational)
· Access to Systems during testing. As the existing profile will be available to users during testing then parallel access routes will be maintained. 
Dependencies:
· This project is required for SOC2 certification 
· Staffing Dependencies:
· Security Engineering for analysis of staffing
· Networks for profile creation and availability during testing










Please see below for a graphical flow of the Data Analysis to PoC Completion steps: 
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Current state of behaviour mapped into a storyboard


[image: A screenshot of a computer

AI-generated content may be incorrect.]The PoC will provide an additional profile option when the VPN client is launched as seen, should any issues arise with access, then while a fix is being implemented the user will be able to return to their original VPN connection option to avoid disruption to workflow. 
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Below is a High-Level Connection showing laptop to file share 
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Part 1 
Background-Octopus Energy
Founded in 2015 by Greg Jackson, Octopus Energy has rapidly established itself as a major provider of renewable energy in the UK. The company has also expanded internationally, with operations now present in Europe, Asia-Pacific, and North America. In early 2025, Octopus surpassed British Gas in the domestic UK market, attaining a 23.7% market share and serving around 12.9 million customers.
A significant driver of Octopus’s growth has been its proprietary technology platform, Kraken. This platform streamlines dynamic pricing, customer management, and grid flexibility, and is now licensed globally, supporting tens of millions of energy accounts. As a clean energy technology company, Octopus employs a variety of technologies, including renewable energy solutions, electric vehicle services, heat pumps, and smart tariffs, while also investing in renewable generation.
















Octopus Energy: An Analysis of the company
	Strengths
	· - Leadership in UK energy boasting 23.7% market share and over 12.9 million customer accounts 
· Highly innovative Kraken platform that is widely licensed internationally and helps streamline operations and customer experience. 
· Strong brand values centred on transparency, tech and customer-centricity. 

	Weaknesses
	· Heavy reliance on Octopus’s acquisitions may introduce integration and financial complexity.
· As a hybrid energy-tech entity, it faces challenges balancing identity and regulatory expectation over two sectors. 

	Opportunities
	· Continued global licensing of Kraken and expansion into new markets (eg US, Italy and Japan) 
· Potential to scale “Zero Bills” homes and virtual power plants using AI and Data-Driven Solutions.

	Threats
	· Market volatility and regulatory scrutiny around acquisitions (e.g Bulb) may pose financial or reputational risks. 
· Competitive pressure from established utilities and legacy providers could intensify amid changing regulations.



Further to the above, it is worth noting that due to being multinational company operating across borders where there may or may not be a local entity office there are further factors in respect of legal and political aspects. 




A full breakdown is below:
	Political
	The company is subject to global data privacy laws, such as GDPR, CCPA,

	Economic
	During economic uncertainty, people are willing to spend a little extra money in order to safeguard cashflow. 

	Social
	Emphasis on ethical business practices, increased demand for financial literacy and data driven decisions.

	Technological
	Use of AI and big data for credit risk assessments. Either constant investment to maintain physical IT infrastructure or Cloud based subscription charges.

	Legal
	Compliance with Global Data Protection laws, financial regulations and regional licensing requirements. 

	Environmental
	Customer pressure to adopt sustainable digital practices, ESG data becoming more valuable to customers for both own company and their 3rd party suppliers. 





Part 2 
StartUp Name: SafeCredit
Company Logo: 
[image: A blue and white logo
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Business Type: Private Limited Company (Ltd) 
Based on https://companieshouse.blog.gov.uk/2018/07/18/choosing-the-right-business-structure/ this structure will offer liability protection to both founders and shareholders, it enables future scaling and expansion internationally and complies with all Companies House regulations at this time. 
Strategy:
SafeCredit will adopt a Platform-as-a-service (PaaS) model offering subscriptions based access to credit intelligence, API integration and value add analytics tools. The strategy will focus on;
1) Market Differentiation – real time credit scoring using AI and Machine Learning. Risk profiling including Environmental, Social and Governance reporting along with sustainability reporting. 
2) Scalability & Growth – Cloud-native infrastructure ensures global scalability allowing a phased international expansion (UK EU  North America Asia). The structure and expansion mentioned allows for compliance of local laws, eg the General Data Protection Regulations, California Consumer Protection Act etc.
3) Customer Segmentation – White label offering reseller options to smaller business. Corporate Enterprise requiring multi-national credit risk monitoring and Small-Medium Enterprise seeking affordable risk management tools. 
4) Revenue Model – Monthly/Annual Subscription tiers (LightStandardPremiumEnterprise), additional revenue could be utilised via API offerings, monitoring alerts and access to additional modules such as ESG or ‘in the news’ information. Potential to offer access via a free limited search access account with upgrade incentives.
Funding initiatives: 
Seed Round (Pre-Startup)
· Friends, Family and angel investors
· Raise £250,000 for Minimal Viable Product, legal setup and data acquisition. 
Startup Grants and Support
· Applications to be sent to Innovate UK, TechNation and research current Welsh Government Innovation Grants. 
· Apply to HMRC for Research and Development Tax Credits
Acceleration/Incubators 
· Pitch to fintech-focussed accelerators such as Barclays rise, Level39 or Founders Factory
Venture Capital (Post MVP Stage)
· After user traction and early revenue, enter into Series A funding 
· Target Venture Capitalist Firms with a Fintech and Data focus. 
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Not Applicable
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Having spent time planning the task to review VPN profiles and update access. I have another project due to start shortly in work which will be to review our current Enterprise Password Solution and replace with another offering due to some recent issues with the company. There are several items I can take from this project and utilise. A quote regularly seen on Linkedin which resonates strongly:
Culture eats Policy for Breakfast

Creating the project brief in a manner of ‘we should’ with justifications, rather than ‘we must’ will create buy in across the business with the intent to have the effort be driven from the Executive Leadership Team rather than having Technology driving the change. I also believe that while as part of the assignment project by taking on some of the analytics it was minimising impact to other teams, on reflection I believe using different teams as part of the project would ensure the work was done by the best people, and increases the ownership felt across the company. 
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In summary, this assignment has explored both the practical management of a security-related project and the broader strategic considerations facing firms within the technology sector. The first task demonstrated the importance of structured project design in addressing critical vulnerabilities, specifically within Virtual Private Network access. By applying principles such as least privilege, phased implementation, and proof of concept testing, the project highlights how security improvements can be introduced in a controlled manner without disrupting business operations. This approach reflects the need for organisations to balance technical resilience with operational continuity.
The second task expanded the focus to enterprise and innovation, using SWOT and PESTLE analysis to evaluate the internal and external factors that shape organisational success. The case study of Octopus Energy illustrated how established companies leverage technology and adaptability to compete in dynamic markets, while the SafeCredit start-up concept emphasised the importance of strategic positioning, scalability, and effective funding models. Together, these analyses underline that while project management secures the present, enterprise strategy prepares for sustainable growth and competitiveness in the future.
Overall, the assignment demonstrates that effective organisational management requires both operational focus and strategic foresight. Integrating security-led project planning with structured business analysis ensures that firms are not only protected against immediate risks but are also well-positioned to innovate and thrive in an evolving technological and regulatory landscape.
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