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[bookmark: _Toc213774596]Task 1


[bookmark: _Toc213774597]1. Research on Hypervisor
A Hypervisor also called a “virtual machine” (VM) is a software where you can make and run a VM. This lets the main computer which is running the machine support multiple other virtual machines which can be used as separate machines by sharing the memory, storage and processing power of the host machine. [1] There are two types of hypervisors, a Type 1 and Type 2. A type 1 hypervisor is called a “bare-metal hypervisor” which is a VM that essentially runs on a physical machine rather than a virtual machine this gives them a lower latency and also a faster response time as they are connected directly to the hardware and are able to use the resources immediately without any delays, this increases the security of the virtual machine while also making it more stable. A type 2 hypervisor runs more like an application using an OS as a host, they are easier to set up, and you can use different systems on them. Type 2 hypervisors access resources through the host operating system so they are sharing the resources with the system they are being hosted on. This reduces the performance of the VM especially if the host machine is running other tasks that are using the resources. In reference to the topology, I believe a type 1 hypervisor would be the best choice as it will use resources directly from the machine rather than splitting it like in a type 2 hypervisor this means it will perform better and have better security as it is not shared. The topology is also shown in a professional environment, and type 1 hypervisors offer features like advanced networking which Is perfect for this type of scenario. [2] [3]


[image: Hypervisor types.] [4]
















[bookmark: _Toc213774598]2. Research on IP Addressing

Data that gets transmitted across the internet moves in micro units called “packets”, each packet has a destination and IP address that lets devices identify exactly where the data came from and where it needs to go. Once the packets get to their destination, they assemble back into the order they broke down in and they display data. Packets use a technique called “packet switching”, where routers and switches can process packets on their own without needing to know where they are coming from and where they are going. This is so that one connection cannot take over the whole network [5]. IP addressing helps with network scalability and efficiency. IPV4 is a 32-bit address which has approx. 4.3 billion addresses but not all of them are available, however IPV6 which has a 128-bit address has approx. 340 undecillion addresses which mean it would be physically impossible to run out of unique addresses [6]. Subnetting is a method of splitting larger IP networks into smaller sub-networks that are easier to manage and control. Making subnets organisations can allocate space as and when needed which prevents the wasting of IP addresses, subnetting also has a structured network design which makes it easier to troubleshoot and improves performance overall for IPv4 and IPv6 networks [7]

[image: ipv6-ipv4-vs-ipv6-header] [8]




[bookmark: _Toc213774599]3. Research on Routing

Routing protocols are important when it comes to computer networks because they let routers follow paths and forward packets properly and efficiently leading to a more efficient and reliable network with better scalability


[bookmark: _Toc213774600]4. Research on Network Services

VPN (Virtual Private Network)
A VPN is a program that creates something like a tunnel to keep your data secure. When using or connecting to the internet or a private network. It masks your location and encrypts your data, so your data is not vulnerable. VPNs were used a lot during the covid-19 period for working from home, businesses would set up a VPN at home for employees to connect to. Best practice is to use a strong form of encryption, make sure your VPN is updated and set up a multi-factor authentication (2FA). [9]

DHCP (Dynamic Host Configuration Protocol)
DHCP automatically gives your device an IP address when it connects to a network. This saves you a lot of time because you don’t have to keep assigning an IP address manually. It also helps avoiding errors and IP conflicts because everything is don’t automatically. Best practice is to reserve IP addresses for more important devices like servers and this keeps the DHCP organised while also securing the DHCP server so trusted devices can use it and no devices outside that. [10]

Active Directory Domain Services (AD DS)
AD DS is a system created by Microsoft for managing users, computers and permissions in a network. It allows the admins control all the permissions for all users, e.g. in a university, students and lecturers will have different permissions on machines. This is because of AD DS; it is what checks your details and gives you access. Best practice is to use strong password rules (8 characters, 1 number, 1 capital letter and 1 symbol. Keeping your domain secure and regularly checking permissions on users to make sure everything is always correct and has not been changed.  [11]

Certificate Authorities (CAs)
A Certificate Authority is a digital certificate that shows websites are trustworthy or ‘legit’, It helps protect against websites that are fake and trying to cause harm to your computer. When a certificate expires your browser tells you this so you can decide to leave the website and protect your data. Best practice is to protect your certificate authority and make sure your certificates are renewed on time and only issue certificates to your verified users and systems to keep everything secure. [12]
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This screenshot shows me on the official website for Virtual Box where I can download the program.
[image: A computer screen shot of a network

AI-generated content may be incorrect.]
This is the detailed network adapter settings showing the internal network selection for creating a virtual machine for both Windows and Linux.
[image: A computer screen shot of a network

AI-generated content may be incorrect.]
These are the VirtualBox adapter settings confirming the internal mode is enabled which will let machines on the same network communicate with each other.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
This is the Windows command prompt open inside the virtual machine preparing to run commands for IP config and other tasks to verify network tasks.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Windows terminal waiting for commands from user, already has been used to run IP addressing checking for the network.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Linux Debian VM running network config commands showing how the IP addresses are manually assigned using the terminal
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This is the Linux terminal showing the IP addresses information and confirming the interface config and network details are correct.

[image: A computer screen with a computer screen

AI-generated content may be incorrect.]
Windows network settings menu opens showing the config area used for adjusting the network adapters and manually assigning the IP addresses.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
The windows network interface window showing the details of the network adapter from the internet network configuration process.
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This shows the Linux VM terminal showing the complete IP address listings for all of the interfaces, verifying the address setup has been set correctly.
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AI-generated content may be incorrect.]
This is the Linux terminal confirming the network interface IP config showing that the machine is correctly assigned within the internal network.
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AI-generated content may be incorrect.]
The VirtualBox manager is showing the created virtual machines for both Windows and Debian showing the successful installation and setup of the hypervisor.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
The Windows terminal is open and waiting for network commands getting ready to test the connectivity 

[image: A screenshot of a computer

AI-generated content may be incorrect.]
This is the windows ping test results showing a successful communication between the windows VM in the internal network.
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AI-generated content may be incorrect.]
The Linux terminal is running a connectivity and verification command to confirm the communication and the correct addressing in the network.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
The windows command prompt showing the ping test output to verify the communication between the windows devices on internal network 1
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AI-generated content may be incorrect.]
The Virtual Box interface listing is showing the Linux and Windows VMs were access correctly to the hypervisor.
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AI-generated content may be incorrect.]
The Linux VM is completing it’s boot process showing the desktop after the OS install completed.
[image: A screenshot of a computer

AI-generated content may be incorrect.]#
Linux VM has fully loaded to the desktop screen confirming the OS installed correctly and is booting without any errors.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
The windows VM booted properly to the desktop confirming everything was installed and completed properly.
[bookmark: _Toc213774602]Reflection
Technical Reflection
During this task I had issues with VB network settings and duplicate IP addresses and also issued with the firewall blocking certain things. I checked adapter settings to resolve the problems also by using ipconfig and Linux network commands while checking the rules for the firewall. Fixing the problems with the IP addressing gave me a successful communication between the VMs ad they confirmed the network was set up properly.


Personal Reflection.
This task helped me improve my confidence with setting up and fixing virtual networks. Using windows and Linux helped me see how even small problems like a digit incorrect in an IP can stop connectivity. Seeing my problems resolve and my connections setup made me more motivated and showed me how difficult networking can be and how precise it must be. Overall, I think my attention to detail was improved.
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