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Introduction
Digital forensics is a branch of cybersecurity focused on identifying, collecting, preserving, analysing, and presenting digital evidence for investigative and legal purposes. The rapid growth of cybercrime, cloud computing, artificial intelligence (AI), cryptocurrencies, and mobile technologies has significantly increased the importance of digital forensic investigations in both private and public sectors. Organisations now rely on digital forensics not only for criminal investigations but also for incident response, insider threat detection, corporate fraud investigations, and regulatory compliance.
The field has evolved from traditional computer forensic investigations into a multidisciplinary area involving cloud forensics, mobile device forensics, network forensics, malware analysis, and Internet of Things (IoT) investigations. As cyber threats continue to become more sophisticated, digital forensics plays a critical role in supporting cybersecurity operations and protecting organisational assets.
Current State of Digital Forensics and Forensic Tools
The current state of digital forensics is highly advanced and technology-driven. Investigators use specialised forensic tools to recover deleted data, analyse communication logs, reconstruct user activities, and preserve evidence integrity while ensuring legal admissibility.
One of the most widely used forensic tools is Autopsy, an open-source digital forensic platform used for analysing disk images, recovering deleted files, keyword searching, and timeline analysis [1]. Autopsy supports multiple file systems and integrates with The Sleuth Kit to provide investigators with comprehensive evidence analysis capabilities.
Another important forensic tool is FTK Imager, developed by AccessData. FTK Imager is primarily used for acquiring forensic images of storage devices while preserving evidence integrity through cryptographic hashing techniques such as MD5 and SHA-1 [2]. The tool enables investigators to create exact bit-by-bit copies of digital devices without modifying original evidence.
Cellebrite UFED is a leading mobile forensic solution widely used by law enforcement agencies and corporate investigators. It enables extraction of data from smartphones, including WhatsApp messages, call logs, emails, deleted files, GPS data, and social media communications [3]. Mobile forensics has become increasingly important due to the growing use of smartphones in cybercrime activities.
Additionally, Magnet AXIOM and EnCase Forensic are commonly used in enterprise investigations because of their ability to process large volumes of digital evidence efficiently. These tools support cloud evidence acquisition, email analysis, registry analysis, and internet activity reconstruction.
Modern forensic tools increasingly incorporate artificial intelligence and automation to improve evidence processing speed and reduce human error. Machine learning algorithms can identify suspicious patterns, categorise evidence, and automate repetitive investigative tasks.
Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are closely interconnected disciplines. Cybersecurity focuses on preventing and detecting attacks, while digital forensics focuses on investigating incidents after they occur and collecting evidence for legal or organisational action.
In cybersecurity incident response, forensic investigators analyse compromised systems to determine the attack vector, attacker behaviour, affected systems, and extent of data compromise [4]. This process helps organisations strengthen their security posture and prevent future attacks.
For example, during ransomware attacks, digital forensic analysts examine malware behaviour, trace attacker communications, identify encrypted files, and determine whether sensitive data was exfiltrated before encryption occurred. Similarly, in insider threat investigations, forensic techniques are used to identify unauthorised file transfers, suspicious USB usage, email leaks, and unauthorised access to confidential systems.
Digital forensics also supports threat intelligence by identifying indicators of compromise (IOCs), malicious IP addresses, attack signatures, and adversary tactics. These findings are often integrated into cybersecurity defence mechanisms such as intrusion detection systems (IDS), security information and event management (SIEM) systems, and endpoint detection and response (EDR) platforms.
Cloud computing and remote work environments have further increased the importance of forensic readiness within cybersecurity frameworks. Organisations now implement logging, monitoring, and evidence preservation mechanisms to support rapid forensic investigations during security incidents.
Emerging Trends in Digital Forensics
One major emerging trend is cloud forensics. As organisations increasingly store data on platforms such as Microsoft Azure, Amazon Web Services (AWS), and Google Cloud, investigators must analyse evidence distributed across multiple virtual environments [5]. Cloud forensics presents challenges related to jurisdiction, data ownership, and evidence acquisition.
Another important trend is IoT forensics. Smart devices such as wearable devices, smart home systems, connected vehicles, and industrial sensors generate large volumes of digital evidence. Investigators now analyse IoT logs, sensor data, and network communications to reconstruct incidents involving connected devices.
Artificial intelligence and machine learning are also transforming digital forensics. AI-powered systems can process large datasets quickly, identify anomalies, and automate evidence classification [6]. However, the use of AI also introduces concerns regarding algorithmic transparency and evidential reliability.
Furthermore, cryptocurrency investigations have become increasingly significant. Criminals use cryptocurrencies such as Bitcoin and Monero for money laundering, ransomware payments, and illegal transactions. Blockchain forensic tools such as Chainalysis and CipherTrace help investigators trace cryptocurrency transactions and identify suspicious wallets.
Mobile device forensics continues to expand due to the dominance of encrypted messaging applications such as WhatsApp, Signal, and Telegram. Investigators increasingly rely on advanced extraction methods and cloud backups to recover communication evidence.
Key Challenges in Digital Forensics
Despite technological advancements, digital forensics faces several major challenges. One of the biggest challenges is encryption. Modern devices and applications use strong encryption mechanisms that limit investigators’ ability to access evidence [7]. Full-disk encryption, end-to-end encrypted messaging platforms, and secure cloud storage complicate forensic acquisition processes.
Another challenge is the increasing volume of digital data. Organisations generate massive amounts of logs, emails, social media communications, and cloud data daily. Investigators often struggle to analyse large datasets efficiently within limited timeframes.
The rapid evolution of technology also creates difficulties for forensic practitioners. New operating systems, applications, and devices constantly emerge, requiring continuous training and updated forensic tools.
Maintaining the integrity and admissibility of evidence is another critical issue. Investigators must follow strict chain-of-custody procedures and ensure that evidence is not altered during acquisition or analysis [8]. Failure to maintain forensic integrity may result in evidence being rejected in court.
Cross-border investigations additionally create legal and jurisdictional complications because digital evidence may be stored in multiple countries with different privacy regulations and legal frameworks.
National and International Job Market
The demand for digital forensic professionals continues to increase globally due to rising cybercrime and stricter regulatory requirements. Governments, law enforcement agencies, financial institutions, cybersecurity companies, and multinational corporations actively recruit digital forensic analysts and incident responders.
In the United Kingdom, organisations such as the National Crime Agency (NCA), police cybercrime units, and private cybersecurity firms employ digital forensic specialists. According to cybersecurity industry reports, there is a significant shortage of qualified cybersecurity and forensic professionals worldwide [9].
Common job roles include:
· Digital Forensic Analyst 
· Incident Response Specialist 
· Malware Analyst 
· Cybersecurity Investigator 
· SOC Analyst 
· Mobile Forensic Examiner 
· eDiscovery Specialist 
Internationally, countries such as the United States, Canada, Germany, Singapore, and the United Arab Emirates offer strong career opportunities due to increased investment in cybersecurity infrastructure.
Professional certifications significantly improve employability in this field. Popular certifications include:
· Certified Computer Examiner (CCE) 
· Certified Ethical Hacker (CEH) 
· GIAC Certified Forensic Analyst (GCFA) 
· Certified Forensic Computer Examiner (CFCE) 
· Cellebrite Certified Operator (CCO) 
The digital forensics job market is expected to continue growing as cyber threats become more advanced and organisations prioritise cyber resilience and incident investigation capabilities.
Conclusion
Digital forensics has become an essential component of modern cybersecurity operations. The field has evolved significantly with the growth of cloud computing, mobile technologies, AI, and IoT devices. Advanced forensic tools such as Autopsy, FTK Imager, and Cellebrite provide investigators with powerful capabilities to collect and analyse digital evidence effectively.
The close relationship between cybersecurity and digital forensics enables organisations to investigate incidents, identify attackers, and strengthen security defences. However, challenges including encryption, large data volumes, legal complexities, and rapidly changing technologies continue to affect forensic investigations.
Despite these challenges, the global demand for digital forensic professionals remains strong, creating substantial career opportunities both nationally and internationally. As cybercrime continues to evolve, digital forensics will remain critical for protecting organisations, supporting law enforcement, and ensuring accountability in the digital world.
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1. Executive Summary
This report presents the findings of a digital forensic investigation conducted following a reported intellectual property theft incident at Quantum Tech. The company identified suspicious unauthorised access to its confidential AI chip design patent database associated with the project code QT-AI-2025. Internal security monitoring systems identified Emma, a newly hired senior engineer, as the primary suspect responsible for copying and attempting to sell proprietary company data to a competitor organisation, NexGen Circuits.
The investigation involved forensic acquisition and analysis of four digital devices:
· Emma’s Android smartphone 
· Emma’s USB flash drive 
· Joe’s Android smartphone 
· Norman’s Android smartphone 
The primary objectives of the investigation were:
· To determine whether confidential files were copied or transferred illegally 
· To reconstruct communications between involved individuals 
· To establish a timeline of events 
· To identify evidence supporting criminal intent 
· To preserve evidence suitable for legal proceedings 
The investigation confirmed that confidential patent files were copied from Quantum Tech systems onto removable media and subsequently shared externally through email and encrypted messaging applications. 




2. Case Background
Quantum Tech is a multinational technology organisation specialising in the research and development of advanced semiconductor technologies, artificial intelligence systems, and next-generation integrated circuit architectures. The company is recognised within the technology sector for its proprietary AI chip development projects, particularly those designed for autonomous systems, high-performance computing, and machine learning applications.
One of Quantum Tech’s most commercially valuable projects is identified internally as QT-AI-2025, a confidential artificial intelligence chip architecture currently under patent protection review. The project contains highly sensitive research data, including:
· AI chip circuit designs 
· Engineering CAD models 
· Prototype architecture documentation 
· Internal testing results 
· Financial projections and manufacturing plans 
· Patent application drafts 
The estimated commercial value of the QT-AI-2025 project is believed to exceed several million pounds due to its potential application within defence systems, autonomous vehicles, cloud computing infrastructures, and advanced robotics industries. Because of the strategic importance of the project, access to the patent database was restricted to authorised research and development personnel only.
On 5th May 2026, Quantum Tech’s cybersecurity monitoring systems generated multiple security alerts relating to unusual employee account activity associated with Emma, a recently hired senior engineer within the organisation’s semiconductor research division. Internal security logs identified that Emma’s credentials had been used to access confidential patent directories outside normal business operating hours.
Further examination by the company’s IT security department revealed evidence suggesting that multiple files associated with the QT-AI-2025 project had been copied from the secure internal patent database onto an external USB storage device. The organisation also detected abnormal outbound communication activity originating from Emma’s workstation and personal devices during the same period.
Due to the sensitivity of the stolen intellectual property and the possibility of external involvement, Quantum Tech initiated an internal incident response investigation. Preliminary findings suggested that Emma may have been communicating with an external intermediary identified as Joe, who was suspected of facilitating the transfer or sale of confidential company information.
Additional intelligence gathered by Quantum Tech indicated that a competitor organisation, NexGen Circuits, may have been involved in attempting to acquire the stolen patent information. Investigators identified Norman, a senior representative associated with NexGen Circuits, as a possible recipient or buyer of the proprietary AI chip designs.
The company subsequently reported the matter to law enforcement authorities due to concerns relating to:
· Corporate espionage 
· Theft of intellectual property 
· Unauthorised disclosure of confidential information 
· Potential violations of data protection and cybersecurity legislation 
· Financial and reputational damage to the organisation 
Following legal authorisation and seizure procedures, the following digital devices were obtained for forensic examination:
· Emma’s Android smartphone 
· Emma’s USB flash drive 
· Joe’s Android smartphone 
· Norman’s Android smartphone 
These devices were seized under proper continuity-of-evidence procedures and transferred securely to the digital forensic laboratory for analysis.
The primary objectives of the forensic investigation were:
1. To determine whether confidential QT-AI-2025 files were unlawfully copied or transferred. 
2. To identify communications between Emma, Joe, and Norman relating to the suspected sale of intellectual property. 
3. To reconstruct a detailed timeline of events associated with the data breach. 
4. To analyse file metadata, communication logs, emails, and call records for evidential value. 
5. To determine the specific roles and motives of all involved individuals. 
6. To preserve digital evidence in a manner suitable for legal proceedings and potential prosecution. 
The investigation focused solely on evidence recovered from the seized devices and associated forensic images. All investigative activities were conducted in accordance with accepted digital forensic principles to ensure evidence integrity, authenticity, and admissibility within a legal context.
3. Scope of Investigation
The scope of this digital forensic investigation was established to identify, preserve, analyse, and document digital evidence relating to the suspected theft and attempted sale of Quantum Tech’s proprietary AI chip patent project identified as QT-AI-2025. The investigation focused specifically on determining whether confidential intellectual property had been unlawfully copied, transferred, or distributed by authorised employees or external parties.
The investigation was conducted following legal authorisation and evidence seizure procedures approved by law enforcement authorities and Quantum Tech management. All activities performed during the investigation complied with standard digital forensic principles to ensure the integrity, reliability, and admissibility of evidence for potential criminal and civil proceedings.
The scope of the investigation included the forensic acquisition and examination of the following devices:
	Evidence ID
	Device Description
	Owner

	QT-01
	Android Smartphone
	Emma

	QT-02
	USB Flash Drive
	Emma

	QT-03
	Android Smartphone
	Joe

	QT-04
	Android Smartphone
	Norman


The forensic analysis concentrated on identifying evidence associated with:
· Intellectual property theft 
· Unauthorised access to confidential files 
· External transfer of proprietary company information 
· Communication between involved parties 
· Evidence concealment or deletion attempts 
· Financial motivation and commercial intent 
The investigation included the following technical and analytical activities:
3.1 Evidence Preservation and Acquisition
The first stage of the investigation involved preserving the integrity of all seized devices and acquiring forensic images using industry-standard forensic tools. This process included:
· Isolating devices from network connectivity 
· Using write-blocking techniques where applicable 
· Creating bit-by-bit forensic images 
· Generating MD5 and SHA-1 cryptographic hash values 
· Maintaining detailed chain-of-custody documentation 
The objective of this phase was to ensure that no data was altered during the examination process and that all evidence remained legally admissible.
3.2 Mobile Device Examination
The investigation involved detailed forensic analysis of the Android smartphones belonging to Emma, Joe, and Norman. Mobile forensic analysis focused on:
· WhatsApp communications 
· Instagram direct messages 
· SMS messages 
· Emails 
· Call logs 
· Contact lists 
· File transfer history 
· Browser activity 
· Deleted data recovery 
· Cloud synchronisation artefacts 
The purpose of the mobile examination was to identify evidence of coordination, communication, and potential conspiracy relating to the theft and attempted sale of Quantum Tech intellectual property.
3.3 USB Flash Drive Analysis
Emma’s USB flash drive was examined to determine whether confidential company files had been copied or stored on removable media. The examination focused on:
· Recovering stored documents 
· Identifying deleted files 
· Examining engineering design files 
· Analysing metadata 
· Identifying file transfer timestamps 
· Verifying file ownership and access history 
The investigation specifically searched for documents relating to the QT-AI-2025 project, including PDFs, CAD files, spreadsheets, patent drafts, and compressed archives.
3.4 Communication and Correlation Analysis
A significant part of the investigation involved correlating communications across all devices to reconstruct interactions between suspects. This included:
· Comparing WhatsApp messages 
· Analysing Instagram direct messages 
· Reviewing email exchanges 
· Cross-referencing call records 
· Identifying meeting arrangements 
· Examining discussions involving payments or file transfers 
The communication analysis aimed to establish relationships between Emma, Joe, and Norman and determine whether coordinated criminal activity had taken place.
3.5 Timeline Reconstruction
The investigation included the development of a detailed forensic timeline based on:
· File creation and modification timestamps 
· USB insertion logs 
· Communication timestamps 
· Email transmission records 
· Internet browsing history 
· Application activity logs 
Timeline reconstruction was essential for determining the sequence of events leading to the suspected intellectual property theft and attempted distribution of confidential materials.
3.6 Metadata and File System Analysis
The forensic investigation also involved analysing file metadata and system artefacts to identify:
· File ownership information 
· User activity patterns 
· Device connection history 
· File access timestamps 
· File copying behaviour 
· Evidence of data concealment or deletion 
This process helped determine how and when confidential files were copied and whether deliberate attempts had been made to conceal forensic traces.
3.7 Suspect Profiling and Role Identification
The investigation aimed to determine the individual roles, level of involvement, and possible motives of:
· Emma (suspected perpetrator) 
· Joe (suspected intermediary) 
· Norman (suspected buyer) 
Behavioural patterns, communication evidence, and digital artefacts were analysed to assess each suspect’s involvement in the corporate espionage activities.
3.8 Investigation Limitations
The investigation was limited to the evidence available from the seized devices and associated forensic images. The following limitations were identified:
· No direct access to Quantum Tech’s internal servers was provided 
· Cloud account warrants were outside the current investigation scope 
· Some encrypted communications may not have been fully recoverable 
· Certain deleted files may have been overwritten prior to acquisition 
Where limitations existed, they were documented appropriately within the report.
3.9 Legal and Ethical Boundaries
The investigation was conducted within legal and ethical boundaries to ensure compliance with digital forensic standards and privacy requirements. Only evidence relevant to the case investigation was examined, and all activities were documented to maintain accountability and evidential integrity.
The scope of the investigation was therefore designed to provide a comprehensive forensic assessment of the suspected corporate espionage incident while ensuring that all findings remained technically reliable, professionally documented, and legally admissible.
4. Evidence Inventory
An evidence inventory was created to document all digital devices and storage media seized during the investigation. Proper evidence documentation is a critical component of digital forensic investigations because it ensures accountability, maintains chain of custody, and supports the legal admissibility of evidence in court proceedings.
All evidence items were collected under authorised seizure procedures and transferred securely to the digital forensic laboratory. Each item was assigned a unique evidence identification number and labelled appropriately to avoid contamination, misidentification, or accidental modification.
The seized devices were photographed before examination, packaged in anti-static evidence bags, and logged into the evidence management system. Access to the evidence was restricted to authorised forensic personnel only.
The following evidence items were included within the scope of the investigation:
4.1 Physical Evidence Inventory
	Evidence ID
	Device Description
	Owner
	Manufacturer / Model
	Serial Number
	Condition Upon Seizure

	QT-01
	Android Smartphone
	Emma
	Samsung Galaxy S23
	SG-A1019
	Powered on and unlocked

	QT-02
	USB Flash Drive (64GB)
	Emma
	SanDisk Ultra USB 3.0
	SD-7721
	No physical damage

	QT-03
	Android Smartphone
	Joe
	OnePlus 11
	OP-6620
	Powered off

	QT-04
	Android Smartphone
	Norman
	Google Pixel 8
	GP-9901
	Powered on and locked


4.2 Description of Evidence Items
4.2.1 QT-01 — Emma’s Android Smartphone
Emma’s Samsung Galaxy smartphone was identified as a primary source of evidence due to suspected communication with external individuals regarding the transfer of confidential Quantum Tech patent files.
The device was expected to contain:
· WhatsApp communication logs 
· Instagram direct messages 
· Email exchanges 
· Call records 
· File transfer activity 
· Browser search history 
· Cloud storage application data 
· Possible deleted evidence 
The smartphone was seized while powered on, allowing investigators to preserve volatile data and minimise risks associated with encryption or remote wiping.
4.2.2 QT-02 — Emma’s USB Flash Drive
The USB flash drive was considered a highly significant evidence item because internal security monitoring systems detected removable media activity shortly before the suspected data breach occurred.
The USB device was expected to contain:
· Copies of QT-AI-2025 patent files 
· Engineering CAD designs 
· Internal company documents 
· Compressed archives 
· Potential deleted files 
· Metadata relating to file transfers 
The flash drive showed no signs of physical damage and was immediately secured using write-protection procedures to preserve evidential integrity.
4.2.3 QT-03 — Joe’s Android Smartphone
Joe’s mobile device was seized due to suspected involvement as an intermediary between Emma and the potential buyer.
The forensic examination focused on identifying:
· Communication with Emma 
· Communication with Norman 
· Meeting arrangements 
· Cryptocurrency discussions 
· File transfer coordination 
· Messaging application data 
· Deleted communication artefacts 
The device was powered off at the time of seizure and was subsequently isolated from network access prior to forensic acquisition.
4.2.4 QT-04 — Norman’s Android Smartphone
Norman’s Google Pixel smartphone was seized because of suspected involvement as the intended recipient or buyer of Quantum Tech’s confidential intellectual property.
The examination aimed to identify:
· Discussions relating to patent acquisition 
· Requests for sample files 
· Payment arrangements 
· Calls and emails involving Joe and Emma 
· Potential evidence of competitor involvement 
The device was secured in a Faraday evidence bag to prevent remote access, remote wiping, or network synchronisation before examination.
4.3 Digital Evidence Collected
The forensic acquisition process generated multiple digital evidence artefacts from each device. These included:
	Evidence Source
	Artefacts Collected

	Mobile Devices
	WhatsApp databases, SMS logs, emails, contacts, browser history

	USB Flash Drive
	Patent files, metadata, deleted files, compressed archives

	Application Data
	Instagram DMs, cached media, cloud synchronisation records

	System Artefacts
	USB insertion logs, timestamps, temporary files

	Communication Logs
	Call records, chat histories, transferred attachments


4.4 Evidence Preservation Procedures
To preserve the integrity of evidence throughout the investigation, the following procedures were implemented:
· Devices were photographed before handling 
· Evidence bags were sealed and labelled 
· Anti-static packaging was used 
· Write blockers were implemented during imaging 
· Devices were isolated from wireless networks 
· All forensic activities were logged 
· Hash values were generated before and after acquisition 
These procedures ensured that no unauthorised modification or contamination of evidence occurred during the investigation process.
4.5 Evidence Storage and Security
All seized devices and forensic images were stored within a secure digital forensic laboratory environment with restricted access controls. Physical evidence was stored in secure evidence lockers, while forensic images were encrypted and stored on protected forensic workstations.
Access to evidence was limited to authorised investigators only, and all access activities were documented within the evidence handling records.
4.6 Chain of Custody Summary
The chain of custody was maintained continuously from the point of seizure to the completion of forensic analysis. Every transfer, examination, and storage action relating to the evidence was documented to ensure accountability and evidential continuity.
	Date
	Action
	Investigator
	Location

	05/05/2026
	Evidence seized
	Officer J. Smith
	Quantum Tech HQ

	05/05/2026
	Evidence packaged and logged
	Officer J. Smith
	Evidence Storage

	06/05/2026
	Devices transferred for acquisition
	Analyst R. Patel
	Digital Lab

	06/05/2026
	Forensic imaging completed
	Analyst R. Patel
	Forensic Workstation

	07/05/2026
	Evidence returned to storage
	Analyst R. Patel
	Secure Evidence Locker


The evidence inventory and associated chain-of-custody records ensured that all evidence remained reliable, authentic, and admissible throughout the investigation process.
5. Chain of Custody
Maintaining the continuity and integrity of digital evidence is essential to ensure admissibility in court proceedings. Chain-of-custody documentation was maintained throughout the investigation.
	Date
	Action
	Investigator
	Location

	05/05/2026
	Devices seized
	Officer J. Smith
	Quantum Tech HQ

	05/05/2026
	Evidence logged
	Officer J. Smith
	Evidence Locker

	06/05/2026
	Evidence transferred for imaging
	Analyst R. Patel
	Forensic Lab

	06/05/2026
	Forensic images created
	Analyst R. Patel
	Digital Lab

	07/05/2026
	Evidence returned to secure storage
	Analyst R. Patel
	Evidence Locker


All evidence transfers were signed and documented appropriately.
6. Forensic Methodology
The forensic investigation was conducted using a structured and legally compliant digital forensic methodology to ensure that all evidence collected remained authentic, reliable, and admissible in potential legal proceedings. The methodology followed internationally recognised digital forensic principles and best practices commonly adopted by law enforcement agencies, cybersecurity professionals, and forensic laboratories.
The investigation process was designed to:
· Preserve the integrity of digital evidence 
· Prevent contamination or modification of original data 
· Ensure repeatability and reliability of findings 
· Maintain complete documentation throughout the investigation lifecycle 
· Support legal admissibility and professional reporting standards 
The methodology adopted for this investigation followed the standard digital forensic framework consisting of:
1. Identification 
2. Preservation 
3. Acquisition 
4. Examination 
5. Analysis 
6. Reporting 
Each stage of the forensic methodology is explained in detail below.
6.1 Identification Phase
The identification phase involved recognising and documenting all potential sources of digital evidence relevant to the suspected corporate espionage incident involving the QT-AI-2025 patent project.
At this stage, investigators:
· Identified all devices associated with the suspects 
· Determined the relevance of each evidence source 
· Assessed potential evidential value 
· Recorded the physical condition of devices 
· Established investigation objectives 
The following devices were identified as primary evidence sources:
	Evidence ID
	Device
	Investigative Relevance

	QT-01
	Emma’s Smartphone
	Communication and file transfer evidence

	QT-02
	Emma’s USB Drive
	Storage of stolen patent files

	QT-03
	Joe’s Smartphone
	Intermediary communication evidence

	QT-04
	Norman’s Smartphone
	Buyer communication evidence


Investigators also identified potential evidence types expected to exist on the devices, including:
· WhatsApp conversations 
· Instagram direct messages 
· Emails 
· Call logs 
· File transfer records 
· Browser history 
· Metadata 
· Deleted files 
· USB connection logs 
This phase was critical for establishing the scope and direction of the forensic investigation.
6.2 Preservation Phase
The preservation phase focused on protecting digital evidence from alteration, corruption, deletion, or contamination. Because digital evidence is highly sensitive and can be modified easily, strict evidence handling procedures were implemented immediately after seizure.
The following preservation measures were applied:
· Devices were photographed before handling 
· Evidence labels were attached 
· Devices were stored in anti-static evidence bags 
· Smartphones were isolated from network connections 
· Faraday bags were used where necessary 
· Write blockers were prepared for storage media imaging 
· Chain-of-custody documentation was initiated 
For mobile devices that were powered on at the time of seizure, investigators enabled airplane mode to prevent:
· Remote wiping 
· Network synchronisation 
· Incoming communications 
· Cloud updates 
Preservation procedures ensured that evidence remained in its original condition throughout the investigation process.
6.3 Acquisition Phase
The acquisition phase involved creating forensic copies of the original evidence while ensuring no modification occurred to the source devices.
Forensic acquisition was conducted using industry-standard forensic tools, including:
· Cellebrite UFED 
· FTK Imager 
· Magnet AXIOM 
The acquisition process included:
· Logical extraction 
· Physical extraction 
· File system extraction 
· Bit-by-bit imaging 
6.3.1 Mobile Device Acquisition
Logical and physical extractions were performed on all Android smartphones using Cellebrite UFED.
The process involved:
1. Connecting devices to the forensic workstation 
2. Identifying supported extraction methods 
3. Creating forensic extraction images 
4. Exporting communication databases 
5. Recovering deleted artefacts where possible 
The following evidence was extracted:
· WhatsApp databases 
· SMS records 
· Call logs 
· Email artefacts 
· Browser history 
· Contacts 
· Cached application data 
· Media files 
6.3.2 USB Flash Drive Imaging
Emma’s USB flash drive was imaged using FTK Imager with hardware write-blocking enabled.
The imaging process involved:
· Creating an E01 forensic image 
· Generating acquisition logs 
· Capturing metadata 
· Verifying image integrity 
A bit-stream copy of the entire device was created to preserve:
· Existing files 
· Deleted files 
· Unallocated space 
· File system structures 
6.3.3 Hash Verification
Cryptographic hashing was used to verify that forensic images matched the original evidence exactly.
Both MD5 and SHA-1 hash algorithms were used.
Example Hash Verification
	Device
	MD5 Hash
	SHA-1 Hash

	Emma Phone
	4F2A9D7A3C11E0AB22D
	A8837F91AAE74CC11B

	USB Flash Drive
	6D1AA77BC001FF7289A
	D771AB8834FF1122AA


Matching hash values before and after acquisition confirmed that the evidence had not been altered.
Hash verification is essential because it:
· Confirms evidence integrity 
· Detects tampering 
· Supports legal admissibility 
· Ensures forensic reliability 
6.4 Examination Phase
The examination phase involved extracting and recovering relevant digital artefacts from the forensic images.
During this stage, investigators performed:
· File recovery 
· Keyword searches 
· Metadata extraction 
· Communication parsing 
· Timeline generation 
· Deleted data recovery 
· USB activity examination 
Autopsy and Magnet AXIOM were primarily used for this phase.
6.4.1 Communication Examination
Communication artefacts recovered included:
· WhatsApp messages 
· Instagram direct messages 
· Emails 
· Call logs 
· SMS records 
The examination focused on identifying:
· Discussions relating to patent files 
· Payment negotiations 
· File transfer arrangements 
· Meeting coordination 
· Suspicious communications 
Deleted communication records were also recovered from unallocated storage and application caches.
6.4.2 File Examination
The USB forensic image was analysed to identify:
· Confidential patent documents 
· CAD engineering files 
· Internal company records 
· Compressed archives 
· Hidden or deleted files 
File metadata analysis was conducted to determine:
· Creation dates 
· Modification dates 
· Last accessed timestamps 
· File ownership 
· Copy activity 
6.4.3 Browser and Search History Examination
Internet browsing history and search records were analysed to identify evidence of:
· Secure file-sharing platforms 
· Cryptocurrency services 
· Anti-forensic techniques 
· File deletion methods 
· Anonymous communication tools 
This examination helped establish suspect intent and behavioural patterns.
6.5 Analysis Phase
The analysis phase involved interpreting the recovered evidence to reconstruct events and identify relationships between suspects.
Investigators correlated:
· File timestamps 
· USB insertion logs 
· Call records 
· WhatsApp messages 
· Email exchanges 
· Browser history 
· Metadata artefacts 
The objective of the analysis phase was to:
· Reconstruct a detailed timeline 
· Determine suspect roles 
· Identify intent and motive 
· Confirm unauthorised file transfers 
· Establish evidential links between suspects 
Cross-device correlation was particularly important in identifying coordinated activity between Emma, Joe, and Norman.
6.5.1 Timeline Reconstruction
Timeline reconstruction involved combining:
· File activity timestamps 
· Communication records 
· Device usage logs 
· Email timestamps 
· USB connection history 
This process enabled investigators to identify the sequence of events leading to the attempted sale of the QT-AI-2025 patent files.
6.5.2 Suspect Behavioural Analysis
The recovered evidence was analysed to determine:
· Level of involvement 
· Communication patterns 
· Financial motivation 
· Evidence concealment attempts 
· Coordination activities 
Behavioural indicators suggested deliberate and organised actions rather than accidental disclosure.
6.6 Reporting Phase
The final phase involved documenting all investigative procedures, findings, and conclusions in a professional forensic report.
The report included:
· Case background 
· Evidence inventory 
· Methodology 
· Technical findings 
· Communication analysis 
· Timeline reconstruction 
· Suspect profiling 
· Conclusions 
· Recommendations 
All findings were presented clearly and objectively without speculation beyond the available evidence.
The report was prepared in a manner suitable for:
· Internal corporate investigation 
· Law enforcement review 
· Legal proceedings 
· Expert witness presentation 
6.7 Legal and Ethical Compliance
Throughout the investigation, investigators complied with legal and ethical forensic standards, including:
· Maintaining chain of custody 
· Protecting evidence integrity 
· Avoiding unauthorised evidence modification 
· Restricting analysis to relevant data only 
· Documenting all forensic actions 
The forensic methodology therefore ensured that all evidence recovered during the investigation remained technically reliable, professionally documented, and legally admissible.
7. Tools and Technologies Used
The following forensic tools were utilised during the investigation:
	Tool
	Purpose

	Cellebrite UFED
	Mobile device acquisition

	FTK Imager
	Disk imaging and hash verification

	Autopsy
	File system and deleted file analysis

	Magnet AXIOM
	Communication analysis

	SHA-1 & MD5 Utilities
	Evidence integrity verification

	SQLite Browser
	WhatsApp database examination


These tools were selected because they are widely accepted within professional forensic investigations and support court-admissible evidence handling.
8. Evidence Acquisition
8.1 Mobile Device Acquisition
Logical and physical extractions were performed on all Android devices using Cellebrite UFED.
Prior to acquisition:
· Airplane mode was enabled 
· Devices were isolated from networks 
· USB debugging was enabled where required 
· Device conditions were photographed 
Forensic images were successfully created without modifying original device contents.
Hash Verification
	Device
	MD5 Hash
	SHA-1 Hash

	Emma Phone
	4F2A9D7A3C11E0AB22D
	A8837F91AAE74CC11B

	Joe Phone
	8A9E44B21F09CD7821F
	92F11AD67CB44AA871

	Norman Phone
	7D1F5522ABCD098721A
	E8711A772CD11FA671


Matching hash values confirmed evidence integrity.
8.2 USB Flash Drive Acquisition
Emma’s USB flash drive was imaged using FTK Imager with write-blocking enabled.
The acquisition generated:
· E01 forensic image 
· MD5 hash 
· SHA-1 hash 
· Acquisition logs 
USB Hash Verification
	Evidence ID
	MD5
	SHA-1

	QT-02
	6D1AA77BC001FF7289A
	D771AB8834FF1122AA


The matching hash values demonstrated that no tampering occurred during acquisition.
8.3 Forensic Acquisition Screenshots
[image: ]
(Figure 1: Forensic acquisition and hash verification screenshots for Emma’s smartphone, Emma’s USB flash drive, Joe’s smartphone, and Norman’s smartphone.)
The forensic images of all seized devices were successfully acquired using industry-standard forensic tools including Cellebrite UFED and FTK Imager. MD5 and SHA-1 hash values were generated and verified before and after acquisition to confirm evidence integrity and ensure that no tampering occurred during the forensic imaging process. The screenshots above demonstrate the successful completion of logical and physical acquisitions together with hash verification results for all evidence items.
8.4 Hash Verification
Hash verification was conducted immediately after the forensic acquisition process to ensure the integrity and authenticity of all acquired forensic images. In digital forensic investigations, cryptographic hash values are used to confirm that the acquired forensic image is an exact duplicate of the original digital evidence and that no alteration, corruption, or tampering has occurred during acquisition, storage, or analysis.
For this investigation, both MD5 and SHA-1 hashing algorithms were used because they are widely accepted within forensic investigations and are supported by industry-standard forensic tools such as FTK Imager and Cellebrite UFED.
The hashing process involved:
1. Generating hash values from the original evidence source. 
2. Generating hash values from the acquired forensic image. 
3. Comparing both values to verify integrity. 
Matching hash values confirmed that:
· The forensic images were accurate bit-by-bit copies of the original devices. 
· No data modification occurred during acquisition. 
· The evidence remained admissible for legal proceedings. 
8.4.1 Hash Verification Results
	Evidence ID
	Device Description
	Image File Name
	MD5 Hash
	SHA-1 Hash
	Verification Result

	QT-01
	Emma’s Android Smartphone
	QT-01_EmmaPhone_Logical.ufd
	4F2A9D7A3C11E0AB22D78F91C3E7A1D2
	A8837F91AAE74CC11B12D9DE7F91AAE74CC11B12D9D
	MATCH

	QT-02
	Emma’s USB Flash Drive
	QT-02_USBDrive.E01
	6D1AA77BC001FF7289A5D3B6F4E2A71C
	D771AB8834FF1122AA445566778899AABBCCDDEE
	MATCH

	QT-03
	Joe’s Android Smartphone
	QT-03_JoePhone_Logical.ufd
	B1E3C5D7F8912A33BB44C5D6E7F81234
	F11223344556677889900AABBCCDDEEFF00112233
	MATCH

	QT-04
	Norman’s Android Smartphone
	QT-04_NormanPhone_Logical.ufd
	9A7BC4D2E6F77889900AB1C2D3E4F5A6789
	11223344AABBCCDDEEFF00112233445566778899AA
	MATCH


8.4.2 Verification Procedure
The forensic images were verified using the built-in hash verification functionality provided within FTK Imager and Cellebrite UFED. After acquisition was completed, the software automatically recalculated the MD5 and SHA-1 values for each forensic image and compared them against the original source device hashes.
The verification process confirmed:
· Successful acquisition completion 
· No discrepancies between source and forensic image 
· Preservation of evidential integrity 
· Compliance with forensic best practices 
Screenshots of the hash verification process and acquisition summaries were documented and included within the report to support evidential authenticity.
8.4.3 Importance of Hash Verification in Digital Forensics
Hash verification is one of the most critical stages in a digital forensic investigation because digital evidence can be easily modified intentionally or unintentionally. By generating unique cryptographic fingerprints for each device image, investigators can demonstrate that the evidence analysed during the investigation is identical to the evidence originally seized.
The use of MD5 and SHA-1 hashing provides:
· Evidence authenticity 
· Data integrity assurance 
· Tamper detection capability 
· Legal admissibility support 
· Reliability of forensic findings 
If even a single bit of data changes within a forensic image, the resulting hash value changes completely. Therefore, matching hash values provide strong assurance that the evidence remained unchanged throughout the forensic process.
8.4.4 Findings from Hash Analysis
All forensic images acquired during this investigation produced matching MD5 and SHA-1 hash values. No inconsistencies or integrity issues were identified during the verification process.
This confirms that:
· The acquisition procedures were performed successfully. 
· No evidence corruption occurred. 
· The forensic copies are reliable for examination and legal presentation. 
· The digital evidence maintained full forensic integrity throughout the investigation lifecycle. 
The successful hash verification process therefore supports the reliability, authenticity, and admissibility of all digital evidence presented within this forensic investigation report.
9. Communication Analysis
A detailed communication analysis was conducted on messaging applications, emails, and call records.
9.1 WhatsApp Analysis
WhatsApp databases recovered from Emma’s device revealed multiple conversations with Joe regarding confidential company information.
Key Messages Identified
	Date
	Participants
	Message

	01/05/2026
	Emma → Joe
	“I copied the latest AI package.”

	02/05/2026
	Joe → Emma
	“Buyer wants confirmation files first.”

	03/05/2026
	Emma → Joe
	“Sending partial documents tonight.”

	03/05/2026
	Joe → Emma
	“Payment will be processed after verification.”


The conversations demonstrated knowledge of confidential file transfers and financial motivation.
Deleted WhatsApp media files recovered from unallocated storage included screenshots of engineering diagrams and compressed archives.
9.2 Instagram Direct Messages
Instagram direct message analysis identified communications between Joe and Norman involving:
· Meeting arrangements 
· File delivery discussions 
· Cryptocurrency payment references 
Recovered Discussions
	Date
	Participants
	Summary

	02/05/2026
	Joe ↔ Norman
	Negotiation regarding payment

	03/05/2026
	Joe ↔ Norman
	Request for “technical proof”

	04/05/2026
	Norman ↔ Joe
	Discussion about secure transfer


The messages suggested deliberate attempts to avoid detection by using encrypted communication platforms.
9.3 Email Analysis
Email evidence recovered from Emma’s smartphone identified suspicious attachments sent externally.
Suspicious Email
	Field
	Details

	Sender
	emma.personal@mail.com

	Receiver
	joe.private@mail.com

	Subject
	“Prototype Samples”

	Attachment
	QT-AI-2025_SampleDesign.zip


The archive contained:
· CAD engineering files 
· Patent drafts 
· Internal financial projections 
· AI architecture diagrams 
10. File System Analysis
The forensic image of Emma’s USB flash drive contained multiple confidential files.
10.1 Recovered Files
	File Name
	Type
	Status

	QT-AI-2025_Design.pdf
	PDF
	Confidential

	AIChipPrototype.cad
	CAD
	Proprietary

	PatentDraft.docx
	DOCX
	Restricted

	FinancialProjection.xlsx
	XLSX
	Internal


The recovered files contained commercially sensitive intellectual property.
10.2 Metadata Examination
File metadata analysis revealed:
· Creation timestamps 
· Modification history 
· File ownership information 
· Copy timestamps 
Metadata Results
	File
	Created
	Modified
	Copied

	QT-AI-2025_Design.pdf
	12/04/2026
	30/04/2026
	30/04/2026

	AIChipPrototype.cad
	14/04/2026
	30/04/2026
	30/04/2026


USB device logs confirmed that the flash drive was connected to Emma’s workstation immediately before the files were copied.
11. Timeline Reconstruction
A comprehensive forensic timeline was developed by correlating:
· USB connection logs 
· File access timestamps 
· Emails 
· WhatsApp messages 
· Call logs 
· Instagram communications 
Timeline of Events
	Date & Time
	Event

	30/04/2026 18:45
	USB flash drive connected

	30/04/2026 18:52
	Patent files copied

	01/05/2026 09:11
	Emma contacted Joe

	02/05/2026 14:20
	Joe contacted Norman

	03/05/2026 20:16
	Patent sample emailed

	04/05/2026 10:30
	Communication between suspects intensified

	05/05/2026 08:45
	Incident detected by Quantum Tech


The timeline demonstrated coordinated and deliberate activity involving all suspects.
12. Call Log Correlation
Cross-device analysis confirmed repeated communication between Emma, Joe, and Norman.
	Date
	Caller
	Receiver
	Duration

	01/05/2026
	Emma
	Joe
	12 mins

	03/05/2026
	Joe
	Norman
	18 mins

	04/05/2026
	Emma
	Joe
	9 mins


Call frequency increased significantly during the suspected data transfer period.
13. Additional Evidence
Additional forensic artefacts identified included:
· Deleted ZIP archives 
· Browser searches for encrypted transfer services 
· Cryptocurrency wallet screenshots 
· Temporary cache files 
· Cloud storage login activity 
Search history from Emma’s device included:
· “How to securely transfer large files” 
· “Anonymous crypto payments” 
· “Delete forensic traces Android” 
These searches indicated awareness of investigative risks and attempts to conceal activities.
14. Suspect Profiling
14.1 Emma — Primary Perpetrator
Evidence demonstrated that Emma:
· Accessed restricted company files 
· Copied data to removable media 
· Shared files externally 
· Coordinated transfer activities 
Emma’s actions suggested intentional theft motivated by financial gain.
14.2 Joe — Intermediary
Joe acted as a communication facilitator between Emma and Norman.
Evidence showed:
· Negotiation discussions 
· Transfer coordination 
· Buyer communication management 
Joe knowingly participated in the illegal transfer process.
14.3 Norman — Intended Buyer
Norman’s communications indicated interest in obtaining Quantum Tech intellectual property on behalf of NexGen Circuits.
Evidence suggested:
· Awareness of file sensitivity 
· Payment discussions 
· Verification requests 
15. Legal and Ethical Considerations
Throughout the investigation:
· Evidence integrity was preserved 
· Chain-of-custody procedures were maintained 
· Privacy principles were respected 
· Only investigation-relevant evidence was analysed 
The forensic procedures complied with recognised digital forensic standards and legal requirements.
16. Conclusion
The investigation identified substantial digital evidence supporting allegations of intellectual property theft and attempted corporate espionage involving the QT-AI-2025 project.
Forensic analysis confirmed that Emma unlawfully copied confidential files and attempted to distribute them externally through Joe to Norman. Communication evidence, metadata analysis, email records, and call log correlations collectively demonstrated coordinated criminal activity.
The evidence strongly supports the conclusion that:
· Emma acted as the primary offender 
· Joe acted as an intermediary 
· Norman acted as the intended recipient and buyer 
Hash verification confirmed the integrity and admissibility of all digital evidence acquired during the investigation.
17. Recommendations
Recommendations for Quantum Tech
· Implement stricter USB access controls 
· Deploy Data Loss Prevention (DLP) systems 
· Increase insider threat monitoring 
· Introduce multi-factor authentication 
· Conduct cybersecurity awareness training 
· Enhance employee access auditing 
Recommendations for Law Enforcement
· Proceed with charges relating to: 
· Corporate espionage 
· Theft of intellectual property 
· Conspiracy to commit fraud 
· Unauthorised data transfer 
· Investigate cryptocurrency transactions 
· Obtain cloud account warrants 
· Conduct financial tracing analysis 
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