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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Wireless Network Security. Apply your understanding and knowledge from what you learnt in the lecture about these topics by doing the following exercises: 


Use your lecture notes, library database and/or the Internet to answer the questions. 

1. From you understanding of wireless networks give some reason why it is important to have security measures in place.


2. Name and explain different technologies that have been developed for wireless communications.

3. Explain the layers of interest for wireless networks.


4. Name and explain some common wireless threats.

5. What do you know about the following types of wireless encryption:
a. WEP
b. WPA
c. WPA2

6. Do a comparison of the above types wireless encryptions

7. List some measures that can be taken to defend against wireless attacks.

8. Critically discuss some countermeasures for wireless attacks

9. With the aid of a diagram illustrate how you would use demilitarized zone for an AP.

10.  How would you uses antenna and Power as a defensive measures for your wireless Aps?

11.  What are some of the attacking and auditing tools that you can you to help protect your wireless network?

12. Outline a wireless penetration testing framework that could be used to carry out a pentest on a wireless network. 






The following case studies to be done for week WC 1 March 2015

The below tasks should be done in group of two or three and a PowerPoint presentation given to the class.

13.  Use the following scenario to determine vulnerabilities of a wireless network

a. After conducting a security test on the UWTSD network, you discover that the university has a wireless router configured to issue IP addresses to connecting stations. NetStumbler indicates that channel 6 is active, the SSID is Linksys, and WEP is enabled.  Based on this information, write a one page report listing possible vulnerabilities of the WLAN’s current configuration.  Your report should include recommendations for improving wireless security.

14. Use the following scenario to assist maintaining security on  wireless systems

a. Lee Cobley the IT Manager at UWTSD has just purchased a laptop computer.  The university has asked you to ensure that privacy and security are maintained on the wireless system.  Based on this information, write a one page report outlining the guidelines for ensuring the laptop’s security.
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