Title: What is CrytoWall Trojan and How is it Used to Extort Ransom from Computer Users?

Author: Adam Morrissey-Leggett
Date: 8th November 2019
Location: University of Wales Trinity Saint David, Technium 1, Kings Road, Swansea SA1 8PH

Contents
1.	Introduction	1
2.	Method	1
3.	Limitations	1
4.	Ransomware	1
4.1	What is Ransomware?	1
4.2	How does it come in contact with your system?	2
4.3	How Can I Protect Against Ransomware?	2
5.	Conclusions	2
6.	Recommendations	3
7.	References	3

1. [bookmark: _Toc24644842]Introduction
This report has been commissioned by ‘A Small Company’ to give information on ransomware cyber-attacks. The report details what is ransomware and how to deal with ransomware if it infects a computer or system. A number of conclusions have been made and recommendations out of these conclusions are suggested.

2. [bookmark: _Toc24644843]Method
A computer-based literature review was performed to obtain information relating to the problem posed by the client. The report uses CryptoWall Trojan as a specific malware. This report is the deliverable informing the client the results of the review.

3. [bookmark: _Toc24644844]Limitations
The task was posed to detail a particular ransomware, however, there are many malwares of this type, as well as other type, which are not reported here.

4. [bookmark: _Toc24644845]Ransomware
4.1 [bookmark: _Toc24644846]What is Ransomware?
Ransomware is a type of malware which is uploaded onto a computer system with the intent of encrypting files. The ransomware silently infects specific types of files (docs, xlxs, pptx, etc) which have been created by the user to give a maximum affect against the user. At some point after the encryption, the user will try and open a document, which then causes the ransomware to display a message informing the user that unless they pay a ransom the files will not be decrypted. Typically, the ransom is in the region of hundreds of dollars and paid via a cryptocurrency such as bitcoin. Once the ransom is paid, then the attacker will send the encryption key [1].

[bookmark: _Toc24644847]4.2	How does it come in contact with your system?
The malware is typically installed onto the computer via spam emails [2] which have been opened. Once the e-mail has been opened, the computer is infected without the user being aware, unless an up-to-date security system is installed on the computer/network [3].

[bookmark: _Toc24644848]4.3	How Can I Protect Against Ransomware?
To reduce the likelihood of a computer or network being infected, always ensure that the security software is up-to-date. Security software, such as Norton, will update the security of the computer from malware regularly and automatically [3]. However, a back-up of all your data will ensure that if your computer/network is infected, then a reimaging of the data from the back-up can ensure there is minimal damaged caused to your organisation [1]. Back-ups should be planned regularly on at least a weekly basis as reimaging of the back data will mean any subsequent alterations to the data will not be recorded. 
The first defence against malware is a good education policy of all the personnel within your organisation. Remind them not to open emails which have arrived in their spam boxes. Also, to report any suspicious emails which contain hyperlinks to unknown destinations.
It is recommended not to pay any ransom to the attacker as this will promote their use of this type of malware. It also does not guarantee that the decryption key will be sent [4]. Always report the incident to the relevant authorities [5]. In most cases you will not get your data back and ‘prevention is better than a cure’ [6].

5. [bookmark: _Toc24644849]Conclusions
Malware, including CryptoWall Trojan, can be devastating if it infects your computer or network.
There are a number of ways to protect against the infectious software being installed on to your computer.
Payment of the ransom is not a guarantee that an infected computer will get its data back.
Prevention of the software being installed is better than a cure for the infection. 

6. [bookmark: _Toc24644850]Recommendations
The following recommendations are made:
1. A further review of all types of ransomware should be performed to ensure the client is aware of the different types. 
2. A security firewall should be installed and updated regularly to ensure the ransomware does not infect the computer-based network operated by the company.
3. Ensure a back-up is made of all data on a regular basis, this should be at least on a weekly basis.
4. It is recommended not to pay any ransom as this will not guarantee the safe return of your data.
5. Follow the ‘do’s and don’ts’ as per the security software web pages. 
6. Ensure a good education policy to all personnel to reduce the likelihood of infection. 
7. Report any malware attacks against your computer/network to the relevant authorities.
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