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A Strategic Change Plan (Resilience & Recovery) "Building Back Stronger: A Strategic Change Plan for Jaguar Land Rover Post-Cyber Attack and Tariff Disruption"

1. Introduction.
As the new Change Manager of Jaguar Land Rover (JLR), my role is to come up with a strategic change strategy to mitigate the huge challenges experienced by the company. JLR is a top British car manufacturer that is well known because of its Jaguar and Land Rover brands, but has lately been hit by a cyberattack that has led to a five-week production shutdown and continued tariff interruptions. The board is concerned about the company, and it has asked it to prepare a strategy that would enhance its resilience and ensure long-term prosperity. I have to create a change strategy, which addresses internal and external forces behind such a transformation requirement and keep the company consistent with its vision and business goals. This report shall elaborate on a detailed strategy to assist JLR in recuperating and prospering in a changing market.

2. Environmental Analysis and Organisational Analysis.

2.1 Environmental Analysis (PESTLE / Porter's Five Forces).
In order to comprehend the external forces affecting Jaguar Land Rover (JLR), I will examine some of the major political, economic, social, technological, legal, and environmental factors by applying the PESTLE analysis. Porter's Five Forces will be used to evaluate the competitive forces influencing the industry.

Political Factors
JLR has an international market, and this is subjecting it to diverse political shocks. Brexit and its uncertainty, especially relating to trade tariffs and the regulatory environment between the European Union and the UK, would be one of the biggest challenges the company has to endure. This has complicated the company's supply chain and resulted in an increase in the cost of manufacturing and exporting the vehicles (Abawari et al., 2024). It is also exposed to the condition of political instability in the main markets, like the United States or China, which may also disrupt the operations, and JLR will be subject to changes in policies and trade conflicts.



Economic Factors

Economic drivers, including the unpredictable global economy, buying power by the consumer, and currency risks, are all important in the performance of JLR. The automobile sector, especially the luxury car market, is keen on economic recessions, where customers reduce their luxurious purchases during economic uncertainties (Mahamoud Hasan et al., 2025). Also, export tariff imbalances in such crucial economies as the U.S. and China have introduced new additional costs to exports by JLR, which may affect the profitability. In addition, the changes in consumer preferences due to the changes in fuel prices and inflation levels influence the demand for the various varieties of vehicles.

Social Factors
The consumer trend has changed to focusing on sustainability and environmentally friendly decisions. Increased awareness of the climate change effect contributes to increased demand for electric vehicles (EVs), and JLR will need to adapt to this shift in the societal setting. The growing concern of digital platforms has also altered the customer interface with the brands. JLR needs to respond to these shifts by providing automobiles that fit the shifting consumer tastes and finding new, digital means of advertising and selling their products.

Technological Factors
The automotive industry is changing due to technological improvements, particularly in artificial intelligence (AI), self-driving, and connected cars. JLR is under more pressure to integrate the latest technologies in its cars to ensure that it keeps abreast with technology-centric car manufacturers such as Tesla (Sacavém et al., 2025). In specific cases, namely, AI can transform the attributes of vehicles, including navigation, safety and driver support systems. The emergence of digital disruption in the new forms of the latest technologies and software updates means that JLR has to incur a lot of investment in R&D in order to remain at the forefront of innovation.

Legal Factors
Many legal regulations presuppose JLR the way it operates in its global markets. There is an increasing pressure to ensure that the sale of emissions, especially in Europe, is stricter, and JLR has to invest in cleaner and efficient technologies. Failure to comply might result in massive fines and reputational losses of its brand image (Orero-Blat et al., 2024). Furthermore, JLR should also be abreast of consumer protection legislation, automotive safety, and intellectual property rights as well, to ensure that it is not caught in legal troubles. The changing regulatory situation around autonomous cars and the privacy of information poses both a threat and an opportunity to JLR in its pursuit of new technologies.

Environmental Factors
The sustainability of the environment has been a major force behind the automotive industry because the issue of climate change and carbon emissions has become a major issue around the world. Governments are involved in a trend where they are encouraging the use of electric vehicles (EVs) by increasing incentives and subsidies and also placing tougher targets on emissions (Scholkmann, 2021). The trend opens a potential for JLR to invest in green technologies, yet it is also a challenge since the company tries to move beyond traditional internal combustion engines to more sustainable vehicle solutions. The sustainability initiative of JLR will significantly contribute to the future successful performance in the market and reputation.

PESTLE Analysis
This table presents the PESTLE analysis for Jaguar Land Rover, identifying key external factors affecting the company.
	Factor
	Description

	Political
	Tariffs and trade policies affecting manufacturing costs and supply chain.

	Economic
	Fluctuating fuel prices and economic instability affecting consumer demand.

	Social
	Shift in consumer preference towards electric vehicles and sustainability.

	Technological
	Advancements in autonomous driving, EVs, and connected car technologies.

	Legal
	Regulations regarding vehicle emissions and cybersecurity policies.

	Environmental
	Environmental pressure to transition to electric vehicles and sustainable manufacturing practices.




Porters Five Forces Analysis.
Besides the PESTLE analysis, one should be aware of the competition in the automotive industry. Based on the Five Forces model developed by Porter, it is possible to evaluate the extent to which the company is affected by the external competitive pressures on JLR:
	Force
	Description

	Buyer Power
	Buyers have significant power due to the rising demand for electric vehicles (EVs) and the ability to compare prices and features online. To stay competitive, JLR must continually innovate and provide value through quality and pricing.

	Supplier Power
	JLR is somewhat reliant on specialized suppliers, particularly for EV batteries and high-performance parts. Supplier power is moderate, but by diversifying its supplier base, JLR can reduce risk and maintain leverage.

	Threat of New Entrants
	New entrants, especially Tesla, which leads in the EV market, pose a high threat. With advancements in autonomous driving and connected cars, the market is ripe for innovation. JLR must stay ahead through technological investment and strategic marketing.

	Threat of Substitutes
	High due to increased competition from other luxury EV manufacturers like BMW and Audi, who are actively working on developing sustainable alternatives, offering strong substitutes for JLR’s traditional internal combustion engine models.

	Industry Rivalry
	Intense, as established automotive giants like BMW, Mercedes-Benz, and Audi continue to enhance their vehicle technologies and customer experiences, pushing JLR to innovate and compete with their established brand power.



2.2 Internal Environment Analysis (SWOT / McKinsey 7S)
Having analysed the external environment, I will review the internal environment of JLR through frameworks like the SWOT and McKinsey 7S to have better knowledge about the company's strengths, weaknesses, resources, and organisational structure.

Strengths
The main competitive advantage that JLR has is a good brand name, especially in the upmarket car market. It is commonly recognised to manufacture high-performance cars with high engineering, including the off-road and sportiness in Land Rover and Jaguar, respectively (Jääskä et al., 2024). Another advantage of the company is its strong international presence, as there is a large network of outlets in North America, Europe, and China that supply JLR with a large pool of consumers, broadening the market scope. Moreover, JLR's investment in innovations and high-quality craftsmanship gives the company the opportunity to be competitive among other luxury car companies.

Weaknesses
According to these strengths, JLR has a number of weaknesses. The company is still very dependent on the internal combustion (ICE) vehicles, and this restricts its capability to embrace the promise of the electric vehicles (EV) market, which is increasing. Also, the cost of manufacturing is high at JLR, and it is partly attributed to the fact that JLR has a complicated supply chain and high-end production (Khanyisile Yanela Twabu, 2025). These expenses, in addition to constant tariff disruptions, have strained JLR in terms of profitability. Besides, despite the JLR achievements in the digital technology adoption, the company remains comparatively lagging in the fully implemented connected cars and AI-based innovations, which places this firm at a disadvantage relative to rivals such as Tesla.

Opportunities
The largest opportunity that JLR can have is the increase in demand for electric vehicles (EVS). With the growing interest of consumers in the idea of sustainability, JLR has an opportunity to develop EV models further and benefit from governmental subsidies on green technologies (Rouissi, 2025). Furthermore, AI and autonomous driver technologies introduce an option where JLR can attain vehicles that are much smarter, which improves the driving experience and offers more vehicle safety. Asia and the African market are also emergent markets that have development potential, as these markets are characterised by increased consumer purchasing power and an expanding demand for luxurious cars.

Threats
JLR is facing a number of threats in the automotive industry. Close competition with experienced firms such as BMW and Mercedes-Benz, and other potential brands such as Tesla, is a major challenge. The market control of Tesla and the prompt development of autonomous and connected car technology pressured JLR to develop at a rapid scale (Helhel & Helhel, 2026). Moreover, volatility in the economy (i.e., price changes of fuel and other tariff changes) may also affect profitability. Lastly, the recent cyberattack demonstrated that JLR is vulnerable to digital attacks, and this aspect needs to be addressed with regard to increased cybersecurity in the future.

Triggers for Change
JLR is confronted with a number of issues which are critical triggers leading to the necessity of Change. The blistering development of AI, autonomous vehicles, and connected cars compels JLR to be on pace with the changes in the industry. The transition to electric vehicles (EVs) is both a challenge and an opportunity because people are becoming more interested in purchasing vehicles that are environmentally friendly (Chauhan et al., 2026). JLR would need to hasten its conversion to EVs to keep up with the competition. Also, the recent cyberattack that stopped the production shows how urgently cybersecurity is necessary. Economic forces such as tariffs and the cost of production also reinforce Change as a central element in an uncertain market.
[image: ]

3. Changing Management Model Reviews and Assessments.

Lewin's change management model.
The model of Kurt Lewin has three stages that include Unfreeze, Change, and Refreeze. The unfreeze stage is the one that makes the organisation ready to change and brings awareness that there is a need to change. The stage of change is the one that brings an innovation in terms of new behaviours and processes to propel the organisation (Antonios Kargas et al., 2026). Lastly, the Refreeze step entails stabilising the changes, which is to make them normal operations of the company. With JLR, this model can be applicable in returning to normal operations in the wake of the cyberattack and the tariff interruptions, even though its simplicity may not be quite effective when it comes to handling complicated technological issues.

Kotter's 8-Step Change Model
The 8-Step Change Model is a model of change proposed by John Kotter. The model will start by creating the feeling of urgency, which is critical to JLR, as the board has certain reservations regarding its future. Other significant moves would be the formation of a guiding coalition, producing a vision, and making changes in the organisational culture (Ismail et al., 2026). Although the model developed by Kotter is clear and structured, its linear form can be rather too strict as far as JLR is concerned, particularly in the dynamic market and the quick-paced transformation to digital.

ADKAR Model
The ADKAR Model is individual change-based and includes five stages: Awareness, Desire, Knowledge, Ability and Reinforcement. This model will make the employees fully committed to the change process. In the case of JLR, post-disruption recovery can be achieved with the aid of ADKAR, which assists the employees in interpreting and accepting the changes required (Mizova et al., 2026). Nevertheless, the individual-oriented orientation of ADKAR may not be aligned with the organisational-wide issues of JLR, which demand a more general and more strategic approach to operation and technology changes.

McKinsey 7S Framework
The McKinsey 7S Framework has the advantage of utilising a complete organisational change analysis through Structure, Systems, Shared Values, Skills, Staff, and Style analyses of an organisation. This model is efficient in the recovery of JLR because it aligns the whole organisation according to the new vision and the strategic objectives of the company (Poláková – Kersten et al., 2023). Nevertheless, the framework does not have a step-by-step implementation process, which slows down change. This is especially difficult in the case of JLR, with a short reaction time required to solve urgent, disruptive, and market changes.

4. Leadership and Organisational Culture in Change

4.1 Leadership Styles (Transformational, Situational, Transactional)
Ensuring that Jaguar Land Rover (JLR) comes out of the cyberattack and tariff fiasco requires a strong leader to show the way forward. The factor that is needed in this Change is transformational leadership, which promotes a culture of innovation, employee empowerment, and a collective vision of the future of the company (Gkrimpizi et al., 2023). It encourages employees to perform above expectations because they feel that they are part owners and committed. Transformational leaders can make JLR adjust and recover by being creative and resilient to make sure it will succeed in the longer term.
Situational leadership enables the leaders at JLR to adjust themselves depending on the needs of the team and circumstances. Following a cyberattack, specific teams will need prior structure and direction, whereas others can be given flexibility and freedom (Rouissi, 2025). This flexibility will enable JLR to be stable in recovery, as well as empower teams to be innovative. Evaluating the maturity and capabilities of various teams, situational leaders should be able to provide the group with the necessary level of support that promotes the recovery process as well as long-term development.
Transactional leaders are short-term oriented, and they give reasonable expectations and rewards to meet the same. JLR can use this leadership approach to ensure that it stays operational as long as the recovery process takes place (Jääskä et al., 2024). Transactional leaders can achieve this through the following: by establishing goals that can be measured, by keeping track of the progress, and by rewarding performances so that the company operates in a flow, whilst more important strategic changes change the company. Transactional leadership is not concerned with the long-term transformation, but is essential to make sure that short-term operational issues are tackled successfully as JLR stabilises.

4.2 Organisational Culture (Schein, Hofstede, Handy)
Organisational culture is very relevant in the way JLR deals with and handles change. The cultural model developed by Schein singles out three levels: artefacts, values and basic assumptions. Artefacts can be customised because the company policies and structures will support change initiatives (Jaaskak et al., 2024). Values are the stated goals of the company, whereas basic assumptions are the unconscious beliefs that govern the workings of employees. The leaders at JLR need to identify these factors in order to alleviate or deal with cultural obstacles to transformation success.
The cultural dimensions developed by Hofstede can help understand how national and organisational cultures impact the acceptability of change at JLR. High power distance culture also implies that employees want decisions made by top-level management, which has the potential to slow down the pace of change. Uncertainty avoidance implies that the employees are responsive to change; however, in cases of ambiguity (Scholkmann, 2021). In JLR, when uncertainty avoidance is high, employees might be opposed to the changes required, and this will impact the recovery process. These cultural aspects should be factored in by the leaders during the process of planning and implementing change strategies.
The model of organisational culture developed by Handy classifies cultures into Power, Role, Task and Person. The JLR culture is an amalgamation of the Role and Task cultures. A Role culture has defined roles and responsibilities and thus achieves stability, but does not allow much flexibility to change. Another culture is a Task culture, which encourages flexibility and teamwork (Scholkmann, 2021). The leadership of JLR should find a balance between these aspects of culture so that both stability and flexibility can be included in the process of change to ensure that recovery and long-term transformation take place.
5. Strategic Change Management Plan Proposal.

Vision and Objectives of Change.
My vision as a Change Manager in Jaguar Land Rover (JLR) is to ensure the company becomes more robust and quicker to respond to future disruptions, such as cyberattacks and tariff alterations. The primary solutions are to be able to recover production capabilities within the next 3 months, reinforce the cybersecurity infrastructure, and establish a more adaptable supply chain (Orero-Blat et al., 2024). The change plan will be aimed at increasing the efficiency of its operations, encouraging innovation, and making it sustainable. This Change will assist JLR to become a leader in the automotive business in the long run that meets new market demands and technology changes.

Stakeholder Analysis
Key stakeholders in the change process of JLR are the Board of Directors, the employees, suppliers, customers, and regulatory organisations. The Board of Directors will also worry about the financial soundness of JLR and should be given an effective recovery roadmap that can be implemented (Orero-Blat et al., 2024). They play a key role in ensuring that there are long-term strategic objectives achieved. The new processes and systems can only be implemented with the help of the employees, and their dedication and involvement will be necessary in determining the success of the change.

Stakeholder Engagement
Another group of importance is the suppliers, whose role is of primary concern owing to the fact that JLR intends to diversify its supply to avoid dependence on a single source. The action will guarantee increased resilience and flexibility in the procurement. Changes should also be communicated to the customers, especially with respect to the availability of some products and the effects such changes will have on deliveries (Orero-Blat et al., 2024). Constant contact with the customers will aid in keeping the trust and loyalty. The regulatory bodies play an important role in making sure that once the transformation is implemented, JLR will be up to the required industry standards and that the complementary legal requirements are observed.

Implementation Framework
The change process will be carried out in three phases. Phase 1 will deal with short-term recovery and includes aspects of restoring production and cybersecurity by Month 3. The initial step will be to reinstate the basic functions of JLR and secure the company against additional cyber-attacks (Scholkmann, 2021). Phase 2, which will cover the Months 4 to 6, will involve the diversification of the supply chain and the smoothing of the processes within the company so that efficiency is achieved in its operations. This step will be crucial in stabilising JLR in the medium term.

Sustainability and Long-Term Goals.
Phase 3 will concentrate on the long-term sustainability of JLR transformation. It will be characterised by a continuous enhancement, technological upgrades and training of the employees in the next 9 to 18 months. This is the long-term goal of creating a strong and resilient organisation involved in the management of future disruptions (Chauhan et al., 2026). Regular checkups will give assurance of tracking progress, and the change process will remain driven towards the business goals of JLR, and will not only survive, but flourish in the fast-changing automotive market.

Financial and Resource Plan
Some of the major spending points that will be financed by the financial plan include cybersecurity enhancement, supply chain dilution, and employee development. An elaborate budget will be developed to finance these investments with a specific focus on technology infrastructure and risk mitigation, as well as process optimisation (Chauhan et al., 2026). Financial sources will include the reserve of financial resources, external sources, and possibly the industry-specific grants. Sound monitoring of the allocation of resources will be very effective and efficient to enable JLR to regain its strength and expand in the competitive automotive market.

Evaluation and KPIs
To determine the effectiveness of the change plan, we are going to monitor the following SMART Key Performance Indicators (KPIs):
1. Recover 95 % of that production volume prior to the attack, in Month 3. This will be measured by comparing data on production.
2. Reduce cybersecurity efficiency by 40 points by Month 4, defined by a reduction in vulnerabilities identified as part of monthly cybersecurity audits.
3. Increase customer satisfaction and satisfaction with all delivery services by 30 percent by Month 6, according to customer surveys on satisfaction and happiness with service.
4. Cut supply chain disruptions by 20% by Month 5, which is accomplished by supplier diversification and enhancement of logistics.
5. By the end of 2 months post-implementation of the policy, have full adherence to new cybersecurity procedures, which will be assessed by the level of employee training completion and system security audits.
6. 
7. Discussion and Critical Reflection.

Strong Sides of the Proposed Change Plan.
The proposed change plan is an internal and external analysis (combined). It responds to the necessity of JLR to become resilient following the cyberattack and tariff shocks. The plan would involve stakeholder engagement as well as ensure all-party alignment by using a powerful communication strategy (Chauhan et al., 2026). Approaches to the implementation of the proposed changes that can be used to establish order and ensure the changes are effective include the application of well-developed change management models, such as Kotter and McKinsey 7S.

Constraints of the Change Plan.
The constraints of the plan are those that are outside its control, like market fluctuation and unforeseeable changes in the regulations that may derail it. Also, the budget needed to make the Change can overwork the JLR budget, particularly in the case of delays (Sacavém et al., 2025). The smoothness in the transition can be another barrier, particularly when the employees are not ready to embrace the Change, as large organisations normally have difficulties in achieving smooth transitions. These barriers will be overcome by having strong leadership and frequent communication.

Ethical Considerations
The change plan should be based on transparency and fairness, ethically. Ensuring that the employees and stakeholders are handled with respect and aided throughout the transition is of great concern. Data privacy and responsible usage of technology should be part of the close consideration in the post-cyberattack era (Mizova et al., 2026). The ethical principles should be taken into account by JLR in order to preserve the trust of the employees and the customers during the introduction of new systems or technologies. This will ensure that information is not abused in the process of recovery.
Sustainability and Long-term Viability.
To make the plan sustainable, JLR has to work on innovation and perpetuating betterment in the face of technological transformations. The flexibility will also be essential in order to make sure that JLR is able to adjust to the future changes in the market conditions and innovations, as well as to unexpected situations (Poláková – Kersten et al., 2023). The sustainability of the strategy, over the long term, will be determined by the capacity to develop and steadfastly reassess the plan to suit the strategic objectives of JLR. There will be a need to have routine assessments and reviews to sustain the intended growth and strength.

Challenges and Future Projections.
One of the most significant issues is the ability to reconcile between the short-term recovery and long-term strategic objectives. Whereas the recovery measures need to be done immediately, JLR should take care that they do not supersede the bigger picture of the future expansion (Gkrimpizi et al., 2023). Besides, maintaining Change will involve constant dedication to leadership, particularly in controlling the emerging risks, adjusting to the fluctuating market forces, and initiating innovation. These issues will be addressed to help the firm keep up to date and withstand the long term.

7. Conclusion
In conclusion, the suggested strategic change plan of Jaguar Land Rover (JLR) provides a step-by-step methodology of surmounting the obstacles created by the cyberattack and tariff disturbances. The plan will enhance the resilience and adaptability of JLR by dealing with internal and external conditions with the help of an extensive change management framework. It embraces major aspects of stakeholder involvement, effective communication and financial planning. Nonetheless, continuous monitoring and plasticity will be vital to the future success of the plan. The management can strike the right balance between short and long-term recovery and achieve a more promising future to remain successful in the ever-changing car industry.
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Figure 1: Infographic of Drivers for Change at JLR
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