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[bookmark: _Toc535190288]Abstract.
       Digital identity is a collection of information on an individual or a company which leaves a trail of information. This information may contain bank details, photographs, emails or shopping preferences and all this adds up to a comprehensive digital profile.
 This report will be looking at the potential benefits and risks to organisations that use social networking. This does not only apply to large corporations that advertise online as even a small local business will have a digital presence. Even if an organisation does not explicitly seek a social media profile, there is still a digital profile being collated. Customer reviews and other data is being shared without any interaction or permission from the company. This can have positive or negative consequences depending on the views being shared.  

[bookmark: _Toc535190289] Part 1: Benefits and Risks of Business Social Networking.


[bookmark: _Toc535190290]  Customer relations.         
       Business does not function without communication. Social media has created a platform for ordinary people from across world to comment and communicate with each other. This user generated content differs from the more formal and professional media found in newspapers and television (Cross, M. (2014) because it is unedited and often based on personal opinion. Social media is easily accessible so it provides the opportunity for the public to comment and react quickly to any material that interests them. It is therefore an effective tool for businesses to communicate directly with customers and it provides the opportunity for their digital identity to be coherent to their own specific market. These open conversations with customers can be an opportunity to improve products, add a new service and to give the customer greater reasons to purchase products, thus enhancing profits. However, it also opens companies to public scrutiny and creates a channel for people to comment negatively. 
         “If you make customers unhappy in the physical world, they might each tell 6 friends. If you make customers unhappy on the Internet, they can each tell 6,000 friends.” - Jeff Bezos, Founder of Amazon (Stone, B. (2013).
         Carolina Girls, a clothing outlet in North America, received a backlash after just one customer took to social media with a complaint. Casey Parham took to the social media site Facebook after being falsely accused of shoplifting by a staff member. She claimed that it may have been connected to her ethnicity. Carolina Girls denied this and went on to delete negative comments from the post. The company was eventually forced to completely delete their Facebook page after local news teams ran the story (Jacobson, S. (2019). This type of event constitutes a significant risk to the reputation of any business. This risk can be managed by hiring social media response teams who can deal promptly with complaints and prevent any negative press escalation. There may be more of a challenge for small businesses who must deal with issues themselves without the support of professionals.  

[bookmark: _Toc535190291]Accessible Advertisement and Branding.
           The advancement of cameras on mobile phones and home editing software has meant that even small organisations have the potential and means to create professional looking media which in the past would have needed a specialist team. This is good for small businesses who are trying to build a brand. Creating a story behind a brand and giving followers some values helps to make people connect to a brand’s ethos. This is particularly important when there are so many organisations competing to get advertisements noticed, especially when considering a typical Facebook user only spends an average of 1.7 seconds on a post. Video posts lasting around 2 seconds with bright colours have been found to be the most effective way of drawing attention (Saric, M. (2017). Companies such as GoPro use videos for over 60% of their posts to attract the dwindling attention of users and to put themselves above the competition (Social Bakers (2017). 
             Advertising platforms offer small businesses a chance to compete in the market by accelerating their exposure to new customers. An example of this is the ‘Baby Shark’ song which was created by a small Korean company. It went viral across the internet, gaining 1.7 billion views and then entered the United Kingdom charts, above established artists such as Calvin Harris, despite a much lower budget (Ritschel, C. (2018).

[bookmark: _Toc535190292]Coherent Campaign.
            Businesses can underestimate the amount of time it takes to build up a complete digital identity across a multitude of platforms. A business may concentrate solely on one aspect of their identity social media profile and neglect other elements such as website maintenance or search engine priority. If a business fails to create a consistent identity it runs the risk of losing credibility and customers (Stone, R. (2017). Different content works better on different websites depending if they are a content community (YouTube), social network (Facebook) or a virtual world (Xbox live) (Cross, M. (2014). This is not to say that organisations must try and utilise all of these platforms but they must be aware of the benefits and weaknesses of each one and devise a coherent social networking strategy. It is important not to miss out on the opportunities that different platforms offer. 
             Search engine optimization or SEO increases the likelihood of a company appearing on a search engine page when relevant phrases or keywords on a website are searched (Cornier, D. (2018). This can be a powerful tool at driving traffic to a site. If SEO is not properly utilised it can mean that competitors gain an edge by being higher up on the list so more likely to be accessed by potential customers. SEO can be improved by allowing media to be shareable and ensuring multiple sites have links to a website. 

[bookmark: _Toc535190293]Identity Theft, Fraud a Cyber Security.
           Identify theft has been described as a comparatively recent phenomenon by author Clare Sullivan (2011) but it is now the frequent subject of news and a threat to individuals, companies and even governments. There have been individuals or staff members who have entered sensitive information such as banking details and passwords online with serious repercussions. In one case hackers broke into Associated Press’s twitter account and created a fake story about the White House being bombed which subsequently caused a stock market drop of 150 points (Archibald, G. & Zeilinga, J. (2017). Not only is this damaging to the profits of any company hacked but it also poses a significant risk to its reputation. It takes time and commitment to build a trusted brand name and a robust digital identity for a company and this kind of setback can have long lasting detrimental effects. 
           One of the biggest threats to businesses is a data breach. This happened to the American superstore Target in 2013 and it was one of the first times the public became aware of such a situation. Millions of credit and debit card information details were leaked from their system and into the hands of cyber criminals. The attackers behind the breach had hacked into the Target till system and programmed it to log and then send over credit card numbers (Minick, B. (2017).
 Precautions that can be taken include installing firewalls, antivirus software and encrypting data (Cheswick, W., Bellovin, S. and Rubin, A. (2007). 
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[bookmark: _Toc535190295] Customer Profiling.
      Business digital identity has moved from its synonymous relationship with cyber security and identity access management (IAM) into a new focus on consumer centric strategies or consumer identity and access management (CIAM) (Archibald, G. & Zeilinga, J. (2017). Prior to the advancements of online analytic, businesses used to send out mass untargeted and generic advertisements which were not particularly effective for businesses or consumers (Longhurst, G. (2018). Improving the relevance of material to customers has created a more effective and efficient marketing strategy. An example of a company using this strategy well is Amazon which has such a broad product range that customers could easily feel overwhelmed. Amazon avoids this by using collaborative filtering which means that it builds up a profile of an individual and then offers targeted products that people with similar profiles have bought (Marr, B. (2018). 

[bookmark: _Toc535190296]Cookies.
        Cookies are small text files containing unique identification tags. These can be an incredibly handy tool as they allow organisations to identify customers via IP address. They also can follow what pages users visited and how long they were on a page (Glass, R., & Callahan, S. (2014). This is great for identifying customers shopping trends and even prompting customers who have recently visited your site. One risk associated with cookies is more sensitive information like financial data about a consumer is covered by multiple laws like Fair Credit Reporting Act. Businesses need to watch what information they are logging as not to face prosecution.

[bookmark: _Toc535190297]Social Profiling.
      It is very important in a competitive setting that a company’s digital identity is attractive to its target market. Small businesses who do not have data analytical teams also need to get the right material to the right people. Sites such as Facebook allow a business to sponsor a post which not only gains more reach but also helps to target a specific demographic. If a company was selling fast food it would not be effective to market to health enthusiasts and so Facebook uses the information it has built up on customers to create tailored marketing on age, demographic, location, hobbies and gender to find a customer base that is likely to connect. This is a positive for the organisation and the customer who in turns receives a more tailored advertising experience. This is important as business organic reach in posts have been on the decline (Stanberry, S. (2018). The possible down side is the ‘echo chamber’ effect where an individual is stereotyped by an organisation and not offered novel products or experiences which may have been of interest or benefit. 

[bookmark: _Toc535190298]Risks associated with Customer Profiling.
      General Data Protection Regulations or GDPR is new legislation designed to protect the privacy of European civilians’ data. It has clear rules for organisations in handling of data who now must have transparent practices and clear systems and reasons for how and why customers’ data is being used. It allows civilians to opt out of being profiled and to even view the information about themselves online (Foulsam, M., Hitchen, B., & Denley, A. (2019). Businesses ‘need to comply as the penalty for non-compliance is 4% of turnover or a €20 million fine. This sets an unfair advantage to businesses who operated before GDPR or outside the EU who have already bought and sold customer data prior to the legislation. Any new companies in the field will have to abide by the new legislation and may lose competitive edge in marketing.
        Another risk associated with collecting customer data is if this information gets hacked. The organisation Equifax found that they had lost over 143 million customer profiles with sensitive information such as addresses, social security numbers and even drivers’ license numbers (Eliezerov, R. (2018). This is a risk when building up detailed digital identities for customers because if a data breach occurs there is even more information for hackers to tap into. 

[bookmark: _Toc535190299]Conclusion.
[bookmark: _GoBack]        An organisation’s digital identity is its shop front to the internet, a window display to the online high street. It can be a help or a hindrance in surviving in the market place. Businesses have a unique chance to reach global markets, accurately predict customer behavior and create comprehensive identities for each one of its customers. However, great opportunities magnify risk. The relationship between hackers and security providers, organisations and legislation and even companies and customers is constantly evolving. One must always react to catch the other. We live in a time where one person and a computer can change the world, let us hope it is for the better.
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