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Ransomware is one of the most damaging forms of malware today. It encrypts victims’ data and demands payment for decryption. This project explores how ransomware works and
* * * investigates the forensic artefacts it leaves behind. Real-world attacks like WannaCry and Colonial Pipeline show the critical need for effective incident response and forensic
readiness. —~a
‘ Figuer 1: Shows Aim and Objectives “

Aim and Objectives

1.Aim outlines the steps for analysing a ransomware
To evaluate the effectiveness of digital forensic tools in Alm: : Analyse mfe:ctlon 4 -a .V|rtua!|sed for g er.1V|ronment,
identifying and analysing ransomware activity using a e b ; ensuring all critical evidence is effectively captured

safely simulated attack. st i | and analysed.

Figure 3: Shows Flow Chart
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payload. -
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memory and disk forensics. 1
e Evaluate tools like Volatility and Procmon for forensic Key Findings

readiness.

Lo . Process Identification - WINWORD.EXE Detected
Compare findings against real-world ransomware cases.

The pslist plugin adequately identified the Microsoft
3. Design Word process (WINWORD.EXE, PID 5364) and declared
The design of this ransomware simulation lab is firmly grounded it operational during the moment of memory capture.
in insights drawn from the literature review. Such studiesas  \ The process in question was initiated by its = dlahilp | SRR
those acknowledged by Ligh, M. H. [1] capture artefacts across predecessor process, explorer.exe, about 09:13:05 T e *_,_, —
multiple forensic dimensions—memory, storage, network, and GMT. The moment in question coincides precisely the
system behaviour—to fully understand modern ransomware. execution of the macro payload, indicating an

This led to a multi-layered design in which each layer represents ) . Nt g u !
yered g . . y P important correlation between the two distinct Figure 4 : shows Malicious Document opened
a crucial forensic domain
occurrences.
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Figure 1 image illustrates a manual inspection of the - | \ d‘f“’p i e
system's memory dump (memory. Raw) with HxD. o e e o T :

Readable strings including READ_ME.txt suggest that
remnants of the ransomware simulation remain in
memory. The result highlights the importance of memory T
investigation in determining file names and behaviours \ SE SonaMeRac sy

even after file system modifications. e ansnas
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Conclusion
The study highlights the importance of memory forensics for early ransomware detection, with tools like
Volatility effectively identifying injected code and suspicious activity when disc artefacts are limited.
Simpler tools such as Task Manager and Event Viewer also provided valuable insights. Although system i 1 jEphusasaens Foos
limitations restricted the use of REMnux and Kali Linux for deeper network analysis, the research confirmed oo’ wioe oo = .
that a layered approach—integrating static, memory, and behavioural analysis—greatly improves forensic -
readiness.

Figure:2 Shows Hex Editor in process
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